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NOSS2026 Network Topology: Research and Justification
[bookmark: _Toc215824605]Task 1
[bookmark: _Toc215824606]Hypervisor Research
A hypervisor, or Virtual Machine Monitor (VMM), is a software layer that enables virtualisation by allowing multiple isolated operating systems (Guest OS) to run concurrently on a single physical host. This approach optimises resource utilisation, enhances flexibility, and supports scalable testing environments.
Hypervisor Types and Architectures
Type 1 (Bare-Metal): Installed directly on hardware (VMware ESXi, Microsoft Hyper-V), this hypervisor offers direct access to system resources, resulting in high performance, efficiency, and security. It is ideal for production-grade enterprise environments due to its minimal attack surface and robust isolation.
Type 2 (Hosted): Runs as an application on a conventional Host OS (Oracle VirtualBox, VMware Workstation). It relies on the Host OS for hardware interaction, which introduces performance overhead and makes security dependent on the underlying operating system’s integrity. However, it offers greater ease of use and flexibility for lab environments.
Suitable Hypervisor for NOSS2026 Topology
Despite the corporate context of NOSS2026, a Type 2 hypervisor is the most appropriate choice for the current implementation phase due to practical constraints and the need for operational agility.
Justification for Type 2:
Ease of Deployment: Type 2 hypervisors are simple to install and manage on standard workstations, avoiding the need for dedicated server hardware. This is ideal for a deployment or testing lab.
Hardware Compatibility: Hosted hypervisors utilise existing hardware and Host OS drivers, ensuring broad compatibility—critical when dedicated infrastructure is unavailable.
Flexibility: VirtualBox supports simultaneous operation of Windows Server and Debian Server alongside the administrator’s desktop environment, enabling rapid testing and configuration changes.
Management Simplicity: Familiar graphical interfaces simplify the setup and management of the SWANSEA.ACCA domain and its connectivity to Debian services. While performance is lower than Type 1, it remains sufficient for focused lab deployments.
[1] 
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[bookmark: _Toc215824607]IP Addressing and Network Flow
IP addressing is a logical system that uniquely identifies hosts on a network, forming the foundation for data transmission. Routers (Layer 3) use IP addresses to forward packets based on routing tables, while switches (Layer 2) use MAC addresses to forward frames within local segments.
IPv4 and IPv6 Overview
IPv4: A 32-bit format (192.168.1.1) represented in dotted-decimal notation. Due to limited address space, subnetting is essential. CIDR notation (/24) divides networks into smaller subnets, reducing broadcast domains and improving address efficiency.
IPv6: A 128-bit hexadecimal format (2001:db8::1) designed to resolve IPv4 exhaustion. It supports auto-configuration, simplifies routing, and enhances scalability—ideal for future-proofing enterprise networks.
NOSS2026 IP Allocation
The tropology IP allocations are used:
Swansea LAN: 192.168.1.0/24
S-DC (Windows Server): 192.168.1.1
ClientS1 (Windows 10): 192.168.1.10
London LAN: 192.168.2.0/24
L-CD (Debian Server): 192.168.2.1
ClientL1 (Debian GUI): 192.168.2.10
VPN Tunnel: 20.0.0.0/30
Windows Server 2022: 20.0.0.1
Debian CLI Server: 20.0.0.2
This structure supports DHCP relay, secure domain integration, and scalable routing. Subnetting allows logical separation of services such as AD DS, DHCP, and VPN, ensuring efficient communication between Swansea and London.
[2]
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[bookmark: _Toc215824608]Research on Routing
Routing determines the optimal path for data packets across networks. Routers use protocols to exchange information and build routing tables, enabling network convergence—where all routers share a consistent view of the topology.
Routing Protocols and Algorithms
Routing protocols operate by:
Discovering neighbouring routers
Exchanging reachability and metric data (hop count, delay)
Calculating optimal paths using algorithms like Distance Vector or Link-State
Updating routing tables in response to topology changes
Static vs Dynamic Routing
		Feature
	



	Static Routing
	Dynamic Routing

	Updates
	Manual
	Automatic

	Complexity
	Simple
	Complex

	Flexibility
	Rigid
	Adaptive

	Security
	High
	Moderate

	Overhead
	Low
	Higher



Hybrid Strategy for NOSS2026
A hybrid routing strategy is ideal for NOSS2026’s dual-site topology:
Static Routing: Suitable for internal segments with stable configurations, such as routing between local routers and the Windows Server. It ensures predictable behaviour and low overhead.
Dynamic Routing (OSPF/EIGRP): Recommended for inter-site connectivity, especially if multiple links or failover paths exist. It enables automatic adaptation to link failures and supports future scalability.
DHCP Relay Routing: The Debian server’s role as a DHCP relay requires reliable static routing to the Windows DHCP server. As the topology evolves, dynamic routing will enhance resilience and performance.
[3]
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[bookmark: _Toc215824609]Network Services
Enterprise networks rely on critical services for functionality, security, and address management.
VPN (Virtual Private Network)
VPNs establish encrypted tunnels over public networks to securely connect remote users or branch offices. Protocols like IPsec and SSL/TLS (OpenVPN) ensure confidentiality, integrity, and authentication. Best practices include AES-256 encryption, Multi-Factor Authentication (MFA), and Zero Trust segmentation.
DHCP (Dynamic Host Configuration Protocol)
DHCP automates IP address assignment and network configuration. In NOSS2026, the Debian Server acts as a DHCP Relay, forwarding client requests to the Windows DHCP server. Best practices include DHCP failover, short lease times, and reservations for critical devices.
Active Directory Domain Services (AD DS)
AD DS provides centralised identity and resource management. In the SWANSEA. The ACCA domain enables Single Sign-On (SSO), group policy enforcement, and secure access control. Best practices include clear OU design, least privilege access, Domain Controller hardening, and regular backups.
Certificate Authorities (CA)
CAs issue and manage digital certificates within a Public Key Infrastructure (PKI). In Windows environments, AD CS serves as the enterprise CA. Best practices include a two-tier PKI, RSA 2048/SHA-256 encryption, and robust revocation procedures.
[4]
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[bookmark: _Toc215824610]Task 2
[bookmark: _Toc215824611]Justification for Choosing VirtualBox (Type 2)
Oracle VirtualBox (Type 2) has been selected for the NOSS2026 network, prioritising practicality and manageability over raw performance, ideal for a lab environment.
Justification:
Time Management & Progress: VirtualBox installs quickly and runs on standard machines, enabling daily progress and time-stamped screenshots required for assessment.
Operational Flexibility: Running on a Host OS allows seamless switching between desktop and VMs (Windows Server, Debian), essential for configuring and troubleshooting services like AD DS and DHCP Relay.
Cost and Hardware Efficiency: VirtualBox uses existing host hardware, eliminating the need for dedicated servers. This makes it the most sensible choice for virtual testing and deployment.
Conclusion: VirtualBox provides the flexibility, compatibility, and ease of documentation necessary to complete the NOSS2026 topology efficiently across both deployment phases.
[bookmark: _Toc215824612]The Oracle VirtualBox
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This is the Oracle VirtualBox Downloading page
[bookmark: _Toc215824613]The Windows Server 
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This is the Windows Server 2019 for downloading. The image disk file arrow shows 
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First, click the New button and create a server and give the name of the server. 
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Then specify the hardware, adjust it and click next
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After clicking next, it will show this page and click finished
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Select Settings and click Network for the LAN card. There are two different types of networks to choose one for the internal network and one for the bridge network. The first one is Adapter 1 for the internal network
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This is second one for bridge adapter
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Then again go to setting for selecting image file for window server that downloaded . After selecting setting again click storage and click empty 
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Then click the button showd here and it will show this for choose so choose file disk 
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Also can click add disk image file
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Then it will show this, then click mycloudserver one, that is the image disk file for Windows Server
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Then it will add the file its shows here 
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It's there and click the next button, and click the start button for installing 
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Loading file 
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And here to choose the language, time, currency and keyboard and click next
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The setup starting 
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Here to select the operating system to install. Then choose the last one that the image shows. It’s called Windows Server 2019 Datacentre evaluation (desktop experience. Then click next
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Then click the box for accept the licence terms and click next 
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Here to choose custom for the virtual machine. Then click next
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Then click next 
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Then it will start installing Windows as shown here 
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After that, it will show this and restart the machine
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After that it will show this that the machine getting device ready 
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Than its shows that for creating the password for the server and user name is Administrator
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Then restart the machine first click input and then click first one 
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Then it will show this to log in for Administrator, and after that, enter the password and log in to the server
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Then it will show this image, click no to avoid the complexity when doing the testing 
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After that it will show that the server started and the server install successfully
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click the local server for the IP address, and it shows a different one. Now need to change the IPv4 address for Ethernet 1 because Ethernet 1 is allocated for the internal network
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After need to click into lan card click network and internet settings 
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Then it will show this that there is two Ethernet 
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Then need to know the IP address. In the search bar, write cmd for Command Prompt, and it will show this, then click Command Prompt
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After writing in the command prompt, ipconfig, for the IP address and it’s for the local network, automatically assigns an IP address for this internal network need to change the IP address
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Click here for change the IP address
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Then double click the first Ethernet, and it will show this, then click properties
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Then Internet Protocol version 4 (TCP/IPv4), double click there 
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It will show this write down the own IP address that need to put 
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Then it will show here that the IP address that changed 
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Then need to change the PC name click local server and click the first one then click change
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Then, here write the computer name, then click ok
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Then it will show this for restarting the machine and then click ok 
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Then close this 
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Then click the restart now
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It will show that the machine is restarting 
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And click there to restart the machine
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Write the password
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Click the local server it shows that the IP address changed
[bookmark: _Toc215824614]Configuring Domain Controller
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Start the machine
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Click add roles and features
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Click next
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next
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next
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Add features
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Next 
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Next
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Next
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Install
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installed
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Add a new forest to the domain name next
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The password
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next
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next
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next
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next
[image: A screenshot of a computer

AI-generated content may be incorrect.]
next
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After it will show this click close
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Restarting machine
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The domain is created, which shows that the Administrator is under this domain.
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Firewall configuration
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Ping here after configuring the firewalls
[bookmark: _Toc215824615]User Creation and Client Installation
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Login here with password
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Here r all the servers that activated after login
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Go here for user and computer creation
[image: A screenshot of a computer

AI-generated content may be incorrect.]
It will show this
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Click here to go there to create a function for the user and computer
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The name is here created
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Under the name click 
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Create user
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The same process creates a computer
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After will see user and computer created. Select user and click here for new user account
[image: A screenshot of a computer
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click finished. After that, close everything and turn off the machine. And it will make it easier for the client to log in
[bookmark: _Toc215824616]Downloading Windows 10 for the client 
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This is the download Windows 10 for the client
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Click New for creating a Windows client, and then click the other
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Select Windows 10 and click Finish
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Click finish 
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Click Start to install the Windows client
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Click install 
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I tried with Windows 10 because Windows 11 did not work
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Click custom
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next
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Click here
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Click here
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Click here
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Double click here 
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It will show this
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This is the IP address assigned for the Windows client
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After Go here 
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Scroll down and click here
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Click Change, and it will show the page where to write the name of the computer and the domain to which to connect
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There was a problem with the DNS settings, and it shows this. After that, write the DNS for the Windows server; then it worked and connected to the Windows client.
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Shows this write the name and password for the account to join the domain
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Click ok
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Click close
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Click restart
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The machines contacted each other 
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changed the password
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Then, finally, worked with the client user one.
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IP configuration
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Firewall configuration
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Ping here after the firewall configuration	
[bookmark: _Toc215824617]The Devian server
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Download the full Debian 13 installation image, then use the ISO file to create and configure a virtual machine for the Debian server deployment.
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Then select new, it will show this now create write the name of the Debian server 1
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Click the other
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Click here 
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Click finished 
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Go to settings for the network adapter first, is an internal network
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Second is the Bridged Adapter, then click ok 
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 click start and the machine will start
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Then it will show like this, the server created as a local admin 
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The password
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Then click the settings 
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Go to the network and turn on the first one
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click IPv4
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Click manual and then write the IP address 
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Click terminal
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IP Configuration
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Ping here
[bookmark: _Toc215824618]Creating a Debian client 
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Select New for creating a Debian server
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Click other
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click here open
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Click finished
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Go to settings, then network, choose the first internal network
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Second Bridged Adapter, then click ok
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Click Start machine will start
After it will show the setup process after processing all the setup 
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It will show that the Debian client is created, and it's called Debian ClientL1
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Go settings 
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Click IPv4
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Turn on the Ethernet first one and it will show the IPv4 page to set up the IP address 
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Click the terminal for IP configuration
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IP Configuration
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 Ping here 
[bookmark: _Toc215824619]Task 3
[bookmark: _Toc215824620]Technical Reflection: Network Deployment and Testing
During deployment and testing, several technical issues affected network performance and reliability. The most significant challenge was the Windows client failing to connect with the Windows server due to DNS misconfiguration. This required repeated verification of DNS zones and records, followed by corrective adjustments to ensure proper name resolution. Connectivity was further hindered by intermittent failures, where ping tests and domain join attempts returned errors until DNS was stabilised. At one stage, I could not ping because the Windows Server and Client machines crashed, which delayed testing. Another issue was system performance degradation caused by limited RAM on the host machine. I also configured Windows firewall rules to allow DNS and LDAP traffic, which resolved blocked connectivity.
[bookmark: _Toc215824621]Personal Reflection 
Completing this task required persistence in the face of repeated setbacks. The Windows client initially failed to connect with the server until I corrected the DNS configuration, which finally enabled domain joining. However, logging in produced a blank screen, adding further frustration. My personal PC’s limited RAM slowed down the virtual machines, making it difficult to capture screenshots and forcing me to repeat steps carefully. I also struggled with Debian server and client configurations, requiring multiple attempts before achieving stability. Downloading disk image files was another obstacle, as corrupted or missing files meant re-downloading several times. At one point, I could not ping because the Windows Server and Client crashed, but I continued troubleshooting. These experiences taught me patience, resilience, and systematic problem-solving, and I remained determined to try until the end.
[bookmark: _Toc215824622]Ping deferent operating system
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Windows server to Debian server
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Window client to Debian client
[bookmark: _Toc215824623]The References
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