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[bookmark: _Toc134649878]Introduction:
The Road Tax Management System (RTMS) is a web application designed to manage tax payments and information for car owners, tax rates, and car registrations. The application uses the Spring Boot framework, which offers a comprehensive solution for developing web applications with minimal boilerplate code. This report outlines and describes the design and implementation choices made for the application, focusing on the structure, the database schema, and the application's components. The report will also discuss the rationale behind these choices, providing insights into the overall architecture of the RTMS web application.

[bookmark: _Toc134649879]Application Structure:
The application is organized into several files and directories, facilitating better organization, and easier management of the codebase. The primary files and directories include:

1. docker-compose.yml: A configuration file for Docker, defining the services, networks, and volumes required for the application.
2. Dockerfile: A script for building the Docker image, which packages the application for deployment.
3. data.sql: Contains the SQL script with sample data for the application's tables.
4. pom.xml: The Maven Project Object Model (POM) file, specifying the project's dependencies and build configuration.
5. src: The directory containing the source code for the application, organized into packages based on functionality.

[bookmark: _Toc134649880]Database Schema:
The application uses a PostgreSQL database to store data, with tables designed to represent the different entities in the system. The schema consists of the following tables:

1. address: Stores information about the car owner's address, with columns for street, city, state, postal code, and country.
2. car_owner: Contains data on car owners, including their first and last names, email, phone number, and a foreign key reference to the address table.
3. tax_category: Represents the tax categories, with a name, description, and a foreign key reference to the tax_rate table.
4. car_registration: Holds information about car registrations, with columns for registration number, make, model, year, and foreign key references to tax_category and car_owner tables.
5. tax_information: Stores tax information for each car registration, including start and end dates, amounts, and a foreign key reference to car_registration.
6. tax_payment: Contains records of tax payments, with payment date, amount, and a foreign key reference to car_registration.
7. tax_rate: Represents tax rates, with a foreign key reference to tax_category, rate, effective date, and expiration date.

The schema is designed to minimize data redundancy and ensure data integrity. The use of foreign key constraints ensures referential integrity between related tables and provides a solid foundation for the application's data layer.

[bookmark: _Toc134649881]Application Components:
The RTMS web application is built using a modular approach, with components separated into packages based on their functionality. The key components are:

1. Entities: Java classes representing the tables in the database schema, using JPA annotations to map the classes to the corresponding tables.
2. Repositories: Interface classes extending CrudRepository, providing basic CRUD operations for each entity.
3. DTOs: Data Transfer Objects are used to transfer data between client and server, ensuring data security and efficient transfer.
4. Services: Classes containing the business logic for the application, interacting with the repositories to perform operations on the data.
5. Controllers: Classes responsible for handling HTTP requests, using annotations to define the mapping between URLs and methods.

These components follow the principles of the Model-View-Controller (MVC) architecture, promoting separation of concerns and making the application easier to maintain and extend.

[bookmark: _Toc134649882]Configuration and Deployment:
The application is configured using environment variables and properties defined in the pom.xml file. The configuration includes settings for the database connection, the Spring Boot profile, and the Hibernate. The Dockerfile and docker-compose.yml files provide a convenient way to package and deploy the application, ensuring consistency across different environments.

The use of Maven as a build tool simplifies the management of dependencies and streamlines the build process. The pom.xml file lists all the required dependencies for the application, such as Spring Boot, Hibernate, PostgreSQL, Keycloak and SpringDoc for OpenAPI documentation. This approach ensures that the application has a consistent set of dependencies and makes it easier to upgrade or add new libraries when needed.
[bookmark: _Toc134649883]
Automated Tests:
Automated tests are crucial for ensuring the reliability and correctness of the RTMS web application. By using JUnit and Mockito, comprehensive unit and integration tests are written to validate individual components and their interactions. Organizing tests into separate classes and using mock objects to simulate dependencies allows for focused testing, faster test execution, and overall better code quality and maintainability.
[bookmark: _Toc134649884]Security and Authentication:
The RTMS web application employs Keycloak for security and authentication. Keycloak is an open-source identity and access management solution that provides OAuth2, OpenID Connect, and SAML-based authentication, as well as single sign-on (SSO) capabilities. In the application, a custom KeycloakRealmConverter class is used to convert JWT tokens into GrantedAuthority objects, allowing for role-based access control. 

The SecurityConfig class configures the necessary security settings, such as defining which API endpoints require specific roles for access. The application uses Spring Boot starter security and OAuth2 resource server dependencies to facilitate the integration with Keycloak. In the docker-compose.yml file, the Keycloak server is included as a dependency for the application. However, it is currently commented out as the Keycloak Docker container has kept crashing. Despite my attempts to resolve the issue, it remains unresolved.

[bookmark: _Toc134649885]API Documentation:
The RTMS web application uses Swagger SpringDoc to generate OpenAPI documentation for its RESTful APIs. This feature allows developers and users to easily understand and interact with the APIs, facilitating better communication between different parts of the system.

[bookmark: _Toc134649886]Conclusion:
The Road Tax Management System (RTMS) web application demonstrates a well-structured and modular design, adhering to the principles of the Model-View-Controller architecture. The use of Spring Boot simplifies the development process and ensures consistency in the application's configuration and dependencies.

The database schema is designed to minimize data redundancy and maintain data integrity, while the separation of components into entities, repositories, services, and controllers promotes code organization and maintainability. The application leverages Docker for deployment, ensuring a consistent environment across different stages of the development lifecycle.

The application effectively integrates Keycloak for security and authentication, providing a robust identity and access management solution. Although the provided code does not include tests, it is crucial to write comprehensive unit and integration tests to ensure the application's correctness and reliability. The use of SpringDoc for API documentation enhances the usability of the application's APIs, making it easier for developers and users to interact with the system.
[bookmark: _Toc134649887]
Link to the video demo - https://youtu.be/hw6vI5PEuGw
