1. Review complex types of internet-dependent crimes. (2000 words)
In this essay it will be reviewing various types of complex internet dependant crimes. These are crimes or offences that can only be committed with the use of the internet and are mainly directed against computer or internet/network targets. These crimes can be broadly separated into two categories, that is illicit intrusion and disruption and there are several different types of crime that fall into these categories (Home Office, 2013).
I will first look at malware. Malware is a commonly used term to describe software that ‘infects’ computers and interferes with normal function in some way. This could be in an intrusive way i.e. to steal personal data or it could be in a destructive way i.e. causing your computer to crash. The most common types of malware are Viruses, Worms, Trojans, Spyware, Adware and Ransomware (Cisco, 2022)
A virus is a malicious piece of software attached to a file unbeknownst to the user. One the file is downloaded the virus will stay dormant until the file is used or opened, once in use the virus will then self-replicate and spread within the computers and other on the same network and are designed to disrupt the ability of the system to operate and can cause significant issues and data loss (Norton.com, 2022).
A worm is again a piece of malicious software that self-replicates and spread within a computer and/or network causing significant issues and data loss. It differs from a virus in that it does not require a host file or program to spread and without any human interaction. This makes them more dangerous than viruses (Bedell, Loshin and Katie Terrell Hanna, 2021).
A trojan is not designed to self-replicate and are hidden or disguised as an innocent or helpful program, hence the name. Once downloaded by the user the trojan is used to gain access to sensitive data, often without the user’s knowledge, and can then copy, modify, delete or block this data (Dansimp, 2021).
Spyware is used secretly on a computer and its purpose is to gather sensitive information and to monitor and report back to a remote user. Spyware can also grant an user remote access to a system and is often used to steal personal or financial information. An example of spyware is a keylogger which records keystrokes and is used to reveal passwords, another example of spyware is used to take screenshots of a computer ‌(The Economic Times, 2022). 
Adware is not always malicious or dangerous and is used by companies to direct advertisements towards appropriate people it can sometimes redirect browsers to specific, often unsafe, websites and can also be a carrier for trojans and spyware (Eset, 2021)
Ransomware is software that is used to access a person’s system, specifically their personal information, and then encrypts that information so as to block them form using it. The victim is then sent a demand for a financial pay out in order to unblock their own information (Cybersecurity and Infrastructure Security Agency, 2022)

The next internet dependant crime I will look at is hacking. This is the act of compromising digital devices by the unauthorised use/access of computers and/or networks by using security vulnerabilities. Hacking is often used to steal information, damage systems and disrupt activity (Fortinet, 2013). This activity disruption is often caused by a Denial of service (Dos) or distributed denial of service (DDoS) attack. These are attempts made to overload servers and crash systems by flooding the systems with requests for access or a response that they are unable to cope and crash. A famous example of a DDoS attack was the attack on Google in 2017 by the Chinese state which lasted for six months (Muncaster, 2020). DDoS and DoS attacks often utilise ‘botnets’ to operate. Botnets are groups of computers which have been infected my malware and are used as ‘slaves’ to send out spam and other malicious data traffic automatically and on repeat often unbeknownst to the computers user.
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