    Counter Terrorism
· Explain the organisational structures and inter-relationships that exist in counter-terrorism policing

· Analyse the potential links between terrorism and other forms of criminality
· Assess the potential for an insider threat within the police service, and strategies to prevent this

Analyse Break an issue into its constituent parts. Look in depth at each part using supporting arguments and evidence for and against as well as how these interrelate to one another.

Assess Weigh up to what extent something is true. Persuade the reader of your argument by citing relevant research but also remember to point out any flaws and counter-arguments as well. Conclude by stating clearly how far you are in agreement with the original proposition.

Explain Clarify a topic by giving a detailed account as to how and why it occurs, or what is meant by the use of this term in a particular context. Your writing should have clarity so that complex procedures or sequences of events can be understood, defining key terms where appropriate, and be substantiated with relevant research





Counter-terrorism is a complex and multi-layered issue involving not only law enforcement, but a plethora of agencies who must co-operate to deal with terrorist threats. Basia highlights the effective need for inter-agency working with organisations including government agencies, educators, religious leaders, police and the justice system; to fully deal with the violent threat that is posed from terrorist acts. (Basia, 2013). There are strategies in place to ensure that organisational inter-relationships can communicate any perceived terrorist threat and deal with them appropriately before a serious incident occurs.

Dedicated counter-terrorism police units in the UK may be known by different names; such as Manchester’s North West Counter Terrorism Unit (NWCTU), Wales’ Extremism and Counter Terrorism Unit (WECTU) and various Regional Counter Terrorism Intelligence Units Regardless of name, counter-terrorism is nationally referred to as ‘Special Branch’ with each unit providing similar counter-terrorism functions (Collins Dictionary , 2022).

In addition to law enforcement Counter Terrorism intelligence gathering includes MI5 and MI6 security services which monitor national and international threats. These security services are not law enforcement and exist within the civil service working “closely with the police and other law enforcement agencies to help them bring to justice people who are committing or planning crimes” (The Gurdian , 2011)


UK counter-terrorism units gather and share intelligence in-line with the government’s 2003 anti-terrorism strategy CONTEST where the primary objective is to protect communities from the threat of international terrorism, achieved through multi-agency collaboration. CONTEST has for main principles to outline the Government’s plan to deal with terrorism;

· “Pursue: to stop terrorist attacks;
· Prevent: to stop people becoming terrorists or supporting terrorism;
· Protect: to strengthen our protection against a terrorist attack;
· Prepare: to mitigate the impact of a terrorist attack.”

CONTEST is an important part of safe-guarding as it not only demands inter-agency cooperation, but places a statutory civic-duty on non-police roles to report any anticipated links with terrorism or those identified as at risk of radicalisation and extremism. Whilst establishing inter-relationships between organisations is fundamental, difficulties can arise as different methods and systems are utilised by organisations, which can lead to a delay in the time taken to share information. All shared intelligence must abide by data protection legislation. When working with crimes of an extremist nature, dealing with issues in a timely manner is of the upmost importance (Gov.uk, 2011)


Collaborations are a useful way to mitigate the disruptions that arise from multi-agency working. The Joint Extremism Unit (JEXU) is a collaboration between Police and Her Majesties Prison and Probation service whereby experienced staff run a unit focused on identifying those in prison, or on probation, who may be vulnerable to conversion to extremist and terrorist ideology. Key monthly meetings are held involving sharing information, intelligence and progress strategies to mitigate risks of extremism. In the year ending 31 March 2020 this strategic program has led to 6,287 referrals to Prevent, a key element of CONTEST (HM Inspectorate of Probation , 2021) .

The PREVENT referral system can be utilised by anyone to report activity concerned with extremism and terrorism including; health workers, the education sector, youth offending teams, children’s and social services and members of the general public (Safer Derbyshire, 2022). The legal and appropriate sharing of intelligence  between organisations is a key part of Prevent and emphasises that national security is the responsibility of all, and reporting extremist activity is in the best interest of the public. Whilst involving the public in the reporting of extremist intelligence is necessary, the systems can face a number of challenges. As the public and police remain vigilant surrounding terrorism, suspicious instances must be taken seriously, which may result in a large volume of reports. In cases where the reports are false alarms police would still be required to undertake time-consuming investigations. 


Whilst strategies such as CONTEST rely on organisational co-operation, the inter-relationship between the police and public community also plays a major role in policing counter-terrorism. An in depth knowledge of the community which is policed and a professional relationship which fosters mutual trust, can allow members of the general public to trust the police and voice their concerns. Police engagement can prove to be an invaluable source of key information and intelligence which can be progressed via the national intelligence model  and disseminated to the correct agency to reduce terrorist threats (College of Policing , 2022). 
In 2017 the City of London Project SERVATOR was launched; a UK wide visible policing response to terrorism which aims to disrupt terrorist activities and reassure the public by using a range of police resources to provide a large visible presence including: drones, mounted division and the use of ANPR cameras (Counter Terrorism Policing , 2022). The project also encourages members of the public to report suspicious activity. SERVATOR has a central HQ and collaborates with multiple UK police forces including Gibraltar  and the British Transport Police (BTP) (British Transport Police , 2022). SERVATOR also engages with local business and local authorities including security firms who monitor CCTV networks.  Since 2015 there have been more than 650 arrests linked to project SERVATOR (British Transport Police , 2022). Despite the positive results concerns have been raised by Stop Watch who feel the police are not  held accountable for their actions. As part of SERVATOR there is extensive monitoring of civilians and police investigate to a greater level. This increased security is seen as against the public’s privacy (Stopwatch , 2022).
Due to the nature of terrorism networks there is a financial requirement, which comes as a result of other criminal activity. Interpol states that  “Any crime which results in a profit can be used to finance terrorism”   (Interpol , 2022). Skilled financial criminals will be able to conceal the path of the funding and tracking this level of financial investment would be difficult. In contrast the direct link between organised crime groups and terrorism is well established as both parties can arrange a short or long-term arrangement and share valuable information, contacts and skills to assist in the laundering of money and known trade routes (Makarenko, 2004).

Post 9/11 terrorist groups have found it harder to fund  their activities due to tighter restrictions and a more robust stance on the war on terror and  as such  have had to source their funds through other means ( HUTCHINSON & O’MALLEY, 2007). Subsequently terrorist groups have resorted to increasing their reliance on criminality. 2016/17 EUROPOL reports state that there has been involvement in trafficking of illicit drugs, forgery of documents, migrant and firearms smuggling to fund terrorism (EUROPOL , 2017). Conversely a report from the United Nations (UN) examined the links between terrorism and organised crime highlighted that certain groups showed very little interest in forming an alliance with terrorism groups due to the increased level of scrutiny that it could attract from international agencies (United Nations, 2020). The report concluded that;
“Member States should consider strengthening national coordination mechanisms to promote inter-agency participation and information exchange”. 

The report also highlights that not all Member States have reported information, making it difficult to understand the full extent of how organised crime and terrorism is connected. In order to combat this method of funding terrorism the report recommends increasing border security to deter human trafficking and illegal goods/drugs supplies (United Nations, 2020).
CT MORSE (Counter Terrorism Monitoring Supporting and Mechanism) outlined examples of organised crime groups and their links with terrorism. The report detailed the PKK (Kurdistan Workers Party), an extremist group in Turkey and their shifting between terrorism and organised crime. The PKK are involved with organised crime including money laundering and extortion. The terrorist group ISIS attempt to recruit members to perform low-cost attacks through self-funding large-scale petty crime. Furthermore the report states that within Europe there is a decline of organised crime using terrorist tactics which have been replaced with a trend of idealistic minor crimes  with small-time criminals carrying out attacks. Recent Political events including Brexit have influenced right-wing extremist groups who have gained greater levels of support as individuals to a level can be exploited by terrorism organisations via the use of social media (CT MORSE, 2017). This again leads to more individual and smaller crimes being committed but on a greater scale as the group are targeting individuals to further their cause. 

There are strong links to organised crime and terrorism, as it is becoming more difficult to fund terrorist activity. This in turn forces groups to locate other sources of funding. Crossing over into to organised crime is a logical progression due to the level of criminality involved where both groups could assist each other . However, in its very nature organised crime is an incredibly risky endeavour and groups may not want to  associate with known terrorists due to the increased attention and pressure it would put them under from national and international agencies. Some short-term arrangements have been made previously but few long term partnerships between organised crime groups and terrorist groups seem to last.


One way in which terrorist groups can gain intelligence is to implement members in positions of authority as an insider threat. An insider threat is;
‘someone who is entrusted with authorized access, who instead of fulfilling assigned responsibilities, manipulates access to a system to exploit it’. ( Einwechter, 2002)
The online security company Tessian highlight two types of threats. The first type is a malicious insider who is a person with intent to steel valuable information or assets from an organisation . The motive tends to be financial gain,  to get a competitive  edge or due to a grievance against the organisation. The second type is a negligent insider. These are people who are employed by the organisation who behave carelessly for example emailing sensitive information, losing work assets with secure information or getting hacked or falling for an online scam on organisations software . There is no real intent but the damage it can cause to the organisation can still be disruptive and costly  (Tessian, 2022).

As with any organisation, UK police forces are at risk of insider threats. The sensitive data available to officers and staff mean that vetting procedures are put in place to mitigate the threat, however, this is not always effective.

A high profile insider threat in the UK involved a  police probationer who was discovered to be an active member of the far right group National Action  (Gov.uk, 2016) and was subsequently convicted of terrorism offences (CPS, 2021). The person in question was actively utilising far-right social media to spread his ideology. In his time as a police probationer the insider threat would have had access to a plethora of sensitive police systems which would enable him to commit terrorist acts. In order to join the police, this individual would have had to undergo police vetting which in theory should have identified him as a risk, however, concealing his notifiable associations would not be detected unless suspicions had been brought to the attention of the vetting team. This case shed light on the  police and brought into question their integrity and professionalism when public confidence in the police is already at a low level.

The recent campaign to recruit 20,000 new Police Officers will require a large volume of vetting to be completed. Concerns have been raised that due to the sheer number of recruits who require vetting there may be some insider threats employed. With the standards of vetting already brought into question, the police need to develop a more scrupulous method, and ensure regular vetting updates are completed to best protect the organisation from an insider threat.  Following the 2021 murder of Sarah Everard by a serving police officer Her Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) were commissioned to inspect police vetting and counter corruption arrangements (BBC, 2021) . The chief constable of the HMICFRS stated;

“Police must do more to prevent unsuitable people from joining in the first place, identify any misconduct within the force, and quickly dismiss officers and staff if they are not fit to serve the public.”

The report found that some police forces are not meeting the required standard of vetting due the demand of recruitment and in addition some officers were unaware of the circumstances where they need to inform the vetting department of changes. Consequently the HMICFRS issued 43 recommendations to improve the vetting procedure. Of those 43 recommendations, the most effective ways to reduce an insider threat are; establishing better processes for assessing, analysing, and managing risks relating to vetting decisions, corruption investigations, information security and improving the way the police collect corruption-related intelligence (HMICFRS , 2022).

In highlighting the short comings of the current vetting system and with the influx of thousands of new officers there is an obvious weakness, which is allowing officers to gain the role where they should not have been granted it. Forces are starting to take the recommended steps to address this, but it will be costly and take time. Unless the vetting issues are fully addressed the police force is particularly susceptible to an insider threat.





Policing Communities 
· Analyse why key incidents/events have had a damaging effect on the willingness of communities to engage with the police 500

· Examine how current policing practice can impact upon the community 500

· Evaluate the role of community policing in fostering and maintaining community cohesion

· Understand key principles of effective community engagement

It is vital to implement an effective relationship between communities and the Police which promotes positive interaction with the community fosters a level of cohesion. In recent years there has been a return in focus to neighbourhood policing to fully engage with communities; from the introduction to PCSOs to problem solving policing. One of the major factors that will influence how communities engage with the police is how they see them respond to key instances in whether they will see a positive or damaging effect. 
For many communities Anti-social Behaviour (ASB) is at the forefront of the discussion. The definition of ASB is: 
'behaviour by a person which causes, or is likely to cause, harassment, alarm or distress to persons not of the same household as the person' (Antisocial Behaviour Act 2003 and Police Reform and Social Responsibility Act 2011 ) (Legistation.gov.uk, 2011).
One of the challenges with ASB is the general lack of public understanding in relation to what comprises ASB and how officers can police this. In some instances the ASB may be so regular that members of the public who are a victim, might see themselves in this way.


In 2007, the police response to a series of ASB incidents was heavily scrutinised due to the death of the victims. The victim Fiona Pilkington had made constant reports to Leicestershire police between 1997 and 2007, reporting the torment inflicted over the decade by local youths to herself and her disabled daughter Francecca. Following the sustained incidents Fiona killed her daughter and committed suicide (The Independnet , 2017).
A report published in 2009  by the IOPC  stated that Fiona and her family made 33 reports in ten years, however it found that the calls were not linked together and therefore the overall problem was left unaddressed. Fiona and her family were reporting the issues they were facing and actively engaging with the police. The report also concluded: 
“The level of service given to Fiona Pilkington and her family by Leicestershire Constabulary fell far below the level expected.” (Inderpendent Police complainets commison , 2009)

This key incident highlighted  the importance of Police responses to ASB and raised widespread concerns about how many police departments were misclassifying hate crimes motivated by disability as low-priority disruptive behaviour (The Guardian , 2011). 
This incident received a high profile media response which has contributed to a potential irreversible lack trust in neighbourhood policing and their ability to deal with ASB, as communities may feel that even when ASB is reported to the police, as Fiona Pilkington did, effective action may not be taken. This public ambivalence can have a damaging effect to policing communities as these events will not be reported. The  organisation Resolve stated that 56 percent of people that have experienced or been a victim of ASB have not reported it to the police (Resovle, 2022). When these events are not reported police officers are unaware that there is an issue and will not be able to develop a cohesive relationship with the community they serve. 
Areas with higher levels of ASB are also less likely to report it to police; this combined with the high-profile incidents and distrust in the police has a damaging effect on  communities as the police will not engage in that area as frequently due to the under-reporting. In contrast communities who have lesser levels of ASB  will report it to police more often and will therefore receive a better level of engagement from officers, as they cannot attend events of which they have no knowledge.

The impact of the Fiona Pilkington case is still prevalent today. Following the findings of the IOPC report, the police forces have taken some action to learn from their errors. The College of Policing teach the Pilkington case to trainee officers, to avoid a repeat of the same type of event. 

In 1991 the Ely Bread Riots had a lasting effect on the community when two shopkeepers were engaged in a dispute. One of the shops was seriously vandalised and a police presence was implemented with the aim of stopping the vandalism. Posting Police officers outside the shop did little to discourage; in contrast it encouraged others to join in with the vandalism. It is estimated that at the height of the riots  500 people and 175 Police Officers were involved  (Wales Online , 2021). Far from being positive police engagement, this response was seen as heavy-handed, and further damaged the relationship between the community and the police.
Thirty years on Ely remains a high crime area (Crime Rate, 2021) which may be due to the event being remembered by families that were present at the time. This distrust for the police is generational and passed down through the family (Innes , et al., 2021).  

Policing practice involving community engagement should have a positive impact, using neighbourhood policing teams and an active social media officer to establish an effective policing presence within local communities. Police have used social media with the objective to engage with communities and be seen in a more approachable manner. Furthermore, the use of social media can be more focused and has been implemented to offset potential large scale public order events.
In 2010 Staffordshire Police used Facebook and Twitter to provide an increased online presence leading up to and on the day of a protest of over 5000 people from the English Defence league.  The social media officer used the platforms to dispel rumours and respond appropriately to incoming tweets. An example was the rumour  that the police were going to use potentially dangerous crowd control techniques like kettling and snipers on the roof (Cba News, 2012) which may impact on the aggression levels of the protesters. The protest went ahead resulting in only one arrest. This indicates that the social media engagement that was implemented by Staffordshire Police contributed to a safe protest which would have a positive impact on the majority of the community (Babak , et al., 2019). 
Severe cuts to Police funding has resulted in a reduction of police visibility across all departments and the closing of public facing police stations (LBC, 2022). Many communities desire police visibility, however research suggests that patrols or officers passing through an area have no effect on reducing crime (Weisburd & Eck, 2004. ). Quinton and Morris also state that studies have shown that foot patrol is less crucial in delivery and maintaining community engagement compared to and problem solving policing ( Quinton & Morris , 2008).
The effect that reduced police visibility has on communities is generally negative, leaving them feeling isolated from police. In addition the wait times police contact via the 101 line have received criticism for being too long which will again negatively impact members of the public. (Plymouth herald, 2021). Conversely using online platforms including Police forces websites and  social media pages, can allow communities to gather relevant information or report instances to the police. For communities familiar with technology, reporting online is a quick process, which negates the need for long call times and queues of people. A 2019 Safer Communities  report concluded that members of the public had a positive response to Police use of social media as a communication tool (Safer Communites , 2019) . Often, these accounts are run by specialised officers who create engaging content which can be both informative such as recent convictions, but also relatable such as Police dog training updates. In line with the key principles of effective community engagement, the use of social media  allow the police to be transparent when engaging with the community (College of Policing , 2022).
Police officers and PCSOs are more accessible than before. Their photograph and contact details are often readily available to the public via Police websites and  they will be supplied with a mobile phone increasing the ways communities can interact and making them more assessable. This allows for the opportunity to have consistent contact with the neighbourhood both formally and informally, which can enhance community cohesion (College of Policing , 2022) 
 While the increase in technological availability has attempted to breach the gap caused by having less police visibility and fewer police stations, there is a concern that it can still be difficult for the most vulnerable to contact the police. In October 2021 the House of commons debated the reopening of local police stations. MP Yvonne Fovargue put forward her belief that speaking to an officer face to face has more value and that the removal of local police stations has damaged the efficacy of policing the area through knowledge of the local community. She argues that local police stations could become a focal point for the community and allow officers top get to know the local community and their needs. MP Richard Drax reinforces the need for face to face policing interaction stating that using online tools to report can lead to days before the victim sees a police officer. He states: 
“the police force are not social services. It is not a police service, but a police force. Their job is to catch criminals, lock them up and protect you, me and our families. That is their job, so I would think that a formal face, a formal uniform and a formal police station give reassurance” (UK Parliament, 2021).
The use of social media for police engagement has had a degree of success and is a cost-effective use of money during a period of financial cuts. Social media has provided greater ways to contact the police, appealing to technologically aware generations and should continue to be utilised to engage with these communities, but should not be used to replace face to face policing. There is a need for a greater visible policing presence, as outlined in by the college of policing, which would allow other members of the community to engage with the police, fostering effective relationships and community cohesion (College of Policing , 2022). Failure to address this issue will have a negative impact on the community and police engagement.

Community Policing can work to foster and maintain community cohesion, which allows a community to function together harmoniously. The Police Cohesion Guide states:
“Community Cohesion is what must happen in all communities to enable different groups of people to get on well together. Integration is what must happen to enable new residents and existing residents to adjust to one another. This is a key contributor to successful Community Cohesion.” (National Policing Improvement agency, 2010).
A 2008 Home Office report stated the communities are so varied and unique that Policing them is challenging. In order to make the work of the police more responsive to the needs of the community, a greater emphasis should be placed on  neighbourhood policing, which aims to improve contact between the public and the police in specific local geographic areas and local residents ( Quinton & Morris , 2008). Collaborations with partner agencies including the NHS and local authorities can assist officers in identifying any challenges faced by the particular community to allow them to develop potential solutions (College of Policing , 2022).

Communities where there is little community cohesion tend to have higher rates of crime and ASB. Factors that could damage community cohesion including; depravation, loss of industry , an influx of migrants and lack of faculties (National Policing Improvement agency, 2010).  In order to reassure communities who are facing these challenges, effective community engagement must be implemented by police. Ensuring there is an open dialog between the police and the community is a key principle which can develop an increased understanding of that community including the risk, threats and needs, which will allow for the development of community cohesion (College of Policing , 2022).

In an effectively policed community, there would be a good level of community cohesion, residents would be willing to engage with the police and assist with enquires, and crime levels will fall. However, the mishandling of major policing incidents have had a profound and lasting effect on a community which will impact between the relationship between the police and communities. It is important to follow key principles of effective policing, to avoid further damage and foster trust within community policing.
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