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[bookmark: _Toc49291480]Abstract

The Internet Protocols (IP) enable data transmission between two devices on a network – between devices on an internal network and between two devices connected through the Internet. Internet Protocol version 4 (IPv4) is the first full-fledged internet protocol that provides comprehensive guidelines and efficient frameworks for setting up networks and transmitting data reliably between any two devices in a network. The IPv4 protocol offers fundamental network design principles including IP addressing, subnetting, utilization of subnet masks, and data transmission mechanisms. IPv4 continues to dominate internet data transmission because it supports reliable security mechanisms, efficient routing algorithms, complex encryption techniques, and faster data transmission and processing. However, the exponential growth of the Internet in the last few years created a need for an updated version of the internet protocol resulting in the creation of a new version called the Internet Protocol version 6 (IPv6). The IPv6 protocol provides core networking principles, addressing mechanisms, encryption techniques, and data transmission methods to cater to the evolving needs of the Internet and Internet-based devices and technologies. 
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ARPA: Advanced Research Projects Agency
CAD: Computer-Aided Design
DNS: Domain Name Server
GUA: Global Unicast Address 
HTTP: Hyper-Text Transfer Protocol 
IGP: Interior Gateway Protocol
IoT: Internet of Things
IP: Internet Protocol
IPv6: Internet Protocol version 6
IPv4: Internet Protocol version 4
ISP: Internet Service Provider
LMAP: Logical Membership Announcement Protocol
NDP: Neighbour Discovery Protocol 
NFS: Network File Server 
NIC: Network Interface Cards 
OSI: Open Systems Interconnection 
QoS: Quality of Service
VLSM: Variable Length Subnet Mask 
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This document provides a detailed overview of Internet Protocols, specifically the Internet Protocol version 6, called IPv6 and its immediate predecessor Internet Protocol version 4, called IPv4. The document has two main sections. The first section includes a comparative analysis of IPv4 and IPv6 around areas such as classes of IP addressing, subnetting of networks and the associated subnet masks, and packet header formats. The next section demonstrates the application of the network design theories, principles, and models to implement an IP addressing scheme for the Faculty of architecture, computing, and engineering in the university.
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[bookmark: _Toc49291485]Part 1: Internet Protocols and IP Addressing using IPv4 and IPv6

The Advanced Research Projects Agency (ARPA) designed the IPv4 in 1980 to enable data transmission between any two computers on its internal network (Rooney, 2011). When the scope of the Internet expanded exponentially over time, Internet Protocol (IP) became the primary protocol for data transmission. Theoretically, IPv4 provides nearly four billion IP addresses (Loshin, 2004). However, the advent of smart televisions, smartphones, the Internet of things (IoT), automated food delivery kiosks, and other internet-capable devices has resulted in the near-exhaustion of these IP addresses. Additional concerns relate to the underlying technical complexities, such as maintaining routing tables and accommodating future developments (Loshin, 2004). Protocol experts worked on a new protocol and created the Internet Protocol version 6 (IPv6) to compensate for the shortcomings of IPv4. 

[bookmark: _Toc49291486]Basics of IP Addressing

The Internet Protocol address, commonly called IP address, is a unique address assigned to each device connected to a computer network, whether it is an internal network and the Internet. The IP address enables identification of each device on a network to enable data transmission. 

IPv6 addresses are 128 bits in length and are written as a string of hexadecimal digits (Graziani, 2017). Theoretically, IPv6 offers 3.4*10^38 IP addresses. A sample IPv6 address is shown in the following illustration. 
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Figure 1: IPv6 Address format
The IPv6 address comprises of three segments:
· Prefix ID:  An IPv6 prefix ID is made up of the first three fields used for routing IPv6 packets. A prefix segment is a combination of an IPv6 prefix (address) and a prefix length and is used to represent a block of IPv6 address spaces, more commonly, a network. The prefix ID generally is used for public routing. The prefix-length is used to specify a range of devices. The prefix-length is expressed as a slash (/) followed by an integer between 1 through 128. For example, a prefix-length of /64 in the address 2011:0db8:adbc:0012::/48 signifies that the network is divided into 48 subnetworks.
· Subnet ID: The IPv6 subnet ID is made up of the next two fields and indicates the subnet identity (discussed in the following sections). The subnet ID represents the private topology of the network. 
· Interface ID: The interface ID, also called the token, is made up of the last four fields and is used to identify the interface of a host.  

Consider the following IPv6 address.

2001:0db8:adbc:0021:0000:0000:0000:0001

The network ID is represented by the first three fields, 2001:0db8:adbc. The subnet address is identified as 0021:0000 – which can also be represented as 21 as permitted in the short notation. The device address in the example is 0000:0000:0000:0001.  In general, all devices in the same network have the same prefix ID and Subnet ID. This means for all the devices in the same network, the first five groups in every IPv6 address remains constant.  The Interface ID is unique for all the devices in a subnetwork. 

IPv6 is known to provide approximately four billion IP addresses spread across three address types: unicast, multicast, and anycast. 

[bookmark: _Toc49291487]IPv6 Address Types  

The IPv6 protocol supports three types of address as listed below (Graziani, 2017).
 
· Unicast: A unicast address is globally unique. There are two types of unicast address assignments. 

· Global unicast address: An IPv6 Global Unicast Address (GUA) is a globally unique and routable address. The type of unicast address is determined by the leftmost (high order) continuous bits in the address, which contain the prefix. 
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[bookmark: _Toc49276699]Figure 3: Global Unicast Address

As shown in the illustration, the unicast address format has three segments in a hierarchical organization. The public topology indicates the public topology of the network to a router; site topology indicates the administrative subnet of the network, and Interface ID identifies the actual interface within the network. 

· Transitional Global Unicast Addresses: IPv6 allows the administrators to embed an IPv4 address within an IPv6 address for transactional purposes. This type of transition facilitates the movement of IPv6 packets over existing IPv4 networks. 

· Link-Local Unicast Address
The link-local unicast addresses are used only on the local network link and are not recognized outside the network. 

· Multicast Addresses: Multicast addresses identify a group of interfaces, often spread across different network nodes, called a multicast group. An interface can belong to any number of multicast groups. For a is a multicast address, the first 16 bits of an IPv6 address is ff00n. All members of the multicast group receive packets sent to a multicast address.

· Anycast:  Anycast addresses are similar to multicast addresses. They identify a group of interfaces, usually on different nodes. Packets that are sent to the anycast address are received by the anycast group member node that is physically closest to the sender and not by all members of the anycast group.

[bookmark: _Toc49291488]Subnetworks and Subnet Masks 

Subnetworks, commonly called as subnets, are smaller parts of a larger network. Creation of subnets help in optimization of network routing, improve the efficiency of routing algorithms, and relieve network congestion. Subnetting allows the transmission of data using a shorter network path without having to pass through routers to reach the destination device (Chan, 2011). 

As networks grow with the addition of several hosts, the two-level hierarchy becomes insufficient, and subnetting becomes essential.  Subdividing a network adds a third level of hierarchy to the network hierarchy (Chan, 2011). An IP address, in this case, has three-level addressing – the network level, the subnetwork level, and the host level identified as <network><subnet><host>. The third level of hierarchy enables the creation of additional subgroups within a network, which in turn speeds up the data transmission by minimizing ‘local’ traffic. Subnets can be designed in multiple ways. For instance, subnets can be designed based on the geographic location such as Computer-Aided Design (CAD) laboratory and Computer science laboratory or first floor, second floor and third floor. Subnets can also be designed based on departments such as the sales department, the finance department and so on. A third possibility is to create subnets based on device types such as printers, servers, laptops, and desktop systems. 

Subnet masks define a range of IP addresses available within a network (Cisco, 2013). Since a single subnet mask limits the number of valid IPs for a specific network, multiple subnet masks are used to organize a single large network into several logical smaller subnetworks. In simple terms, hosts on a single subnet (identified by a single subnet mask) can communicate directly with each other. In contrast, systems on different subnets (identified as having different subnet masks) require a router for communication.  A subnet mask hides the network part of a device’s IP address and keeps the host part for device identification. A subnet mask has the same format as an IPv6 address and is 128 bits in length. Variable Length Subnet Mask (VLSM) allows the network administrators to design subnets with more than one subnet mask within the same network, which means that multiple subnets masks are used for different subnets of a single network. Using VLSM is known to improve the usability of networks and increase routing efficiency. VLSMs are mostly used to design smaller subnets of a larger subnet.  Additional information and actual implementation of subnets and VLSM are provided in LO2 section.

[bookmark: _Toc49291489]IPv6 Headers

An IPv6 packet is the smallest unit of data that can be exchanged using the IPv6 protocol. Each IPv6 packet consists of two parts: the header information and the user data (Oracle, 2011). The header part is further divided into a mandatory IPv6 fixed header and an optional IPv6 extension headers.
The standard IPv6 header is 128 bits in length, including the source and destination addresses. The order of each field is shown in the following illustration. 
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[bookmark: _Toc49276698]Figure 2: IPv6 Basic Header Format (Oracle)

The following table describes the function of each header field in a standard IPv6 header.
	Field 
	Length
	Purpose

	Version
	4-bit
	The version number of Internet Protocol = 6

	Traffic class 
	8-bit 
	Traffic class field.

	Flow label 
	20-bit
	Request special handling by intermediate IPv6 routers such as non-default quality of service (QoS) or real-time service. 

	Payload Length
	16-bit 

	The payload length is made up of the remaining bits of the packet that follow the IPv6 header —represented in octets.

	Next header

	8-bit selector
	Identifies the type of header that immediately follows the IPv6 header. 

	Hop limit 

	8-bit 
	It is decremented by one by each node that forwards the packet. The packet is discarded, when the hop limit reaches 0.

	Source address
	128 bits
	The address of the initial sender of the packet

	Destination address
	128 bits.
	The address of the intended recipient of the packet. The intended recipient is not necessarily the recipient, if an optional routing header is present.


	
	Table 1: Fields of an IPv6 Standard Header 

[bookmark: _Toc49291490]IPv6 Extension Headers

The IPv6 protocols allows the use of separate extension headers to include additional information. The extension headers are placed between the IPv6 header and the transport-layer header within a packet. The extension headers are processed by the destination device and are not examined by routers along the delivery path. This feature is especially useful for packets that contain additional information that is not relevant to routers, and therefore, this feature improves router performance. The length of the IPv6 extension headers can vary. However, the IPv6 options are always an integer multiple of 8 octets. To ensure the retention of alignment of subsequent headers.

The following IPv6 extension headers are currently defined:

	Field 
	Purpose

	Routing
	Extended routing, such as IPv4 loose source route

	Fragmentation
	Fragmentation and reassembly

	Authentication
	Integrity, authentication and security

	Encapsulating Security Payload
	Confidentiality

	Hop-by-Hop options
	Distinct options that require hop-by-hop processing

	Destination options
	Optional information to be examined by the destination node



Table 2: Fields of an IPv6 Extension Header

[bookmark: _Toc49291491]Comparative Analysis 

Proponents of IPv6 suggest that it offers better security, simplified management, enhanced Quality of Service (QoS), and improved productivity. IPv6 supports 128-bit addresses with flexible extension headers and hierarchical routing to improve scalability. The protocol offers inbuilt security, authentication, and auto-configuration features (Rooney, 2011). In contrast, IPv4 only supports 32-bit addresses and fixed-length headers that limit extensibility and scalability. IPv4 supports IP security (IPSec) protocol to ensure data security but does not mandate its usage. Besides, administrators have to configure IPv4 addresses manually (Loshin, 2004). Despite these challenges, IPv4 continues to dominate Internet data transmission because most organizations already have the infrastructure to support IPv4.
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This section describes a practical implementation of IPv6 addressing scheme for a university’s Faculty of Architecture, Computing and Engineering. In this section, IPv6 addresses are assigned to six servers at the facility as well as to the link between the MP and ISP. The six servers are DNS, Email, Finance, Registry, File server and a Print server.

[bookmark: _Toc49291493]IPv6 Addresses
For this assignment, it is assumed that the current network is based on IPv4 and is fully operational. The following list describes the network. 
· School of Applied Computing hosts the internal network backbone 192.168.1. 
· School of Applied Computing hosts the with DNS, File Server, and Mail server.
· School of Automotive Engineering is the internal network 192.168.6 and hosts the registry server and finance server.
· School of Architecture, Built and Natural Environment is the internal network 192.168.9, and hosts the print server.
· Test centre is the internal network 192.168.11, which contains hosts for the employees. 
· The open access lab is the internal network 192.168.12, has 240 PCs and five printers. 

The following table lists the IPv4 and IPv6 addresses of the main servers of the various faculties within the university. 








 
	Facility
	IPv4 address
	Equivalent IPv6 address 

	Internal network backbone
	192.168.1.0/24
	2001:db8:130f:1:0:870:1:140a/48

	School of Applied Computing
	192.168.2.0/24
	2001:db8:130f:2031:0:870:2:1401/48

	Domain Name Server
	192.168.3.0/24
	2001:db8:130f:2131:0:870:3:0000/48

	File Server
	192.168.4.0/24
	2001:db8:130f:2231:0:870:4:0000/48

	Mail server
	192.168.5.0/24
	2001:db8:130f:2331:0:870:5:0001/48

	School of Automotive Engineering
	192.168.6.0/24
	2001:db8:130f:3032:0:870:6:1402/48

	Registry server
	192.168.7.0/24
	2001:db8:130f:3432:0:870:7:0000/48

	Finance server
	192.168.8.0/24
	2001:db8:130f:3532:0:870:8:0000/48

	School of Architecture, Built and Natural Environment
	192.168.9.0/24
	2001:db8:130f:4033:0:870:9:1403/48

	Print server
	192.168.10.0/24
	2001:db8:130f:4633:0:870:10:0000/48

	Test centre
	192.168.11.0/24
	2001:db8:130f:5:870:0:11:1404/48

	Open Access lab
	192.168.12.0/24
	2001:db8:130f:6:0:870:0:12:1405/48


Table 3: IPv6 Addresses of the servers.

In the above table, the IPv6 address for the servers is sequentially assigned. Consider 

2001:db8:130f:0:0:870:0:140a/48

This is the address of the internal network backbone (Cisco, 2011). The /48 prefix length indicates that the higher-order 12 bits represent the network ID, and the remaining bits represent the Interface ID. The address of the DNS is  

2001:db8:130f:2031:0:870:3:0000/48

· In this address, the site prefix is 2001:db8:130f. This address is common for all the servers, hosts, and other devices across the faculty network. In other words, hosts that have 2001:db8:130f in the first three fields of their addresses are in the same network.  
· The next two fields, 2031:0, indicate the subnet ID. The subnet ID is assigned based on the following logic
· The first digit 2 indicates that the server is hosted within the Applied Computing lab. Similarly, the first digit 3 in the last 4-bits (3132) in the address of the registry server 2001:db8:130f:3132 indicates that this server is hosted in the Automotive engineering lab. 
· The second digit is the server identifier. The server identifier is sequentially assigned from 1 through 6 for the six servers in the faculty. In this notation, the number 1 indicates DNS, the number 2 indicates the file server and so on. 
· The third digit identifies the building. The number 3 represents that all the servers are located in the third building.
· The last digit represents the floor. The DNS, file server, and mail servers are on the first floor, the registry and finance servers are on the second floor, and the print server is the third floor. 
· The second part of the subnet ID field is assigned sequentially and is used as a lab identifier. That is, the lab 301 is assigned 2031:0001, lab 302 is assigned 2031:0002, and so on. This means the hosts with the same subnet ID belong to the same lab. 

· The last three fields, 870:8:xxxx, indicate the interface ID. The interface ID is sequentially assigned to all the devices within a lab. For instance, the devices in the lab 301 will range from 870:10:1000::/48 to 870:10:1fff::/48. The lab 302 will have IDs ranging from 870:10:2000::/48 to 870:10:2fff::/48.

The first digit in the last field is the same as the lab indicator (identified by the second field of the subnet id). Consider the address. 
2001:db8:130f:2031:0001:870:10:1000. The field 0001 is the lab indicator, and the interface IDs for all the hosts in this lab begin with 1. The same rule is applicable for all the hosts across all labs in the faculty. 

· The link between the Faculty’s internal network backbone and the ISP is also assigned an IPv6 address similar to other devices of the network. For instance, the IPv6 address of this link can be 2001:db8:cafe::/48. This address is a global unicast address.


[bookmark: _Toc49291494]The Network Topology

The network of the Faculty of Architecture, Computing, and Engineering is implemented as a tree topology. The three schools, the test lab, and the open-access lab directly connect with the internal network backbone, which is hosted in the school of applied computing. The main servers of each of the three schools, the test lab and the open-access lab are at the first level of the hierarchy. The DNS, File server and mail server for the entire Faculty network are hosted in the school of applied computing. The finance server and registry server are hosted in the school of automotive engineering, while the print server is hosted in the school of architecture, building, and environment. These six servers are at the second level of the hierarchy.  The host nodes form the leaf nodes of the tree. 
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Figure 4: Network implemented as a Tree Topology. 
The tree topology was used in the initial IPv4 implementation because of the simplicity of implementation and provisions for scalability. Further, the changes or problems in one of the nodes has minimal impact on the other nodes, and therefore fault detection and fault isolation are easier. The tree topology provides a high degree of centralization and hence the maintenance of a tree-based network is simple.


[bookmark: _Toc49291495]Dual-Stack Protocol Implementation 

It is planned that the entire network will be incrementally migrated to IPv6 network (Cisco, 2010). Until that time, the dual-stack protocol will be implemented and remain operational to support IPv4 and IPv6. 

· This implementation will provide native IPv6 multicast support and allow IPv6 traffic to be routed in global space.
· The routers are capable of supporting both the IPv4 and IPv6 protocols.
· There will be two Interior Gateway Protocols (IGP) to support IPv4 and IPv6 
· Applications can work with both the protocols and the choice of the protocol is based on the DNS and application’s preference. 
· The dual-stack protocol is relatively simple to implement when compared to other options of running IPv4 and IPv6 networks simultaneously (Cisco, 2010). This is because it does not involve the introduction of routers, switches, and other hardware devices or implementation of supporting mechanisms such as tunnelling. Further, it does not mandate the need to change the structure of the network. The dual-stack implementation also enables IPv4 and IPv6 applications to run independently of each other and supports a gradual migration of hosts, networks, and applications.



[bookmark: _Toc49291496]Conclusion 

IPv4 is still the most widely used internet protocol. One primary reason for this dominance is that most organizations already have the infrastructure to support IPv4 and they do not consider it necessary to migrate to the subsequent versions of the internet protocols such as the IPv6 owing to the costs and complexity resulting from the transition. However, major companies around the world including Facebook, LinkedIn, Microsoft, and Verizon Wireless, are among the early adopters of IPv6. Mobile network providers such as T-Mobile, AT&T Wireless, KDDI (Japan), and Reliance JIO (India) are driving IPv6 adoption among end-users. Though IPv6 continues to register increased adoption rates and has well-documented benefits, the protocol cannot replace IPv4, which has established its efficiency for over three decades. Therefore, IPv4 and IPv6 will continue to exist side by side for few more years to come. 
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