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Part 01:
1. The Principles of Virtualisation

1.1 Definition

Virtualization is a technology that permits numerous autonomous operating systems—known as
virtual machines (VMs)to run simultaneously on a single physical machine. This is achieved through a
software layer called a hypervisor, which manages and allocates hardware resources to each VM while
maintaining isolation between them [1].

1.2 Core Principles

A. Abstraction

The hypervisor abstracts the underlying physical hardware and presents each VM with its own
virtual CPU, memory, storage and network interface. Through this abstraction, VMs operate
independently of the physical hardware configuration, enabling a high degree of flexibility and
hardware independence [2].

B. Isolation

Each VM runs in complete isolation from the others. A failure, crash or security breach within one VM
does not affect other VMs or the host system. This isolation ensures security, stability and controlled
resource access across virtualised environments [1], [3].

C. Resource Sharing

Multiple VMs share the same physical hardware resources dynamically. Idle resources can be
reassigned to busy VMs, resulting in efficient utilisation of server hardware, improved scalability and
reduced operational cost. This principle underpins server consolidation in cloud infrastructures [2],
[4].

D. Encapsulation

A VM exists as a collection of files—including virtual disk images and configuration data. This
encapsulation makes VMs portable, easy to back up, clone and restore, supporting disaster recovery
and simplified system management [1], [5].

E. Portability (Live Migration)

Virtual machines can be moved between physical hosts with minimal or no downtime, a process

known as live migration. Portability supports load balancing, maintenance and high availability
without service interruption [3] [5].



Example: Virtualisation of Shared Hardware

A single high-performance server with:
® 32 CPU cores

¢ 128 GB RAM

e 2 TBSSD

can run 10 virtual machines, each configured with:
e 4 vCPUs

¢ 12 GB RAM

e 200 GB storage

Instead of purchasing 10 separate physical servers, the organisation can host multiple virtual servers
on shared hardware through a hypervisor. This approach enables efficient resource sharing and
workload isolation [5], [6].

Benefits

e Lower cost: Fewer physical servers are required, reducing hardware and operational expenses
[5].

e Better utilisation: Resource abstraction and dynamic allocation improve hardware efficiency
[6].

e Easier management: Centralised administration, snapshots, and standardised deployments
simplify management [7].



2. The Fundamentals and Advantages of Containerization: An lllustration of a Dockerfile
Definition

Containerization creates a lightweight, portable, and isolated environment known as a container,
which bundles an application with all its dependencies. Containers, unlike virtual machines, share
the host operating system (OS) kernel, making them notably more efficient in terms of performance
and start up time.

2.1 Transportable Isolation

Containers run isolated user-space processes while sharing the host OS kernel. This enables strong
separation of applications while greatly reducing overhead compared to virtual machines. Containers
typically start within milliseconds due to their lightweight architecture [8].

e Minimal resource consumption
e Rapid startup time (milliseconds)

2.2 Image-Based Implementation

Applications are packaged into immutable container images. These images ensure predictable and
consistent deployments across environments, reducing configuration drift and improving reliability
[10].

e Uniform deployments
e Repeatable infrastructure behaviour

2.3 Dependency Packaging

Each image contains all the necessary runtime components, such as libraries, executables, and
configurations this avoids the usual issue of "works on my machine," which provides environment
consistency for development, testing, and production.[9].

e Images include all libraries, code, and runtime
e Removes environment-related execution problems

2.4 Cross-Environment Portability
A container image can run on:

o A developer workstation
e Any cloud platform supporting Docker or Kubernetes
e On-premise servers

Because the container format is standardized, applications become highly portable across
heterogeneous infrastructure



2.5 Scalability with Microservices
Containers are well-suited to small service architecture. Every service function in its own container,
enabling independent deployment and scaling. This design improves fault isolation and supports
modern, distributed applications

e Each microservice operates independently

e Services can scale individually

Advantages of Containerization

Advantage Explanation

Speed Containers start in milliseconds or seconds, enabling rapid scaling [8].

Efficiency Containers consume significantly fewer resources than VMs due to OS-level
virtualization [9].

Consistency The same image runs uniformly across environments [10].

Flexibility Well-suited for Kubernetes auto-scaling and orchestration [11].

Isolation Issues in one container don't affect others.
[12].

Streamlined Supports automated builds, testing, and deployments, simplifying DevOps

Cl/cD pipelines [10].
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2eB8816179346a7d92947359e8db10b3fceldc4b8BA2cad966a896188 cc264
docker: Error response from daemon: failed to set up container networking: d failed programming external connectivity on endpoint thirs
ty_chaplygin (b9321cac13e521ca63682112729e f5ded4ac531190886751a68433ddd6138d) : Bind for 9.8.9.9:8080 failed: port is already allocated

Run 'docker run --help' for more information
R> docker run 9899: 88 mywebsite:1.8
b88216a85f feaBe366b351atec70af@5c1a10e33052e1540415abc]
Error response from daemon: failed to up container networking failed programming external connect on endpoint eager
_chebyshev (edff667818bb70a9802ec167a698fbefba83b29a8b150c16385efF2d15d3 nd for 8.8.8.8:9898 failed: port is already allocated

Run 'docker run --help' for more information
> docker run 8388:88 mywebsite:1.8
382d67c8969a28261ba%eberbdccBabeadfiglaceb3ffeechl

RLF {§ Dockerfle | @8 Finish Setup
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3. Images and Publishing
3.1 Understanding Docker Images

A Docker image is a packaged application that contains the application code, runtime environment,
system tools, libraries, and dependencies required for execution. Images are built from layered file
systems, making them lightweight, modular, and easy to distribute across environments [13], [14].
Because each layer is immutable, images support reproducible deployments and efficient storage.

3.2 Publishing Docker Images

"Publishing" an image entails uploading the Docker image to a Docker registry. A registry—such as
Docker Hub, Amazon ECR, GitHub Container Registry, or a private company registry—is a centralized
storage system for images [15]. Once published, photos can be downloaded ("pulled") by other users,
automated workflows, or production systems, facilitating broad reuse and consistent publication [16].
This strategy is critical for collaborative development, CI/CD workflows, and cloud-native deployment
of apps.



TERMINAL

docker build babora7/myweb2 .
2.1s 8) FINISHED

> OUTLINE
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Edit Selection View Go Run
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1 A shell +~ ([ W

PS D:\BABOR> docker login
Authenticating with existing credentials... [Username: babora7]

E o + To Login with a different account, run 'docker Logout' followed b,

Login Succeeded
PS D:\BABOR> docker images
REPOSITORY TAG IMAGE ID CREATED
i latest  fbal3e319ebS 24 minutes ago
y latest 24 minutes ago
myweb2 latest ¢5db98b34953 24 minutes ago
nginx latest 553f6daecdc3 2 weeks ago
latest 3652a8@a2fa 14 months ago
'S D:\BABOR> docker push babor47/myweb2
v TIMELINE Using default tag: latest
The push refers to repository [docker.io/babord7/myweb2]
3eaba6cdl@a3: Pushed
FfB8a36d5502a: Pushed
bdabb@d44271: Pushed
8f6a6833e95d: Pushed
8d8129872ef9: Pushed
5f528fa28e7b: Pushed

> OUTLINE

9

ENG ¢ 1547
us D 51272005
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Login Succeeded
: OR> docker images
Y TAG IMAGE ID CREATED

latest fbal3e319ebS 24 minutes ago
latest ©47878e4057c 24 minutes ago
latest c5db98b34953 24 minutes ago
latest 553f6d4aecdc3 2 weeks ago
latest e3652ae@a2fa 14 months ago

PS D:\BABOR> docker push babor47/myweb2

Using default tag: latest

The push refers to repository [docker.io/babord7/myweb2]

> OUTLINE

v TIMELINE

5f528fa28e7b:

d9a55dab5954: Pushed

2d35ebdb57d9: Pushed

df413d6ebdc8: Pushed

194fa24e147d: Pushed

latest: digest: sha256:847878e4857c5b177edd173 33786977be36abbad6@dca5@8adc9812babea7 si
Ps D:\BABOR> ||

ed) Spaces:4 UTF-8 C(RIF {} Dockerfile = €9 FinishSetup (D) F

1547

AL 2ada=€C€B N eCGMDEaHNS O GAQELTSG@QO,D‘BZHZ/ZGZS

4. Explanation of Container Volumes

Container volumes provide a persistent storage mechanism for Docker containers. Unlike the
container’s internal filesystem—which is deleted when the container is stopped, removed, or
recreated—volumes store data independently of the container lifecycle [17]. This ensures that critical
information is preserved across updates, failures, and deployments.

Volumes are managed by the Docker engine and can be mounted into one or more containers
simultaneously. This design supports reliable data sharing, backup processes, and stateful application
workloads [18].

Use Cases

Volumes are especially beneficial for applications requiring persistent or shared data, including [19]:
e Databases: storing tables, indexes, and transaction logs
e Application logs: retaining logs for debugging, monitoring, and auditing

e Configuration files and state data: ensuring continuity across container restarts

By separating persistent data from the ephemeral nature of containers, volumes enable more robust,
maintainable, and production-ready containerized systems.
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5. Definition of Container Networking

Container networking refers to the set of technologies and mechanisms that allow containers to
communicate securely, efficiently, and reliably with each other, as well as with external systems. It
enables isolated applications running in separate containers to exchange data through virtual
networks, providing connectivity while maintaining secure boundaries [20], [21].

Docker and other container platforms create virtual network interfaces and use software-defined
networking (SDN) techniques to manage traffic between containers. Network drivers—such as bridge,
host, overlay, and macvlan—enable different communication models depending on deployment
requirements [22].

Container networking is essential for distributed applications, microservices architectures, and
orchestrated environments such as Kubernetes, where services rely on predictable, stable networking
to function correctly [23].
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docker network create networkbt
319f6768deed4bl418a24291
: docker network 1ls
NETWORK ID NAME DRIVER SCOPE
e8db@5faacl? 47
02ce6283%bal 5@

368f 881
827eeSedeal? 3 i local
e6888235aafa networkbt bridge  local
networ bridge  local
none null local
apple mynetwork nginx
>> docker run app2e mynetwork busybox sh
> OUTLINE y
~ TIMELINE 4919115af71e58dbf5eabdf388ab684bas
# ping apple
PING appl@ 3. 56 data
bytes from 17.
bytes from 17
bytes from 17.
from 17,

o0 00O

from 17 .4 E s
CRLF  {} Dockerfile g9 Finish
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/ # apk add curl
sh: apk: not found
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index html

shell +~ ([0 W

PS D:\BABOR> docker network inspect mynetwork
>

[

"Name": “mynetwork”,
"Id" ee5edeal7@c6abd57db68e8c5e13c2! 75bfc2089f4e8efa333caa
"Created": "2025-11-26T12:16:83.524586984Z",

"Scope

"default"”,
145
> OUTLINE
“ TIMELINE

1
"Internal”: false,
"Attachable
Ln4, Col 1 U {3 file &3 Finish Setup
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}
b
"a6bdcb58bfd63298652e781657F7172d5ab@caa3fa32¢cd522884ba53fb3Becse™:
PPL",
"EndpointID": "52877b661bc5eco7FIaaf73ddd87e7F279f8908ce01700b87a56Fa09da0s
"MacAddress "12:5c:48:9f:8:16'
"172.18.8.2/186",

}

"Options": {
“com.docker.network.enable ipva": "true",
"com.docker.ne enable_ipwv "false"

}

> OUTLINE “Labels": {}
v TIMELINE

BOR> docker network inspect apple
>
[1
Error response from daemon: network apple not found
PS D:\BABOR> docker network inspect networkbt
>
Ln4, Col 1 U {3 file &3 Finish Setup

2] ENG o g 17:40
~ B s TO® 5000
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Part: 02

Cloud Computing Concepts: Load Balancing, Scalability, and Application Gateways

Application Example Demonstrating All Three Concepts an e-commerce web application hosted on a
major cloud provider AWS, Azure, and Google Cloud are excellent examples of how to mix load
balancing, scalability, and application gateways.

2.1 Load Balancing

Load balancing is utilized by cloud providers to evenly distribute incoming traffic between many
application instances, therefore improved performance and reliability. Cloud Provider Methods:
e AWS Elastic Load Balancer (ELB)

a) Automatically distributes HTTP/HTTPS traffic across EC2 instances, containers, or
Lambda functions.

b) Performs health checks and reroutes traffic from unhealthy instances. Supports either
Application Load Balancers (ALB) and Network Load loads (NLBs) [24].

e Azure Load Balancer
a) Distributes TCP/UDP traffic using Layer 4 forwarding rules.
b) Automatically reroutes traffic around failed instances and supports outbound NAT
[25].
[llustrative Step:

Selecting a target group in AWS ALB ensures that only healthy instances receive traffic,
demonstrating request filtering and instance monitoring.

2.2 Scalability
Scalability allows the system to expand or contract according to demand.
Cloud Provider Methods:
e AWS Auto Scaling Groups (ASG)
e Auto start or stop EC2 instances using scaling policies prompted by memory, CPU usage, or
request metrics.
a) Horizontal scaling adds/removes instances; vertical scaling changes instance
sizes [26].
e Azure Virtual Machine Scale Sets (VMSS)

b) Automatically manages identical VMs and adjusts capacity according to load
[27].
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[llustrative Step:
Implementing a scale-out policy (e.g., add a new instance if CPU > 70% for 5 minutes) directly
demonstrates reactive scalability.

2.3 Application Gateways
Application gateways provide Layer 7 routing, security, and intelligent traffic management.
Cloud Provider Methods:
e AWSALB + AWS WAF
a) Routes traffic based on hostname, headers, or paths.
b) Can route /payment to one microservice and /images to another.
c) Provides protection against SQL injection and XSS [28].
e Azure Application Gateway
a) Supports URL-based routing, SSL termination, session affinity, and Web Application
Firewall.
b) Directs user traffic to different back-end pools using application logic [29].
[llustrative Step:

Configuring path-based routing rules in Azure Application Gateway demonstrates intelligent
microservice routing.

2. Complementary Nature of Load Balancing and Scalability
Load balancing and scalability work together to create a robust and efficient cloud service:

Load Balancing:

e Distributes traffic evenly to prevent overload.
e Ensures high availability via health checks [24].

Scalability:

e Adds instances to meet increasing demand.
e Maintains performance automatically [26].

Why They Complement Each Other:
e Without scaling, a load balancer distributes traffic over a fixed set of servers, which may still
be overloaded.

e Without load balancing, newly scaled instances cannot effectively handle traffic.

Combined Benefit:
Enables higher throughput, resilience, cost optimization, and zero-downtime growth.
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3. Advantages of Integrating All Three Technologies
e Combining load balancing, flexibility, and software gateways yields:
e High Availability: Only healthy instances receive traffic.
e High Performance: Scaling increases capacity as demand rises.
e Security & Intelligent Routing: Gateways provide WAF protection and smart routing [28].
e Cost Efficiency: Scaling down reduces expenses during low-demand periods.
¢ Smooth User Experience: End-users receive consistent response times even during peak loads.

This combination provides a secure, resilient, and scalable cloud application.

4. Motivators for the Growth of Cloud Computing (Cost, Flexibility, etc.)
4.1 Cost-Effectiveness

e Pay-as-you-go pricing reduces capital expenses.
e Eliminates the need to maintain physical servers.
e Auto-scaling lowers costs during low traffic periods [30].
4.2 Flexibility & Rapid Deployment
e Applications can be deployed globally within minutes.
e Managed services (databases, Al, analytics) accelerate development.
e Developers can focus on innovation rather than hardware [31].

4.3 Disaster Recovery & Reliability

e  Multi-zone redundancy ensures reliability.
e Automatic failover and backup systems protect against data loss [30].

4.4 Global Reach

e Distributed data centre ensure low-latency access worldwide [31].

5. Containerization versus Serverless Functions

Serverless computing platforms, such as AWS Lambda, Azure Functions, and Google Cloud Functions,
offer a new paradigm for cloud deployment.

5.1 Serverless Functions
e Code executes only in response to events (HTTP requests, file uploads, scheduled tasks).
e Cloud provider manages scaling, load balancing, and high availability.

e Billing is based on execution time and number of requests [32].

Example: A Lambda function triggers only when a file is uploaded to Amazon S3.
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5.2 Containerization

a) Packages software and components into portable boxes (e.g., Docker,
Kubernetes).
b) Offers total control over the OS and environment.
e Well-suited for microservices architectures.
e Requires orchestration tools like Kubernetes, ECS, or AKS [33].

5.3 Comparison of Driving Forces

Factor Serverless Containers

Cost Lower for intermittent workloads | Better for stable, long-running
[32] workloads [33]

Flexibility Limited runtime control, short Full control, highly customizable
execution

Scalability Automatic, instantaneous Requires orchestration

Management Minimal (no servers) Moderate to high (clusters,

Overhead networking)

Performance Cold-start delays possible Consistent, predictable

Use Cases Event-driven tasks, APlIs, Long-running tasks, complex
automation microservices
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6. Conclusion

Docker and containerization are crucial to contemporary cloud computing because they make it
possible to deploy apps in an innovative, scalable, and portable manner. Businesses could offer
reliable and trustworthy services to clients when they integrate cloud technologies like load sharing,
scalability, and application gateways. These methods raise performance, lower operating costs,
while encouraging quick cloud innovation.
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