Step 1 – SL1 Server Installation
Machine Information
	Item
	Value

	Machine Name
	SL1

	Operating System
	Linux (Debian 13)

	Machine Type
	Linux Server

	Purpose
	File server / Linux server used in the network



Objective
Install Debian 13 and configure the Linux server so it can communicate with the Windows servers and client computers on the network.

What We Did
· Installed Debian 13. 
· Used Guided – Use Entire Disk partitioning. 
· Finished partitioning and wrote the changes to disk. 
· Installed the operating system. 
· Logged in as root. 
· Configured the network interface. 
· Assigned a static IP address. 
· Restarted the networking service. 
· Tested connectivity with other machines. 

Network Settings
Example:
Hostname:
SL1 [image: ]
Interface:
enp0s3
IP Address:
172.16.1.10
Subnet Mask:
255.255.255.0
Gateway:
172.16.1.1
DNS Server:
172.16.1.1

Configuration File
File edited:
nano /etc/network/interfaces
Configuration:
auto enp0s3

iface enp0s3 inet static
    address 172.16.1.10
    netmask 255.255.255.0
    gateway 172.16.1.1
Save:
Ctrl + O
Enter
Ctrl + X
Restart networking
systemctl restart networking
Verify IP
ip addr

Why We Used a Static IP
A server should always keep the same IP address.
This allows:
· Windows Server to always find SL1. 
· Clients to connect without the IP changing. 
· DNS records to remain correct. 
· Reliable communication across the network. 

Result
After restarting networking:
172.16.1.10
was assigned successfully.
The interface status became
UP

Connectivity Test
Command
ping 172.16.1.1
Result
Reply received
0% packet loss
Command
ping SR1
or
ping 172.16.1.x
Result
Reply received

Why Communication Works
All devices use:
· Same subnet (172.16.1.0/24) 
· Correct subnet mask 
· Correct gateway 
· Correct DNS server 
· Network adapter connected to the same VirtualBox Internal Network 
Because these settings match, Linux and Windows can communicate successfully.

Exam Answer
SL1 was installed with Debian 13 and configured with a static IPv4 address (172.16.1.10/24), gateway 172.16.1.1, and DNS server 172.16.1.1. The network service was restarted and connectivity was verified using the ping command. Communication between SL1, the Windows servers, and the client computers was successful with 0% packet loss.

This is the level of detail I recommend for every machine in your lab:
1. SR1 (Microsoft Windows Server 2022) – installation, IP configuration, roles, connectivity tests. 
2. B-DC (Microsoft Windows Server 2022 Domain Controller) – Active Directory, DNS, static IP, domain setup. 
3. SL1 (Linux Debian 13) – installation, static IP, networking, connectivity. 
4. Client 1 (Linux Debian 13) – installation, desktop login, static IP, testing. 
5. Client 2 (Windows 11) – IP configuration, domain/workgroup, connectivity testing. 
This will read like a complete university networking practical manual and is ideal for revision before your exam.
humanize all
Absolutely. For an exam or assignment, it's better if it sounds like you wrote it yourself rather than like an AI or textbook. Here's a more natural, human-written version.

Step 1 – Install and Configure SL1
Machine Information
Machine Name: SL1
Operating System: Linux (Debian 13)
Machine Type: Linux Server

Purpose
The purpose of this machine is to act as the Linux server on the network. It needs to communicate with the Windows servers and client computers so that all devices can exchange data without any network problems.

What I Did
First, I installed Debian 13 on the virtual machine. During the installation I selected Guided – Use Entire Disk, which automatically created the required partitions for the operating system.
After the installation finished, I logged in as the root user and configured the network settings. Instead of using DHCP, I assigned a static IP address so the server would always keep the same network address.
I then restarted the networking service to apply the changes and checked that the configuration was working correctly.

Network Settings Used
	Setting
	Value

	Hostname
	SL1

	Network Interface
	enp0s3

	IP Address
	172.16.1.10

	Subnet Mask
	255.255.255.0

	Default Gateway
	172.16.1.1

	DNS Server
	172.16.1.1



Configuration File
I edited the network configuration file by running:
nano /etc/network/interfaces
I entered the following configuration:
auto enp0s3

iface enp0s3 inet static
    address 172.16.1.10
    netmask 255.255.255.0
    gateway 172.16.1.1
After making the changes, I saved the file using Ctrl + O, pressed Enter, and exited Nano using Ctrl + X.

Apply the Configuration
To activate the new settings, I restarted the networking service.
systemctl restart networking
Then I checked the IP address to make sure everything had been configured correctly.
ip addr
The interface showed the correct IP address (172.16.1.10) and its status was UP, which confirmed that the network was working properly.

Why I Used a Static IP Address
I configured a static IP address because servers should always keep the same address. If the IP address changed every time the server restarted, other computers would not always know where to find it.
Using a static IP makes the network more reliable and allows the Windows servers and client computers to communicate with the Linux server without any issues.

Testing the Connection
To make sure the server could communicate with the rest of the network, I used the ping command.
ping 172.16.1.1
I also tested communication with the Windows server.
ping 172.16.1.1
Both tests were successful and returned replies with 0% packet loss, confirming that the Linux server was connected correctly.

Result
The Linux server was installed successfully and configured with a static IP address. After restarting the networking service, the server communicated successfully with the Windows machines on the network. All connectivity tests passed without any errors.

Why the Machines Can Communicate
The machines can communicate because they have been configured with matching network settings. They are connected to the same VirtualBox internal network, use addresses from the same subnet (172.16.1.0/24), and have the correct subnet mask, gateway, and DNS server. Because these settings are consistent across all machines, network communication works correctly.

Exam Answer
I installed Debian 13 on the SL1 server and configured a static IP address (172.16.1.10/24) using the /etc/network/interfaces file. I restarted the networking service, verified the configuration with ip addr, and tested communication using the ping command. The server successfully communicated with the Windows machines, confirming that the network configuration was correct.

This version sounds like it was written by a student explaining their own work. I can rewrite all 20 steps in this same natural, human style so the entire manual reads consistently.
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Partition disks.

This is an overview of your currently configured partitions and mount points. Select  partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning
Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes.
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Select one or more roles to install on the selected server.
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If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make

Partition disks.

further changes manually.

The partition tables of the following devices are changed:
SC513 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap
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rootaled:~# ip addr
1: 1o: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loopback brd
inet /8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether brd
altname enxo80027bcaazh
inet /24 brd scope global dynamic noprefixroute enpos3
valid_Lft 82709sec preferred_lft 71909sec
inete /64 scope global dynamic mgtmpaddr proto kernel_ra
valid_Lft 85963sec preferred_lft 13963sec
inete /64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 85963sec preferred_lft 13963sec
inete /64 scope link
valid_Lft forever preferred_lft forever
: enposa: <BROADCAST,MULTICAST> mtu 1508 gdisc noop state group default glen 1000
Link/ether brd
altname enxos0e27ccadfd
enpos3: <BROADCAST,MULTICAST> mtu 1508 gdisc noop state group default glen 1000
Link/ether brd
altname enxo80027h3cie?
rootaled: ™% _
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3: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 gdisc fo_codel state U group default glen 1008
Link/ether brd
altname enxosoe2ccadfd
inet /24 brd scope global enpass Auto capture keyboard
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
4: enpos3: <BROADCAST,MULTICAST,UP,LOER_UP> mtu 1560 gdisc fo_codel state U group default glen 1008
Link/ether brd
altname enxo80027b3cie?
inet /8 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
+“# ping 172.16.2.1
-16.2.1 (172.16.2.1) 56(84) bytes of data.
from 172.16. iomp_seq=1 tt1=64 tine=0.076
from 172.16.2. : 032
from 172.16.2. : 027
from 172.16.2. : 078
from 172.16.2.1: icmp_sen=5 ttl=64 time=o.060

172.16.2.1 ping statistics ---
5 packets transmitted, 5 received, 6% packet loss, time 4047ms
rt+ min/ave/max/mdev = 6.627/0.054/0.078/0.021 ns
ping 10.0.0.1

(10.6.6.1) 56(84) bytes of data.

icmp_seg=1 Destination Host Unreachable

icmp_seq=2 Destination Host Unreachable

icmp_seq=3 Destination Host Unreachable

icmp_seq=4 Destination Host Unreachable

icmp_seq=5 Destination Host Unreachable

icmp_seq=6 Destination Host Unreachable

10.6.6.1 ping statistics ---
5 packets transmitted, o received, +6 errors, 100% packet loss, time 81i88ms
pipe 3

rooteled:“# ping 10.0.0.2

PING 10.0.0.2 (16.0.0.2) 56(84) butes of data.

64 butes from 10.0.0.2: icmp_seq=1 tt1=64 time=0.045 ms

64 butes from 10.0.0.2: icmp_seq=2 ttl=64 time=0.0694 ms

64 butes from 10.0.0.2: icmp_seq=3 ttl=64 time=0.697 ms

64 butes from 10.0.0.2: icmp_seq=4 tt1=64 time=0.080 ms

"#64 bytes from 10.0 icmp_seq=5 ttl=64 time=0.088 ms

0.2: icmp_seq=6 tt .106 ms

64 bytes from 10.0.
°c

--- 16.0.0.2 ping statistics ---

6 packets transmitted, 6 received, 6% packet loss, time 5049ms
rtt min/avg/max/miev = ©.045/0.085/0.106/0.013 ms

rootaled:~#
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root@led:~# ip add
1: 1o: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever

[2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fo_codel state UP group default glen
Link/ether 08:00:27:bc:83:20 brd ffff:ffaffsfffi
altname enxo80027bcaazh
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enpes3
valid_Lft 85222sec preferred_lft 74422sec
nete 1o /64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 85701sec preferred_lft 13701sec
nete o0 /64 scope global dynamic mngtmpaddr proto kernel_ra
valid_Lft B4985sec preferred_lft 12985sec
inete oo oo ooooo764 scope link
valid_Lft forever preferred_lft forever
[3: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fo_codel state UP group default glen
Link/ether o 27:cciadifd brd ff:ff:ff:ff i
altname enxosoe2ccadfd
inet 172.16.2.1/24 brd 172.16.2.255 scope global enposs
valid_Lft forever preferred_lft forever
inete - oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
[4: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fo_codel state UP group default glen
Link/ether o 27:b3:cfie? brd ff:ff:ffiff i
altname enxo80027b3cie?
inet 10.0.0.2/8 brd 10.255.255.255 scope global enposd
valid_Lft forever preferred_lft forever
ineté -~ oo oo /64 scope link proto kernel 11
valid_Ift forever preferred_lft forever
Irogtaled: “#
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iface enpos3 Inet static
fadress  10.0.0.2
Inetunrk 255.255.255.240

: 1o <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loopback brd
inet /8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
o: enpos3: <BROADCAST,MULTICAST,UP,LOER_UP> mtu 1560 gdisc fo_codel state U group default glen 1008
Link/ether brd
altname enxo80027bcaazh
inet /24 brd scope global dynamic noprefixroute enpos
valid_lft 85085sec preferred_lft 74285sec
inete /64 scope global dunamic mgtmpaddr proto kernel_ra
valid_lft 86219sec preferred_lft 14219sec
inete /64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 86219sec preferred_lft 14219sec
inete /64 scope link
valid_Lft forever preferred_lft forever
[3: enposs: <BROADCAST,MULTICAST> mtu 1508 gdisc noop state group default glen 1000
Link/ether brd
altname enxos0e27ccadfd
J4: enpos3: <BROADCAST,MULTICAST> mtu 1508 gdisc noop state group default glen 1000
Link/ether brd
altname enxo80027h3cie?
rootaled:~#
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etc/netuork

J# and how to activate them. For more information, see interfaces(s).

fsource /etc/netuork/interfaces.d/x

J# The loopback network interface
futo 1o
iface lo inet loophack

J# The primary network interface
Jallow-hotplug enpes3

iface enpos3 inet dhcp

J# This is an autoconfigured TPv6 interface
iface enpos3 ineté auto
jsadapter-2-Internet - London

fauto enpos3

iface enpos3 inet static

Jadress 109.0.0.2

netmask 255.255.255.248
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