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[bookmark: _Toc228306975]The Zero Trust Architecture: A Critical Analysis of Its Principles, Implementation Challenges, and Efficacy Compared to Traditional Models
[bookmark: _Toc228306976]Abstract
This paper critically evaluates Zero Trust Architecture (ZTA) as a contemporary security model for organisations operating across cloud, hybrid, mobile and outsourced digital environments. It argues that traditional perimeter security, centred on firewalls, demilitarised zones and Virtual Private Networks, remains valuable but is no longer adequate as the main basis for organisational trust decisions. Modern cyber risk is increasingly identity-driven, data-centred and distributed across Software as a Service, Bring Your Own Device, third-party and multi-cloud contexts. The paper therefore examines how Zero Trust replaces implicit trust with explicit verification, least-privilege access, micro-segmentation, continuous monitoring and risk-based policy enforcement. It also considers how technologies such as Multi-Factor Authentication, Endpoint Detection and Response, Security Information and Event Management, Security Orchestration Automation and Response, Cloud Security Posture Management, Zero Trust Network Access and Secure Access Service Edge support practical implementation. The analysis concludes that Zero Trust is not a single product or a fashionable replacement for all older controls. Rather, it is a governance-led security architecture that can improve resilience, compliance and business continuity when implemented in phases, aligned with organisational risk appetite and supported by mature asset visibility.
[bookmark: _Toc228306977]I. Introduction
The security problem facing modern organisations is no longer simply the problem of keeping unauthorised users outside a private network. Information security now has to preserve the confidentiality, integrity and availability of data while also enabling legitimate business activity across cloud platforms, remote workforces, mobile devices and third-party services [1], [14]. This distinction matters because a security design that protects the network but obstructs the organisation is not genuinely successful. Effective security must protect information assets while allowing the organisation to function reliably.
Traditional enterprise security was built around a comparatively stable perimeter. Firewalls, demilitarised zones (DMZs), screened subnets and Virtual Private Networks (VPNs) separated trusted internal networks from untrusted external networks [2]. That model suited an earlier environment in which users, applications and data were mostly located inside the organisation. It is less convincing in an environment where staff work remotely, applications are delivered as Software as a Service (SaaS), infrastructure is spread across cloud providers and attackers frequently exploit legitimate credentials rather than forcing their way through a firewall.
Zero Trust Architecture responds to this changed environment by rejecting implicit trust. No request is treated as safe merely because it originates from inside the network. Instead, access must be authenticated, authorised and continuously assessed according to identity, device posture, user behaviour, location, resource sensitivity and policy [3], [4]. This paper argues that Zero Trust is a more defensible model for contemporary organisations than traditional perimeter logic. However, its success is conditional: it depends on governance maturity, accurate asset visibility, technical integration, user awareness and realistic implementation planning.
[bookmark: _Toc228306978]II. The Need for a New Security Model
A meaningful assessment of Zero Trust must begin with the nature of current threats. A threat is any potential cause of harm to an information asset, while an attack is an act or event that exploits a vulnerability and compromises the organisation's data, systems or services [1]. Contemporary threats are not limited to hostile external intrusions. They include phishing, ransomware, malware, insider misuse, human error, social engineering, misconfigured cloud storage, software vulnerabilities, supply-chain compromise, denial-of-service attacks, hardware failure, software failure and technological obsolescence [1], [12]-[14].
This range of risk exposes a central weakness in perimeter-based thinking. Many damaging incidents do not require an attacker to cross a boundary in an obvious way. A phishing email may capture valid credentials. A misconfigured cloud bucket may expose sensitive data without any firewall being breached. A contractor may retain excessive permissions after a project ends. An unpatched endpoint may be used as a foothold for lateral movement. In each case, the weakness is not simply the perimeter; it is misplaced trust in identities, devices, privileges or configurations.
A modern security model must therefore answer a more precise question: should this specific identity, using this specific device, in this specific context, be allowed to access this specific resource at this specific time? This is the problem Zero Trust is designed to address.
[bookmark: _Toc228306979]III. Traditional Perimeter Security: Strengths and Limitations
Traditional security architecture is often described as a castle-and-moat model. The organisation invests heavily in boundary controls, and once a user or system passes those controls, wider trust is often granted. Firewalls remain central to this design. Packet-filtering firewalls inspect source and destination addresses, ports and protocols. Stateful firewalls track active sessions. Application-layer proxies inspect higher-level traffic. Next Generation Firewalls and Unified Threat Management devices combine several of these functions [2].
Network architecture also matters. A screened subnet or DMZ can isolate public-facing services from the internal network, reducing the risk that compromise of a web server immediately exposes critical business systems [2]. VPNs add encrypted remote access by allowing users or sites to connect securely across public networks. These controls remain useful and should not be dismissed. They protect traffic, reduce exposure and provide a first layer of defence.
Figure 1. Traditional Perimeter Security Model
	Internet
   |
Firewall / VPN Gateway
   |
Trusted Internal Network
   |---- File Servers
   |---- Databases
   |---- Internal Applications



The limitation is not that perimeter controls are useless, but that they often grant too much trust after initial admission. Once a VPN connection is established, the user may appear effectively internal even where only one application is required. If a device is compromised, attackers may move laterally across insufficiently segmented systems. If an insider misuses legitimate access, the perimeter offers little protection. In cloud and SaaS environments, the boundary itself is also blurred. Therefore, perimeter security remains necessary as a layer, but insufficient as a primary trust model.
[bookmark: _Toc228306980]IV. Zero Trust as an Identity-Centred Architecture
NIST defines Zero Trust as a set of cybersecurity paradigms that move defences away from static, network-based perimeters and towards users, assets and resources [3]. The most important shift is conceptual. Trust is not inherited from network location; it is earned through evidence and continuously reassessed. Access decisions are based on identity, device health, context, policy and the risk profile of the target resource.
Figure 2. Zero Trust Access Decision Flow
	Access Request
      ↓
Identity Verification + MFA
      ↓
Device Health and Compliance Check
      ↓
Context and Risk Assessment
      ↓
Policy Decision Engine
      ↓
Least-Privilege Access
      ↓
Continuous Monitoring and Response



The first principle is explicit verification. Users, devices and workloads must prove their legitimacy through strong authentication, preferably including Multi-Factor Authentication (MFA). The second principle is least privilege. Users should receive only the permissions required for a defined task, and only for as long as those permissions are justified. The third principle is to assume breach. Security design should accept that compromise may already exist somewhere in the environment and should therefore emphasise containment, segmentation and monitoring [3], [4].
Micro-segmentation is especially significant because it limits lateral movement. Rather than permitting broad internal access, systems are divided into smaller logical zones. A compromised account or device should not automatically allow access to unrelated databases, file stores or administrative systems. Continuous validation then ensures that trust is not permanent. A change in behaviour, location, device posture or risk level can trigger step-up authentication, session restriction or termination.
This makes Zero Trust more aligned with modern enterprise reality. In distributed environments, the protected object is not the network in the abstract but the particular data, service or workload being requested. Security therefore becomes more precise, more contextual and more closely tied to business risk.
[bookmark: _Toc228306981]V. Enabling Technologies and Operational Controls
Zero Trust is sometimes misunderstood as a product that can be purchased and installed. In reality, it is an architecture implemented through coordinated technologies, processes and governance. Identity and Access Management (IAM), Single Sign-On and MFA provide the foundation. Endpoint Detection and Response (EDR) monitors devices for malware, suspicious processes and privilege abuse. Mobile Device Management can enforce compliance for managed devices and reduce the risks associated with Bring Your Own Device (BYOD).
Security Information and Event Management (SIEM) aggregates logs from identity systems, endpoints, cloud platforms, network devices and applications. Security Orchestration, Automation and Response (SOAR) can then automate containment actions such as disabling an account, isolating an endpoint or forcing re-authentication. Cloud Security Posture Management (CSPM) identifies misconfigurations in cloud environments, while Data Loss Prevention (DLP) helps prevent sensitive information from being exfiltrated or mishandled. Zero Trust Network Access (ZTNA) improves upon traditional VPN models by granting application-specific access rather than broad network-level connectivity. Secure Access Service Edge (SASE) combines networking and cloud-delivered security functions for distributed users.
Figure 3. Zero Trust Control Stack
	Identity Layer:      IAM / SSO / MFA
Endpoint Layer:      EDR / MDM / Device Compliance
Network Layer:       ZTNA / SASE / Segmentation
Cloud Layer:         CSPM / Secure Configuration
Data Layer:          DLP / Encryption / Classification
Monitoring Layer:    SIEM / Behavioural Analytics
Response Layer:      SOAR / Incident Playbooks



These technologies strengthen Zero Trust only when integrated effectively. Excessive telemetry without analysis can create alert fatigue. Automation without governance can disrupt business operations. Strong access control without user education may encourage unsafe workarounds. Therefore, the technical stack must be supported by clear policy ownership, staff training and incident-response procedures.
[bookmark: _Toc228306982]VI. Critical Comparison with Traditional Models
	Criterion
	Traditional Perimeter Model
	Zero Trust Architecture

	Trust basis
	Network location and initial admission
	Identity, context, device posture and risk

	Remote access
	VPN-centric, often broad access
	Application-specific ZTNA

	Lateral movement
	Higher risk if internal network is flat
	Reduced through segmentation and least privilege

	Cloud suitability
	Weaker where assets sit outside perimeter
	Stronger across SaaS and multi-cloud environments

	Insider risk
	Limited protection after access is granted
	Improved monitoring and access governance

	Complexity
	Simpler to understand and administer initially
	More complex, policy-intensive and maturity-dependent

	Strategic value
	Still useful as a defensive layer
	Better suited as the primary modern trust model



The comparison shows that Zero Trust is strategically stronger because it reflects how organisations now operate. It is better adapted to remote work, cloud platforms, SaaS, identity-based attacks and regulated data environments. However, it is not automatically superior in every operational sense. It is more complex, more dependent on high-quality asset data and potentially more expensive. Its advantage lies in the fact that it reduces implicit trust and makes access more granular, auditable and responsive to risk.
[bookmark: _Toc228306983]VII. Governance, Compliance and Business Continuity
Zero Trust is most persuasive when understood as part of governance, risk management and compliance rather than as a narrow technical upgrade. NIST Cybersecurity Framework 2.0 places governance alongside identifying, protecting, detecting, responding and recovering [6]. ISO/IEC 27001:2022 similarly requires a managed Information Security Management System based on risk assessment, control selection, audit and continual improvement [11].
The regulatory relevance is clear. UK GDPR and the Data Protection Act 2018 require appropriate technical and organisational measures to protect personal data [7], [8]. NIS2 strengthens cybersecurity and resilience obligations across essential and important sectors [9]. DORA requires financial entities to manage information and communication technology risk and demonstrate digital operational resilience [10]. Zero Trust supports these expectations by improving access governance, reducing excessive privilege, strengthening auditability and containing compromise.
However, Zero Trust does not itself equal compliance. Regulators and auditors will still require evidence: documented policies, risk assessments, access reviews, incident records, staff training, monitoring logs, supplier controls and tested recovery plans. This is where Business Continuity Planning (BCP) becomes important. Security should not only prevent incidents; it should also help the organisation continue or recover when incidents occur. A well-governed Zero Trust programme therefore supports both prevention and resilience.
[bookmark: _Toc228306984]VIII. Implementation Challenges and Limits
The most serious risk in Zero Trust adoption is oversimplification. Organisations may treat it as a branding exercise or assume that purchasing ZTNA, MFA or SASE products is equivalent to achieving Zero Trust. In practice, implementation is difficult because it requires organisational knowledge that many firms do not yet possess.
Legacy systems are a major barrier. Older applications may not support MFA, modern identity protocols or granular policy enforcement. Asset visibility is another problem. An organisation cannot enforce least privilege effectively if it does not know which devices exist, where sensitive data is stored, which accounts are active or how applications depend on each other. Poorly managed service accounts, excessive administrator rights and undocumented shadow IT can all undermine the model.
Human factors are equally important. Security controls that are too intrusive can frustrate staff and encourage workarounds. Users may resist frequent authentication prompts, strict device policies or restricted access to tools they previously used freely. Security teams may also struggle with skills shortages, increased monitoring demands and the complexity of policy design. In this sense, Zero Trust is as much an organisational change programme as a technical architecture.
Cost must also be considered. Licensing, consultancy, cloud security tooling, endpoint management, integration work and staff training can be substantial. Smaller organisations may need to prioritise the highest-risk areas first rather than attempt a complete transformation immediately.
[bookmark: _Toc228306985]IX. Recommended Implementation Roadmap
A realistic Zero Trust programme should be phased and risk-led. The following roadmap is recommended:
Establish a full inventory of users, devices, applications, data stores and service accounts.
Classify sensitive data and identify business-critical systems.
Enforce MFA for privileged accounts first, then expand to all users.
Reduce unnecessary VPN dependency and introduce ZTNA for application-specific access.
Deploy EDR and device compliance controls across managed endpoints.
Centralise logging through SIEM and develop SOAR playbooks for common incidents.
Segment critical systems and apply least-privilege access policies.
Use CSPM and DLP to strengthen cloud and data governance.
Conduct regular access reviews, penetration testing and tabletop exercises.
Align the programme with ISO 27001, NIST CSF 2.0, incident response and BCP.
This approach recognises that Zero Trust maturity develops over time. The aim is not to remove all traditional controls but to place them inside a more disciplined security architecture where trust is continuously evaluated.
[bookmark: _Toc228306986]X. Conclusion
Zero Trust Architecture represents a necessary evolution in information security. Traditional perimeter models built around firewalls, DMZs and VPNs remain useful, but they are no longer sufficient as the main foundation for trust in cloud-dependent, hybrid and identity-driven environments. Their central weakness is the broad trust often granted after initial admission.
Zero Trust provides a stronger framework because it verifies explicitly, limits privilege, assumes breach, constrains lateral movement and integrates naturally with monitoring and automated response. It is also well aligned with modern governance and compliance expectations under frameworks such as ISO 27001, NIST CSF 2.0, UK GDPR, NIS2 and DORA.
Its superiority, however, is conditional rather than automatic. Poorly implemented Zero Trust can be expensive, disruptive and administratively burdensome. The most defensible conclusion is therefore that Zero Trust should not be treated as a simple replacement for traditional controls. Instead, it should operate as the strategic framework within which older and newer controls are integrated. In contemporary digital environments, trust must be earned continuously, evidenced clearly and withdrawn quickly when risk changes.
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[bookmark: _Toc228306989]Designing a Zero-Trust-Aligned Security Programme for MediTrust Analytics Ltd
[bookmark: _Toc228306990]Abstract
MediTrust Analytics Ltd is a growing HealthTech software company whose products process clinical records, diagnostic imaging, real-time patient-monitoring data and proprietary artificial intelligence (AI) models. Its planned expansion into the European healthcare market creates a security problem that is simultaneously technical, regulatory and strategic. A conventional perimeter model is inadequate because the organisation operates through a hybrid workforce, multi-cloud platforms, SaaS services, third-party research partners and software supply-chain dependencies. This report designs a Zero-Trust-aligned security programme for MediTrust's new information security unit. It proposes a governance structure, policies for AI usage, secure SaaS configuration and BYOD, a NIST Cybersecurity Framework 2.0 operating model, a targeted risk assessment, a ransomware disaster recovery plan and modern protection mechanisms. The central argument is that Zero Trust should not be treated as a single product or narrow access-control project. For MediTrust, it should operate as a governance-led security programme that protects patient data, safeguards intellectual property, supports GDPR, DORA and NIS2 obligations, and enables sustainable commercial growth in a regulated healthcare market.
[bookmark: _Toc228306991]I. Introduction
MediTrust's risk profile is unusually demanding because it combines three sensitive domains: healthcare, AI and cloud-based software delivery. The company processes special category medical data, diagnostic images and IoT monitoring streams that may affect clinical decision-making. A breach would therefore be more than a privacy incident; it could undermine clinical trust, disrupt hospital operations and damage patient safety. Expansion into the EU also brings strict expectations under GDPR, NIS2 and DORA-style operational resilience principles [7]-[10].
The proposed programme is built around Zero Trust Architecture (ZTA), which assumes that no user, device, workload or third-party connection should be trusted automatically [3]. Access must instead be verified explicitly, limited to the minimum necessary privilege and monitored continuously. This is appropriate for MediTrust because its assets are no longer located behind one stable network boundary. Developers, analysts and research partners access resources from different locations, while AI pipelines and production systems operate across multiple cloud environments.
The objective is not to replace all traditional controls. Firewalls, encryption, secure network zones and backups remain necessary. However, they must operate inside a broader Zero Trust model that links security controls to business goals: safe EU market entry, regulatory assurance, protection of AI intellectual property, dependable clinical service delivery and trust with hospitals, clinicians and patients.
[bookmark: _Toc228306992]II. Strategic Objectives and Design Principles
The new security unit should be designed as a business-enabling function, not simply a defensive technical team. Its strategic objectives should be to protect patient confidentiality, preserve the integrity of AI models and training data, maintain service availability, reduce supply-chain exposure, evidence regulatory compliance and support trustworthy growth in the EU healthcare market.
The programme should follow five design principles. First, identity becomes the primary control plane: all staff, contractors, researchers, service accounts and workloads must be strongly authenticated. Secondly, access must be conditional and least-privileged, so that developers do not receive routine access to production patient data and researchers use approved pseudonymised datasets only. Thirdly, environments must be segmented into development, testing, production, AI training and sensitive clinical data zones. Fourthly, telemetry from cloud platforms, endpoints, SaaS applications and code repositories must feed a central monitoring capability. Finally, resilience must be designed in from the start through immutable backups, recovery testing and clear incident decision rights.


Figure 1. Proposed information security operating model for MediTrust.
	Board Risk and Audit Committee

	↓

	Chief Information Security Officer (CISO)

	↓

	Governance & Risk Manager | Data Protection Officer | SOC Lead | Engineering Security Lead

	↓

	Cloud Security Architect | DevSecOps Lead | Third-Party Risk Manager | AI Security & Model Assurance Analyst


[bookmark: _Toc228306993]III. Organisation Structure for the New Security Unit
The security unit should combine governance, cloud engineering, DevSecOps and compliance rather than separating these areas into isolated teams. The CISO should report cyber risk to the board risk committee, ensuring accountability at senior level. This is important because NIST CSF 2.0 places the Govern function at the centre of cyber risk management [6].
Two roles are essential. The Cloud Security Architect should design the secure multi-cloud landing zones, identity architecture, encryption patterns, network segmentation, CSPM controls and backup strategy. This role prevents insecure cloud growth and ensures that Azure, AWS or Google Cloud services are configured consistently. The DevSecOps Lead should embed security into the software development lifecycle through secure coding standards, CI/CD controls, dependency scanning, container image scanning, secrets management and Software Bill of Materials (SBOM) production.
MediTrust should also appoint a DPO to oversee GDPR compliance, a SOC Lead for detection and response, a Third-Party Risk Manager for cloud and research-partner assurance, and an AI Security and Model Assurance Analyst to govern dataset provenance, model integrity and AI misuse risks. This structure is proportionate to a growing HealthTech provider because it supports both operational delivery and regulatory evidence.
Figure 2. Zero Trust access flow for users, devices and workloads.
	Access Request: user, API, device or workload

	↓

	Phishing-resistant MFA + workload identity verification

	↓

	Device posture, location, behaviour and data sensitivity assessed

	↓

	Policy Decision Point evaluates least-privilege access

	↓

	Application-specific access via ZTNA; no broad network trust

	↓

	Continuous logging to SIEM; EDR/SOAR response if risk changes


[bookmark: _Toc228306994]IV. Policies and Procedures
Policies translate architecture into repeatable behaviour. For MediTrust, the three priority policies should cover AI usage, secure SaaS configuration and BYOD because these are the areas where sensitive data, hybrid work and external platforms intersect.
	Policy
	Core Requirements
	Justification

	AI Usage Policy
	Approved datasets only; provenance records; DPIA for high-risk processing; human clinical oversight; model change logging; no patient-identifiable data in public AI tools; adversarial testing before release.
	Protects special category data, reduces model poisoning risk and supports explainable, accountable clinical AI.

	Secure SaaS Configuration Policy
	SSO and MFA required; anonymous sharing disabled; encryption enabled; central logging; quarterly access reviews; baseline configuration standards; approval process for new SaaS.
	Reduces data leakage and misconfiguration risk across collaboration, analytics and development platforms.

	BYOD and Hybrid Workforce Policy
	Only enrolled devices permitted; MDM required; encryption, patching and screen lock enforced; local patient-data storage prohibited; remote wipe enabled; access only through ZTNA.
	Controls endpoint risk while allowing flexible hybrid work without granting broad network trust.


The AI Usage Policy is particularly important because the integrity of training data is a security and safety issue. A poisoned dataset or unauthorised model change could cause unreliable outputs while appearing technically legitimate. The policy must therefore govern the full AI lifecycle: acquisition of data, preprocessing, model training, validation, deployment, monitoring and retirement.
The SaaS and BYOD policies should be enforced technically rather than left as paper controls. Conditional access, MDM, device compliance checks, SaaS security posture management and DLP rules should prevent unsafe activity by default. This is consistent with Zero Trust because trust is based on verified evidence, not employee intention.
[bookmark: _Toc228306995]V. Governance Model Based on NIST CSF 2.0
NIST CSF 2.0 is a suitable governance model because it provides a structured way to connect cyber risk to organisational objectives [6]. For MediTrust, the framework should be implemented as an operating model with board-level metrics, risk ownership and measurable control maturity.
	CSF Function
	MediTrust Implementation
	Business Link

	Govern
	Board risk reporting, policies, risk appetite, supplier accountability, regulatory evidence.
	Demonstrates mature assurance to hospitals, regulators and investors.

	Identify
	Asset inventory, data mapping, AI model register, supplier register, cloud dependency map.
	Enables accurate prioritisation of clinical and commercial assets.

	Protect
	MFA, ZTNA, encryption, DLP, PAM, secure SDLC and segmentation.
	Prevents unnecessary exposure of patient data and source code.

	Detect
	SIEM, EDR, CSPM alerts, UEBA and threat intelligence.
	Improves early discovery of compromise and misconfiguration.

	Respond
	Incident playbooks, SOAR actions, legal escalation and communications.
	Reduces regulatory and operational impact after incidents.

	Recover
	Immutable backups, tested DR, clean rebuilds and post-incident review.
	Maintains continuity of clinical platforms and AI services.


The key strength of this model is that it avoids treating compliance as a separate administrative activity. Governance, technical control and business resilience are brought into one cycle of identification, protection, detection, response and recovery.
[bookmark: _Toc228306996]VI. Compliance with GDPR, DORA and NIS2
GDPR is central because MediTrust processes health data, which is special category personal data. Controls should include privacy by design, data minimisation, encryption, pseudonymisation, access logging, DPIAs for AI systems, processor contracts and breach notification procedures [7], [8]. Developers should use synthetic or anonymised datasets where possible, and access to identifiable clinical data should require explicit approval and monitoring.
DORA is formally directed at financial entities, but the scenario requires MediTrust to address DORA-style operational resilience. The relevant design lessons are clear: classify ICT incidents, test resilience, manage cloud providers as critical third parties, maintain business continuity plans and prove that systems can recover after disruption [10]. MediTrust should adopt these practices because healthcare clients will expect evidence that clinical platforms are dependable.
NIS2 is also relevant because healthcare is a critical sector and suppliers to healthcare ecosystems may face heightened cybersecurity expectations [9]. MediTrust should therefore maintain incident reporting procedures, supply-chain assurance, vulnerability management, executive accountability and continuity planning. Incident reporting workflows should include legal review, DPO input, customer communication and regulator notification within required timelines where applicable.


Table 1. High-level risk assessment for MediTrust.
	Risk
	Likelihood
	Impact
	Priority
	Principal Treatment

	Poisoned AI training data
	Medium
	High
	High
	Dataset provenance, signed datasets, validation pipelines and model monitoring.

	Vulnerable open-source dependency
	High
	High
	Critical
	SCA, SBOMs, dependency pinning and automated patch SLAs.

	Cloud misconfiguration
	High
	High
	Critical
	CSPM, IaC scanning, least-privilege IAM and configuration baselines.

	Credential phishing
	High
	Medium
	High
	FIDO2 MFA, conditional access and phishing simulation.

	Ransomware affecting source code and data
	Medium
	Critical
	Critical
	EDR auto-isolation, immutable backups and tested DR.

	Insider misuse of patient data
	Medium
	High
	High
	PAM, DLP, access reviews and behavioural analytics.


[bookmark: _Toc228306997]VII. Risk Management Focus
The highest-priority risks are cloud misconfiguration, vulnerable dependencies and ransomware because each can scale across many customers. Cloud misconfiguration may expose storage buckets, model artefacts or patient records. Software supply-chain compromise may introduce malicious code into clinical products. Ransomware may damage availability and integrity simultaneously by encrypting datasets, repositories and build systems.
Risk management should therefore be continuous rather than annual. The DevSecOps Lead should make SAST, DAST, software composition analysis and container scanning mandatory in CI/CD pipelines. The Cloud Security Architect should enforce infrastructure-as-code templates, policy-as-code controls and CSPM monitoring. The CISO should receive monthly risk dashboards showing unresolved critical vulnerabilities, privileged account counts, backup test results, third-party assurance status and incident response performance.
[bookmark: _Toc228306998]VIII. Disaster Recovery Plan: Ransomware Attack
The contingency scenario is a ransomware attack that encrypts AI training data and source-code repositories. The plan should be rehearsed through tabletop exercises and technical recovery tests, not merely documented.
	Stage
	Actions
	Target Outcome

	0-4 hours: Contain
	Isolate affected endpoints; disable compromised accounts; suspend suspicious tokens; preserve evidence; activate crisis team.
	Stop spread and establish incident command.

	4-24 hours: Stabilise
	Restore critical repositories from immutable backup; rebuild clean developer environment; rotate secrets and keys.
	Recover engineering capability safely.

	24-72 hours: Recover
	Restore AI datasets from offline copies; validate integrity; prioritise production clinical services; notify clients and regulators if required.
	Resume trusted operations with legal compliance.

	Post-incident
	Root-cause analysis; lessons learned; control improvement; board report; supplier review.
	Reduce recurrence and evidence governance maturity.


Suggested recovery targets are an RTO of under 12 hours for critical clinical services, an RPO of under 1 hour for source-code repositories and an RPO of under 24 hours for AI training datasets. These targets are ambitious but appropriate for a company supplying healthcare platforms.
[bookmark: _Toc228306999]IX. Protection Mechanisms and Implementation Roadmap
Figure 3. Recommended Zero Trust protection stack.
	Identity: FIDO2 phishing-resistant MFA, IAM, PAM and conditional access

	Endpoint: EDR, MDM, encryption, patching and automated isolation

	Cloud: CSPM, CWPP, IaC scanning and least-privilege IAM

	Network: ZTNA, SASE, micro-segmentation and encrypted traffic

	Data: DLP, encryption, tokenisation, pseudonymisation and backup immutability

	DevSecOps: SAST, DAST, SCA, SBOM, secrets scanning and signed builds

	Operations: SIEM, SOAR, UEBA, threat intelligence and incident playbooks



The most urgent control is phishing-resistant MFA, preferably FIDO2 security keys, because credential theft is a common route into cloud and SaaS environments. EDR with automated isolation should be deployed to laptops, servers and build agents. CSPM should continuously check for exposed storage, excessive permissions, missing encryption and insecure network rules. SIEM and SOAR should reduce response time by correlating alerts and automating high-confidence containment actions.
For software supply-chain assurance, MediTrust should require SBOMs, dependency scanning, signed commits, protected branches, peer review and secrets scanning. For AI security, datasets and models should be versioned, signed and monitored for drift, tampering and abnormal performance.


Table 2. Twelve-month implementation roadmap.
	Phase
	Timeline
	Key Deliverables

	Phase 1
	Months 1-3
	CISO governance, asset inventory, data mapping, MFA, risk register and priority policies.

	Phase 2
	Months 4-6
	ZTNA, EDR, SIEM onboarding, access reviews and secure SaaS baselines.

	Phase 3
	Months 7-9
	CSPM, DevSecOps scanning, SBOM process, supplier assurance and AI dataset controls.

	Phase 4
	Months 10-12
	SOAR playbooks, DR test, red-team exercise, NIS2/DORA evidence pack and maturity review.


[bookmark: _Toc228307000]X. Conclusion
MediTrust's expansion into the EU healthcare market requires a security programme that is strategic, evidence-based and resilient. The organisation's dependence on AI, multi-cloud platforms, hybrid work and third-party research partners means that perimeter-based trust is no longer adequate. Zero Trust is the most suitable architectural model because it verifies access continuously, limits privilege, segments sensitive environments and assumes that compromise may occur.
The proposed programme combines organisational design, policy controls, NIST CSF 2.0 governance, regulatory alignment, targeted risk management, disaster recovery planning and modern technical controls. Its value is not simply that it reduces technical risk. It also strengthens hospital procurement confidence, protects patient data, safeguards AI intellectual property and supports operational resilience. The strongest conclusion is therefore that cybersecurity should be treated as a core condition of MediTrust's growth strategy, not an afterthought to product development.
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