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[bookmark: _Toc50626925]Abstract
In the following work-based assessment the author will provide three reports to the following entities, based on an example of a data breach within an organisation. 
The Reports will consist of a report in greater detail to the head of the Information Governance Department. Detailing the incident and its related risks and actions to be taken. Another report will be carried out to be presented to the executive board. In this report the emphasis will be on the risks to the organisation and what measure are being carried out and could be carried out to prevent such an incident in the future. Lastly a report to the Information Governance Committee, this report will provide a general overview of the incident and risks, while raising potential issues that could have occurred and how they can be mitigated moving forward.
Within the reports references to the ICO and GDPR along with references to the Organisations own policies and procedures will be noted.
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1. [bookmark: _Toc50626927]Introduction
The author of the following work-based assessment has been tasked with providing three reports to the following entities, based on an example of a data breach within an organisation. 
Firstly the author will provide a report to the Head of Information Governance. The author will surmise the breach along with detailed breakdowns of the data protection and workplace policies that have been breached/affected. Whilst also providing a list of actions and evaluations to be carried forward in relation to the breach. 
Secondly the author will provide a report to the Executive Board. In this report the Author will be targeting a higher level overview report to target the areas of concern for the audience at which it is being aimed. The author will need to highlight the risk of exposure resulting from the breach, while also evaluating the need to report to the ICO (Information Commissioners Office). 
Thirdly the author will provide a report/note that will be discussed in the next meeting of the organisations Governance Committee. At this meeting the author will summarise the breach and its consequences and highlight possible approaches to minimise the likelihood of any future breach of this type.

2. [bookmark: _Toc50626928]Report 1: For the Attention of Head of Information Governance.
[bookmark: _Toc50626929]2.1 Summary of Circumstances
It has been brought to my attention that a manager within an operational department in the organisation had accidentally emailed an attachment containing personal information of staff members under their management, the email was sent to a member of the general public. The attachment in question contained multiple personal identifiable data sources, this data had been downloaded from an operational system in order to aid in the “more efficient” undertaking of the task according to the manager. 
These sources include the names of the staff members in question and their Addresses. The Manager in question had alerted the information governance team of this error, it was then raised to myself to investigate. 
Upon further investigation in to the incident, it was noted that the manager had also had scanned copies of sick notes and occupational health reports on the devices desktop stored. It was recognised that the original incident of email the wrong attachment had caused a breach in the data protection legislation. It was also recognised that the additional saved files on the managers desktop also cause concern and breach data protection legislation. 
[bookmark: _Toc50626930]2.2 Data Protection Implications (Principles Breached)
As the staff members listed in the attachments wrongly sent meet the “Living Persons” standard, it means that GDPR Principles[1] are applied and breached multiple principles. These include the following:

[bookmark: _Toc50626931]Lawfulness, Fairness and Transparency.
Under the lawfulness, fairness and transparency principle of GDPR (Article 5(1)(a) GDPR). The staff whose data has been leaked in to the public, would not have expected for their personal details stored which were stored in an operational system for their employer to be downloaded and stored/processed in the manner as to which the manager carried out. There is no evidence to suggest the manager was given the authority to carry out the task they were pursuing as this task may have been dealt with potentially in another process, but another department. Further review would need to be carried out to clarify the process being undertaken.
[bookmark: _Toc50626932]Collected for Specified, explicit & legitimate purposes.
Under the purpose limitation principle of GDPR (Article 5(1)(b)GDPR). The manager had breached this principle due to the fact that the data was downloaded from an operational system (where the data was intended to be held and processed) on to their own personal device. Now that the data is on their personal device it is now outside of the original purpose of the data storage requirement, it is also not clear as to how long the data has been stored and further investigation will need to be carried out to clarify this. The manager has stated the data was downloaded to undertake the task they were carrying out in a more efficient manner, but this is not a valid reason under GDPR to allow for the data to be stored and collected outside of its original purpose.
[bookmark: _Toc50626933]Adequate, relevant and necessary.
Under the data minimisation principle of GDPR (Article 5(1)(c) GDPR). The data was collected from an operational system and then stored locally on the manager’s device. Due to the nature of the collection of the data, there is no guarantee the data was collected and proved to be adequate at the point of collection. The Relevant and Necessity of the collected data is proved to be invalid upon investigation, as the data was downloaded to carry out a task more “efficiently” but the data was coped from an operational system and once removed is no longer being used for its intended purposes and also the reason “more efficiently” is not accepted under GDPR for storing data outside of its original collection and process methods.
[bookmark: _Toc50626934]Accurate & where necessary kept up to date.
Under the accuracy principle of GDPR (Article 5(1)(d) GDPR). The information at the time of collection by the manager may be deemed as up to date and there is no evidence to suggest it was not, however if the information was collected and then acted on at a later date it may no longer be deemed up to date and more information may have been collected on the operational system. The information collected may have been accurate at time of collection but the method in which it was collected and processed may have caused a mistake in the information. For example an address for one staff member may have been copied to the incorrect staff member.  
[bookmark: _Toc50626935]Kept in identifiable form for no longer than necessary.
Under the Storage Limitation principle of GDPR Article 5(1)(e) GDPR). The manager had collected personal identifiable information of the staff and stored it locally on their desktop PC outside of the operational system. Where the data was stored originally on the organisational system, there would be policies that would have to be adhered to. Once the data was copied and no longer stored & processed on the organisational system, the data was no longer being managed and adhering to these policies and principles. There was no evidence to suggest how long the data had been held of, or if the data had been kept up to date as referenced in the accuracy principle. Therefore the data is in breach of these principles.
[bookmark: _Toc50626936]Processed Securely.
Under the Integrity and confidentiality principle of the GDPR Article 5(1)(f)(g) GDPR). The manager had copied the data from the original organisational system on to their local desktop. At this point the data is now at risk of being processed insecurely along with the potential for loss. The investigation raises questions around the ability to collect information insecurely from the original data source without and form on encryption being in place and/or following training guidelines. The manager never had authorisation to collect and process the data in this fashion and should not have been able to carry out this process.
[bookmark: _Toc50626937]Accountability.
Under the Accountability principle of the GDPR Article 5(2) GDPR). It is deemed a responsibility on the organisation and its staff to make sure that the principles under GDRP are followed and adhered to. Further investigation will need to be carried out to confirm that correct data storage and data processing methods are mandated and followed, along with having robust policies to ensure they are complied with. Along with reviewing if the manager has the correct level of training and understanding to carry out their responsibilities.

[bookmark: _Toc50626938]2.3 Organisational Policy In Relation to the Breach
There are a number of policies that are applicable to the current incident being investigated in relation to the manager “accidentally” sending the staff personally identifiable information to a member of the public. These include:
[bookmark: _Toc50626939]All Wales Information Governance Policy.
The all Wales Information Governance Policy was put in place for all NHS wales employees with a framework to ensure that all personal data is acquired, stored, processed and disseminated in accordance with the law and best practise standards. These Laws and standards include but not limited to:
· Data Protection Legislation
· Common Law Duty of Confidence
· Caldicott Principles (NHS Standard)
· Welsh Government Guidance
· ICO (Information Commissioner’s Office) Guidance
· Department for Health

[bookmark: _Toc50626940]All Wales Information Security Policy.
The all wales information security policy was put in place for all NHS Wales organisations and their staff. The Policy contains but not limited to the following areas:
· User Access Control both Physical and Electronic
· Storage & Transportation of Physical and Electronic of Information
· Training and Awareness responsibilities
· Monitoring and Compliance of employees within the organisation
[bookmark: _Toc50626941]In relation to the current incident being investigated. There are many examples of the above areas being breached. The Manager has access to data that may not be required to carry out their role, or the access they have is not suitable/secure. The storage of the data is not in line with the policy. Further investigation will need to be carried out to confirm if the manager has the correct training and awareness to carry out the actions they require.
Health Records Management Policy.
The health records management policy was written to guide and advice Hywel Dda University Health Board Staff on the day to day dealings of operational records management. The policy highlights the standards and procedures all health board staff including permanent, part time, contracted staff and Executive & Non-Executive staff should adhere to. The objectives that the policy aims to provide are as follows:
· Health records are available when needed
· Health records can be accessed
· Health records can be interpreted
· Health records can be trusted
· Health records can be maintained through time
· Health records are stored securely
· Health records are stored and disposed of appropriately
In relation to the current incident being investigated. There are a number of areas around access, record trust, storage, security and disposal when dealing with staff personal identifiable information being retrieved from an organisational system and stored/processed on a manager desktop. Further concern and breached of the above mentioned objectives are highlighted in relation to the sick notes and occupational health reports that have also been stored on the managers desktop.

[bookmark: _Toc50626942]Retention and Destruction of Records Policy.
The retention and destruction of records policy scope is to provide guidance for Hywel Dda University Health Board staff in relation to the legal retention and destruction timescales of all clinical and non-clinical records. These processes are to be in accordance with the data protection act, general data protection regulation 2018. The objectives of this policy are as follows:
· All records to only be retained for minimum legal timescale.
· Records are to be clearly validate and culled in line with guidance and best practice
· Assure that only relevant and appropriate records are destroyed
· Records that are to be destroyed are done so in a confidential manner
· Provide a simply reference for staff to comply with retention periods for all data
· To be used as guidance for effective working and storage management
In relation to the current incident being investigated. There are a number of objectives that would be breached such as Record retained period, record validity and culling and records being destroyed confidentially. The manager had locally stored staff personal identifiable information on their desktop that would need be meeting any of these objectives.

[bookmark: _Toc50626943]Corporate Records Management Policy (TBC – Under Review)
The corporate records management policy would likely have a number of elements that would be breached by the currently investigated incident. A number are also covered in some element by other policies already mentioned. And until the document is out of review and published (Hywel Dda UHB). Reference to specific elements at this stage cannot be carried out.

[bookmark: _Toc50626944]2.4 Actions (Compliant with policy) to contain a future data breach of this kind
In relation to the already mentioned policies there are a number of areas that can be addressed and target to help contain and prevent a data breach of this kind in the future. This includes but not limited to.
[bookmark: _Toc50626945]Information awareness
The Policies and Procedures already highlighted in this report should be promoted in a positive and far reaching way to make sure all staff are aware of their responsibilities in relation to Data Protection Policies. To enable and promote this systems already in place such as Global Emails and Reminders when logging in to systems with clear and concise information provided to the user so that they are aware of the do’s and don’ts when accessing those particular systems. For example in this incident it could be investigated further if there is a suitable popup upon logging in to the organisational system where the staff information is being held, and if so is the information clearly understood by the end users. Along with clearly defining the consequences of not complying with the procedures in place.

[bookmark: _Toc50626946]Training and keeping up to date
Staff training on employment as well as ongoing training and refreshers courses should be in place. In the current example in accordance with the all wales information governance policy, all employees are to undertake Information governance training and refresh every 2 years. The manager who is under investigation for the staff personal identifiable data being leaked accidentally would need to make sure they are up to date with training. For Hywel Dda this would include a classroom based training and a more regular e-learning mandatory training session.

[bookmark: _Toc50626947]2.5 Actions to be taken in respect of affected persons in relation to Breach
According to the information security incident procedure (Currently under draft review for Hywel Dda) the staff that have been affected in this incident should be notified immediately. As the procedure states that if a staff members information and has not been securely stored, and therefore been put at risk of identity theft/fraud or at risk of information being posted on-line or face to face as a result of the incident. 
This timescale of notification according to Hywel Dda’s procedure should be within 12 hours of the Information Governance Manager, Senior Information Risk Owner/Caldicott Guardian being notified of the incident.
The following information should be presented to the individual being affected:
· A Description of the incident
· Name and contact details for an appropriate contact
· A description of the likely consequences of the information security incident
· A description of the measures taken to address the incident and any measure taken to mitigate the effects of the incident.
· Advice on how to protect themselves against any adverse effects resulting from the incident. These include but are not limited to Fraud Prevention, Password management, contacting companies who may utilise the information such as banks etc.
[bookmark: _Toc50626948]2.6 Other Considerations
Other items to be considered as part of the incident investigation, is to have a clear understanding of the access required by the manager who was responsible for the incident. Also to confirm if the process being undertaken by the manager in question should be carried out in the first place.


3. [bookmark: _Toc50626949]Report 2: for the Executive Board
[bookmark: _Toc50626950]3.1 Summary of Situation and possible breaches
A manager of a department within the organisation had downloaded/copied staff names and addresses to his local device from an organisational system. According to the manager this was carried out to help carry out the process more efficiently. This information was then sent as an attachment to a member of the public by accident when the manager was meant to send a copy of a poster from his local desktop instead. Other sensitive document such as scanned sick notes and occupational health reports were also discovered on the managers desktop.
[bookmark: _Toc50626951]3.2 Data Protection Implications
The data protection implications from the accidental email of staff personally identifiable email have breached a number of principles/objectives in a number of Health board and all wales policies. These include but not limited to the following:
· All Wales Information Governance Policy
· All Wales Information Security Policy
· Retention and Destruction of Records Policy
· Health Records Management Policy
As per the Health boards Security Incident Procedure[2]. The following is stated:
[bookmark: _Toc50626952]“What is an Information Security Incident?

An Information Security Incident is a breach of information security resulting from one of the following:
a) A “Confidentiality Breach” – where there is unauthorised or accidental disclosure of, or access to, personal information.
b) An “Availability Breach” – where there is an accidental or unauthorised loss of access to, or destruction of, personal information. 

c) An “Integrity Breach” – where there is an unauthorised or accidental alteration of personal information.”



Point 4.1: Confidentially breach refer to the following points
· A member of the public is sent information about another person in error. In this instance the manager sent an email attachment with staff personally identifiable information to a member of the public.
Point 4.2: Availability breach refer to the following points
· An availability breach will apply to situations where information is either lost or destroyed (either accidental or on purpose) “Lost” information applies to information that may still exist, but the Health Board has lost control over it or access to it. Again in this instance the manager accidentally sent staff information to a member of the public and was now no longer in the control of the Health Board.
Point 4.3: Integrity breach
· An Integrity Breach will apply where persona information is altered or changed without a legitimate work reason for doing so and without the consent of the Health Board. In this instance the manager has copied/downloaded information from an organisational system without a legitimate reason to do so.

Point 5: Reporting Action
· It is the responsibility of all staff to report an information security incident as soon as they become aware of it. In this instance the Manager reported the incident to the Information Governance team.
[bookmark: _Toc50626953]3.3 The Risk Exposure
The risk exposure is judged by utilising the “Breach Assessment Matrix”[3]. The Scores from the perceived severity and the perceived likelihood are combined together and referenced within the matrix to judge the reporting requirements for the Health Board. These range from Green, Yellow, Amber and Red. Scored will sit within these colours dependent on the inputs as shown in the tables below.
[bookmark: _Toc50626954]Table: Perceived Likelihood of Harm
[image: ]
Fig 1. Table Demonstrating Perceived Likelihood of Harm (Breach Assessment Matrix)[3].
[bookmark: _Toc50626955]Table: Severity of Harm
[image: ]
Fig 2. Table Demonstrating Severity of Harm (Breach Assessment Matrix)[3].

[bookmark: _Toc50626956]Table: Breach Assessment Matrix
[image: ]
Fig 3. Table of the combined score relating to the Breach Assessment Matrix[3].

[bookmark: _Toc50626957]Table: Reporting Levels
[image: ]
Fig 4. Table of reporting levels relating to the Breach Assessment Matrix[3].

Utilising the above tables in relation to the currently discussed incident. The following outcomes have been reached.
The perceived likelihood of harm (Fig 1.) would in our assessment come out as a score of 3. 3 is classed as possible and in this incident a minimal amount of personally identifiable information has been sent to 1 member of the general public. Actions will be carried out to contact the member of the public in an attempt to retrieve and minimise further data leakage. But there is no guarantee of who and the possibility of further data leakage being prevented.
The perceived severity of harm (Fig 2.) would in our assessment come out as a score of 3. £ is classed as moderate and in this incident the example used in the matrix references loss of personal data which refers to the staff members name and address. 
Combined Score (Fig 3.) is therefore 3 x 3 = 9. The score of 9 falls under the Yellow reporting level. The Yellow reporting level would trigger internal discussion and unlikely be followed up with an ICO notification in this instance. The Internal discussion would potential be around the managers access to the information and the ease as to which the manager was able to download and accidentally email out of the health board systems.


[bookmark: _Toc50626958]3.4 Actions that need to be taken in to consideration
The following actions will need to be taken:
[bookmark: _Toc50626959]In relation to the member of the public.
The member of the public will be attempted to be contacted. The health board will explain the nature of the incident that has occurred and request that the member of the public refrain from disseminating the information further and delete the email they have received.
[bookmark: _Toc50626960]In relation to the staff affected.
The staff whose information had been emailed to the member of the public will be contacted and informed of the situation. All potential actions in regards to minimizing the current situation and all actions to prevent further future data leaks will be discussed in an attempt to reassure the staff members in question.
[bookmark: _Toc50626961]In relation to the manager.
The manager will be required to carry out or update their information governance training as and where necessary. The staff member will also be advised to read over the previously discussed health board information security policies, and advised of processes to follow to prevent such an incident happening again in the future.
[bookmark: _Toc50626962]Other action.
Discussion with the ICT department and the providers/vendors of the organisational system in question will be carried out to prevent the likelihood of similar incidents occurring in the future. These will include the ability to prevent downloadable data from the organisational system where possible, and also utilise scanning feature within AV software to potentially block personally identifiable information from being emailed out of the Health Board.
[bookmark: _Toc50626963]3.5 Is the Breach Reportable
The incident in question would not trigger a report being generated to the ICO according to the matrix discussion (part 3.3. Fig 1, Fig2, Fig3, Fig 4) although internal discussions would be triggered within the Health Board to look at preventing such an incident happening in the future. Items such as limiting access to staff that do not require information, potentially putting in place system to prevent downloading information from organisational systems. The Health Board could also look at putting in place security systems to prevent sensitive information being e-mailed so freely for example.
[bookmark: _Toc50626964]3.6 Other Considerations
In reference to the other sensitive documents discovered on the manager’s desktop, the scanned sick notes and occupational health reports. If this information was accidentally sent to a member of the public it would trigger a much higher level of matrix scoring. And could have potentially lead to an ICO report having to be generated.

4. [bookmark: _Toc50626965]Report3/Note: Discussion Note for the next Governance Committee Meeting
[bookmark: _Toc50626966]3.1 Summary of Situation and possible breaches & Data Protection Principle Breached
Information Governance Department notified by a manager who themselves sent an email to a member of the public with the wrong attachment. The attachment was mean to be a poster that was stored on the manager’s desktop, but the manager accidentally attached a file with staff names and addresses. The information had been collated from an organisational system in the aim of carrying out a process more efficiently. 
A number of principles has been breached as there was no consent granted to carry out this process or adherence to the following policies[4][5][6][2]:
· All Wales Information Governance Policy
· All Wales Information Security Policy
· Retention and Destruction of Records Policy
· Health Records Management Policy
Within these policies multiple principles have been breached in accordance and reference to the GDPR[7].
· Lawfulness, Fairness and Transparency Principle (Article 5(1)(a) GDPR)
· Purpose Limitation Principle (Article 5(1)(b) GDPR)
· Data Minimisation Principle (Article 5(1)(c) GDPR)
· Accuracy Principle (Article 5(1)(d) GDPR)
· Storage Limitation Principle (Article 5(1)(e) GDPR)
· Integrity and Confidentiality Principle (Article 5(1)(f)(g) GDPR)
· Accountability Principle (Article 5(2) GDPR)

[bookmark: _Toc50626967]3.2 The Risk Exposure
[bookmark: _Toc50626968]Table: Perceived Likelihood of Harm
[image: ]
Fig 1. Table Demonstrating Perceived Likelihood of Harm (Breach Assessment Matrix)[3].
[bookmark: _Toc50626969]Table: Severity of Harm
[image: ]
Fig 2. Table Demonstrating Severity of Harm (Breach Assessment Matrix)[3].
[bookmark: _Toc50626970]Table: Breach Assessment Matrix
[image: ]
Fig 3. Table of the combined score relating to the Breach Assessment Matrix[3].
[bookmark: _Toc50626971]Table: Reporting Levels
[image: ]
Fig 4. Table of reporting levels relating to the Breach Assessment Matrix[3].
As with reference to the above matrix tables (Fig 1, Fig 2, Fig 3, Fig 4) which are located within the incident report form[3] the following score is obtained.
· Perceived Likelihood of Harm: 3
· Perceived Severity of Harm: 3
· Combined Score: 3x3 = 9
With a combined score of 9 internal discussions will be undertaken to prevent similar outbreaks from happening in the future. The staff affected by the breach will be notified and re-assured and informed as to the actions being undertaken to reduce the effect of the breach and prevent further in the future. Notification of the ICO in this instance is not required.

[bookmark: _Toc50626972]3.3 Actions that need to be taken in to consideration to minimise the risk
The following are a list of actions that will be undertaken to minimise the risk of the current breach and future breaches:
· Contact the member of the public to explain incident in the aim of reducing further information leakage and deletion of email
· Contact Manager and make sure Information Governance training has been undertaken and if already undertaken arrange for a refresher course.
· Contact Manager and provide a link to Information Security guidance and best practise to ensure manager is aware of the process to follow
· Removal of any locally stored data on the Managers desktop to prevent further incidents.
· Look to seek guidance from the ICT department in the aid of utilising software that can prevent data leakage of a Personal identifiable nature being emailed outside of the organisation. Such as firewall, email filtering software and anti-virus software

[bookmark: _Toc50626973]3.4 Other Considerations
During the investigation it was made aware that the manager had examples of sick note and occupational health reports also stored on their local desktop. If this had been accidentally attached to the email sent to the member of the public the risk would have been greater. 
Utilising the Risk matrix (Fig 1, Fig 2, Fig 3, Fig 4) the following scores would have been a likely outcome.
· Perceived Likelihood of Harm: 3
· Perceived Severity of Harm: 4
· Combined Score: 3x4 = 12
With the Sensitivity of the data that would have been breached in this example the Severity of harm score has increased to 4, as noted in GDPR[8] personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status. This now provides a total score of 12. A score of 12 is classed as Amber in the reporting level matrix[3] (Fig 4). This would mean the ICO are likely to be notified along with the Welsh Government. 
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