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1. INTRODUCTION

The number one aim of this project is to educate and help inexperience home users to keep their home
networks safe and secure. In today’s world almost everyone in the western world has access to the internet.
The coronavirus pandemic has created a new world order, many companies were forced to go remote
resulting in staff working from home through their network. It's estimated 81% of the world’s workforce was
affected by lockdowns resulting in many of them having to work from home if they could. [1] There are many
dangers working from home like hackers and scammers they prowl the internet 24/7 looking for victims. Home
users, big corporations’ big or small everyone is a target however the inexperience and lack of knowledge of a
lot of home users leaves them much more vulnerable compared to a big corporations’ network infrastructure.
Testing the different tools and techniques used by hackers, a report will be published showing home users how
easy it is to exploit a network, and gain access to valuable information. From phishing to a DDOS attack this
project will show the careful steps taken by a hacker to breach their network.




2. BACKGROUND TO THE PROPOSED RESEARCH

The illustration below demonstrates why It's so important that this project is taken forward. Research from
United States sent out a questionnaire to workers of 264 participants asking them if they had received security
guidelines from their employer. The findings paint a clear picture that more education and training is needed
for home users when it comes to protecting their network. [1]
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MALWARE

Hackers attempting to gain unauthorised access to personal data is nothing new. Over the years there have
been many different types of hacks from the “Mydoom” computer worm malware which still to this day is
considered the fasted spreading malware in history. Corporation’s which were able to hire security
professionals and educate their employees were able to significantly reduce the number of their employees
exposed to this malware. For example, the director of T-Mobile in the United States said out of twenty
thousand desktops on the company’s network only five were affected, compare this to over fifty million
computers across the world that was affected, this suggests that home users are at significant risk to malware.
(4]

TYPES OF ATTACKS

There are two different types of attacks:

Passive attack, typically this type of attack the hacker will look to go undetected. They will monitor the data
which is being transmitted by the user, looking for communications between the user and the destination.
Passwords are typically targeted by the hacker, gaining as much knowledge as possible by ears dropping the
hacker can quietly gather important data without being detected.

Active attack, this type of attack is aggressive the hacker won't stay undetected, they will look to cause as
much damage as possible to the user. The hacker will attack an on-going communication breaking into the
user network, placing malicious code and stealing confidential information. [2] An example of a technique is
(DDOS) Denial of Service attack, this type of attack sends a large amount of traffic to the targets network. With
multiple packets being sent at the same time, it will cause network congestion resulting in the user unable to
access the internet. [3] Attacks like these can be hugely damaging to an employee working from home as there
prevented from accessing the network and getting on with their job. So, by properly educating a home user on
the threats of a DDOS attack, this can significantly reduce the likely hood of disruption.




3. AIMS & OBJECTIVES

AlM

The aim of my project is to investigate the current tools and methods that are used by hackers to exploit
networks. | will use my findings from my research and testing to give recommendations for inexperienced
home users ways in which they can protect their home network.

OBJECTIVES

1. Research and investigate existing tools and methods that are used by hackers.
Develop and configure two Virtual Machines the “Hacker” and the “Target”

Test the tools and techniques in a Virtual Machine, take screenshots for evidence.

BwnN

Evaluate findings produce a report of the tests, showing the outcomes and provide advice and tips to
users so they can improve their home network security.




4. PROJECT DESIGN

4.1 OUTLINE OF PROJECT PROCESS

o Under go research into the different types of hacking tools used, and techniques hackers use to
gather data.

¢ Undergo tests using Virtual Machine Kali Linux testing different tools and techniques, taking
screenshots and demonstrating if they were successful.

o \Write a report of the findings, was | successful with the hack? What should home users do to avoid
falling for these types of hacks.

e Tips on how home users can improve their knowledge in this field and ways they can avoid these
hacks.

4.2 DATA COLLECTION

The researcher will carry out a survey that will collect information about users’ vulnerabilities. For
example, | will ask up to ten guestions ranging from have you encountered this issue? What would you do
in this situation? by using this data | will be able to identify areas that | will focus on.

Using the UWTSD library information and data will be collected from respected reliable authors to
enhance knowledge of the subject.

4.3 DATA EVALUATION

Qualitative data is a way of collecting data through words. For example, while quantitative data will
use figures and statistics, qualitative data will use information like interview transcripts, documents,
books, survey responses even things like images and videos are ways in which qualitative data can
be collected so it isn't all just words or descriptions but it can also be visually images videos etc.

Quantitative data is all about numbers, for example things like gender, age, ethnicity can be
converted into numbers. What language do you speak English = 1 German = 2. Compare this to
qualitative data where it's all about words, phrases quantitative data is all about numbers.
Quantitative will use numbers to compare and measure the differences between different groups,
for example height gender age etc. Quant also uses relationships to assess the difference between
different variables, for example a business could compare the temperature to the number of people
which attended their event, trying to find an understanding why the number of people attending
was lower compared to the same time last year. Lastly Quantitative analysis uses numbers so it can
test a hypothesis, for example it can test the effectiveness of a vaccine to determine the % of the

vaccine.




4.4 RISKS & LIMITATIONS

Risks to participants

Misuse of data: Ensure data collected is properly secured.

Personal data stolen: Ask participants not to include personal data name/date of birth.
Call 111 for help if data is deemed sensitive.

Risks to the investigator

Burn out: Take regular breaks, use the gnat chart to carefully plan out the project.

Accusation of harm: As | will be testing hacking tools, | must ensure it's properly noted that
these hacking tools are used in a virtual machine that | have created not on a real personal
network.

University risks

Publicity: Ensure my project is appropriate, when | am using hacking tools, | only test them
on a VM and nowhere else.

Data protection: As | will be collecting data from students at the university, ensure all
students data is kept safe and secure.

4.5 ETHICAL ISSUES

Discrimination and harassment

Ensure that when | am collecting data, | do not discriminate against anyone. Ensure once the project is
complete it accessible to all.

Data protection act 2018

Ensure data which | have collected from my participants is kept safe and secure.




5. RESOURCES & PLANNING

5.1 RESOURCES REQUIRED

5.1.1 HARDWARE RESOURCES

s Computer

5.1.2 SOFTWARE RESOURCES

Virtual Machine

«  Microsoft office

*  Microsoft Windows
e KaliLinux

5.1.3 OTHER RESOURCES

*  Online library resources.

5.2 PLANNING CHART

Gnat chart.
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