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Abstract- This paper analyzes the hidden dangers and risks of the wireless network system, uses the PPDR dynamic network security model, combines the hidden dangers of the enterprise itself and the characteristics of the enterprise system, and analyzes the enterprise from four aspects: security strategy, protection, detection and system response. System security, and design a network security solution according to the PPDR model to protect the network security of the enterprise to the greatest extent and reduce the risk and loss of the enterprise.
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1 Introduction
[bookmark: _Hlk123847162]With the application and development of the network, people all over the world are more and more dependent on the network, and the limitations of the traditional wired network are increasing, such as the location cannot be changed at will, the line often breaks down, and the cost of purchasing the line Questions and more. Dynamic wireless networks often have no such problems, and wireless networks have extremely high flexibility, low networking costs, and simple operation. It facilitates quick and easy extension of local area networks into a large-scale wide area net-works. Typical wireless mesh networks (WMNs) consist of mesh routers and mesh clients [1] which are more and more popular with users all over the world. At present, wireless networks are widely used in mobile office and intelligent areas. As well as personal applications and other fields, it has advantages that traditional wired networks cannot achieve. But then the security problem of wireless network becomes more and more serious. wireless network security is a major issue for the organization because of the growth in hacking techniques and different types of threats [2]. Organizations set filters for data to avoid threats and malware attachments, which slow down the data transfer [3]. So this paper will address the topic of wireless security, the start of security issues, solutions, and how to solve security issues in wireless networks. enhances the security of wireless network by introducing PPDR model, and discusses the construction of security defense system of wireless network.
2 An overview of the features of wireless networks
In a wireless network, the transmission medium is radio waves, which is a wireless way to transmit data. The wireless network is the combination of different net-works, which allow one computer to access another without 
means of wired connection physically [4]. As you can see, this is a more scientific explanation of wireless networks. When it is necessary to start with the encryption method of wireless networks when discussing the characteristics of wireless networks. In addition, there are security features that need to be considered.
3 Wireless network encryption method 
3.1 Encryption method for wireless networks
A wireless network's encryption capability directly impacts the security of the wireless network as it is directly related to the encryption method used. At present, there are three main methods that are used for wireless network encryption. These methods include: WEP, WPA, and WPA2. In 2018, WAP3 introduced WIFI encryption; more security means more protection [5].
3.2 An overview of the security features of wireless networks
Wireless network (WLN), the network is set up by frequency signals, and it means accessing the network without a cable connection [6]. The biggest difference between a wireless network and a wired network can be found in the security features that are available on both.in the first place, the wireless network is relatively open, prone to interference, and easy to be attacked, which makes it a vulnerable target. In order to maintain security on the line network, it is relatively difficult, and there is no specific method that can guide you in this process. There is a small level of feasibility under these conditions, and the wireless network has relatively free physical terminals, so it is difficult to implement such a network. It is on these mobile terminals that security management is performed, and network terminals can be accessed relatively freely. There is a lack of protection for the access point of the wireless network, as evidenced by the movement of the wireless network. This indicates that there is a lack of protection for it. There is an access point that has been intruded into the wireless network, which is considered the attack point of the wireless network. There will be increased loss and damage resulting from illegal intrusion if the point is exceeded; on the other hand, even if despite the fact that there is a relatively feasible safety management plan, difficulties will arise during the implementation process.
A difficult task, and most of the solutions are scattered, and there is a considerable amount of dependence during the implementation process, which makes it quite challenging. As well, there is no such thing as a static network signal, and in fact, there is often some interference or disruption with the network signal. As a result of all of these factors, wireless networks are expected to face higher requirements in terms of security technologies. I would say no, in a nutshell Among the security characteristics of the line network are poor security performance, difficult security management, and difficult implementation of security measures in the network.
4 In wireless networks, there are a number of security issues to consider
As wireless networking technology becomes more and more widely used, security issues in wireless networks are becoming more prevalent Despite the fact that it appears on the surface, the concept of it is mentioned increasingly throughout the process of using the network It is pertinent to note that the various security concerns of wireless networks can vary, but essentially, they all revolve around There are a number of security issues that are essentially similar. As the author analyzes in his article, wireless networks have some significant problems when it comes to security according to Three of the most significant aspects.
4.1 Unauthorized access.
We know, Wireless access points work efficiently with a radio transceiver for developing a connection that allows both the trans-mission and reception of radio signals [7]. These signals are received by client devices that identify the signals, and after confirmation of communication channels, it grants further access to the network. So unauthorized access to a computer system is one of the most common security problems that occurs in It has been reported that some wireless network users do not have much or no security protection when setting up their wireless networks. As a result of security protections, there are some attacks that are available to other unauthorized network terminals The relatively open nature of these wireless networks makes them easy for attack tools to penetrate them. Terminals that are not authorized. As a consequence of the intrusion into the network, network traffic will be occupied. The network access speed will slow down. In addition, the utilization of the network will be adversely affected. by using unauthorized terminals, there will be a change in the occurrence of problems such as low rates that will become more serious. There are a number of unnecessary losses and problems caused by incorrect network settings.
4.2 Links in section are being leaked. 
This is usually the result of hackers or illegal activities. as a result of illegal access to wireless networks and the use of some hacker software and phishing software by certain organizations A hacker uses these tools to steal some critical information from users, such as bank account passwords, website passwords, etc. the code, etc. It is very likely that some accounts involving money and the user's own interests will be tampered with in order to cause damage. As a result, wireless network users' own property suffers unnecessary losses, and some network hackers take advantage of it. As a result of various illegal operations, other rights and interests of users may also be harmed.

4.3 Security of the data. 
[bookmark: _Hlk123905707]There is another way to evaluate the possible vulnerability by researching the scope of the threat of Data/Information, Applications, Infrastructure, and cloud service in the computing environment [8]. There are many reasons why people like wireless networking, including its ease of use. While the software is very easy to use when it comes to setting up, and the signal of the wireless network is open, it has one disadvantage: In addition, it will also create opportunities for some malicious attackers to attack, and illegal users will use some auxiliary tools in order to take advantage of it. This tool is capable of cracking the user's security settings on the network. This means that it can gain access by pretending to be a legitimate identity in order to gain access to the network. Inquire about the purpose of the wireless network to be able to pass some technology on to illegal intruders. The means by which illegal operations can be carried out. The wireless network will also be controlled by criminals who will have access to the information that is transmitted by it. As a result of stealing and misappropriating information through certain network tools, users often exchange information between themselves. The information was destroyed or stolen, or both.
5. Dynamic Information Security Theoretical Model-PPDR
Introduction to PPDR dynamic wireless network model
PPDR model mainly consists of four parts: policy，protection，detection and response.[9] There is a crucial need to understand that these four components are what make up the entire security cycle. Security policy sits at the center of this cycle, which is also regarded as the key to the entire network security environment. In order to evaluate the security of the network under the control of the security policy, a variety of network security tools as well as detection methods are used. As part of the security and operation of the system, we respond to protect the system's security. The PPDR model is shown in Figure 1.
The PPDR security model is dynamic in the first place and timely in the second place. There has been a significant role played by the PDR model in the design and implementation of network security over the last few years. As a result of using this model, network security technical problems can be further solved, and this model can also be used for many network security applications. Several researchers have provided valuable methods and thinking that can be applied to network security research. Many network security product companies and security integrators around the world use and refer to this model for network security research as well. In spite of this, with the development of network security and the relativity of network security, the demand for network security continues to rise in the coming years. Although the PPDR security model cannot solve all problems related to network security well, with the continuous development and improvement of the network security model, many literatures and papers have also developed an improved network security model by deepening the research on the PPDR model by extending the research on the PPDR model.
The PPDR Cybersecurity Model is lacking in certain aspects with the in-depth application of the PPDDR model, we found that the model still has many shortcomings, which are reflected in the following aspects: First, an excellent wireless network security model should have excellent security in three aspects: technology, physics, and management Guarantee capability, but unfortunately, the PPDDR model does not pay enough attention to management security, and does not fully consider the potential safety hazards caused by personnel in the system, and the PPDDR model is a passive security guard that cannot be actively defended. Moreover, there is no recovery function in the PPDDR model after a system intrusion has occurred.
The second aspect of the PPDR model is that it responds as a post-response type, which means that when a vulnerability is discovered, the model has the ability to provide a corresponding solution in response. As a result of the simplicity of the PPDR model, it fails in both areas of risk assessment and the generation of security policies. However, everyone knows that risk assessment is an essential part of the risk management process. This is especially relevant for those who design security systems for networks. A wireless network, without a clear risk assessment and a corresponding security policy, will not have a clear security baseline. This will result in a huge security risk in the security model as there will be no clear baseline of security.
Therefore, in view of the deficiency of the principle of this model, we can construct an improved wireless network security model in order to realize the combination of active and passive methods that are necessary to protect the core assets within the network as well as ensure that wireless networks can function normally
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Fig.1 PPDR model
The implementation of a wireless network security model based on PPDR has been improved. The structure of the PPDR model has been improved.
To begin with, I would like to discuss the PPDR model in terms of proactive defense, risk assessment, and security policies. Hence, it can be argued that the wireless network security model must adopt a distributed policy in order to realize dynamic self-adjustment of the security policy. Such type of architecture is used in a small environment e.g. a centralized 
[bookmark: _Hlk123908227]business domain [10]. Thereby solving the issue of mobile terminals and external access to the wireless network. The links between the points and the updates to the policies. Figure 2 shows the structural diagram of the improved model based on wireless network security that has been proposed in this paper. This model has been proposed in order to support the security of wireless networks. 











self-regulation


     
self-regulation

Manage 
detection/
response

security strategy



Backup/Restore



Fig.2 improved model of PPDR
In this model, security management, self-adaptive dynamic security policies, protection, detection, response, and recovery functions are coordinated with each other in order to provide effective protection of network security. It is the dynamic self-adaptation of security policies as well as security management that are the core of this model.      
In order to ensure the security of the entire network, it is imperative to understand security management mechanisms. In addition, it is imperative to understand the security management of the technical personnel involved in the security of the network.
It is imperative to have a security policy that reflects all levels of the model, from the physical layer to the application layer. Security scanning, security audits, security management, virus protection, disaster recovery, and other strategies all need to be included in the security policy. It is imperative to note that dynamic self-adaptation of security policies involves the flexibility and automatic adjustment capabilities of various security policies relating to network security in a dynamic manner.
There is no doubt that detection is the basis for dynamic response, but it can also be a powerful tool for enforcing security policies on the basis of detection. Dynamic performance monitoring, intrusion detection, and scanning of the entire network can provide information about upcoming threats and weaknesses, whether the network is under attack, and whether there are vulnerabilities and security "holes" within the network. The system can also use advanced security detection tools in order to automatically collect, summarize and analyze security data. This will provide a reliable basis for accurate response to security threats.
Response is an imperative pillar of dynamic network security. This is because it allows us to respond rapidly to detected security behaviors and hidden dangers in order to ensure the security of our networks. As a result of a fast response, attacks can be blocked, faults can be isolated, and tracking traps can be set
There are three ways in which recovery can be defined. The first step is to activate the emergency response recovery mechanism. The second step is to restore the "scene" by activating response protection and reproducing the attack behavior in order to collect evidence and conduct research. The third point that needs to be made is that with the development of heterogeneous storage technology and backups, rapid recovery will be the last and most effective means of network security in the future. When the above security measures fail, effective safeguards are adopted to ensure minimal loss and the shortest mean time between failures.
6. Three-dimensional model of the group's network security system
With the rapid increase in the number of users of the group and the protection of a significant number of core assets, based on the consideration of the complexity and reliability of the group's network comprehensive business bearer in the future, it is apparent that network security issues are no longer only about static protection, nor are they solely technical issues. The improved PPDR model proposes a brand-new network design idea, and adopts a multi-level and multi-dimensional network security model in order to develop a multi-layered and multi-dimensional group network security system architecture, based on the improved PPDR model. As you can see from the Figure 3.
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Fig.3 Group network security system model
6. Plan for the security system for the group
It is through the security guarantees that are provided at each level of the topology structure that the security of the entire group network can be assured. Based on the design of the three-dimensional model of the group network security system, the strategy design, protection design, and safety monitoring design of the group network security system are carried out based on the design of the three-dimensional model. There are two types of security response links: security response link design and security recovery link design.
6.1 Described the Group Security Policy  
The design group's security strategy, at present, focuses on solving security issues associated with the current wireless network the group uses to solve security issues. In the dynamic security model, the core concept is network security strategy. This is also one of the links to test the dynamic security model's security system. Taking into account the current security needs of the organization, the group network security system is designed to meet those needs. These strategies include security management strategy, information encryption strategy, access control strategy, network access control, server security control, network monitoring and location control, network infrastructure control, and physical security strategy.
6.2 An inspection of the safety of the group 
We use real-time monitoring and security scanning technology to detect the group network, as well as using a dynamic and adaptive method to detect security loopholes in the operating system in order to detect the group network.

6.3 Cyber Security Response Link for Groups
There is a very significant role for the response link in the security system model. In cases where the system is attacked, the corresponding link will be able to respond in time depending on the type of attack. This will enable the network to resolve the problem in the network as soon as possible.
6.4 The restoration of the group network 
Recovery links serve a primary purpose. In this case, the backup system will be used to quickly restore the network to its previous state. This greatly reduces the amount of damage an attack will do to the system.
7.Thoughts and conclusions 
With the growing use of mobile devices, businesses need to make sure they protect their business security comprehensively as more and more people use mobile devices. Enterprises will be faced with a lot of risks when they connect unidentified devices to their enterprise networks. Viruses can, for instance, quickly spread to an internal network and erase the contents of multiple computers on the network. It is crucial to keep your most important computer files up to date so that you can save money in the long run. In spite of the fact that this may sound counterintuitive, it is intended to save you money in the long run. You are going to have a lot of problems on the market if you suffer a cyberattack and lose a lot of customer data as a result. The credit on the website has been drastically reduced, causing a loss of benefits. In addition, it is crucial to keep your network security plan updated and learn from the mistakes that you make. This mistakes that your own security holes in real time, providing employees with the opportunity to learn from their mistakes, and ensuring transparency for future employees to benefit from. 
In the era of rapid development of network security theory and security technology, the theoretical model of dynamic network security will also be continuously improved and developed. According to the security characteristics of the group network, designing a set of efficient and feasible group network security system solutions has become the focus of research. In the research, strategies, protection, detection, response and recovery. Starting from five aspects, a dynamic security model PPDRR is proposed as a theoretical guideline. The three-dimensional model of the campus network security system guided by the Based on the three-dimensional three- dimensional model, a hierarchical, systematic and linked security system is proposed. The idea of building the whole system. The issue of corporate network security is a complex. The problem is that the technical power of attack and defense is constantly ebb and flow. In the process of change, no network security system can be absolutely secure. Therefore, in the application process of the security system model, according to the actual situation. The security issues encountered, constantly improve the security strategy and program, and Network administrators are required to constantly monitor new attacks in the network. Research and study, from the perspective of technology and personnel management to protect the enterprise in an all-round way network security.
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