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1. Introduction
In this assignment worksheet, the author was tasked with the application and configuration of a file sharing service on a server machine as well as group policy objects for use on there domain created in earlier worksheets. As well as this they have also been tasked with a number of reflectional observation questions on relevant technologies.

2. Implementation steps
[image: ]
The author began their file sharing setup by first creating a folder on the C directory root of the Client1 machine.

[image: ]
They populated the folder with a simple text file called important_file.txt as a proof of concept.
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[image: ]
In order to demonstrate the relevant access control methods, they were required to turn off permission inheritance which is demonstrated above.
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They then have a domain administrator account full control over the newly created folder to allow them file sharing access.
[image: ]
They then added a non-administrator account to the permissions on the folder and, as instructed, gave them all permissions below and including read & execute, this included write permissions.

[image: ]
They then logged on as the non admin account and attempted to edit & save the Important_File.txt. They were able to do this as it had write permissions although the instructions seemed to suggest that they should not have been able to do this.

[image: ]
They then logged onto the Server1 virtual machine and began to setup the file share, selecting the SMB Share – quick option.
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[image: ]
They named this share as instructed and noted down the paths for accessing the file share.

[image: ]
The author also edited the share setting to configure them to the desired values.
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The author then added the relevant permissions to the instructed accounts with 2 non admin accounts and 1 administrator account, with differing levels of access.
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The share was confirmed to have been created successfully.

[image: ]
The author then verified successful connectivity from the Client1 machine, this was successful using the aforementioned path identified during the share setup.
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The author then began on another task of the worksheet, setting up and configuring group policy objects. This began with the configuration of a new organisational unit within active directory users and computers, they setup the new OU for non admin users within their domain.

[image: ]
They then created a new non admin user within the new OU named with the same naming convention.

[image: ]
The author then opened the group policy management console and began to create the first group policy object, this was named appropriately to do with the restriction it would apply and then created.

[image: ]
The author then went into the object and began to traverse to the relevant permissions they wanted to restrict, this was located.


[image: ]
The author then enabled the control panel restriction and applied the change to the group policy object before testing.

[image: ]
Upon initial testing the author found that they could access control panel this was due to the instructions not listing that the group policy object subsequently needed to be linked and enforced to the relevant organisational unit before another gpupdate /force command was run, this was successful and access to control panel was now restricted from members of the non admin OU.
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The author then created another group policy object through the same procedure that restricted access to the command prompt functionality, again linked to the non admin OU.

[image: ]
This was then tested and found to be successful at restricting control panel access.





[image: ]
The author created another group policy object this was used to restrict the use of removable media to members of the non admin OU.

[image: ]
The author then tested the ability to access removable media from the client1 machine using a member of the non admin OU and was not able to access it.



[image: ]
For the next group policy object to be created the author required a new organisational unit within active directory, instead for computer accounts on the domain, this would eb used to enforce software installation permissions.
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The author then moved the client1 computer account to the new OU.


[image: ]
The author then created this new group policy object and linked it to the newly created computer OU.

[image: ]
Following the previous steps the author then edited the domain password policy to change them to the above values.



3. Observation Tasks

3 a) Explain the main differences between local permissions and file shares. 
The primary difference between these two forms of permissions is the circumstances in which they will be applied to the user accounts on the domain. Local permissions will only be applied to users logging in to that local machine as these will also contain restrictions for elements of the system outside of what is inside the file shares. [1] Share permissions on the other hand are only applied to users accessing the file share portion of the file server and therefor will only be configured with that aspect in mind and have certain additional functionalities available to configuration such as the ability to limit the number of concurrent connections.[2]

Local permissions also allow for a far more granular approach to access control due to the scale for local permissions being far greater and allow better individual file access control.

When the two forms of permissions are used concurrently the one that provides the most restriction will be enforced. This can allow for some useful configuration to allow freer server management of the file share but if certain aspects are left unsecured on the local side someone may be able to access information locally that they may not have been able to via the shared access. [3]

3 b) Describe the role of Group Policy Management in the network environment, you can use example policies in your answer. 
The role of group policies within a network environment is simple, it is to further the level of access control as well as computer and user control to not only network resources but also to the operating system at a desired scope. With group policies you may limit staff, users or guest’s abilities to be able to access their operating system based upon specified and configured prerequisite factors, with full integration with active directory and your domain/forest.[4]

A prime example of this could be within a school environment. As an IT administrator in a school, you would want to be able to limit student’s abilities to interact with the computers, internet and your school’s network. Whilst access to the internet can be achieved through network hardware configuration or web monitoring tools and school network access could be configured within active directory and NTFS and/or file sharing permissions , access to the operating system itself needs to be provided and taken away based upon who is using the machine, for this reason you may restrict certain group policy objects to only student accounts and provide slightly more free access to staff and administrative access then to yourself as the administrator. You would want to severely limit access to windows functionalities like the control panel, CLI’s like PowerShell and commands prompt, as well as ability to install new programs and modify core windows files as much as many more for student accounts to prevent them from causing malicious or unintentional damage to the machines operating system. You would then provide more lenient but not unrestricted access to the teachers to allow them to work more effectively this may allow them the ability to install programs or access CLI’s. These tiered levels of access can be achieved by the application of group policy objects linked to different organisational units created within active directory allowing administrators this approach of hierarchical access to the operating system and other resources through the application of group policy management. [5]

3 c) Give some examples of sound ‘password’ principles in modern network environments.
As unauthorised access through passwords and breaches of these passwords maintains prevalence as a viable threat to individuals and corporations alike password principles  should be adopted at all times. For this reason, features like the password policies within windows group policy management have been created. Examples of these best practises include:
· A minimum number of characters, at minimum 10 but personally the author would recommend at least 15
· Changing password regularly, at a minimum at least ever 40 days
· The use of special characters as well as numbers within the password and not just at the end of it
· Not using any well-known dates or information such as phone numbers, birthdays, children or pet names etc
· No use of concurrent sequences e.g. 1234, abcd
· Not using the same password twice
· A mixture of upper and lower case letters
· Not using the same password for multiple things
[6]
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