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Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
The following report goes over several topics including Bring Your Own Device, the risks associated with BYOD, Mobile Device Management with its benefits and drawbacks, as well as policies that can improve security for CoffeeCapulus. This report also contains a diagram for how a device would connect to a MDM network, and a cisco packet tracer network topology of said MDM network.
Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.
The following report is addressed to an issue that CoffeeCapulus is facing in regard to cyber security, necessary changes, and how to adapt to Bring Your Own Technology or Bring Your Own Device (Which from this point is referred to as BYOT and BYOD respectively). The estimate for the amount of the company’s network that is wireless is expected to be around 95%. This means that a plan for better network security is important and necessary due to essentially anyone being able to connect to the network.


BYOT/BYOD
CoffeeCapulus as a company has decided that both staff and customers should be able to use their own devices in order to connect and access CoffeeCapulus’ network. In short, CoffeeCapulus would like to incorporate BYOT/BYOD in to their own network. 
What is BYOT or BYOD
BYOD/BYOD is an abbreviation for “Bring Your Own Device/Technology”. The idea behind BYOD is that the user can bring their own personal device such as a phone, laptop or tablet to their workplace, and then connect their device to the organisations network as opposed to using the organisations own workstations [1].
While BYOD may seem to be a good thing at a glance, as it allows for staff of CoffeeCapulus to use their own devices while also saving CoffeeCapulus money on hardware, it does not come without its drawbacks.
One of these such drawbacks is that without sufficient BYOD software, according to Staut in 2012, it is possible for a hacker to essentially overrun an organisation with Malware by spreading Malware through smartphones and tablets [1]. This is concerning, as if someone with malicious intent were to gain access to CoffeeCapulus’ network via an infected BYOD device, then not only the companies own confidential data is at risk but so is the staffs personal data as well as the customers personal data due to being on a network with malware being spread through it.

BYOT/BYOD Management Software: Mobile Device Management Software
One such way of ensuring the safety of CoffeeCapulus’ data, staff/customer devices and network would be to use something known as a Mobile Device Management software.
A Mobile Device Management (MDM) is made of two parts. The first part being an MDM server where rules for devices connected can be added, changed or removed, while the second part is essentially an “agent” that is installed on the users device to ensure the device complies with the MDM servers rules [2].
Advantages
One particularly big advantage for MDM, can easily be the fact that the employee no longer leaves data at the workplace, meaning that data can be brough with the employee to do work at home [3].
Another advantage of MDM is that MDM can be used for the case of stolen or lost devices that are/were connected to a BYOD network. MDM can be used in such a way so that lost or stolen devices can still be kept safe or at least preventing further penetration in to any of an organisations network or data via encryption, as well as locking or even completely wiping stolen or lost devices [2].
One more particular advantage that MDM software can have for an organisation like CoffeeCapulus is that administration of devices connected to the network can be done with relative ease, as all devices connected can be managed through the MDM server itself, which can mean that devices can be checked to ensure they remain compliant with the organisation and its policies [4].
Disadvantages
One disadvantage of MDM software is that MDM software costs an organisation money. This can be seen from several different MDM providers, including Cisco’s own MDM package known as Cisco Meraki, of which there is no public figure for price, but is instead given by contacting their sales team [5]. It may be a wise idea for CoffeeCapulus to consider Meraki anyway, given that Cisco is rather reputable within networking. Alternatively, another possible MDM software (with its price public), is Hexnode MDM which costs anywhere between $1-$5.80 per device at an annual rate [6].
Aside from pricing, another disadvantage, is not necessarily a technological nor cost based one, but a much more human disadvantage. This disadvantage is a psychological one typically known as Reactance Theory, wherein the employer believes that their freedom is being invaded by their own device being controlled by an organisation as opposed to the individual, which results in the reaction of purposefully breaching agreements by acting out that of which the organisation disapproves of such as using weak passwords, or downloading disallowed software [7].
Another rather valid concern when it comes to use of MDM, is that there can be room for a possible breach of privacy to the employee, as MDM software can allow for an employer to see information about the employee through the MDM software such as the GPS location of a device, and possibly other personal information too [8].

MDM Recommendation
Ultimately, making use of an MDM software within the CoffeeCapulus network is an essential part of the network for security, and while there is a chance that members of staff may not be particularly pleased with MDM due to Reaction Theory, it must be followed through in order to be both secure, while still allowing for the ease of access that BYOD offers.
Therefore, it would be wise to consider the use of either Cisco Meraki [7], or the use of Hexnode MDM [8], as both are MDM software that can help deal with the security flaws that come with BYOD. Before picking one or another though, Cisco should be contacted in order to determine the pricing first, then comparing the cost of Meraki to an estimated total cost of Hexnode (since Hexnode is per device connected).
Policy
It would be wise for CoffeeCapulus to make new policies in regard to the CoffeeCapulus Network and how devices are allowed to interact within CoffeeCapulus. Therefore, existing policies in other organisations will be stated here as examples, then followed by some policies that CoffeeCapulus could consider.

One such policy that would be wise to look in to would be password policies. A password policy is a policy of which dictates rules on how users should make, use and hide passwords, and in some cases, how often a user should change passwords. An example of a password policy can be UWTSD’s password policy found within their acceptable use policy, which states that users must change their password at least once a year, be a minimum of 8 characters long, not to disclose passwords as well as other rules such as not using words found with a dictionary even if numbers are added to the end [9].
According to the scenario, CoffeeCapulus also has a presence in social media, this means, that a content policy is needed for members of staff who may have access to any social media accounts owned by CoffeeCapulus. An example of a content policy would be the content policy that the social media website Reddit has, which states that content posted must not be illegal, should not encourage violence, nor threatening, harassing or bullying, and should not be personal information that could put those involved at risk [10]. 
Another policy that CoffeeCapulus should be interested in is a backup policy. An example of a backup policy would once again come from UWTSD’s Acceptable Use policy with its Backup Procedure. The backup procedures state that sensitive, valuable and critical information that are on the organisations own servers are to be backed up nightly and offsite, while users are responsible for the care of their own data if it is not saved to a network server [9].

CoffeeCapulus Back Up Policy
The following is a policy that has been created for measures on how CoffeeCapulus should back up their data that is stored on CoffeeCapulus servers.
CoffeeCapulus servers are to be set up in a RAID 6 configuration. In the event that even one drive fails, the server is to be replaced, and data is to be moved to the new server.
Backups are to be done in batch every day, to multiple backup sites, including 1 other backup server on site, 1 to an offline tape stored in an airtight fireproof and waterproof safe, and to 2 offsite servers. This way, in the event of a disaster, recovery can be done with virtually no data loss.
When performing backups, only the most important data that CoffeeCapulus has is to be backed up first, then data of descending importance is to be backed up afterwards.
Users must be made aware that users are also responsible for performing backups of there own personal data if they are not already stored on CoffeeCapulus’ network.
Before backup, data is to be scanned through several Antivirus and antimalware software to ensure that backed up data is not already compromised.
All servers and offline backups are to be kept behind a locked door. If at any time the room that any of these are stored in does not have anyone with in them they are to be locked.
All backups are to be encrypted, so that in the event that any of the backed up Data is stolen, it cannot be easily read.

CoffeeCapulus Usergroup and Password Policy
The following is a policy that has been designed to make user accounts on the CoffeeCapulus network as secure as possible, in order to prevent unauthorised access to the CoffeeCapulus network.
Appropriate user groups are to be created (assuming they do not already exist) for the appropriate job of the user with only appropriate permissions. This means that a sales manager must not have permissions to manage accounts, but will have permission to view financial information, or how a customer will not have any permissions to view information that would be inappropriate for them to view such as staff’s personal data. 
Users with any elevated permissions are not to abuse their permissions in any way. For example, a member of the IT maintenance team for CoffeeCapulus is not to abuse their elevated permissions to avoid complying with CoffeeCapulus’ MDM system, as the MDM system ensures that data that has been stored on the device has been encrypted. CoffeeCapulus cannot afford for their data to be exposed, so MDM must remain as is with all data encrypted and secure.
If staff have been fired or have quit their job within CoffeeCapulus, their passwords are to be changed and all active sessions of their accounts are to be terminated to prevent possible damage caused by any possible disgruntled employees.
After a period of 1 year, it is to be assumed that any employees that had previously quit will not be returning, therefor there data will no longer be needed, meaning their account is to be deleted to remain within compliance of the General Data Protection Regulation of 2016. This particular procedure is subject to change depending on how long CoffeeCapulus deems the data is classified as “needed”.
Users are responsible for making their password secure. Passwords must be at least 12 characters in length, containing at least 1 upper case letter, 1 special character such as “(,.!#’@...” etc. All passwords must be changed once every 60 days. Additionally, there is to be no sharing of accounts, nor passwords. Members of staff are never to ask for users passwords, and users are to be made aware of this fact.
If a user has forgotten their password, the user is to contact the IT department immediately to change the password of their account.
If a user suspects their account details to be compromised, users are to change their passwords and contact the IT department immediately to inform of a breach.
Users are to be denied access if the user does not accept the MDM system that CoffeeCapulus uses. This also applies to users that have tried to circumvent MDM software through other means such as using a VPN to hide online activity from CoffeeCapulus.
While logged in on any user regardless of the usergroup the user is in, USB access is to be disabled in order to prevent the spread of malware or virus’ via USB ports.
Content Policy of CoffeeCapulus Social Media
The following policy is a policy for members of staff who have access to any of CoffeeCapulus’ social media accounts.
Content that is posted to CoffeeCapulus’ social media must be true, and relevant to CoffeeCapulus. CoffeeCapulus’ social media is not to be used in any way for personal gain, be it monetary or otherwise.
No personal information related to individuals who are working (or have worked) at CoffeeCapulus is to be posted at any time. 
Anything posted on CoffeeCapulus’ social media must remain within the law, meaning that content that would be deemed illegal is not to be posted.
CoffeeCapulus’ social media should be used to post strictly about CoffeeCapulus only.
CoffeeCapulus’ social media must not be used to incite hate against any individuals or groups on the basis of political, religious belief, racial, sexual orientation, gender or any other grounds that may be deemed as offensive to any kind of demographic.
There is to be absolutely no posting of content that would be deemed as inappropriate even if it is somehow in some way related to CoffeeCapulus. This means that there is to be no posting of violent, threatening or sexual content to any of CoffeeCapulus’ social media.
While using CoffeeCapulus social media, it is also important to follow that social media’s own terms of service.
Additional Hardware/Software Considerations
There is an additional piece of hardware with software that CoffeeCapulus may consider. CoffeeCapulus may want to consider using a Raspberry Pi with PiHole installed on connected to each router that CoffeeCapulus has because it effectively prevents any adverts from getting into the network [11]. This means that those who may be less literate in regard to technology, do not end up infecting the CoffeeCapulus network through any possibly malicious adverts online.
BYOD Network Connecting Diagram
The following is a diagram of how a device will connect to the CoffeeCapulus network.
[image: ]	Comment by Carlene Campbell: 
number and name all figures/diagram then refer to them in your discussion.

CoffeeCapulus Network Design With Cisco Packet Tracer Diagram
The following is a Cisco Packet Tracer Diagram of how the CoffeeCapulus network may look. The packet tracer file has also been uploaded separately to this document. For the sake of this report, the secret has simply been set to “class” while the password has been set to “cisco”. The SSH user has been named “admin” with a password of “adminpass”.
[image: ]


Conclusion	Comment by Carlene Campbell: 
Conclusion should sum up all the key aspect from your report discussion.
In conclusion, it would be a wise idea for CoffeeCapulus to incorporate an MDM system if they are to switch to a BYOD approach to CoffeeCapulus, however, it needs to be done properly, with the right security measures, and the right policies. If CoffeeCapulus approaches BYOD without making use of MDM and the security it has to offer for a BYOD setup, then CoffeeCapulus’ network as a whole will be completely insecure. Additionally, users will also need to agree to the suggested policies for further security of the CoffeeCapulus network.
Future Improvements
For the future, if an assignment such as this is to be done again, then it would be wise to research more in to cisco packet tracer, as from the diagram above, it was not actually possible to fully represent the network due to a lack of knowledge on how to use Cisco’s MDM service Meraki, setting up a firewall, emulating the internet and setting up a web server in Cisco Packet Tracer, which has resulted in a diagram that is not as representative of a possible network for CoffeeCapulus as it could have been.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work demonstrated that you have engaged with some appropriated academic peer review articles, try to utilise more.  However, in-text citation in your work can be improved; try to reference more your content. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge and understanding.   You have used the IEEE report formatting; very good.  (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report discuss all the relevant areas for this assignment; policy, DFD, MDM, etc. and you have written a conclusion. See report for more comments.  Very good DFD diagram.  (Grade mark: 70.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]28

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]Your practical design considered security measures within the core devices (routers); encrypt passwords within the configuration settings to prevent readability. All host in the same LAN can communicate but cannot access devices outside its LAN other devices not setup such as the Microsoft Azure cloud server; no functional ports.  Proper labelling/naming of LANs and host could be done rather than the default names. You could consider redundancy but not mandatory at this level.  (Grade mark: 60.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]12

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report written and flow well. It could be justify align to make it looks very professional.  (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]67%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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