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Task:

You are required to evaluate a suitable clustering strategy for hosting a ‘3-tier web development system.  In this appraisal you should provide details of tools and technologies that are part of each type of cluster deployment.  Any technical terms/components should be suitably discussed.  You may use illustrations/narrative where possible to support your arguments.  It is imperative that you use a suitable reference system when undertaking this task.


What Is Three-Tier Architecture?
Three-Tier Architecture is, in its most abstracted form, a software design pattern [1]. It’s a structural template for the design of a system in which application code is separated out into three main components: presentation, backend and data storage. This schema can be implemented on a single computer [2] but comes into its own as the basis upon which modern medium to large scale software systems are structured, especially web facing ones [3].
Logical Separation
The software components of the system are logically separated (decoupled) into a presentation tier, a logical tier and a data tier. This modularization is implemented in such a way as to allow the flexibility to swap out one component for another which performs the same function, without having to rewrite the software in the other two tiers.  Another advantage is increased security. 
[bookmark: _GoBack]The Tiers 
The Presentation tier is how a user interacts with the system. It could be a web page, an operating system’s GUI, a CLI style interface, etc. It’s the front end. It contains components tailored for the individual users and their hardware. Some authors would say that for a web development system, the presentation tier is the served content that a client sees in their browser [4]
The middle or logical layer is the processing portion of the system, the backend. It contains the logic of the system and is implemented for all users. It implements the business rules and services, the code which processes the data from the Data tier and serves it up to the Presentation tier to convert to a form the user can understand and work with. It is often implemented on a server to assist in the sharing of resources. Security requirements for this level are implemented here.
The Data tier manages the data for the rest of the system. It contains  the data access software which interacts with the actual stored data and allows access to it by the rest of the system [5].
The diagram below illustrates how the logical separation of the software into more cohesive components fits well with the housing of these components on dedicated hardware. The three-tiered architecture is well suited to systems where a combination of servers are combined to deliver performance that is impossible on a single machine [6].



[image: ]Figure 1 Logical and hardware components of a three- tiered architecture according to CardiSoft [4]

[image: ]Unsurprisingly, authors differ in their interpretation of best practice. Tony Marston feels strongly that the tiers should be based on a clear separation of concerns, that it Is not enough to call a client’s browser running the html served to it a presentation tier while the web serving logic remains mixed up with the other application logic in the middle tier. For him, there should be a ‘separate component in the Presentation layer for each user transaction’ [7]. In other words, the web serving software should be decoupled from the rest of the application logic and only send and receive messages to it, never to the data access software directly. The same goes for the data access logic. There should be a separate component for each DBMS that is supported by the system. In the other direction the data access software should be separated from and communicate only with the middle tier application logic. This logic sits between the two, as in the figure below.Figure 2 Marston's version of three-tiered architecture

Clusters
A cluster is a group of stand alone computers that have been connected to work as a single logical unit. This is done though specialised software and networking [8] [9]. Although multiple, a cluster appears as one logical unit.

Advantages Of Three-Tiered Architecture On A Clustered System.
Greater Flexibility – because the tiers are decoupled, it is simpler to exchange a software and/or physical component of a particular tier without disturbing the rest of the system.
Increased Security – separation makes it easier to implement, on each tier, security policies that are appropriate to that situation. For example, on the presentation tier, user login and input validation are important. The data server’s interface with the middle tier is the appropriate place to control access to the Data tier systems [10].
Load Balancing – special software and/or hardware can sit on the interface between the presentation and middle tiers to distribute the work coming into the middle tier servers evenly.  The request is typically given to the node with the lightest load [6].

[image: ]There are different kinds of clusters with differing characteristics. The three main types are: high performance, load balancing and high availability.Figure 3 Typical cluster architecture [9]

High performance clusters are configured to utilise the combined processing power of their component computers to maximum advantage, ending up with greater overall processing speed as well as other performance advantages. 
High Availability Clusters are also called Failover Clusters. They are configured so that if one component server (node) fails, another automatically comes online to replace it (a process called failover). The backup node might need to be configured to replace the failed one or it might already be mirroring the failed node in which case it can very quickly be brought on line in its place. Protection against downtime is the overarching strategy so the extra computing resources provide redundancy rather than performance. Usually the user will not even realise that a failover has occurred as their state is preserved across nodes and recreated on the new node [11]. Design of high availability clusters tries to avoid single points of failure by having at least one backup for every soft or hardware component [12].
Load Balancing Clusters– Load balancing, as described above, is an important aspect of most multi machine systems. This includes failover clusters. Load balancing clusters differ from failover clusters is in the degree to which sharing out the workload is prioritised over redundancy, for which duplication of services is more important.
For web development, most often the high availability cluster is most appropriate.

High Availability Clustering
What’s in a Node
Nodes can include just the middle tier servers (which may or may not include presentation logic (see Marston, above [7]) or also the data tier servers [12].
Heartbeat
The connectivity of the nodes is monitored through use of a regularly emitted ‘heartbeat’ which indicates that nodes’ are in communication [13] [12].
Node Failure
Failure of a node in this case means that communication from that node is no longer received by the others. This may be because there has been a hardware or software failure, in which case the node is no longer doing its work, or the node may still be up and running, but communication between it and the other nodes is cut. The latter case could lead to two nodes responding to the same requests, each attempting to perform the same tasks such as write to the same disk. This is an unworkable situation called ‘split brain and a strategy must be put in place to prevent it. The standard solution for this is to implement a quorum [14] [15].
Quorum – In non-computing terms, a quorum is a minimum attendance number required at a meeting in order for the business of the meeting to be able to be conducted according to the rules of the group [16]. Similarly, for a failover cluster, it is the minimum number of machines that must be connected online for the cluster to keep working. In a group of three or more machines, it will at least be greater than half of them [15]. 
If communication is lost between nodes of a cluster, as described above, each isolated group (one or more) takes stock to see if it has a quorum. Only one group, at most, will have it. The group of nodes which has a quorum takes over the work and the other group stops. If more than one failure has happened, possibly no group will have a quorum and the whole cluster will go offline [14] [15].
This decision is done via a ‘voting’ algorithm. Each node knows how many nodes should be in the cluster and how many it can communicate with as well as how many constitute a quorum [14]. It follows that a cluster should have an odd number of voting entities [15]. 
There are occasions where an even number of servers is the best solution. Fully fledged cluster nodes are expensive however so cheaper resources can be used instead as a dedicated witness. There are three types: a disk witness, a file share witness and a cloud witness. Each of these is a portion of storage of one sort or another that in connected to the cluster network and runs software with access to (at least) the information about the cluster necessary to cast the deciding quorum vote [15] [14].
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