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Introduction

The labs given within this module is geared to assist you in carrying out penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains that are in scope. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. Tins is similar to what an attacker would door what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.



Task 1: Creating a Server Using the ProRat

ProRat is a Remote Administration Tool written in C programming language and capable of working with Windows operating systems.
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Getting started, you need:
To complete this lab, you need:
· The Prorat tool is located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EjO3uscQkmdPqMr5iFNZb3oB1qCSDMgoVed3IG1cEJWtxA?e=STXFhy 
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Lab Tasks

1. Launch Windows 10 Virtual Machine 
2. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EjO3uscQkmdPqMr5iFNZb3oB1qCSDMgoVed3IG1cEJWtxA?e=STXFhy 
3. If an Open File – Secuirty pop-up appears, click Run.
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Lab Analysis

Analyse and document the results to this lab exercise. Provide your opinion on your target’s security posture and exposure through public and free information.





Questions:

1. Create a server with advanced options such as Kill AV-FW on start, disable Windows XP Firewall, etc., send it and connect it to the victim machine, and verify whether you can communicate with the victim machine.
2. Evaluate and examine various methods to connect to victims if they are in other cities or countries.



Task 2

Internet Worm Maker Thing is a tool to create norms. It can also convert a virus into a norm.
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Lab Environment

To carry out the lab, you need:

· Internet Worm Maker Thing located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EthMW6pYWcdNi-fAkq4zg2sBjeGftRc3sQhIUQGWQjUKDg?e=z4PRAd 
· A computer running Windows Server 2016 machine
· Run this tool on Windows Server 2016
· Administrative privileges to run tools
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Lab Tasks

1. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EthMW6pYWcdNi-fAkq4zg2sBjeGftRc3sQhIUQGWQjUKDg?e=z4PRAd. Double-click Generator.exe file.
2. The Internet Worm Maker Thing main window appears as shown in the screenshot.
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Lab Analysis

Document all the files, created viruses, and worms in a separate location.
[bookmark: _GoBack]

Questions

1. Examine whether the created worms are detected or blocked by any antivirus or antispyware programs.
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Lab Scenario

Attackers use malware to steal personal information, financial data, and business
information from target systems. ProRat is a “remote administration tool” made
by PRO Group. ProRat was written in C programming language and capable of
working with all Windows operating systems. ProRat was designed to allow users
to control their own computers remotely from other computers. However,
attackers have co-opted it for their own nefarious purposes. Some hackers take
control of remote computer systems to conduct a denial of service (DoS) attack,
which renders the target system unavailable for normal personal or business use.
These targeted systems have included high-profile web servers such as banks and
credit card gateways.

You, as an ethical hacker or pen-tester, can use ProRat to audit your own network
against remote access Trojans.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of this lab include:
" Creating a server and testing the network for attack
* Detecting Malware

" Attacking a network using sample Trojans and documenting all
vulnerabilities and flaws detected
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A computer running Windows Server 2016 Machine
A computer running Windows 10 (Virtual Machine)
Windows Server 2012 running in Virtual Machine

A web browser with Internet access

Administrative privileges to run tools
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Overview of the Malware

ProRat is a remote administration tool (RAT) written in C programming language and
is capable of working with all Windows operating systems. The main purpose of this
RAT s to access one’s own computers remotely. As with other Trojan horses, ProRat
uses a client and server. It opens a port on the computer, which allows the client to
perform numerous operations on the server (the victim machine).

Some of the ProRat’s malicious actions on the vicim's machine:
* Logging keystrokes
*  Stealing passwords
= Tull control over files
* Drive formatting
*  Open/close CD tray
* Hide taskbar, desktop, and start button
"  View system information

Note: The versions of the created client or host and appearance of the website may
differ from what itis in the lab. But the actual process of creating the server and client
is as shown in this lab.
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4. ProRat main window appears, click Create.

ProRat V2.1 5.Edition By LaVozrVersion : V2.1 F= 3
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ProRat V2.1 5.Edition By LaVozrVersion : V2.1
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6. Create Server window appears. In Notifications, leave the settings to
default.
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Click on General Settings button to configure features such as Server
Port, Server Password, Victim Name, and the port number. In this lab,
default settings are chosen. Note down the Server password.

Uncheck the highlighted options, as shown in the screenshot:
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9. C(lick on Bind with File button to bind sever with a file. In this lab, we
are using .jpg file to bind the server.

10. Check Bind server with a file option, click Select File button, and
navigate to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Trojans
Types\Remote Access Trojans (RAT)\ProRat\Images.
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Motifications
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General Settings
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Server Extensions

Server lcon

Create Server
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11. Select MyCar.jpg in browse window, and click Open to bind the file.
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Date modified Typ
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12. A pop-up displays the prompt: Server will bind with MyCar.jpg. Click
OK.

ProRat V2.1 S.Edition By LaVozrVersion : V2.1 3

.0. Server will bind with MyCar.jpg
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13. Click Server Extensions.

14. Under Select Server Extension, check EXE (Has icon support).

Select Server Extension
|E EXE [Has icon suppart) i SCR [Has icon support)

Maotifications
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General Settings

Bind with File

e
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15. Click Server Icon.

16. Under Server Icon, select any icon, and click Create Server.
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17. A pop-up states that the server has been created. Click OK.

ProRat V2.1 S.Edition By LaVozrVersion : V2.1 3

The Binded server has been created
) with your settings in the current directory.
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18. The created server will be saved in ZACEH-Tools\CEHv10 Module 07
Malware Threats\Trojans Types\Remote Access Trojans
(RAT)\ProRat. This server is named binded_server by default. Close the
Create Server window of the ProRat.

Home Share View Manage

< [ CEFvI0 Module 07 Malware Threats » Trojans Types » Remote Access Trojans (RAT) » Profat & | Search ProRat

Englishchm  ProConmective.ex
B
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19. In real time, hackers may craft such servers and send them by mail or any
communication media to the vietim’s machine.

Note: You need to zip the file before mailing it, as you cannot attach .exe
files on some mail servers.

20. Launch and login to Windows Server 2012, navigate to Z:N\CEH-
Tools\CEHv10 Module 07 Malware Threats\Trojans Types\Remote
Access Trojans (RAT)\ProRat, and double-click binder_server.exe.

Hame Share View Manage

= 4| L« CEMVI0 Module 07 Mahware Threats » Trojans Types » Remote Access Trajons (RAT) » ProRat » |

7 Faverites
B Desktop
& Downloads i i
= Recent places
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1% This PC e
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21. If the Open File - Security Warning pop-up appears, click Run.

22. Switch back to the Windows 10 virtual machine, and enter the 1P address
of Windows Server 2012; keep the default port number in the ProRat
main window, and click Connect.

23. In this lab, the IP address of Windows Server 2012 is (10.10.10.12).

Note: The IP address of Windows Server 2012 may differ in vour lab
environment.
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24. Enter the password you noted down at the time of creating Server and
click oK.

ProRat V2.1 S.Edition By LaVozrVer... ] x

Paszsword:

Cancel

FIGURE 4.14: Entering the password

25. Now vou are connected to the victim machine.

26. ProRat begins to monitor the user activities. It records all passwords,
keystrokes, and so on.
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27. 'To test the connection, click PC Info, and choose System Information.

28. ProRat displays the information of the victim machine, as shown in the
screenshot:
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29. Click on KeyLogger to steal user passwords for the online system.
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31. Switch to Windows Server 2012 machine and open a browser, or
Notepad, and type any text.

File Edit Format View Help

Bank Account Number: 123456789
Pin Num : 8820
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32. While the victim is writing 2 message or entering a username and
password, you can capture the log entity.

33. Now, switch to the Windows 10 Virtual Machine, and click Read Log
from time to time to check for keystrokes logged from the victim
machine.

Y KeylLogger

Read Log Delete Log Save as Clear Scieen
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34. Now click the Registry button to view registry editor of the Windows
Server 2012 machine
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35. Registry Editor wi P
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36. Close the Registry related windows, and switch back to the main window
of the ProRat.

37. In the same way, you can make use of the other options that allow you to
explore and control the victim machine.

Note: ProRat Keylogger will not read special characters.

38. On completing the lab, end the binder_server.exe process on the
Windows Server 2012 machine.
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Lab Scenario

Internet Worm Maker Thing is an automated scripting tool used to generate
malicious code. It enables you to specify criteria down to the most basic element,
including the actions you want it to perform, its display language, and its launch
date. This lab demonstrates how easily an attacker can create a worm. As an
ethical hacker and pen-tester, you can use Internet Worm Maker Thing as a proof
of concept to audit perimeter security controls in your organization.

Lab Objectives

The objective of this lab is to make students learn and understand how to make
viruses and worms.
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Overview of Virus and Worms

Computer worms are stand-alone malicious programs that replicate, execute, and
spread across the network connections independently without human interaction.
Intruders create most of the worms to replicate and to spread across a network,
consuming available computing resources, thereby causing network servers, web
servers and individual computer systems to stop responding. However, some worms
carry a payload to damage the host system.
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3. Enter 2 Worm name, author, version, message and output path for the
created worm.

4. Click the Compile To EXE Support checkbox.
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5. In the Startup section, click the English Startup checkbox.
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6.

Select the Activate Payloads on Date mdio button, under Payloads, and
enter the Chance of activating payloads value of 5.

Select the Hide All Drives, Disable Task Manager, Disable Keyboard,
Disable Mouse, and Massage Box checkboxes.

Enter a Title and 2 Message, and select Information from the leon drop-
down list.




image34.tmp
9. Select the Disable Regedit, Disable Explorer.exe and change Reg owner

checkboxes.
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10. Select the Change Homepage checkbox, and wpe

11.

http:/imww.certifiedhacker.com in the URL field.

Select the Disable Windows Security, Disable Norton Security, Uninstall
Norton Script Blocking, Disable Micro Security, Disable Run command,
Disable Shutdown, Disable Logoff, Disable Windows Updates, No Search
Command, Swap Mouse Button, and Open Webpage checkboxes.
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12. Select the Change IE Title Bar, Change Win Media Player Txt, Open Cd
Drives, and Lock Workstation checkboxes.
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13. Select the Print Message, Disable System Restore, and Change NOD32
Text checkboxes.

14. Enter a Title and a Massage in their respectve fields.

15. Enter the URL as httpdiwww.certifiedhacker.com and Sender Name as
luggyboy.

16. Select the Mute Speakers, Delete a Folder, Change Wallpaper, and CPU
Monster checkboxes.
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17. Select the Change Time checkbox, and enter a time in the Hour and Min
fields.
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18. Select the Change Date checkbox, and enter a date in the DD, MM, and YY
fields.

19. Select the Loop Sound, Hide Desktop, Disable Malware Remove, Disable
Windows File Protection, Corrupt Antivirus, and Change Computer Name
checkboxes.
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20). Select the Change Drive icon, Add To Context Menu, Change Clock Text,

Keyboard Disco, and Add To Favorites checkboxes.
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21. Select the Exploit Windows Admin Lockout Bug and Blue Screen Of Death
checkboxes.
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22. Select the Infect Bat Files checkbox, under Infection Options; sclect the
Hide Virus Files checkbox, under Extras; and click Generate Worm, under
Control Panel.

{ET WORM MAKER THING V4

[v Change Homepage ¥ Print Message [¥ Change Date 1w Exploit Windows

i l— e Admin Lockout Bug
! 3 - - ¥ Blue Screen Of Death
fiipd) it oS e [ Disable SystemRestore [ [02  [&

Infection Options:
[V Disable Windows Security
[V Change NOD32 Text [™ Play a Sound 7 Infect Bat Files

[v Disable Norton Security Title: . A i
¥ Uninstall Norton Script Blocking |Hackgd S
¥ Loap Sound

[V Disable Macro Security = .

[ Disable Run Commnd et [V Hide Desktop e

Jv Disable Shutdown I'er system s hacked [ Disable Mahware
i Remove

¥ Disable Logoff I Outiook Fun 1 _?

¥ Hide Virus Files

[ Disable Windows Update o fr Db Wincows Plugins

[V Mo Search Command : i

[V Swap Mouse Buttons Ehtb:ffw\o\w.nerﬁﬁedhac v Corrupt Anivirus ™ Custom Code

| Open Webpage Sender Name:

URL: [1uggyboy ,'—

I3 Chanqe Computer

ihn:p:,l’fwnw .certifiedh:

[ Change [E Titk Bar’ [ Mute Speakers [¥ Change Drive Icon
¥ Delete a File DLL, EXE, ICO: Index:
Tliext: Path: C:\Windows 40T
I [¥ Add To Context Menu If You Liked This Program Please

[¥ Change Win Media Player Txt aLlte
e = ¥ ¥ Delete a Folder ¥ Change Clock Text http:ffxirusteam. falenne twork, com
et If You Know Anything About VES

17 Path Text (Max & Chars): Programming Help Support This
ﬁ Project By Making A Plugin (See

[ Open Cd Drives Readme). Thanks,

IV Lock Workstation ¥ Change Wallpaper [~ Hack&i s £

[~ Download File  mare? Path Or UAL: ¥ Keyboard Disco

URL: v Add To Favorites
I ¥ CPU Manster Name:

Save As: [ Change Time
i Hour Min

I Execute Downloaded [t :fs

Control Panel





image43.tmp
23. Once the worm is successfully created, an Information! dialog box appears.
Click OK © close the pop-up.

Information!

@ Your new worm.vbs has been made!





image44.tmp
24, The created worm.vbs is saved to the output path you provide, while
configuring the Internet Worm Maker Thing. In this lab, the worm is saved

o the location C/Worms.

FIGURE 89: Created worm in 2 folder

25, In this way, atrackers might craft worms using any of the above optons and
send them to the intended vicims. When the victim runs the worm, the
optons configured in the worm start acting upon the victim’s machine, which
might also affect its performance.
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