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INTRODUCTION: 
For my Project Management & Innovation, the project I chose was Cyber Security for a business organization. For the planning of project management, I documented project scope, proposed solutions, required technologies, a project timeline, schedule, and constraints. I created a Gantt chart using Word software and documented the project stages. I identified a suitable development method for my project. I selected 2 project designs which I documented and added images. 
For Enterprise & Innovation, I chose Innovation. I selected Apple Company as my Tech company, and using PEST & SWAT analysis I documented key considerations for Apple Company. I identified the concepts, methods, practices and tools that were required to develop, deploy, maintain, and evolve the practical element of my cyber security project, if it was implemented within a large organization. I then documented a project reflection of my chosen project idea that I would take forward. I completed my assignment with a conclusion and references to support my work.


TASK 1: 
Project Management: Cyber Security in Business Organizations 
Project Management & Planning: 
Project Scope: 
Risk Management: 
Risk management is a continuous process, not a one-time event [1]. Risk assessment should be carried out regularly to identify threats and evaluate the outcome of the incidents, also to protect people, data, and systems. Frameworks like NIST and ISO 27001 should be implemented for 24/7 automatic threat detections. Safety precautions should be taken by implementing data protection, such as GDPR.
Technical Security Controls: 
Protecting the networks security measures by implementing Firewalls, Intrusion Detection Systems (IDS), and Virtual Private Networks (VPN) for monitoring traffic. Securing data by using Encryption to provide security for users. Protecting devices (servers, laptops, smartphones) with updated anti-malware and anti-virus solutions.
Administrative and Personnel Security:
 Establishing formal policies for remote work, data management, and password security. One of the important measures to increase the degree of security is awareness training [2]. Training employees to prevent phishing and social engineering acts. Create an incident response plan to record incidents and update the plan regularly.
Physical and Operational Security: 
Regularly backing up data to protect systems from ransomware attacks which may cause system failure. To manage Supply Chain by assessing third-party vendors to prevent breaches. 
Emerging Areas of Focus: 
Implementing Zero Trust model that authorizes every request, user, and device before allowing access to the network. Adopting cloud security to protect data applications.



Proposed Solution: 
Zero Trust Architecture (ZTA): The Zero Trust security model, which adheres to the principle of ‘never trust, always verify’ [3]. This security model requires identity verification from every user and device, to ensure no unauthorized access is allowed regardless of location.
Identity and Access Management (IAM): This includes Multi-Factor Authentication (MFA) using authentication credentials and biometric identity [4], and privileged access management; this secures the user's identities to prevent data from being exposed and stolen and prevents unauthorized access.
Employee Training: Employees should be regularly trained to be able to identify and prevent malicious activities from occurring. Also to be aware of their roles and responsibilities.
Incident Response Plan: A plan should be developed and put in place to detect and prevent threats and incidents from taking place. The plan should be recorded and updated after each attack or incident.












Technologies & Resources: 

Technologies: 
SIEM & SOAR:
SIEM: (Security and Event Management) is when large number of data is collected and analyzed from organizations, devices, servers and users. It helps in detecting and responding to security incidents by collecting event data from various sources and correlating them [5].
SOAR: (Security, Orchestration, automation and response) technology is an automated tool that quickly responds to cyber security attacks and prevents future attacks. 

Resources: 
NIST Cyber security Frameworks: This is a risk-based set of guidelines that helps organizations manage, reduce and communicate cyber security risks. By implementing the framework, organizations are able to cost-effectively manage their cyber security risks [6].
Employee Training Platforms: These are tools for security awareness to train employees on identifying and responding to threats quickly to reduce human error.









A Project Timeline:
Timeline for Cyber Security is: (12-15 Months):
Phase1: Identify & Access (1-3 Months)
· Identify all hardware, software, and sensitive data.
· Risk management assessment should be carried out to identify potential threats and vulnerabilities.
Phase2: Policy and Strategy Development: (3-5 Months) 
· Develop policies on remote work, data retention, and access management.
· Create a clear, documented incident response plan for threats and breaches.
Phase3: Protection: 5-6 Months) 
· Apply Identity Access Management (IAM) making MFA mandatory for all users and devices.
· Deploy EDR (Endpoint Detection and Response) tools across the network.
· Implement automated patching protocols.
Phase4: Detection & Response: (8-11 Months) 
· 24/7 continuous automated monitoring should be established using tools, such as SIEM.
· Implement DLP (Data Loss Prevention) to prevent unauthorized data transfer.
· Employees should participate in Awareness Programs and be trained to identify early signs of phishing and social engineering attacks.
Phase5: Testing & Validation: (11-14 Months) 
· Perform false cyber-attacks using a third party to test the defense plan.
Phase6: Final Review (14-15 Month) 
· Analyze and evaluate all the vulnerabilities, risks and threats of the proposed plan, implement new strategies and measures to manage the incidents, and update the plan.





Schedule: 
Daily and weekly Maintenance: 

24/7 Threat Monitoring: Continuous monitoring is required using automative tools, such as SIEM, for detecting early warning threats to be able to respond immediately. Firewalls, VPNs, and intrusion Detection Systems logs should be analyzed.
Back-up Verification: Back-up data should be automatically completed successfully on a daily basis.
Log Reviews: All suspicious activities should be recorded; security controls should be analyzed for protection against malicious activities and threats.
Patch Management: Review and apply security patches to applications and operating systems.
Endpoint Protection: Endpoint detection systems should be active and updated on all company devices.


Constraints: 
Limited Budgets: The organization may lead to underinvestment in tools, technologies, and training.
Staff shortages: There are shortages of cyber security professionals, making it difficult to hire qualified staff.
Legacy Systems: The usage of outdated technology will make the organizations vulnerable, as they will struggle to support modern security features.
Lack of Awareness: Employees who are not properly trained can lead to accidental data exposure, making the organization vulnerable.
Third Party Risks: These are vendors and suppliers who have weak security controls; that can expose the organization to supply chain attacks.


GANTT CHART:
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Suitable Development Method for My Project: 
Agile Development Method: 
Agile development is suitable for my Cyber Security project, as this cycle allows continuous testing and collaboration between developers and security teams to quickly identify and fix vulnerabilities. It reduces risks by early detection of threats; the rapid adjustments allow security measures to progress with new threats. There are many benefits to the organization with an agile development method, including pro-active cyber security, improved collaboration, and adaptability.


PROJECT DESIGNS: 

1) AGILE DESIGN: 
Agile design is a collaborative process which involves shared responsibility throughout software development. Instead of one design, teams conduct threat modelling at the start of each sprint to identify new risks for new features. This design is a repeated cycle of planning, testing, and reviewing. It focuses on feedback and easily changes requirements.
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2) WATERFALL DESIGN: 
A waterfall design is a project management approach where security measures are planned, developed, and implemented in a strict order. A waterfall method requires that each phase is fully completed and documented before moving to the next. Waterfall projects are most suitable for large-scale, long-term security projects. 
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TASK 2:
T2: INNOVATION:
APPLE TECH COMPANY: 

PEST Analysis for Apple Tech Company:
P= Political: High dependency on Chinese manufacturing.
E= Economic: Inflation has affected customer spending, and exchange rate has affected international sales.
[bookmark: _Int_C2bjbRYY]S= Social: Increase privacy, remote work, and mobile usage.
[bookmark: _Int_szZ5vYg7]T= Technological: Advancements in AI and 5G, requiring constant R & D to remain competitive. Ensuring long-term innovation and growth amidst evolving global pressures [7].
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SWOT Analysis for Apple Tech Company:
S= Strengths: Apple company has been increasing in value by and large every year [8], and the brand reputation is highly valued with loyal customers. It has user-friendly designs and high profit margins.
W= Weaknesses: Products are premium with high prices.
[bookmark: _Int_E0lGa6n5]O= Opportunities: Services are growing by expanding App store, iCloud, Apple pay and streaming services.
T= Threats: Intense competition from Android, Samsung & Huawei.
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Legal & Ethical Considerations for Apple Company: 
Supply Chain & Human Rights: Apple has strict code of conduct to prevent underage, forced or overworked labor.
Anti-trust & Competition: Apple faces legal challenges for its App store policies, for using market power to restrict competition.
Business Conduct & Integrity: Employees must follow strict ethical policies, regarding honesty, confidentiality, and anti-corruption.
DESCRIBE CYBER SECURITY’S CONCEPTS, METHODS, PRACTICES AND TOOLS TO IMPLEMENT IN A LARGE ORGANIZATION: 
Cyber Security in a large organization requires a risk-based strategy that covers technology, people, and processes.
The core concepts for cyber security in a large organization are:
The CIA Triad: The model is based on three rules, Confidentiality, Integrity, and Availability, commonly as the CIA triad [9]. This keeps data private, accurate, and accessible to all authorized users.
Zero Trust Architecture: This requires authentication to all users and devices; it follows the principle “Never trust, always verify” method.
Defense in Depth: This is when more than one defense is in place. If one fails, the others are in place to prevent the attack. These include Firewalls, Policies and Staff training.
Cyber Security Frameworks: Implementing frameworks such as NIST and ISO 27001 to structure, measure and improve security controls.
Third Party/Supply Chain Risk Management: This method ensures security control for suppliers and vendors are strong to avoid entry points for attacks, as vendors often attract attackers.
Governance & Compliance: Ensures legal requirements are followed, such as GDPR and CCPA, to avoid financial and reputational damage.
SIEM & SOAR: Implement SIEM (Security, Information and Event Management) and SOAR (Security, Orchestration, Automation and Response), to automatically monitor, detect and respond to threats 24/7.
Incident Response Plan (IRP): Create a tested plan that describes actions to take during an attack to prevent damage to the organization.
Data Backup & Business Continuity (BCP): Regular offline backups should be implemented, to ensure operations are not affected after Ransomware or other attacks.
Identity & Access Management (IAM): Enforcing strict access controls by using multi-factor authentication (MFA) to prevent unauthorized access.
Patch Management: Automates software updates and patches to address vulnerabilities quickly.
Encryption: Encrypt sensitive data both at rest and in transit.
Endpoint Security: Protecting devices, such as laptops, servers and mobiles, with tools like Endpoint Detection and Response (EDR).
Cloud Security: Protects data, applications and workloads in public, private and Hybrid clouds.
Security Awareness Training: Educates employees to recognize and report social engineering and phishing attacks.




















PROJECT REFLECTION: 

In the digital world, the identification of security threats is the most important issue [10]. Cyber Security is very important to an organization; without cyber security an organization cannot defend themselves against malicious attacks and data breaches. cyber security measures identify and mitigate risks before they become serious attacks; it requires skills, such as understanding networks, identifying system vulnerabilities, and defending system against security weaknesses. Using multi-factor authentication, strong passwords, avoiding opening suspicious links, and updating software will improve cyber security measures. Implementing cloud and endpoint security tools is very important for businesses to learn tools step by step, to help keep the system safe and secure. Professional training is another effective way to improve cyber security skills, training employees on identifying potential risks and vulnerabilities to prevent future attacks and breaches.
[bookmark: _Int_HleprDRQ]New skills in cyber security have a positive impact on society; it helps advanced cyber security expertise protect critical infrastructure, personal data, and economic stability. New skills ensure services remain functional, avoiding downtime and potential disasters. Advanced skills protect vulnerable individuals, such as the elderly, victims, or online harassment, who are targeted by cyber criminals. New skills safely embrace innovation, ensuring new digital services are secure from the beginning. Skilled professionals prevent ransomware and data breaches, protecting the organizations system and reputation. Also new training programs allow professionals to “think like a hacker”, to identify risks and fix vulnerabilities. 
[bookmark: _Int_4AxIIWjt]The risks and challenges that cyber security projects have on a business operational disruption is that implementing new tools can disrupt the business; they can cause system downtime. Overly strict security policies can delay employee productivity and stop workflow. Cyber security projects require investment in specialized tools and consultants; this can all exceed the plan's budget. The security industry, however, is suffering from a global workforce deficiency [11]. Finding trained professionals has become a challenge, as there are global shortages of professionals, which leads to project delays. Also, maintaining, updating, and monitoring security systems requires high-cost investment. When fixing one vulnerability often reveals another, in security projects this leads to endless projects. If the project does not meet regulatory standards, the organization may face fines. Beyond financial implications, cyber-attacks also significantly threaten a company’s reputation, customer trust, and regulatory compliance [12]. To avoid all these risks, the organization must establish a balanced, risk-based approach to ensure security measures are properly planned and aligned with business needs.
[bookmark: _Int_svbbSaAy]To remove or reduce the risks or challenges, tools can be deployed in phases. This will allow the organization to focus on one area, rather than the entire organization. The budget should be spent wisely on frameworks, such as NIST and ISO 27001, based on the highest risk to the business, instead of low-impact tools. Automated patch management should be applied; this will reduce human error and speed up the deployment of security updates. Regular training awareness should be provided to employees to reduce accidental or malicious attacks. Supply chain risks should be mitigated to ensure third-party vendors; partners and suppliers have the same security standards as your own organization. These measures will maximize the organizations protection against cyber threats.















CONCLUSION: 
In conclusion, for my project management and innovation project, cyber security for a business organization is significant; it is a key to a successful business. An organization requires continuous security measures to protect users, devices, and systems from cyber threats. Implementation of tools, frameworks, and training awareness programs will assist employees in identifying and responding immediately to malicious threats and activities. With the rising number of cyber-attacks, and cyber criminals, it is crucial for organizations to recognize risks and vulnerabilities and prevent incidents from occurring. Effective defense against modern cyber threats enables business growth and success. 
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Strengths provides an
area to list everything
done right either
individually or as an
organization. This
section contains both
strengths within the
organization and
external strengths,
such as client
relationships.

Weaknesses are
aspects of your
business that detract
from the value you
offer or place you at a
competitive
disadvantage. You
need to enhance these
areas in order to
compete with your
best competitor.

OPPORTUNITIES

Opportunities are
factors that represent
reasons your business

is likely to prosper.
Such as being able to

expand a franchise
into a new city, while
some may fall Into
your lap such as
another country
opening up its market
to foreign business.





