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	Module Learning Outcomes 
(from module syllabus)

	Digital Policing 
· Complex types of internet-dependent crimes and their impact
· Investigative procedures for complex investigations with a digital element
· Employing specialist assistance re. obtaining information from a specialist or service provider in the recovery of digital data
Criminology
· Constitutional role of the police in contemporary society and the wider criminal justice system
· Crime prevention theories and strategies
· Strengths and weaknesses of different policing models in relation to crime/victimisation and the public
· Benefits of greater understanding of sociology and criminology on/for operational policing and decision making
· Specific initiatives relating to crime prevention
Evidence Based Policing
· Potential constraints associated with EBP approach and identifying best practice
· How to systematically review and critically evaluate available evidence
· Optimising opportunities to obtain best available evidence, evaluate options and develop most appropriate solutions to policing problems
Counter Terrorism
· Organisational structures and inter-relationships that exist in counter-terrorism policing
· Links between terrorism and other forms of criminality
· Insider threat within the police service and strategies to prevent this
Response Policing
· Application of theories and principles of psychology and human behaviour in various response contexts
· Key issues relating to the complexity and challenges of operational policing
· Responsibilities of first responders at critical incidents
· Best practice when attending high profile critical/major incidents
· role of the police within a joint emergency services operation
Policing Communities 
· Why key incidents/events have had a damaging effect on the willingness of communities to engage with the police
· Community engagement & how policing practice can impact the community
· Role of community policing in fostering and maintaining community cohesion
· Key principles of effective community engagement
Policing the Roads 
· Police powers in relation to commercial vehicle enforcement
· Prevalent criminal activity facilitated by road network & its disruption by effective policing of the roads
· Disruption options to target criminal activity on the road network
· How to police the strategic road network effectively and safely
· Roles and responsibilities of personnel involved in police pursuits, and the types of vehicle
Information & Intel
· Guidance and processes relating to international and European enquiries/investigations
· Analysis and evaluation of info. & intel. appropriate to the policing operation
· Analytical products provided by intelligence specialists during the course of an investigation
· Developing info. & intel. to inform tasking and co-ordination process
Conducting Investigations 
· Difference between 'volume and priority' crime
· Use of the additional sources of intelligence that can be obtained during a complex investigation
· Importance of the concept of memory upon interview methods and process
· How personal attitudes, values and biases can impact on an investigation
· Addressing complex circumstances when conducting interviews
· Learning from previous investigations (and/or interviewing) to future investigations
· Guidance and processes relating to international and European enquiries/investigations




	
TASK DESCRIPTION




This is a 4000 word assignment. Students are required to complete two 2000-word essays (2 x 2000). 

Choose two titles from the below list:

1. Review complex types of internet-dependent crimes. (2000 words)

2. Evaluate the disruption options available to target criminal activity on the road network. (2000 words)


3. Identify and review the key issues regarding the complexity and challenges of operational policing in your policing/force area. (2000 words)

4. Assess the role of community policing in fostering and maintaining community cohesion. (2000 words)


5. Critically examine the investigation of volume crime (2000 words)

6. “How best should the police as a service adapt ... while retaining the core values of    
the British model of policing? (2000 words)













	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

1. Engagement with Literature Skills

Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set. You should provide evidence that you have accessed an appropriate range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. 

Guidance specific to this assessment: 

Refer to reading list to help you find relevant sources. Do not use Wikipedia or ‘red top’ newspapers’ these sources are not reliable, try to use governmental sources and reliable journal articles and books. 

2. Knowledge and Understanding Skills

At level 5, you should be able to demonstrate: sound knowledge and critical understanding of the well-established concepts and principles of the subject area and the way in which those principles have developed; knowledge of the main methods of enquiry in the discipline.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. meaningfully to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding. 

Guidance specific to this assessment: You should demonstrate that you have understood what we have discussed in lectures and tutorials. Do not simply reproduce power point slides, show understanding and expand your knowledge by reading. 

3. Cognitive and Intellectual Skills

You should be able to critically analyse information, and propose solutions to problems arising from that analysis, including the critical evaluation of the appropriateness of different approaches to solving problems. Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost? At all times, you must provide justification/evidence for your arguments and judgements.  Evidence that you have reflected upon the ideas of others within the subject area is crucial to you providing a reasoned and informed debate within your work.  Furthermore, you should provide evidence that you are able to make sound judgements and convincing arguments using data and concepts, with an understanding of the limits of knowledge, and how this influences analyses and interpretations. Sound, valid conclusions are necessary and must be derived from the content of your work.   Where relevant, alternative solutions and recommendations may be proposed.

Guidance specific to this assessment: 
Do not show bias in your assignment you should present a balanced argument putting forward different perspectives on the topic for example can states commit ;’terrorism’? some would argue that they can whilst others would disagree. 

4. Practical Skills

At level 5, you should be able to use/deploy a range of established techniques within the discipline, and apply underlying concepts and principles outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations and/or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, or to create artefacts, some of which may be creative.  This is likely to involve, for instance, the use of real world artefacts, examples and cases, the application of a model within an organisation and/or benchmarking one theory or organisation against others based on stated criteria.  You should show awareness of the limitations of concepts and theories when applied in particular contexts.

Guidance specific to this assessment: You might use ‘real world’ examples to highlight your arguments, for example why might one group be labelled ‘terrorist’ whilst another is not, is it the intended target? Or the ideology?




5. Transferable Skills for Life and Professional Practice 

Your work must provide evidence of the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.  This includes demonstrating: professional development to advance existing skills and acquire new competences that will enable you to assume significant responsibility within organisations; that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; that you can use appropriate media to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation.


Guidance specific to this assessment: Put into practice what you have learned in Academic skills to structure your work so that it flows from one logical argument to the next using ‘linking’ words and sentences. Demonstrate you effective referencing skills. 






































1. Evaluate the disruption options available to target criminal activity on the road network. (2000 words)

Criminal activity on the road network can range from the transportation of millions of pounds worth of illicit controlled substances to driving with a headlamp not working in the hours of darkness (Department for Transport, 2020). There are many options which the police and assisting agencies can use to disrupt all forms of criminality on the road network. This essay will evaluate disruption options available to law enforcement agencies to target the criminal activity on the road network within England and Wales. 

Criminal activity which is facilitated by the road network can be more difficult to identify if they are not actively committing motor offences whilst travelling. The identification of the criminals using the roads to facilitate crime is therefore extremely important in disrupting criminal activity on the road network. The National Crime Agency (NCA) stated that their Number one Operational Priority is to develop their intelligence base of both new and existing Serious and Organised Crime (SOC) threats (2021). Intelligence led policing is a style of policing which utilises analysed information to facilitate the disruption, reduction, and prevention of crime through proactive operational enforcement and police management (University of Portsmouth, 2017). So what is Intelligence? Intelligence is created when policing agencies received information and use relevant background knowledge to analyse and develop the information (Innes & Sheptycki, 2004, p.6). Due to NCA stating the importance of Intelligence Led Policing, I will evaluate the use of Intelligence-Led Policing as a disruption option first. 

Intelligence Led Policing can be traced back to approximately the early 1990’s, where a rise in crime in the United Kingdom called for a more cost effective and efficient form of policing (Ratcliffe, 2003, p2). The origin of intelligence led policing suggests that it is an efficient method of policing with the benefits of being cost effective. The expense of each disruption tactic is an important factor when determining the value of the option. New budget cuts to police forces across England and Wales have been reported due to the Corona Virus Pandemic (Dodd, 2020). Ratcliffe states that utilising intelligence allows law enforcement agencies to target specific criminals by proactive policing rather than reactive policing (2003, p2). This is a more cost-effective method of policing, by focussing resources on known persons partaking in criminal activities, rather than patrolling an area in hopes of sighting criminal offences. 

The College of Policing states that there are three methods to collecting information for intelligence purposes: 1.) Routine collection through responding to incidents, stop searches and arrests, 2.) Volunteered information from members of the public and 3.) Tasked information (2015). Tasked information is information which has been identified as relating to suspects and victims and therefore the collection of it has been prioritised. There are several sources which can be used in collecting tasked information, including: Closed-Circuit Television (CCTV), internal and external database systems, Covert Human Intelligence Source (CHIS) and Automatic Number Plate Recognition (ANPR) (College of Policing, 2015). The National Police Chief’s Council states that ANPR is used to detect, deter, and disrupt all forms of criminal activity on the road network within the United Kingdom (2019). 

ANPR is a camera which detects vehicles and checks the vehicle registration mark (VRM) against the national database (Police.UK, 2015). Sidhu et al. states that vehicles of interest are placed on a list, and when the VRM is detected by an ANPR camera it notifies the relevant authorities. Law enforcement agencies can place vehicles on this list if they have sufficient intelligence connecting the vehicle to criminal activities (2017). There are two ways in which ANPR can be used to target criminal activity on the road network; Proactively and Reactively. Police traffic officers responding to ANPR alerts when a vehicle is detected by the cameras is a reactive use of ANPR. The downfall to reacting to ANPR alerts is the time taken for the traffic officers to have been informed of the vehicle passing by the camera. The time taken for an officer to react to the information and reach the vicinity of the camera can vary depending on resources and locations. Unless the ANPR camera is on a motorway or long stretch of road, there could be a multitude of routes which they could have travelled before officers arrive. The use of ANPR in combination with other intelligence could provide potential destinations in the surrounding areas, however this is not a guaranteed method of locating the person of interest. 

ANPR can be utilised in proactive targeting of criminals using the road systems through planned operations. Planned policing operations utilise previous ANPR data and other intelligence sources to identify potential times, days, and locations and to minimise the potential for pursuits (College of Policing, 2019). Although planned operations are not fail-safe, they allow for preparation of likely scenarios and provide safety measures to help protect members of the public using the roads (National Policing Improvement Agency, 2007). ANPR can be extremely useful in gathering intelligence on persons and vehicles related to crime, as well as performing planned operations to safely locate criminals. There are, however, many different tactics that criminals can employ to evade ANPR cameras, such as using cloned VRMs, hire cars and simply obscuring the VRM. The College of Policing suggests another downfall of ANPR, the cameras mainly rely on the image of the front of the vehicle, which results in motorbikes not being as regularly monitored (2017). The final drawback to using ANPR is the potential for human error, assumptions may be made of vehicles not passing certain locations if the ANPR has not been triggered. This can be misleading as there may be numerous reasons as to why the ANPR camera has not triggered, even when the vehicle has passed it (College of Policing, 2017). 

Road checks are another planned operation put in place by police authorities and local agencies to tackle a variety of criminal activities. The most recent legislation providing powers to perform road checks was Regulation 35 of the Health Protection (Coronavirus restrictions) (No 5) (Wales) Regulations 2020 (South Wales Police, 2021). This regulation was in place to prevent people breaking the Covid restrictions on travel by members of the public. There are many other powers providing the police with the authority to complete Road Checks: 1.) Section 4 of The Police and Criminal Evidence Act (PACE) provides legislation to stop vehicles where there is suspicion that persons in the vehicle may be unlawfully at large, has committed an offence, is intending to commit an offence or is witness to an offence (1984)., 2.) Section 60 of the Criminal Justice and Public Order Act provides powers to stop and search vehicles in certain locations for a prescribed period (1994)., and 3.) Sections 44 of the Terrorism Act provides stop and search powers when terrorism activity is anticipated in a certain location (2000). The commonality between the last two legislations is that they are a preventative measure, rather than a reactive measure. Planned Operational Road Checks are also completed to target specific forms of criminality on the roads, they vary from targeting commercial vehicles adhering to standards. Immigration offences, vehicle roadworthiness, drink driving and many more. 

Road Check campaigns run throughout the year and can involve a multi-agency approach. In 2021, Thames Valley Police conducted road checks throughout their force area targeting Heavy Goods Vehicle (HGV) drivers. The operation was part of a joint task force including Border Force and Immigration Enforcement informing HGV drivers of the risks of being targeted at ports and travelling between countries (Way, 2021). Road checks targeted towards commercial vehicles are commonly carried out alongside the Driver and Vehicle Standards Agency (DVSA). These road checks are to ensure both driver and vehicle are not breaking any legislations. The checks on the vehicle consist of: checking the tachograph records, checking vehicles for roadworthiness and mechanical faults and checking authorised load of weights and the type of load permitted (UK Government, 2012). The checks on the driver ensure that they have the correct commercial driving licence and are driving in accordance with their licence. Police officers and DVSA officers may provide prohibitions to commercial vehicles which can be immediate or delayed. The prohibitions are to ensure that commercial vehicles are roadworthy and the drivers themselves are safe to drive (HGVT, 2017). 

With the recent shortage of HGV drivers around Europe due to the United Kingdom leaving the European Union (EU), there has seen a rise in new HGV drivers. Oliver states that during 2021, over 230,000 new HGV licences were issued to help combat the HGV driver shortage (2021). This increase in newly qualified drivers could lead to more commercial vehicle offences due to lack of experience. Road Checks would be a beneficial prevention method in this circumstance to assist newly qualified drivers in upholding vehicle maintenance and preventative measures against migrants illegally boarding their vehicle. I believe road checks are an excellent preventative measure and are successful in identifying minor traffic offences, including vehicle defects, and driving in accordance with licences. College of Policing states that criminals often ignore traffic legislation and regularly commit traffic offences including speeding, using a mobile phone whilst driving, not wearing a seatbelt and illegal parking (2017). This suggests that proactive policing of these traffic offences could lead to disrupting all forms of criminality. 

Proactive policing can disrupt criminal activities in two main ways: by enforcing minor traffic offences and building up penalty points potentially leading to disqualification or by actively catching criminals in the act of other serious crimes, i.e., vehicles containing illicit drugs. One setback to proactive policing is that most response police officers are not pursuit trained. The College of Policing states that a police driver is in pursuit when a driver is aware of the requirement to stop and indicates by either their manner of driving or their actions that they have no intention of stopping and the police driver continues to follow the driver, either to relay progress or to stop the vehicle (2021). This means that if the police driver is not response trained and the driver of the vehicle refuses to stop, the police driver must stop their vehicle to prevent a pursuit from occurring. This incident can be used to provide intelligence and provide a better background knowledge for pursuit trained officers in future scenarios. Should the vehicle stop as per police instructions, police officers may provide many different penalties depending on the offence. 

Motoring offences can impose penalty points to endorse the drivers driving licence. Each motoring offence has a different amount of penalty points, for example, driving whilst using your mobile phone results in six penalty points (Department of Transport, 2021). A driver can receive a maximum of twelve penalty points within three years, should this occur, the driver may be disqualified from driving (UK Government, 2012). Drivers who drive whilst being disqualified can face a custodial sentence, a fine, penalty points, extension to existing ban, a community service order and a curfew being imposed (Forbes Solicitors, 2020). The build up of minor traffic offences can be used to minimise the use of the roads by criminals, effectively disrupting their activities. 

There are many different tactics that law enforcement agencies can use to disrupt criminal activities on the road network. The key which connects all strategies and is the NCA’s number one priority is collecting and developing intelligence. The use of intelligence enables law enforcement agencies to target criminal activities and direct specific resources through planned operations. Intelligence can be collected through a variety of sources and technologies. ANPR can be used in combination with existing intelligence to form reactive and proactive plans to target criminals on the road. ANPR can alert officers when vehicles of interest pass the cameras and create an intelligence of vehicle movements. ANPR is useful in locating vehicles, however it does have drawbacks and should not be fully relied upon. Road checks can be used by police and other agencies to perform a variety of checks on both drivers and vehicles. There are many different legislations providing powers to complete road checks depending on the circumstances. Road checks are an excellent preventative measure and can be used when there is anticipation of an offence occurring for both commercial and personal drivers. The proactive policing of minor traffic offences can be a useful tactic in disrupting criminals, with a potential for driving disqualifications. The disruption options available all have positives and negatives; however, they all have one common factor, intelligence. Intelligence is the key to driving all disruption options, and each tactic would not be productive without intelligence. I believe that the best disruption option to target criminal activity on the road network is the collection, development, and dissemination of intelligence. 
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2.) Review complex types of internet-dependent crimes. (2000 words)

The global pandemic lockdowns saw the business and education sector turn to the internet as a replacement to face to face interactions. As of January 2021, it was documented that the digital population of active internet users reached 4.66 billion (Johnson, 2021). The National Crime Agency (NCA) states that there is a rise in complex cyber criminality affecting both businesses and private users (2019). This essay will review internet dependent crimes and the impact they cause. I will explore the complex investigation procedures required to tackle cybercrime and the use of specialist assistance by law enforcement agencies. 

Cybercrime can be divided into two categories: cyber dependent crime and cyber enabled crime. Cyber dependent crimes can only take place using a computer or internet connected device, such as hacking, and cyber enabled crimes are offences which can occur online, however they could be committed without the internet, such as stalking or harassment (Victims First, 2018). Her Majesty’s (HM) Government states that Cyber dependent crimes can be further dissected into two categories: Denial of Service (DOS) or Distributed Denial of Service (DDOS) attacks and the downgrading or disruption of network space and computer functionality, or illicit intrusions on a network space for example, hacking (2016). 

Computer hacking is the unauthorised access to a network or computer systems to steal information or money or to disrupt data related activities (Fortinet, 2020).  An example of a high-profile offence of hacking was committed in 1999, where a 15-year-old was able to hack into the National Aeronautics and Space Administration (NASA) computers and steal data and approximately $1.7 million worth of software (Cohen, 2021). This incident had a huge impact on NASA, causing their computer network to be shut down for over three weeks to check and repair their systems estimated to cost a further $41,000 (Cohen, 2021). Due to the nature of the organisation, NASA’s image was also impacted from this cyber-attack. The 15-year-old was able to hack into the United States of America’s Defence computer system and access software supporting the International Space Station (ISS) (Wilson, 2006). This incident highlighted the potential security threats posed to the United States of America through computer systems and would, in my opinion, dampen the public perception of their current internet security. 

The downgrading or disruption of computer functionality or network space is achieved by using malicious software, commonly referred to as malware. The Computer Misuse Act states that it is an offence to access a computer without authorisation with intent to impair or hinder the computer or programs and data held on the computer (1990). Malware is spread between computers and can have devastating consequences, from crashing computers and deleting files to stealing data (Crown Prosecution Service, 2017). Malware can take forms in many ways: Viruses, Trojans, Worms, Phishing, Spyware and Ransomware; all carry the same goals of stealing personal information or for financial gain (Stouffer, 2021). A recent ransomware attack known as ‘WannaCry’ affected over 150 companies worldwide, including the National Health Service (NHS) in the United Kingdom (UK) (Rosencrance, 2021). In the incident of WannaCry, the ransomware searched for files on the affected computers, locked and encrypted them, resulting in the user being prevented access (Acronis, 2022). As the name ransomware suggests, the criminals hold the encrypted files until a ransom payment is made. 

Incidents like WannaCry commonly occur through phishing scams, where the user receives an email with an attachment and clicks on the link. The action of clicking on the link releases malware onto the computer system, and then completes the task it is programmed to do, for example lock access to files. Phishing is one of the most common forms of cyber-attacks and can be used to install malware, steal personal information including passwords and financial details and a person’s identity (IT Governance, 2018). Phishing scams breach the Data Protection Act, and an offence is committed through unlawfully obtaining personal data (2018). Phishing can occur via emails, text messages, adverts, websites, and telephone calls (National Cyber Security Centre, 2021). The impact of the WannaCry cyber-attack was global, however the affect on the UK was not only the costly sum of £6 million. The NHS was forced to cancel over 13,500 outpatient appointments, delaying critical health care to those in need (Alford, 2019). Kaspersky states that the WannaCry attacks occurred due to the use of outdated computer systems and a lack of knowledge regarding software updates (2016).  The biggest impact of the WannaCry attack on the NHS was that people in need were deprived of care, which could have been avoidable. 

The WannaCry malware was a piece of malware referred to as a Computer Worm. A Computer Worm is a type of malware which can self-replicate and spread to other uninfected computers (Bedell, 2021). The worst incident involving a malware Computer Worm was known as ‘MyDoom’ which occurred in 2004. At the peak of infection, ‘MyDoom’ was responsible for 25% of all emails sent and cost an estimated $38 billion in damages (Gerencer, 2020). ‘MyDoom’ is commonly referred to as one of the most destructive malwares of all time, this is highlighted by the fact that it was still being actively distributed 15 years after its first inception (Palmer, 2019). 

Another cyber dependent crime is the Denial of Service (DOS) or a Distributed Denial of Service (DDOS). A DOS attack attempts to cause a machine or network to slow down or crash, making it unusable to its legitimate users (CloudFlare, 2017). There are two ways in which a DOS attack can occur, by sending information to the target causing it to crash or by flooding it with traffic (Palo Alto Network, 2012). The targeting of an infrastructure and causing it to crash is called resource exhaustion. Resource exhaustion causes the target to use all available storage of memory resources, resulting in the slowing or stopping of the system (ExtraHop, 2020). The increase in traffic to overwhelm the target is known as Flooding (WatchGuard, 2018). There are occasions where a DOS can occur through legitimate reasons, for example large volumes of traffic due to Black Friday Sales (National Cyber Security Centre, 2020). In recent years, ‘Cyber Monday’ has launched, equating to the online version of Black Friday shopping sales. This dedicated day to providing discounts and offers online only may cause large volumes of traffic and result in a DOS (Probasco, 2022). 

A DDOS attack is a form of DOS attack which uses many distributed sources to flood and overwhelm the infrastructure with traffic (ExtraHop, 2020). DDOS attacks are harder to stop due to the number of distributed sources flooding the target. DDOS attacks are commonly carried out by a Robot Network, commonly referred to as Botnet (Get Safe Online, 2014). A Botnet is a network of computers coordinated to work together and act as one (Norton, 2016). Norton states that Botnets were created for good purposes, for example, ensuring a smooth user experience on the internet (2016). DDOS attacks have also been known to be used as a distraction technique, occupying the cybersecurity systems towards the DDOS attack whilst committing data theft or infiltrating the network (Nicholson, 2021). 

A recent, public DDOS attack was the Amazon Web Services (AWS) Attack in 2020. The attack targeted an AWS customer by using vulnerable third-party servers and amplified the amount of data sent to the victim by 56 to 70 times, this record attack surpassed the last record by 70% (Nicholson, 2020). Newman states that in the United States of America, the average DDOS attack costs the company approximately $218,000, without any additional ransomware costs (2021). I believe the biggest impact of the AWS attack would be on the public’s perception of the company and their cyber security. The public may lose confidence in the company’s cybersecurity and choose to stop using their website services. 

To investigate complex internet dependent crimes, police forces across England and Wales utilise dedicated regional organised crime units. The dedicated cyber dependent investigation team for Wales is called the TARIAN Regional Cyber Crime Unit (South Wales Police, 2017). TARIAN are working in coordination with the NCA to target and prevent young persons from offending or reoffending. An example provided by South Wales Police states that TARIAN have intervened when young persons were hacking their school computer systems. After discussing the gravity of the offence with the offenders and their parents, they were able to redirect their skills towards a positive future (2017). Constructive use of digital skills has recently become more popular in the form of ‘White Hat Hackers’. ‘White Hat Hackers’ are security professionals hired to discover cyber security weaknesses and resolve the problems before malicious hackers can exploit the flaws (SafeBreach, 2020). 

To investigate complex internet dependent cyber-crimes, the first resource to utilise is the Single Point of Contact (SPoC) for the specific crime you are investigating. A SpoC is an officer who specialises in certain areas, for example, cyber crimes using e-Bay. The SPoC will provide advice and guidance on how to proceed or may choose to pass the case onto a different unit. In my own personal experience, I contacted the SPoC for offences which utilise PayPal and was provided in guidance on how to complete the Data Protection Form which requests specific information from the company and provides the legal basis for information sharing. The Data Protection Act states that law enforcement agencies can request information sharing if it is necessary in the prevention or detection of crime (2018). The completion of the form enabled me to identify the username and the Internet Protocol (IP) address of the offender. 

Another specialised unit which assists in the recovery of digital data is the Digital Forensic and Cyber Crime Unit (DFCCU). When investigating cyber-crimes, it can be expected that electronic devices may be seized for a digital examination. The Police and Criminal Evidence Act states that an officer may seize evidence to prevent it from being lost, destroyed, altered, or concealed (1984). When requesting a digital download from the DFCCU, a form must be completed to provide specific details of the data required for download. This ensures that the download is pertinent to the investigation to ensure an efficient and ethical data download. The DFCCU have the capabilities of retrieving certain types of data which have been previously deleted from the device. Although it is not always guaranteed, I have previously experienced the DFCCU team retrieving text messages on a phone which had been deleted by the suspect. 

The year of 2021 documented over half the global population were active internet users. The pandemic forced more sectors into using the internet as a replacement to personal interactions, indicating that the user numbers will continue to rise. Cyber dependent crimes rely on the use of an electronic device connected to a network or a computer. The Computer Misuse Act provides legislation for all three forms of cyber dependent crime: Hacking, DOS/DDOS attacks and disruption of a network or computer functioning. There have been many well publicised malware attacks on high profile businesses including, Amazon and NASA. Cyber crime attacks cost millions, if not billions in damages, however they can also cause irreparable damage to the company profile. Attempting to keep up with the latest cyber security threats, businesses are now recruiting White Hat Hackers to help prevent or minimise cyber-attacks. There are several specialised units within law enforcement agencies to assist in the investigation of complex cyber-crimes. The use of SPoCs and specialised units can assist in data retrieval and evidential digital downloads. 
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STUDENT FEEDBACK FORM



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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	Generic Assessment Criteria 
	Marks available
	Marks 
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	1. Engagement with Literature Skills
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	2. Knowledge and Understanding Skills
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	4. Practical Application Skills
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	5. Transferable Skills for Life and Professional Practice

	10
	

	



	
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
	
	









	GENERIC ASSESSMENT CRITERIA



	Level 5

	In accordance with the Framework for Higher Education Qualifications, at the end of Level 5 students will be expected to have developed sound knowledge and critical understanding of the well-established concepts and principles in their field of study, and of the way in which those principles have developed.  They will have learned to apply those concepts and principles more widely outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. They will have knowledge of the main methods of enquiry in the subject area, and ability to evaluate critically different approaches to problem solving. They will possess an understanding of the limits of their knowledge, and how this influences their analyses and interpretations.  They will be able to use a range of established techniques to initiate and undertake critical analysis of information, and to propose solutions to problems arising from that analysis. They will be able to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences, and deploy key techniques of the discipline effectively. They will be able to undertake further training, develop existing skills and acquire new competences that will enable them to assume significant responsibility within organisations.  They will have the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.



	Level 5
	FAIL
	MARGINAL FAIL
	SATISFACTORY
(3rd / Pass)
	GOOD
(2.2 / Pass)
	VERY GOOD
(2.1 / Merit)
	EXCELLENT
(1st / Distinction)
	EXCEPTIONAL
(1st / Distinction)

	Category
	0-29%
	30-39%
	40-49%
	50-59%
	60-69%
	70-84%
	85-100%

	Engagement with literature (including reading, referencing,
academic conventions and
academic honesty) 
	Little or no evidence of reading and/or reliance on inappropriate sources.
Views and findings mostly unsupported and non-authoritative.
Referencing conventions used incoherently or largely absent.
	Poor engagement with essential reading. No evidence of wider reading. Reliance on inappropriate sources, and/or indiscriminate use of sources. Heavily reliant on information gained through class contact. Inconsistent and weak use of referencing.
	Engagement with a limited range of mostly relevant and credible sources. Some omissions and minor errors.
Referencing conventions evident though not always applied accurately or consistently.
	Engagement with an appropriate range of literature, including sources retrieved independently. Some over-reliance on texts. Referencing may show minor inaccuracies or inconsistencies.
	Engagement with a wide range of literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing, with no/very few inaccuracies or inconsistencies.
	Engagement with an extensive range of relevant and credible literature. Consistently accurate application of referencing. 
	Exceptional engagement with an extensive range of relevant and credible literature. High-level referencing skills consistently applied.

	Knowledge and understanding (Sound knowledge and critical understanding of the well-established concepts and principles in their field of study; knowledge of the main methods of enquiry in the discipline.) 
	Major gaps in knowledge with unsatisfactory, uncritical understanding of the subject matter. Much irrelevant material.  Substantial inaccuracies. Significantly flawed understanding of the main methods of enquiry in the discipline.
	Fragmentary knowledge, with only superficial critical understanding. Some significant inaccuracies and/or irrelevant material.  Incomplete or partially flawed understanding of the main methods of enquiry in the discipline.
	Limited but adequate knowledge and critical understanding of the well-established concepts and principles within the subject area, with a few gaps in the selection of material. A narrow critical understanding of the main methods of enquiry. 
	Knowledge is reasonably detailed and accurate. A good critical understanding of the well-established concepts and principles and the main methods of enquiry, with minor gaps in the selection of material.
	Knowledge is reasonably extensive.  Exhibits very competent critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry.  Breadth and depth of knowledge.
	Excellent, detailed knowledge and highly critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. 
	Exceptionally detailed knowledge and outstanding critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. May go beyond established theories.

	Cognitive and intellectual skills 
(Critical evaluation and analysis of concepts and principles; argument and judgement; the limits of their knowledge, and how this influences their analyses and interpretations.) 
	Wholly or almost wholly descriptive work. Little or no critical evaluation and analysis of concepts and principles.
Failure to develop arguments, leading to illogical or invalid judgements. Unsubstantiated generalisations or opinion, made without use of any credible evidence.

	Largely descriptive work, with superficial use of critical evaluation and analysis of concepts and principles. Weak development of arguments and judgements. Information accepted uncritically, uses generalised statements made with scant evidence and unsubstantiated opinions. Ideas sometimes illogical and contradictory.
	Limited attempt at critical evaluation and analysis of concepts and principles, tending towards description.
Some evidence to support arguments and judgements but these may be underdeveloped, with a little inconsistency / mis-interpretation or failure to fully recognise limits of knowledge.


	Some critical evaluation and analysis of concepts and principles, though descriptive in parts. 
An emerging awareness the limits of their knowledge and ability to use evidence to support the argument though with some tendency to assert/state opinion rather than argue on the basis of reason and evidence.
Mostly valid arguments and logical judgements. 
	Sound critical evaluation and analysis of concepts. Is selective in the range of evidence used and synthesises rather than describes. Ability to devise arguments that show awareness of different stances, and use evidence convincingly, to support appropriate and valid judgements. 
	Excellent critical evaluation and analysis of concepts and principles leading to logical, evidence-based, reasoned arguments and judgements. Explicit recognition of other stances and a strong awareness of the limits of their knowledge.
A capacity for independent thought and ability to ‘see beyond the question’, suggesting some grasp of the broader field and wider concepts.
	Outstanding critical evaluation and analysis of concepts and principles.  Uses evidence exceptionally well to connect ideas, and support highly logical and persuasive, arguments and judgements. Evidence of independent thought and ability to ‘see beyond the question’, suggesting a clear grasp of the broader field and wider concepts. Perceptive recognition of the limits of their knowledge, and how this influences their analyses and interpretations.

	Practical skills
(Apply underlying concepts and principles more widely outside the context in which they were first studied; use a range of established techniques; propose solutions to problems arising from analysis.)
	Limited or no use of established methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
Limited understanding of the application of theory to practice or making appropriate links between the two.
Very weak problem-solving skills outside the context in which they were first studied. 
	Rudimentary application of established methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.
Weak understanding of the application of theory to practice, with only occasional evidence of making appropriate links between the two. Weak problem-solving skills outside the context in which they were first studied. 


	An adequate awareness and mostly appropriate application of established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application. Theoretical knowledge and understanding applied in practice, but not always making logical links between the two.
Can identify problems and propose basic solutions outside the context in which they were first studied. 
	A good and appropriate application of established methods, materials, tools and/or techniques.
Clear appreciation of the context of the application. Mainly consistent, accurate and logical application of theory to practice, making appropriate links between the two.
Can identify problems and propose mostly appropriate solutions outside the context in which they were first studied.
	A very good application of a range of established methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive insights. Consistent, accurate and logical application of theory to practice, making appropriate links between the two. Can identify problems and propose appropriate solutions outside the context in which they were first studied.
Evidence of some creativity. 
	An advanced application of a range of established methods, materials, tools and/or techniques.
The context of the application is well considered, and insightful.
Consistent, accurate and logical application of theory to practice, making well-developed links between the two. Can identify problems and propose excellent, creative solutions outside the context in which they were first studied. 
	Exceptional levels of application and deployment skills using established methods, materials, tools and/or techniques.  Consistent, accurate and logical application of theory to practice, making highly developed links between the two. Can identify routine and non-routine problems and propose quite sophisticated, creative solutions outside the context in which they were first studied. 

	Transferable skills for life and professional practice
(Effectively communicate in a variety of forms
to specialist and non-specialist audiences;  the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.)
	Communication medium is inappropriate or misapplied.
Work is poorly structured, disorganised and/or confusingly expressed. Very weak use of language and/or very inappropriate style. Failure to work effectively as part of a group. Little or no evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.


	Communication medium is poorly designed and/or not suitable for the audience. 
Work is poorly presented in a disjointed manner. It is loosely, and at times incoherently, structured, with information and ideas often poorly expressed. Weak use of language and/or inappropriate style. Flawed approach to group work, meeting only partial obligations to others. Limited evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.
	Can communicate in a suitable medium for the audience but with some room for improvement. 
Mostly ordered presentation and structure in which relevant ideas / concepts are reasonably expressed. Work may lack coherence in places. Can work as part of a group, meeting most obligations to others but perhaps with limited involvement in group activities.
Demonstrates the basic skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of minor weakness.
	Can communicate effectively in a suitable medium for the audience, but may have minor errors.
Mostly coherent, organised work, in a suitable structure and is for the most part clearly expressed. Can work effectively independently and/or as part of a team, with clear contribution to group activities. 
Demonstrates the skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of strength and some of minor weakness.
	Can communicate well, confidently and consistently in a suitable medium for the audience.
Work is coherent, fluent, well-structured and organised. Can work very well autonomously and/or as part of a team, with very good contribution to group activities. 
Demonstrates very good skills for employment requiring the exercise of personal responsibility and decision-making, with just occasional minor weakness.
	Can communicate professionally confidently and consistently in a suitable medium for the audience.
Work is coherent, very fluent and is presented proficiently. Can work autonomously with initiative. Where relevant can work professionally within a team, showing leadership skills as appropriate, and meeting obligations. Demonstrates excellent skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.

	Can communicate with an exceptionally high level of professionalism, highly suitable for the audience. 
Work is exceptionally coherent, very fluent and is presented professionally. Can work exceptionally well within a team, showing leadership skills. Demonstrates exceptional skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.
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