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The modern cyber world is a very complex and intricate landscape, comprised of increasingly advanced and ever-growing threats such as distributed denial of service (DDos) attacks, ransomware and social engineering. This has resulted in the constant use of security practices, counter measures and stringent regulations to protect against attacks. According to the ENISA Threat Landscape report of 2025 phishing is the most popular method for intrusion and targeting of mobiles are on the rise [1]. 

Financial firms are a popular target for cyber-attacks due to handling large amounts of very sensitive data, because of the potential severity and frequency of financial services being compromised self-assessment tools have been developed by multiple groups collaborating such as the CSBS, Bankers Electronic Crimes Taskforce (BECTF), State Bank Regulators and the United States Secret Service to help financial institutions such as banks as shown on the stop ransomware page hosted by Cybersecurity & Infrastructure Security Agency (CISA) [2].

Vigilant Trust & Asset Management (VTAM) is a medium sized financial services company that have recently been the victim of multiple security incidents such as a phishing campaign that slipped through email filters and an attempted ransomware infection. The development of a modern security framework based on a Zero trust approach has been mandated by the board which will be consistent with guidelines from NIST Special Publication 800-207. This report will provide insight into modern security concepts and help create a solution.
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In this current era of the digital world, threats have rapidly evolved and continue to do so due to the increased proliferation of hybrid work, software as a service (SaaS), cloud computing and smart phones. Artificial intelligence (AI) and automation also allow attackers to become a lot more sophisticated in their approach. Threats can be divided into two categories, external threats and internal threats.

External Threats

Ransomware As a Service (Raas)

Raas is nearly identical to Saas in the sense of it being a business model where software is developed and sold to users for their own use however ransomware is a malicious piece of software that cyber criminals can use for their own attacks. Ransomware developers make a profit selling their malicious code to cyber criminals which helps them keep involvement to a minimum and allow people who are not technical to carry out attacks for a price. Raas can cause operational downtime which would be detrimental to a financial services company [3].

AI Powered social engineering (phishing, vishing)

Social engineering uses deception and manipulation to retrieve confidential information from victims. Phishing is usually done via fraudulent emails claiming to be a person you know or a legitimate source asking for sensitive information, vishing is carried out via text or phone call attempting to get the victim to disclose information [4]. AI and automation exacerbates the potency of these external threats because it can conduct multiple attacks at the same time and produce realistic video and audio extracts that can be hard to distinguish from reality, this increases success rates dramatically for attackers [5].

Supply Chain Attacks

A supply chain is a complex system of processes involving multiple people and entities that work together in the production and delivery of a solution/product. Supply chains consist of four important elements, supplier, supplier assets, customer and customer assets. A supply chain attack involves at least two attacks with both the supplier and customer being targets [6].

Risks Associated with Cloud Adoption & Hybrid Work

The adoption of cloud services can pose many risks. One of the main risks being loss of direct control over infrastructure. Cloud services are hosted by the provider which means companies can be dependent on the providers security. This is where the shared responsibility model becomes relevant. It is a framework that clarifies the responsibilities of protecting data and services between the customer and the provider [7].
[image: ]
This image illustrates the amount of responsibility for both the customer and the cloud service provider based on the services provided [7].







Hybrid work involves working between the office and at home. This can create major security issues especially for a financial services company such as VTAM. One example of this is remote work using unsecured networks. Client devices can be connected to their own broadband networks or in other environments such as the public Wi-Fi of a coffee shop. These networks can be very vulnerable, and Man-in-the-middle (MITM) attacks can occur [8].





Internal Threats

Insider Threats

Insider threats are individuals who work for the victim which is typically a company or organization who have access to the applications, data and systems and cause harm either through malicious intent or unintentional accidents. Insider threats are important to be aware of because they can abuse access or accidentally leak data which can be very detrimental to a financial services company such as VTAM [9].

Delayed Patching / Unpatched Vulnerabilities

Delayed patching and vulnerabilities can pose major security concerns because they can contain flaws that cyber criminals can exploit to gain access, steal data and disrupt operations. This is quite different from many other threats as it isn’t necessarily a malicious threat initially, rather it occurs from neglect. Which is why it’s always important to keep software up to date [10]. 

Threat summary

Threats like Raas, supply chain attacks, insider threats etc. are becoming increasingly sophisticated. Traditional perimeter security is no longer an adequate form of security and zero trust is needed to keep safe in this modern cyber space. This will replace implicit trust with constant verification to maintain vigilance. The next section of the report outlines the policies VTAM will need to implement to fully realise the zero trust model which is absolutely a necessity.
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The constantly evolving and rising threats that businesses face in the cyber landscape require stricter policies to avoid incidents that could jeopardise the company as whole as well as the lives of the clients they provide a service for. Zero trust helps maintain absolute vigilance and replaces trust with verification. This is done in many ways such as minimal privileges, constant monitoring and verification. This section will outline some of the policies VTAM will have to adopt that aligns with the zero trust architecture which is supported by NIST Special Publications 800-207 [11].


Identity and Access Management (IAM)

This is a framework and an important component of zero trust architecture that helps control access to digital resources and the tasks they can perform. Identity is important for access and access is decided via policy decision point (PDP) which evaluates identity and attributes, access is then granted through the policy enforcement point (PEP). To implement this policy VTAM must enforce the following:



Multi Factor Authentication (MFA):
Users need to authenticate in at least two ways for example a password and mobile token, this helps with identity assurance.

Privileged Access Management Policy: 
This outlines the privileges and access rights for users with higher access in the company which protects sensitive data and unauthorised access. 

Account Lifecycle Management: 
This helps manages users accounts such as creating new accounts, changing existing ones and removal. Account lifecycle management maintains consistency and prevents any vulnerable openings for the organisation’s security. For example, with management a user can change roles but still has the same permissions when it’s not necessary


Data Protection & Classification Policy

This helps determine how data is classified and how it gets handled and protected based on how sensitive the data is. Classifying the sensitivity of data can give organizations better clarity into their data assets. It also ensures the organisation is aligned with data protection standards and the zero trust policy [12]. 
 

[bookmark: _Toc215265713]Technical Mitigation Measures 

Policies help define what needs to be protected, however technical measures need to be implemented to effectively implement these protections. This section shows what technical mitigations can be used against attacks such as phishing, ransomware and insider attacks.

Conditional Access:

Conditional access is a security control that analyses the conditions of a user’s login attempt, the conditions can be user identity, device compliance and IP address. Once these conditions are evaluated, they can then be given access. This can help mitigate the effects of attacks such as credential theft from phishing. Conditional access upholds zero trust policy by least privilege and continuously verifying by ensuring only authorised users on secure devices can access sensitive data [13].

Immutable Backups:

Immutable backups are copies of very important data that cannot be deleted or changed, administrators cant tamper with it which are a potential insider threat and ransomware cannot do anything. In the event of a ransomware attack or human error such as accidental deletion. VTAM can quickly get operations up and running again without having to pay a ransom or lose critical data. This enforces zero trust by independently protecting data without solely relying on the security of networks and users. It can be a failsafe for when all other security measures fail [14].
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To maintain the highest level of security its important to be vigilant, VTAM can utilise proactive monitoring and incident response measures. By continuously monitoring VTAM can spot anomalies and malicious activity in real time and deploy a rapid response measure to minimise security incidents. This upholds zero trust policy by making sure all activity is constantly verified and controlled.  

SIEM (Security Information and Event Management)

SIEM is a security solution that helps identify and responds to threats before they can cause disruptions in real time. It collects and analyses log data [15]. This is important to detect potential threats such as unauthorized logins, suspicious data transfers and ransomware and can prevent small incidents into becoming larger ones. SIEM supports zero trust by making sure no access is automatically trusted.
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SOAR (Security Orchestration, Automation and Response)

SOAR is a set of services and tools that automate cyber attack prevention and response. This by combining integrations, defining how tasks should be run and having a response plane catered to the organisation’s needs [17]. SOAR works well when combined with other monitoring tools such as SIEM. SIEM collects data and SOAR runs based on the data given. This supports zero trust by constant verification and rapid response while relying less on human intervention. This aligns with the NIST cybersecurity framework respond and recover functions [13]. 


24/7 Monitoring and Incident Response

Implementation of 24/7 security monitoring through a security operations centre (SOC) which constantly monitors the alerts given by SIEM and the automated responses of SOAR can lessen the impact of attacks such as phishing and ransomware [18].

In the case of a ransomware attack, affected systems can be isolated and restored using immutable backups. This keeps operations running without having to pay a ransom which could affect organisations financially. This approach follows the detect, respond and recover functions of the NIST cybersecurity framework [14]. 
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What is security awareness in Cybersecurity?

In the context of cybersecurity continuous training and awareness training is imperative for organisations. This is typically done via an in depth education programme that teaches employees and other members of organisations mindfulness and how to avoid and prevent security incidents [19].

VTAM can provide a training and awareness programme that addresses modern threats such as phishing, ransomware and social engineering. Examples of training can include information workshops, simulated attacks and role specific training. This reinforces a security aware culture and keeps in line with zero trust and NIST cyber security protect and identify functions [14].
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Cyber threats are constantly increasing and VTAM being a financial services company is a high risk target. Traditional security is now inadequate in this modern age. Creating a policy that aligns with the zero trust model and NIST Cybersecurity framework using tools and policies such as SIEM, SOAR, monitoring and training helps to reduce the chances of successful attacks, quicker detection and recovery and protects important assets and operations.
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