Facilitating the transformation and modernising of planned care in Wales by assessing the digital capabilities of new recruits.
Introduction
During 2020, the National Health Service (NHS) was the UK’s frontline defence against the Covid-19 virus and staff suffered huge pressure in having to carry out additional new tasks.

February 2022 reported that 691,885 patients had been waiting more than 36 weeks for secondary care treatment, an increase of over 235,000 from March 2020 (Welsh Government / Llywodraeth Cymru, Our programme for transforming and modernising planned care in Wales and reducing the waiting lists, 2022).
Welsh Government (WG) recognises that a system-wide approach is necessary to recover, outlining an intention to target three areas:
1. Clearing the backlog by creating more activity
2. Focus the service on value and efficiency
3. Incorporate sustainable change
The goal to provide patients with appropriate and convenient services as close to where they live as possible reinforces the principles in the NHS Planning Framework (Welsh Government / Llywodraeth Cymru, NHS Wales Planning Framework, 2019), as well as A Healthier Wales (Welsh Government, A Healthier Wales: our Plan for Health and Social Care, 2021).
In order to support the effective treatment plan, Figure 1 shows the “Goals for Planned Care” (Welsh Government / Llywodraeth Cymru, Our programme for transforming and modernising planned care in Wales and reducing the waiting lists, 2022, p. 5).
Figure 1
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Geographical locations
Integration between health and social care services is targeted in the policy and there will be a requirement for interoperability between them.  This brings about major workforce sustainability challenges which requires technological expertise and intervention.
Digital access to patient information and records across the sectors, data transfer and availability of self-care information to patients will involve changes in infrastructure as well as the necessity for the NHS to support the third sector with the delivery of regional and national services.
“Job planning and roles will need to become more flexible to support different modes of healthcare delivery, work across internal boundaries, and recognise the need to provide advice to colleagues and share responsibility for managing patients in other settings.” (Chief Medical Officer for Wales, 2021, p. 22).
Digital technologies 
The NHS was forced into accelerating the deployment of evolving technology (Microsoft 365) in 2020 to provide better care under challenging circumstances.
Virtual outpatient appointments received positive feedback from patients (Welsh Government / Llywodraeth Cymru, Our programme for transforming and modernising planned care in Wales and reducing the waiting lists, 2022).  

Delivering the plan
A recurrent £170M is being provided to NHS organisations, uses for which are being developed to recover from the pandemic alongside developing Integrated Medium Term Plans (IMTPs) (Welsh Government / Llywodraeth Cymru, Our programme for transforming and modernising planned care in Wales and reducing the waiting lists, 2022).

Recruiting appropriately-skilled staff 
NHS Wales no longer enforces a contractual probation period where the skill requirements of recruits may be evaluated prior to a permanent contract being offered.  Staff simply sign a contract declaring they are sufficiently competent in their use of Microsoft products.
This funding provides an excellent opportunity to implement an online digital test for all shortlisted staff, the results of which arming recruiting managers with an automated ‘Digital skills’ score prior to interview.
Successful staff will have already demonstrated they are adequately skilled, possessing the ability to improve service efficiency (support role) and patient safety (clinical or cyber-security role), thus meeting the aims of the policy.
The enabler would also avoid reputational embarrassment should failure to implement policy goals to have been caused by:
1. Inadequate IT infrastructure to allow smooth patient transition between sites
2. Recruiting staff with inadequate skills, leaving systems open to cybersecurity threats and increasing the burden on Information Technology (IT) support staff

Diminishing the low-level burden placed on existing support staff will allow them to focus on increasing efficiencies elsewhere, therefore lowering the time taken to close incident and service requests arriving with them.
Previously, carrying out paper tests may have been an option, but for significantly increased efficiency, developing an online platform, coupled with automated assessment and delivery of the outcome to the interviewing panel is a more realistic offering.

Methods
Determining the technological requirements of the service improvement
Technological advancements in both health and social care sectors should always be implemented following sufficient testing so as never have a detrimental effect on services (Topol, 2019).
Wachter regales personal recollections where software tools have been implemented, providing examples of insufficient skills when using it has caused patient safety issues (Wachter, 2015).
An acceptance of skill levels applies where roles require certification, qualifications or membership of a body, but ensuring a minimum level of assessed digital literacy is fast becoming a necessity (see Table 1).  This is aimed at minimising the risks associated with the catch-all employee declaration an unclarified, unregulated and unquantified competence in digital technologies when accepting a post in NHS Wales.
Table 1: A table showing how a digital intervention can support and enable service efficiency and patient safety
	Digital intervention
	Intervention outcome
	Policy Aim

	Assessing the digital capability of candidates applying for an NHS role prior to interview
	Reassurance that necessary skills are present for the role being recruited
	Improve the standard of NHS staff’s digital ability in order to enable and support “…to accelerate health and care recovery in the short to medium term focusing on stabilising and recovering the waiting lists, whilst developing and embedding longer-term transformative and innovative change” (Welsh Government / Llywodraeth Cymru, Our programme for transforming and modernising planned care in Wales and reducing the waiting lists, 2022, p. 5)



Method: Gap analysis
In order to evaluate ‘where we are’ against ‘where we want to be’, gap analysis offers an effective tool for drawing up intended goals and anything that may be hindering achieving them.

The policy goals we need the proposed digital assessment intervention to meet are:
1. Transforming outpatient services
2. Prioritising diagnostic services
3. Building sustainable planned care capacity
4. Improving communication and support
Shortcomings which require overcoming will be identified in the process, but with the added benefit of a clear statement of what the ‘needs’ are (UCLA Health, 2016).
Forbes (Forbes, 2022) advises addressing four areas:
1. Looking at ‘now’
A raw look at where you currently stand needs to be recorded.  Criteria here may vary between organisation or departments.
2. Identify Specific, measurable, achievable, relevant and time-sensitive (S.M.A.R.T.) goals

· Specific – Clarifies precisely what you’re trying to achieve
· Measurable – Something you use to recognise progress/success
· Achievable – This makes sure targets are not unrealistic
· Relevant – This makes sure the targets are organisationally worthwhile
· Time-sensitive – Applies a deadline to measure success against

3. What’s missing?
Identifying what you need to reach your goals.  This approach is flexible, so may be applied in a multitude of fields, such as sales, quality standards, accountancy, people/organisation or staff satisfaction (Kenton, 2022). 
This identifies details of your intentions.
4. Planning what to do
This is where ideas of the necessary actions are formed.  Plans may then be shared with wider teams for additional support (project managers, communications etc...)
Method: Options appraisal
Options appraisal provides a tool to use evidence to help make decisions on how to approach a project or goal.
Early on in the journey of a change or development, options appraisal gathers information on the existing situation, feedback from users/experts/stakeholders, resulting in a list of options for carrying out the project.
The appraisal also helps signpost documents and standards which may prove helpful and must be met.  This is important in a public-facing service.
Step one:
· Is there a need for change/development?
· Define the necessary changes
· Gather any options in order to achieve the goals
· Involve senior organisational management for a top-down view
· Assess risks aligning to the required changes
Step 2
· Decide how to gather options
· Write down the necessary criteria for the change
· Record any other information required to make a judgement on feasibility
Step 3
· Gather a short list of options, appraising them alongside the original goals.  Scores may be applied at this stage
Step 4
· Decide whether your shortlisted options will actually meet the goals you initially set out to achieve
Step 5
· Record and share outcomes with necessary parties
· Decide on the next actions necessary to begin the project
Gap analysis mostly covers the first three steps of options appraisal.
Technical requirements: Collecting data
In order to gather as much information as possible, the following methods may be used to inform decisions:
Observations: Method
The NHS in Wales uses a uses a call logging system, the content of which is serviced by each organisation’s support staff.
Service desk managers can identify where service or efficiency improvements may be required, recognising technological, skill and communication improvement opportunities using Service Knowledge Management System (SKMS) analysis and reporting within the call system.

Filtering the SKMS tools would indicate recent trends of users requiring training/support in specifically Microsoft products, but also other applications.
Literature
With the enabler proposing a service which doesn’t already exist, there will still be the need to adhere to governance and procedures already established for implementing and procuring systems.
When proposing a software development, Sommerville (Sommerville, 2016) advises that the following should be considered when scoping requirements:
· Knowing the differences between users and systems
· Understanding about functional and non-functional requirements
· Engineering ideas and analysis, with reassurances surrounding them
· Accepting requirements management is necessary
Interviews with expert staff and service user recruiting managers
A decision of integration and interoperability may need to be considered and without specialist knowledge of what may be needed for this, making a decision on feasibility could prove impossible.
There would be a clear need for information on how to achieve full objectives of the proposed enabler, which would likely be informed by previous projects which may have been required to achieve a similar goal.
Staff in the following areas would need to be approached, requesting information relating to
· Public Health Consultant: Will it be worth it? What would need consideration?
· Senior Software Product Owner: Is the proposed action possible? What would need consideration?  
· Senior software architect: Is the proposed action reasonable? What would need consideration?

Results
Summary of what data was collected
When gathering information, data was drawn from systems, people, strategy tools and literature, in order to measure the value of the improvement proposed.  Donabedian (NHS England & NHS Improvement, 2022) states that this is the best approach for evaluating the quality of care, according to:
1. Outcome (What is impact for patients?)
2. Processes (Does the system work as expected?) 
3. Structures (Does it affect staff?)
Interviews with users
In order to identify what the intervention requirements are, interviews highlighted the following points for consideration:

Public Health Consultant responses:
· Royal College of Surgeons journal highlighted that the stress that will be on UK-wide medical systems (Innovation Techover, 2022).
· Problems can present as one of the reasons you can’t do your job effectively.  The problem is often “…clumsy processes, outdated equipment, task repetition, poor infrastructure, useless communication systems) that has annoyed and frustrated you for weeks, months or even years” which could in turn affect patient care (Innovation Techover, 2022, p. 108)
· The new policy will present an IT operational issue, with a clear need to recruit more staff rapidly, making sure they are up to the task, not to cause additional burden
Senior Software Development Product Owner responses:
· Is hosting available?  
· Hosting on existing domain would offer a head start
· Is the Azure costing model an option?
· VMWare in Azure may also be an option
· Consider Software as a Service and Infrastructure a Service options
· Resilience will be essential since the service will require a very high ‘uptime.’
· Security/patching scheduling will need provision
· Replication of data as a backup routine
· Is NHS data allowed to be stored on 3rd party servers?  This would need investigating for compliance
· Penetration testing would need to be carried out prior to launch
· Extensibility (plugins):  Experience says users’ requirements always change during or after build
· Support service – Consider the costs of IT support
· Procurement: Avoid being over-reliant on one provider (who may disappear)
· Consider fixed term contract may need to become business as usual should the development escalate
Senior software architect developer responses:
· Agile approach uses empirical information.  Changing of the mind is OK under these circumstances, due to it being an iterative approach
· Waterfall, long term planning runs the risk of ending up with nothing should there be a lack of funding
· Most amount of value for least amount of cost reflects the principles behind the Agile Maifesto (Cunningham, 2022).

GAP Analysis: Results
The gap analysis proved valuable in producing three target areas which would fit project management timelines and meet additional pressures on the service.
1. Looking at ‘now’
Define what is important for you in your department or organization.
	1. Recruited staff needing heightened digital skills competencies to carry out their roles
2. Continuing to meet organisational goals within agreed time-scales, on budget and to the standard required
3. Progressing into higher levels of functionality and support and meet organisational priorities
4. Continuing to meet current and new regulatory compliance provided by all-Wales organisations (WG etc…)



[bookmark: _dhedigesu00h]2. Specific, Measurable, Attainable, Realistic, and Time-related (S.M.A.R.T.) goals (Table 2)
Table 2: A table showing how a digital intervention can enable service efficiency and patient safety
[bookmark: _3ya4v95io37x][image: ]
3. What’s missing?
	1. Staff recruitment has no platform available for testing the technical capability of shortlisted candidates applying for jobs within NHS Wales.  Instead, successful candidates are contracted as having reasonable skill levels when using Microsoft products.  Only have ESR training platform available for existing staff
2. No way of assessing candidate’s existing digital skill prior to recruitment
3. Recruiting without a probationary period brings about risks in terms of skillsets and the burden of potentially having to train staff to reach a satisfactory level of competency
4. Insufficient funding to implement many identified developments across the organisation
5. IT hosting infrastructure already at ‘creaking’ levels and unable to meet any new policy requirements
6. No specialist staff currently employed to support working across health and social sectors
7. Existing staff already fully engaged on established projects.
8. Communication and support staffing levels are currently too low to meet the goals of the new policy


[bookmark: _ev2jq3js6yks]4. Planning what to do
	· Scope the feasibility and cost of establishing a testing platform
· Engage with project management staff to help support the project and increase likelihood of success
· Establish an all-Wales technical working group form each of the NHS organisations so as to obtain a ‘local’ contact for enabling and testing
· Liaise with the communications department around promoting the forthcoming service, potentially gathering appetite for functionality beyond what will be essential for launch.  This may then be used as a ‘wishlist’ for further development once the platform is live and established.



Technical requirements: Results
Observations and knowledge management: Results
Table 3: Results of using the filtering tools in SKMS
	
	Raw count
	% 

	Total Service desk calls logged in last 12 months
	25,244
	100

	Microsoft Office/o365 & User training required
	1,264
	5%

	Microsoft Windows & User training required
	2,305
	9%

	All systems & User training required
	7,618
	30%



Out of the 25,000 calls logged in the last year, Table 3 shows that 30% of calls logged would have benefitted from users possessing a higher level of digital competence.
This relies on human input and call classification, but indicates the opportunities, benefits and efficiencies to be gained across the service with improved digital literacy.










Table 4 defines each requirement identified according to requirement type.
Table 4: Technical requirements
	Requirement
	Requirement type?
(Functional / Non-functional / Data / Knowledge / Industry standards)
	Provided by?

	Hosting service
This may be in-house or third party supplied
	Functional
	Already known

	Platform for testing candidates
This may be in-house or third party supplied or developed
	Functional
	Senior Software Development Product Specialist

	Resilience Strategy
Plans for how and when data backups are created and how to restore
	Functional
	Senior Software Development Product Specialist

	Software/Access licences
All users and system administrators must be suitably licenced for the platform
	Non-functional
	Senior Software Development Product Specialist

	Access gateway (internet)
All service users will likely require internet access with an appropriate web browser
	Functional
	Public Health Consultant

	Resilience
Hardware/storage to be able to host the backup snapshots
	Functional
	Application design architect 

	Access control
Access must be only provided for shortlisted candidates
	Functional / Standards
	Senior Software Development Product Specialist

	Data integrity checks
Checking that users have entered appropriate data and that the work is that of their own
	Functional / Data / Standards / Security
	Application design architect


	Security / Privacy / Data protection
Encryption and protection for user data and credentials.
Interoperability: Fast Healthcare Interoperability Resources (FHIR) is the new standard for passing data between systems
	Non-functional / Data / Standards
	Application design architect
May be checked and any incidents reported using NHS Digital’s “Data Security and Protection Toolkit” (Data Security and Protection Toolkit, 2022)

Interoperability: (NHS Digital, FHIR (Fast Healthcare Interoperability Resources), 2022)

	Accessibility
Platform must remain accessible to all users, with or without disabilities 
In Wales, the Welsh language must be fully integrated
	Functional / Standards / Non-functional / Interoperable
	Public Health Consultant
(UK Government, The Public Sector Bodies (Websites and Mobile Applications) Accessibility Regulations 2018, 2018)

	Authentication
Multi-factor authentication will be used for improved security
	Functional / Standards
	Senior Software Development Product Specialist
“Data Security and Protection Toolkit” 
(NHS Digital, Data Security and Protection Toolkit, 2022)

	Maintenance
Routines should be in place for server and hosting software updates
	Functional
	Senior Software Development Product Specialist

	Reliability
Platform must be technically scoped so as to maximise up-time in order to retain confidence of service users
	Non-functional
	Public Health Consultant


	Serviceability
Platform must remain upgradeable in order to add/tweak any feature sets identified in the future
	Functional
	Senior Software Development Product Specialist

	Testing
The entire platform must be tested by developers and a soft rollout to extend to users before release
	Functional
	Application design architect 


	Error logging
In order to assist with development and support, error logging systems need to be in place
	Functional
	Application design architect 




Options appraisal: Results
Four options were analysed to be able to reach the desired outcome, but an option to do nothing was also considered and scored in Table 5.
Scoring was attributed as such that a higher score was always preferred.
Option 2 “Develop and host in-house” scored highest (80%) and so would be the preferred option, but a backup option of option 4, “Modularise the build process” looks to also be an excellent option (78%) for offsetting the risks of delays with the primary option, fitting in with an agile approach.
Third-party provision carries high risk and should be avoided under the circumstances.
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Table 5: Options appraisal matrix[image: ]
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Discussion
Consideration must be given to the requirements of each specific component of the project.  Procurement strategy may also influence a build or buy decision (Define your purchasing strategy, 2017) as well as obtaining approval (UK Government, Digital and technology spend controls (version 5), 2018).
Build or buy?
According to Van Geluwe, Medeiros, and Arthur (Van Geluwe, Medeiros & Arthur, 2020), the four main areas to consider when approaching this situation are:
1. Finance
Organisations will likely have limited budgets
2. Customisation
In-house development versus patching bugs
Van Geluwe, Medeiros, and Arthur advise a target of 60% as a reasonable level of a third-party offering meeting project requirements (Van Geluwe, Medeiros & Arthur, 2020).
3. Connectivity
It is unlikely that an existing ‘off the shelf’ system will work, but if it did, it would be an enormous advantage to only need to extend the existing infrastructure. 
4. Support
Existing IT support staff would need to familiarise themselves with a geographically complex system.  A third-party product would alleviate such support burdens but would be more reliant on a support level agreement.
Most projects fail in the following areas (Hardy-Vallee, 2022):
· Technical: This risk would require a high level of technological and project management expertise to overcome
· Individual: Emotional and social factors may influence risks in this area
· Stakeholder: Change can be difficult to apply, which may result in the lack of stakeholder engagement, which may be overcome using communication
Information Technology Infrastructure Library (ITIL) version 4
Using ITIL framework, Agutter highlights the consideration between building and buying should address the following (Agutter, 2021):
Prejudices/Burdens
Prejudices/Burdens ought to be avoided in the following areas:
· Awareness: Loyalty to a previous product/brand
· Knowledge: Failing to recognise the importance of the new enabler 
· Desire: Technical staff may be influenced by a natural desire to try something new
· Selling strategies: Decisions should be influenced by sellers
· Budget: Ever-diminishing budgets can easily influence the build/buy decision 
ITIL: Building the solution
Building an in-house solution may be appropriate where:
· Organisational knowledge: This will be a strong requirement for any implementation staff 
· Customisation: A third-party (off the shelf) product may not be available
· Network/hosting: If internal infrastructure is likely to change soon, there may be additional risks for the product to continue to function
· Compliance:  More control is offered with an in-house solution
· Organisational change trend: Third-party organisational developments or change may bring about contractual complications
ITIL: Buying the solution
Buying a third-party solution may be appropriate where:
· In-house resources: If there are too few in-house resources available
· Specialist skills: Even if in-house resources are available, skillsets may not meet the requirements 
· Existing in-house processes: Insufficient in-house experience
· Demand: Priority of a service would influence the demand for developing one
· Importance:  A critical service may not allow the flexibility of time, nor the abandonment of control with using a third-party supplier
· Network/hosting: If internal infrastructure isn’t likely to change soon, there may be no further developments for the product to continue to be hosted
Evaluation
Using an iterative, modular, agile project approach would very much decrease risk in term of achievement only require a short-term rewind to recover should things go wrong.  A waterfall approach with late project failure might cause catastrophic failure.
The agile approach would only require a short-term rewind to recover.

Vernadat, Doumeingts and Chen (Vernadat, Doumeingts, & Chen, 2008) said that technical system changes between multiple organisations need to be reorganised in response to any changes in demand in order to gain interoperability.
NEHTA (National E-Health Transition Authority) developed an interoperability framework (NEHTA, 2005) designed to identify common technical, documentational and informational aspects across various health organisations.
Valiadation
Janssen & Stoyanov (Janssen, Stoyanov, Ferrari, & Punie, 2012, p. 73) drew up a quantitative mind map of Digital competence areas, established using a Delphi user survey method, where experts were asked to draw up definitions of the varying stages of digital expertise (Figure 2).
The method then asked them to qualitatively validate their outcomes, which led to the map being amended to only include twelve areas, rather than the original fourteen.
Figure 2: Mind map of digital competence areas
[image: ]
The Delphi method is recognised as an effective decision-making process within health and social care (Hasson, Keeney, & McKenna, 2000).  This would set a very good platform for measuring user progress for my intended policy enabler and continuous assessment may then be incorporated into annual appraisals or even statutory and mandatory training.
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