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A hypervisor is software that allows for creating multiple virtual machines on one device. The hypervisor uses the device systems' processing, storage and memory and allocates them to each virtual machine (VM). The device is known as the “Host”, and the VM's are known as “Guests”. The hypervisor manages these resources and VM's [1].
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Figure 1 - Type 1 Hypervisor Architecture
 
The figure above shows the architecture of a hypervisor. The hypervisor software sits on top of the host hardware (pooling resources) and applies them to the VM's above. This is an example of a Type-1 hypervisor.  
 
There are two types of hypervisors. Hypervisor type 1 (native or bare metal) uses the host's hardware to manage the virtual machines' operating systems. This is the most efficient hypervisor, allowing for the quicker pooling of resources from the hypervisor. Due to this, the virtual machines on a type 1 hypervisor run faster and can handle more than the type 2 hypervisor but have a higher demand on the hosts' specifications. Type 1 hypervisors rely on hosts' hardware, and without a high specification device/host, the hypervisor will not work efficiently [1]. They are used in large-scale enterprises and businesses, therefore the software for a type 1 hypervisor can be expensive, as well as having a high specification device due to the large amount of RAM and CPU's needed. Hyper-V is an example of a type 1 hypervisor, which is found in most Microsoft OS. 
[image: ]
Figure 2 - Type 2 Hypervisor Architecture https://www.techtarget.com/searchitoperations/tip/Whats-the-difference-between-Type-1-vs-Type-2-hypervisor
 
Hypervisor type 2 runs the hypervisor on a software layer/application, using the host's OS to pool the resources. This can be shown in the illustration above. A type 2 hypervisor only needs one host OS to create multiple VM's, which makes them simple and fast to create. Due to using an application/software on top of the operating rather than within the operating system, the performance on a type 2 hypervisor can be less efficient. Type 2 hypervisors tend to be used more for the public as most type 2 hypervisor software is free to use and simple to use. If something is done wrong on a type 2 hypervisor, only the virtual machine is affected[1]. A good example of this is Oracle Virtual Box, which was used in Task 2. 
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From the group discussion, we understand that data gets broken into packets and sent from one device/server to another using switches and routers. The IP address is necessary for communication between these multiple devices, as computers do not understand names. We cannot send information to “John Jones' laptop” when the computer has no idea what “John Jones” or the laptop is. We can assign this laptop a unique IP address within a network, which allows us to communicate with the device and any other device within the network. 
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Figure 2 – IP packet Diagram - https://www.techtarget.com/searchnetworking/tip/Introduction-to-IP-addressing-and-subnetting [3]
There are multiple IPv formats for IP addressing, with IPv4 and IPv6 being the most commonly seen in networking. IPv4 is still used in smaller networks today, while IPv6 is used for larger-scale networks. Ipv4 is a 32-bit address system, while IPv6 is a 128-bit address system. IPv5 and IPv6 were created to avoid not being enough IP addresses for any new devices added to a network (IP address exhaustion). IPv6 has larger address space, improved security and more efficient routing. 
 
Subnetting is required for the IP address to work correctly and created for security purposes to prevent specific traffic types from traversing the network [2]. Subnetting divides larger networks into manageable subnets, which optimizes security and performance within the network. If we are given the IP address 172.16.1.254, then the IP address is actually 172.16.1.0, while the Host address (the subnet) is 0.0.0.254. The packet will arrive on the the subnet 172.16.1.0, with a destination address 172.16.1.254, where the device will receive the packet.  
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Figure 3 – Table of IP Classes https://www.techtarget.com/searchnetworking/tip/Introduction-to-IP-addressing-and-subnetting 
Each IP has a class range, which is the number of hosts compared to the number of subnets, as seen in the table above. These classes often create wasted addresses, however. If a network requires 1000 hosts, they cannot choose a Class C IP address so must choose a Class B IP address, despite 64,536 addresses are wasted within the network, which is not an efficient utilization of IP addresses [3]. CIDR is used to allow for optimised and flexible subnetting, which is classless addressing. This would look like 172.16.1.0/22, where the last numbers specify a number of bits in the subnet. Now that network can have up to 1024 hosts/IP addresses while only wasting 24 IP addresses. A smaller network like a small business would only need a small number of IP addresses, therefore would most likely use a Class C IP address, while Cloud Services would use an IPv6 Class A address to increase the scalability [3].  
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As mentioned previously, to send data between two devices we first have to apply a correct IP address and subnet to each device to allow communication. Routing protocols are necessary for these devices to communicate as they direct traffic efficiently. The routing protocols allow routers to determine the best path for the data to be transferred for communication.  
[image: What Is Routing?]
Figure 4 – Diagram of Simple Routing [4]
There are 3 types of routing, which are static, dynamic and default routing.  
Static routing is done manually by the administrator. The network administrator would have to manually enter the routing information by assessing each route. Only the network administrator has control over the network and ensures that packages are sent to the correct place as quickly as possible. This type of routing is best for small networks, as there is more control over the routing, however, it would not be impossible for larger networks, simply because it would take too much work and time to manually route the network correctly.  
 
Dynamic Routing is an “autonomous procedure”, which does not involve human interaction[4]. This routing uses shortest-path algorithms to route data over a network. Whenever a change is made in the network, the router will add a new route to the routing table [4]. This keeps the routing network updated if changes have been made. This would be more efficient for larger networks due to the autonomy of the routing. When issues occur, it could take longer to solve the issue since there is less control by the administrator. 
A default routing is where all the data reaches a single point when exiting the network. The routing is used consistently in networking, as this is a simple way of using security measures to filter the traffic from the network. This is a double-edged sword, as if this routing fails, then the connectivity to external networks is lost, as well as increased network trafficking which can create packet loss and decrease packet speed [4]. This is ideal for small networks, but the increase in traffic can cause issues for larger networks. 
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VPN is a virtual private network, which protects/encrypts the data that leaves your device to external networks and masks the IP addresses of your devices [5]. The data from your device routes to a VPN server, where the data gets encrypted and then sent to larger networks (internet). These are incredibly effective in increasing security on a network, as cybersecurity is important to keep the data secure. A VPN changes your IP address as well as virtual location. These are often advertised on YouTube as being able to watch different movies/tv shows via streaming applications. VPNs are highly recommended when joining public networks, as some networks cannot be trusted. 
 
DHCP automatically allocates IP addresses to a device when joining a network. This eliminates the need for manual IP configuration, which can be a large amount of time spent when allocating IP addresses physically, especially in larger networks [6]. Automatic allocation also avoids any human errors made when allocating IP addresses physically, reducing network administration. IP reservations are used for “critical” devices such as printers and servers [7]. 
 
Certificate authorities issue digital certificates that verify users and devices. A PKI is used for secure communication, which is a digital signature key that validates the user or device. Others can use this PKI to verify the authenticity of these certificates. This increases security due to users trusting CA devices/users. These CAs also expire, which means users/devices regularly rotate and revoke.  
 
AD DS (Active Directory Domain Services) is a Microsoft hierarchical service which allows network administration to create and manage users and objects within a given network. As the network becomes larger, the users/devices are organised into specific groups and sub groups, where access control is provided at each level of the hierarchical structure [8]. This demands the use of the Active Directory. Best practices of AD DS are to enforce strong password policies.  
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Oracle Virtual Box (OVB) was the chosen hypervisor. Initially, Hyper-V was chosen but after research was made Oracle Virtual Box was opted as the chosen hypervisor.  
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AI-generated content may be incorrect.]OVB was chosen due to some experience in the past with this hypervisor, as well as Hyper-V looking very intimidating. There was concern that if something had messed up, that the personal device might be affected. Comparing the two, OVB looks simple and more user-friendly than Hyper-V. Although the device is powerful, there’s no guarantee that the specification was enough to use Hyper-V efficiently, especially with 4 created virtual machines. Finding a free type 1 hypervisor is also very convoluted, as most ask for a subscription or requires a business to be registered before being able to download and install a hypervisor. Upon inspection of VmWare, a “partner” is required. This made the choice of Oracle even more appropriate.[image: A screenshot of a computer
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The screenshot above shows the download/installation of Virtual Box and the extension pack, which is the required software for OVB.  
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As seen in the screenshots above, both debian linux OS and Windows server ISO were downloaded ready for set up within the virtual box. We first set up the Windows server ISO by going into storage, going into the storage settings and applying the ISO. [image: A screenshot of a computer
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As seen in the screenshot above, you can see that there are two network adapters created on the virtual box. These will be the external network and internal network adapters. We can also see that the system has been given 4096MB of memory and 2 processors. This was followed for each virtual box, to make sure the virtual boxes had plenty of memory and ran efficientlyOnce both Windows server and client are created, we configure the network for the internal between the server and client. The screenshot below shows the clients’ IP configuration, and the servers internal and external IP configuration. 
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AI-generated content may be incorrect.] The screenshot above shows the installation of a Windows client in Virtual Box. The server installation looks the same as they are both Windows OS. [image: A screenshot of a computer

AI-generated content may be incorrect.][image: A screenshot of a computer

AI-generated content may be incorrect.]	With this configuration, both the Windows client and server can ping each other. [image: A screenshot of a computer
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Initially the server can ping the client, but not vice versa due to the firewalls. Disabling the firewalls allows the client now to ping the server. This means that the internal network has been created and there is communication between the configured server and client. 
 
We next create the Linux Server and Linux Client using Debian ISO. In the downloads screenshot, we can see that Debian has been downloaded ready to be installed onto a virtual machine. [image: A screenshot of a computer

AI-generated content may be incorrect.]We can see that Debian is being installed onto both virtual machines ready for configuration.  [image: A screenshot of a computer
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AI-generated content may be incorrect.]Using GUI commands for the admin and client to become a super user, we can go into the network directory and edit the interfaces using ”nano”. This allows us to configure the adapters found on the Linux virtual machines. As seen in the screenshots above, the adapters/IPs have been configured.  
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These screenshots indicate that the connection between the Linux Client and Linux server has been made, as devices can ping each other. The firewall is not an issue here compared to the Windows clients as Linux requires the user/admin to configure the firewall. 
The topology has been created, although the Linux and Windows servers cannot ping each other. This was an unresolved issue which will be discussed in task 3.  
The screenshot below is the finalised topology of the virtual machines shown in OVB. 
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The screenshots below show that these external networks do not ping each other. 
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There were multiple issues when creating this topology. Initially, the Windows server and Client were connected successfully with no issues. Upon returning a week later with the virtual machines being turned off, the connection between the client and server was not working, where the gateway kept returning to 0.0.0.0, despite all efforts. This resulted in a full reset of both virtual machines, starting from scratch.  
As stated previously in Task 2, there was an issue where the client and server did not ping. [image: A computer screen with a black screen

AI-generated content may be incorrect.]This was due to the firewall being on. Once the firewall was off, the two clients could ping each other (as seen in this screenshot, the client name is different to that of other screenshots, due to the full reset). 
Initially, Ubuntu was the choice for the Linux client rather than Debian, as seen in the screenshots of the downloads.  
[image: A screenshot of a computer

AI-generated content may be incorrect.] 
Issues kept occurring when attempting to configure the Ubuntu client, therefore Debian was chosen instead. 
 
The virtual machines had been reset multiple times due to human error. Passwords, domain names and even usernames were forgotten, and at the time, were not recorded. This issue was resolved with a reset of the virtual machine and recording all passwords and host names for future reference.  
There was also the issue of the two different OS servers not being able to communicate with each other. Despite the Linux client having the correct gateway to communicate with the Windows server, this issue was never resolved.  
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