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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about VPN, which is an essential factor in successfully operating a network. Apply your understanding and knowledge from what you learnt in the lecture about the topic and the previous lectures to do the following tasks: 


Task 1:

Use your lecture notes, library databases and/or the Internet to answer the questions.


1. Human Wise Ltd is a IT consultancy company that will be allowing its employee to work from home or use mobile devices.  What types of VPN solution would you recommend?


2. Why do organizations use VPNs?


3. List and explain the characteristic of secure VPN
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4. What are the main components required to establish VPN?


5. What is VPN tunnelling?

6. Name at least three VPN protocols and explain each of them


7. List at least four emerging tunnelling technologies for VPNs 





Task 2:

Human Wise Ltd (HWL) currently has 6 departments:
1. Marketing
2. Human Resources (HR)
3. Accounting
4. Sales
5. Production
6. IT

They are operating on a flat network where all traffic is broadcast on the entire network.  This causes severe degradation on the network during normal working hours.  You are asked to improve the performance of HWL network by creating VLANs for each department. 
a. HWL uses  network address 172.17.21.0/16
b. The maximum number of users in each department is 150.
c. Use Packet tracer to create the VLANs; labeled your VLAN and configured all devices use with appropriate IP addresses and other necessary configuration. 




Task 2b

Use the packet tracer diagram from Task 2, Human Wise Ltd (HWL) has opened a branch in Cardiff. Create a WAN connection between the two offices:
a. configure and label the devices used
b. test your connection (state how you test the connection)
c. Choose an appropriate public IP address if needed.
d. SML workers can also work remotely, create a remote connection, state the type of VPN used and why. Test this connection.
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