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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

IPv6 will be the latest release of the Internet Protocol that defines computers that could be found over the internet. To work on the communication for the internet, each computer which goes on the internet is known with its own IP address. It will be like the street addresses and post codes as the user will need to learn to send a letter in a certain way. [1]

The previous release, IPv4, will use a 32-bit addressing system to reach 4.3 billion computers as that was believed to be necessary. Furthermore, the rise of the internet, pcs, smartphones, and devices on the Internet of Things which shows that even more addresses are required by the public. [1] 

In the year 1998, IPv6 was developed as this allows 128-bit addressing to around 340 trillion rather than the four-set IPv4 address form of one- to three-digit numbers, IPv6 includes eight classes of four hexadecimal digits divided by colons. [1]

The IPv6 protocol will manage packets very effectively, improve the performance and improve the security as opposed to IPv4. Through having them more hierarchical, this will help Internet service providers or ISP's to lower the size of the routing tables. [1]

The IPv6 addresses are 128-bit attributes to the interface elements and a list of those elements. The IPv6 address will be identified in 8 arrays of 4 digits or hexadecimal characters with eight 16-bit colons (:), e.g.: 2001:0db8:0a0b:12f0:0000:0000:0001 [2]

· The zeros must be maintained at the beginning of the addresses. [2]
· For example, 2001:0db8::0001 would not be suitable because it'll have to be seen as 2001:db8::1 [2]
· Any use of the symbol “::” is to be included more than once. [2]
· For example, 2001:db8:0:0:0:0:2:1 must be short as 2001:db8::2:1. [2]
· To be short towards a single 16-bit 0 field, the symbol "::" cannot be used. [2]
· For example, the text of 2001:db8:0:1:1:1:1 is correct, but the text of 2001:db8:1:1:1:1 is not correct. [2]
· On the IPv6 address, the texts from a -f  must be typed in lowercase texts, not capital texts. [2]

These are the features of IPv6:

New format and header of the packet

IPv6 identifies a new format for the packet. The new format for IPv6 packets will allow to reduce the handling of packet headers by the routers. This will be done by transferring non-essential as well as required fields to extension headers positioned after the header of IPv6. Due to the different IPv4 packets and IPv6 packets, both protocols may not be compatible. [3]

Addresses having more space

IPv4 will have an address space of 32 bit which is 4-bytes, on the other hand, IPv6 will have an address space of 128-bit which is 16-bytes. A total of 2128 (3.4×1038) addresses will be supported by a very big IPv6 address space. This will allow it to be good, to have record of hierarchical address and efficient interconnection of routes. Having a number of addresses available, methods such as NAT (Network Address Translation) can remove address that are communicating. [3]

Setup of stateless and stateful IPv6 addresses

It is possible to customize stateless or stateful in IPv6. On a network, the hosts will customize IPv6 addresses which is named link-local addresses and addresses based on prefixes displayed by nearby routers immediately. While connecting towards a network for the first time, a host will start sending multicast request for its setup parameters to a link-local router. The router in the connection will react to the host requesting with a router advertising packet providing setup parameters for the network layer. Hosts could immediately customize link-local addresses and interact with one another without manual setup, even without a router. The hosts may even have stateful setup with version 6 of the Dynamic Host Setup Protocol (DHCPv6) or fixed setups such as IPv4. [3]

Multicast

Unicast, multicast and broadcast are the various forms of interaction used in IPv4. Unicast will be one-to-one interaction, multicast will be one-to-many interaction, and broadcast will be one-to-all interaction. Using unique broadcast addresses in IPv4, a packet will be sent to all the hosts. Broadcast communication in IPv6 will not be possible and it will not describe broadcast addresses. In IPv6, the impact of broadcasting could be done by transmitting all multicast nodes in the address ff02::1 to the link-local group. [3]

Integrated Internet Protocol Security (IPSec)

Internet Protocol Security (IPSec) will be series of Internet standards which provides security, encryption, and data integrity using cryptographic security elements. The Internet Protocol Security (IPSec) service for IPv4 has been available. The Internet Protocol (IPSec) will be an essential part of the IPv6 base protocol set. The requirements for Internet Protocol Security (IPSec) will be provided in IPv6. [3]

Neighbor Discovery Protocol (NDP)

The IPv6 protocol that is necessary will be the Neighbor Discovery Protocol (NDP). The Neighbor Discovery Protocol (NDP) will be centered on messages from the Internet Control Message Protocol Version 6 (ICMPv6) which manages communication nodes within the same connection. IPv6 does not have an Address Resolution Protocol (ARP) and Neighbor Discovery Protocol (NDP) which removes the Address Resolution Protocol (ARP) function. [3]


Extensibility

With the addition of extension headers after IPv6 header, IPv6 elements could be expanded. Except for 40 bytes of IPv4 methods, the size of the IPv6 extension headers is restricted mostly by the size of the IPv6 datagram packet. [3]


Jumbograms

Jumbograms is also an extra IPv6 element. Jumbograms allow 2 ^ 32-1 (4,294,967,295) bytes of payload packets by using a 32-bit field. [3]
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Image of IPv6 [2]






























Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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[bookmark: _GoBack]Using the Network address 172.16.2.0 /24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.13.72 /27
	255.255.255.224
	172.16.13.73
	172.16.13.102
	172.16.13.103

	B
	172.16.4.72 /21
	255.255.248.0
	172.16.4.73
	172.16.12.70
	172.16.12.71

	C
	172.16.2.64 /29
	255.255.255.248
	172.16.2.65
	172.16.2.70
	172.16.2.71

	D
	172.16.2.72 /23
	255.255.254.0
	172.16.2.73
	172.16.4.70
	172.16.4.71

	E
	172.16.2.0 /26
	255.255.255.192
	172.16.2.1
	172.16.2.62
	172.16.2.63

	F
	172.16.12.72 /24
	255.255.255.0	
	172.16.12.73
	172.16.13.70
	172.16.13.71
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