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Abstract- Abstract Body Text
This report discusses the importance of physical security in organisations, through the use of CPTED and case studies, the major finding throughout my work being demarcation between what is publicly accessible and what is staff only, is critical when having an open area for the general public to walk through, the importance of physical security for organisations is critical in their operations, as it protects their assets, and prevents unauthorised access. Common measures that cybersecurity companies sometimes overlook is the importance on backup electricity, and the effect that a power outage can have on a hard disc drive. 


[bookmark: _Toc184914316]Task 1 – Research data security Compliance 
[bookmark: _Toc184914317]Introduction
This report will research different types of physical security with a heavy basis on Crime Prevention Through Environmental Design, With examples focussing on Equinix TR2 and other facilities which have good design that protects their clients’ data.
[bookmark: _Toc184914318]Physical Security In organisations 
[bookmark: _Toc184914319]CPTED
Many organisations will use a theory called Crime prevention through environmental design, this process would be involved in an organisations development of new offices or renovations to existing architecture, a great case study is Equinix TR2 based in Toronto, where CPTED has been used extensively to ensure client data is secure with little chance of theft. TR2 has used biometric scanners, backup generators (seen in figures 3 and 4), and redundant cooling all of these are elements that Equinix has interpreted and included in the planning of TR2.[image: cpted-main]
Figure 1 CPTED graphic [1]




[bookmark: _Toc184914320]CPTED-Territorial
The territorial aspects of CPTED (Crime Prevention Through Environmental Design) is the use of the surroundings to detour crime, this might be the office being located near the police station, or a very high trafficked area such as a city center, although the city center incentivises crime in the retail industry.
reports indicate that theft in retail have risen significantly from 5 years ago, this could be due to economic issues that the general public are going through, after the pandemic and layoffs in major industries have forced some people to steal from retail stores.
How could stores/ facilities reduce theft in stores? A general protection would be adding heightened security, statistics have shown that having a security guard reduces crime by 97% which over the long term, will turn a profit for the store or facility.  	
[bookmark: _Toc184914321]CPTED-Surveillance
the perception of being watched has been shown to reduce crime by as low as 13% and 34% reports have indicated. In data centers, it is vital that a surveillance system is set to keep client information safe, how does a surveillance system keep client information safe? The answer is keeping a log of potential intruders inside restricted offices, which can aid the police in tracking them down.
A few issues should be considered when installing a CCTV system, such as placement, for example, it is incredibly difficult to justify a CCTV camera in a changing room or toilet. Instead, planners might position cameras at the entrance to changing rooms or in nearby hallways.
Another issue they may run into is the bandwidth to each camera, if the facility is monitored by an external company they might need to plan around the availability of bandwidth in the location, as some areas might struggle with mains wiring, reducing the stability of packets being sent through the ethernet wire, for this example, they might plan to use STP (shielded twisted pair) instead of UTP (unshielded twisted pair) as this will reduce the electromagnetic noise, areas where this might be necessary is locations such as inside the server room.

[bookmark: _Toc184914322]CPTED-Social management
When discussing social management, it can be categorised with social engineering, it’s the use of the general public to reduce crime, throughout the area. A local rejuvenation project can be used as an example of this, the palace theatre in Swansea has been converted into a tech hub, with a coffee shop on the ground floor, the presence of the general public is enough to deter some criminals as the perception of getting caught is greater with more people around.
For the public to use your building there must be clear demarcation between what they can access and what staff can access. This can be in signs such as “Staff only”, this will also help keep the public safe from potential dangers the staff are trained to deal with such as trip hazards or highly sensitive systems which can corrupt from too many vibrations
[bookmark: _Toc184914323]CPTED-Maintenance 
This is the theory that a maintained area suffers less crime as it is perceived that the area is being cared for, this is in cooperation with the surveillance as potential issues such as branches obscuring security camera views therefore hindering surveillance of the facility. 
Maintenance also takes into effect the general operational costs of the facility, this is using cheaper parts that break down frequently and requiring callouts from engineers who might not have the proper clearance but have access to high-level areas therefore having the opportunity to steal private information.
Another theory called the broken window theory discusses at length the impact of visible crime increasing civil disorder, the theory goes, Disorder goes unpunished, citizens withdraw from the community, social control decreases, and disorder grows. For example, an unfixed window will lead to more graffiti or damage in the area, if the organisation keeps on top of the repairs the likelihood of further crime drops significantly and it keeps the public engaged in their building. Discussed in further detail in a report by Charlotte Ruhl [2]
CPTED-Access Control
Access control is a major factor when designing a data management facility, as it dictates who can access private locations, For example, the general public may have access to on-site areas like a coffee shop and the reception, while staff are permitted access to client servers during specific, predefined off-hours to avoid harming the operational capacity of the client through staff error. 
This can only be fully implemented with clear demarcation between rooms (see figure 2) if a client wants to make modifications throughout the day they would bring their own network staff, as any issues with a bad rollout will not fall on the organisation hosting the servers.
One of the root causes to network downtime is human error, Therefore, implementing barriers to filter out individuals without proper clearance can significantly reduce this risk. These barriers might include biometric scanners, with these in place the security of servers is heightened and removes low level access. 
[image: A diagram of a diagram

Description automatically generated]
Figure 2 Access Control graphic arrows point to entrerances of greater hierarchial control.
[bookmark: _Toc184914324]Electricity
Servers drain a lot of electricity, and in the event of a power outage will corrupt without the proper safe guards in place, this is typically through a tool called the static transfer switch (STS), these are highly effective at switching power source to maintain operational capacity.
 If a fault is detected with the main power source they can typically switch to an uninterruptible power supply (see figure 3) which should have enough power to cover until the fault is fixed, however if it’s a prolonged issue or a data heavy institution such as an artificial intelligence developer, they might opt to using diesel generator backups seen in Equinix’s TR2 facility (see figure 4)
If a company asked for some advice on stability over the long term, I would suggest investing in a quick STS and UPS solution, as it would mitigate corruption due to a sudden loss of power
[image: A room with many black cabinets

Description automatically generated with medium confidence]
Figure 3 Equinix TR2 UPS storage [3] UPS slide
[image: A large yellow generator in a factory
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Figure 4 Equinix TR2 power backup [3] generators slide

Heat Management
as albert einstein once said energy cannot be created or destroyed, with all the electricity that a server uses, it turns into heat, in a server rack too much heat is dangerous as fires, or hardware failures can occur as most intel cpus have a max rating of 102°C .
The steps an organisation might take to mitigate this from happening include installing an air conditioning unit specifically designed for the server rack, this will help keep temperatures down from the thermal cutoffs that hardware manufacturers want to avoid. If multiple stacks of servers are around they might contest for fresh air, in this case it is best practice to ensure that they have a large enough gap between the racks.

Conclusion
In conclusion, this report has gone over specific theories such as the broken window theory, which should help businesses understand why it’s important to have a strong physical presence, smaller suggestions such as adding a like cctv and discussing the placement should help some office planners understand why they need to think about the placement.
[bookmark: _Toc184914325]Task 2
[bookmark: _Toc184914326]Introduction
The organisation CyStressSolution (CSS) is a fast growing threat intelligence and consultancy firm, it uses online platforms to sell its services, one of the services they sell protects companies from cyber-attacks, the business also sells data recovery, risk management and business compliance and continuity, they have chosen to create a new team called the information security unit this team is capable of the existing, this report will discuss potential 
[bookmark: _Toc184914327]Organisation structure/chart 
CyStressSolutions is a fast growing cyber security firm, offering a number of solutions for clients that suffer with cyber attacks, disk corruption or data breaches. CSS is adding a new informational security unit, in other companies they typically protect sensitive client data, they will increase operational capacity due to increased technical support throughout the team. As stated by Tanvir Bhangoo [4] Tech companies are required to move at a much faster pace than traditional B2C (Business to consumer)  with this  in mind they might reevaluate their business structure multiple times throughout the year, this will be to ensure they’re operating at maximum capacity. If CSS is operating at a small scale, where the founder is the chief executive officer with no board (see figure 5 for a visual) they could consider restructuring to add a Chief information security officer this person would oversee the policy creations. Although it would be a better idea to expand to have a board then individual management under neath
[image: Startup Tech Organization]
Figure 5 Small scale Tech Company [5]
[image: Larger Tech Company Organization Structure]
Figure 6 Large scale tech company [5]


[bookmark: _Toc184914328]Compliance (Laws and Ethics) 
CSS Must comply with governments of which they operate in, a major law that they must comply with is the general data protection act (GDPR) this law ensures that  company operating inside of the European union and great Britain follows the individuals digital rights, those being the right to transparency, right to access, right to erasure or the right to be forgotten, right not to be subject to automated individual decision making, including profiling, right to be informed, right to rectification right to restrict data processing, right to data portability and the right to object, for information on each of them check out [6]. If a company fails to comply with these rights they can receive sanctions or a class action lawsuit through their client-base depending on the severity of their failure to comply, Google has previously failed to adhere to this law and received a fifty million euro fine for consent infringements in the use of personal data for personalised ads  [7]. How can CSS prevent themselves following Googles footsteps? A simple one is having monthly audits reducing the likelihood of a potential failure, they could also hire a data protection officer, this is someone who ensures that the company follows the law, this could be through the use of training other members of staff in data competency (training their ability to handle data) or through the use of audits as previously mentioned. 
[image: What are the 7 principles of GDPR]
Figure 7 infographic on GDPR covering the different basis.
Although the GDPR legislation does a lot for consumers, it falls short on a few basis which can be open to abuse from companies, although pose ethical issues, such as collecting personal data to portray a bias, which often goes unpunished, although a data protection officer will mitigate the amount of ethical issues with data usage throughout the company, one ethical issue that will affect CSS is the data of each client, and what do they use it for, whether its publishing ads for similar clients, the majority of ethical issues involving data can be solved with just a simple solution, that being minimizing data collection from the clients, if the client isn’t giving much data they wont worry about how its being used in the long term, therefore removing any potential concerns with how that data was going to be used.


[bookmark: _Toc184914329]Policies and Procedures 
An organisation will setup policies and procedures to ensure that everyone can understand the organisations needs, this could be simple incident response policies to a bring you own device policy, however they are all different and will need to be managed by the chief information security officer. The main goal of these policies is to keep everyone informed as to the correct procedure but policies can also effect the workplace and the mood of the employees, a large selection of employers offer different policies to incentivise working with them, take for example Spotify’s flexible work policy, where the employees can work from anywhere, and will be paid the same salary as those in different locations, as long as theres an office in the region [8], for example a person working from home in Swansea, will be paid the same salary as those who work from London. The main policy that this company will need is a regular IT and Security policy, this are simple ensure the employees password gets updated frequently.
[bookmark: _Toc184914330]Governance and Strategic Planning for Security
Governance is the act of overseeing an organisations policies and procedures, typically this is done by the CISO (chief information security officer), they would be directly responsible for a look at the incident report plans and vulnerability management, they would be ensuring that the company complies with GDPR. If everything goes wrong, they will oversee the disaster recovery plan, this is the backup strategies when something like a cyber attack or a natural disaster occurs, typically they will dictate what the next steps are for the staff and all precautions that they need to follow, furthermore the CISO is in charge of handling data requests such as deletion of gathering as it is part of the GDPR to listen to these demand and its required to act on them.
[bookmark: _Toc184914331]Risk Management
In CSS situation they should work on a risk management plan as it protects the company from frivolous lawsuits and potential legality troubles with the industry regulations. CSS will require different management plans, to deal with different risks. For example, the employees would not follow a risk management plan for a fire when the office is flooding. In CSS case the major risk management plans would be for cybersecurity vulnerabilities, it would cover data breaches ransom attack, and network outages, this would specifically tackle the what the company might be liable for, and how to deal with the situation, an example where a risk management plan was effective is the colonial pipeline, the incident a ransomware attack shut down colonial pipeline, the risk plan dictated that it stops operations to stop it from spreading, the contingency plan simply was to shut down the systems, to stop it from spreading to other desktops.
[bookmark: _Toc184914332]Contingencies Planning 
A contingency plan is recommended for any company as it mitigates damage to the organisation from a threat, contingency plans can range from, financial contingency plans to operational contingency plans, with the former being more admin and how a company would generate a cash flow, although the latter is what CSS should prioritise as it is a requirement to keep ISU is operational, this would be planning for power outages, and potentially stolen identities, a simple plan would be setting up honeypots, a record which would alert staff if someone accesses it, from this the staff could identify if the person accessing the accounts are genuine and is not a criminal with their identity. 
[image: What is a Contingency Plan? And Why Your Project Needs It | Motion]
Figure 8 major steps in designing a contingency plan [9]
A really good case study for this the department of technological innovation [10] for Municipality of Cantón Suscal, in the journal report they discuss the financials which are lost without a proper contingency plan, one thing that E. J. Vasquez ensured was the groupable risks were put together, this reduced the amount of reiteration in different contingency plans.


[bookmark: _Toc184914333]Protection Mechanisms 
When a cybersecurity firm has a significant data breach they will need to have certain mechanisms setup to protect the users data this could be as simple as hashing user data, this is using encryption techniques. They may also revoke any credentials that were used in the data breach, this would be until an investigation has concluded, this would remove the hackers potential to harvest more information from the company.
A perfect case study for protection mechanisms is how github handled their ddos attack in 2018, 1.35 terrabits of data. 5 minutes after the start of the ddos attack their protection mechanism kicked in and helped divert traffic through different servers, to alleviate the stress from the primary server, the next steps for Github states they’re going to increase their redundancy this will help in the long term with bigger attacks. See reference  [11] for the full blog post
CSS should introduce a few of these protection mechanisms, as redundancy can help increase share holders trust in the companies ability to recover from widespread attacks, as the company continues to grow this should grow with it


Conclusion
As CyStressSolution continues to grow and develop new teams they will need to expand the operational capacity of the team, this means increasing the organisation structure to allow for new departments such as a data security office, or colleague help desk. when the 
In conclusion, CSS is could become a leader in cybersecurity solutions, provided it continues to invest in its governance framework, employee training, and technological advancements. By prioritizing compliance, risk mitigation, and innovation, CSS can ensure long-term sustainability and trust among its clients and shareholders.
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