Networked Applications Lab Worksheet – Synchronisation in C++
Dr Tim Bashford

In this lab worksheet, we will expand our understanding of threading by investigating atomic synchronisation constructs in C++.  As demonstrated last week, race conditions are an ongoing reality and challenge for our programs.  This week, we’ll introduce the mutex discussed in the slides.

Let’s start by trying to fix last week’s example through synchronisation.  Recreate the code:
void ThreadOutput(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		cout << "Thread " << threadNum << " outputting." << endl;
	}
}






int main(int argc, char** argv)
{
	for (int i = 0; i < 4; i++)
	{
		new thread([i] {ThreadOutput(i); });
	}

	getchar();
}







Run it to remind yourself what it does.  Take note of the issues with overlapping output statements resulting in things like this:
[image: ]
Let’s fix this by creating a mutex object outside the function:std::mutex mut;


We can wrap our cout statement with a mut.lock() and mut.unlock()void ThreadOutput(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		mut.lock();
		cout << "Thread " << threadNum << " outputting." << endl;
		mut.unlock();
	}
}







Test this – you should find that we’ve synchronised away our output problem!  Test it a few times to prove it isn’t a fluke.
This works because mut.lock() allows only the first thread which reaches it to, in one step, lock the mutex and pass through into the critical section.  Subsequent threads reaching the mutex must now wait.  Once the mutex is unlocked, the first thread scheduled is allowed to repeat the process – lock the mutex and pass into the critical section.  This repeats with only one thread in the critical section at any point in time.
What do you think would happen if we did this?void ThreadOutput(int threadNum)
{
	mut.lock();
	for (int i = 0; i < 25; i++)
	{
		cout << "Thread " << threadNum << " outputting." << endl;
	}
	mut.unlock();
}







See if you can figure it out, then test it and record your observations below.










Note: this isn’t strictly better or worse – either could be valid, depending on what you’re doing – but it’s important to understand the difference and decide based on what you’re trying to do.  The second approach is less performant.

Let’s also consider a mistake:
void ThreadOutput(int threadNum)
{
	std::mutex mut;

	for (int i = 0; i < 25; i++)
	{
		mut.lock();
		cout << "Thread " << threadNum << " outputting." << endl;
		mut.unlock();
	}
}







What do you think this will do?  Test it and record your observations.










This fails because each thread is creating its own mutex.  So, if we have 4 threads, there’s one mutex each.  Each one is being locked and unlocked by its respective thread, but this isn’t achieving any level of synchronisation – they aren’t referencing the same mutex, so will never wait and, therefore, this function is not being synchronised.


Let’s now consider this code:void ThreadOutput1(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		cout << "(Function 1) Thread " << threadNum << " outputting." << endl;
	}
}

void ThreadOutput2(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		cout << "(Function 2) Thread " << threadNum << " outputting." << endl;
	}
}


int main(int argc, char** argv)
{
	for (int i = 0; i < 8; i++)
	{
		if (i % 2 == 0)
		{
			new thread([i] {ThreadOutput1(i); });
		}
		else
		{
			new thread([i] {ThreadOutput2(i); });
		}
	}

	getchar();
}


















We now have two functions operating simultaneously – test this and check that it gives you the anticipated race condition.
[image: ]










Now, let’s try to fix this.  We’re going to first make a common mistake:std::mutex mut1, mut2;

void ThreadOutput1(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		mut1.lock();
		cout << "(Function 1) Thread " << threadNum << " outputting." << endl;
		mut1.unlock();
	}
}

void ThreadOutput2(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		mut2.lock();
		cout << "(Function 2) Thread " << threadNum << " outputting." << endl;
		mut2.unlock();
	}
}












[image: ]
What is the problem with this?  What do you observe?  Try to fix it!










The reason this problem occurs is that we’re creating a critical section per function – so each function’s output is synchronised.  Look at your output carefully, you should find that, without intervention from the other function, the output would be fine.  However, nothing is synchronising the functions with one another.
The real mistake here is using two different mutex objects.  We can create a single mutex which we attempt to lock in two different places.  There’s nothing wrong with this – we define critical sections which are dependent on the same mutex such that (still) only one thread can be in the critical section at any point in time, but threads are trying to lock the mutex from two different places – and will, as before, enter in the order of their scheduling.std::mutex mut;

void ThreadOutput1(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		mut.lock();
		cout << "(Function 1) Thread " << threadNum << " outputting." << endl;
		mut.unlock();
	}
}

void ThreadOutput2(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		mut.lock();
		cout << "(Function 2) Thread " << threadNum << " outputting." << endl;
		mut.unlock();
	}
}














Let’s see a less obvious and benign example.void ThreadSum(int& sum)
{
	for (int i = 0; i < 100000; i++)
	{
		sum++;
	}
}

int main(int argc, char** argv)
{
	int sumVal = 0;
	vector<thread*> threads;

	for (int i = 0; i < 10; i++)
	{
		threads.push_back(new thread([&sumVal] {ThreadSum(sumVal); }));
	}

	for (auto t : threads)
	{
		t->join();
	}

	cout << sumVal << endl;

	getchar();
}















Seems simple but run it and observe the output.  Why does this happen?








If unsure, look up the “ABA problem”.
We’re losing updates to our “shared” variable – potentially a lot of them!  I frequently saw numbers in the 250,000 – 600,000 range when the result should clearly be 1,000,000.
Fix this with a mutex, then prove that it works.mut.lock();
sum++;
mut.unlock();

[image: ]


We must keep this in mind whenever we potentially update a variable from multiple threads simultaneously.
Of course, this is quite an inefficient solution – potentially, with the overhead from locking and unlocking the mutexes, worse than just doing this on a single thread.  So we should consider alternatives.  For example, we might do:mutex mut;

void ThreadSum(int& sum)
{
	int threadSum = 0;
	for (int i = 0; i < 100000; i++)
	{
		threadSum++;
	}

	mut.lock();
	sum += threadSum;
	mut.unlock();
}









Which is a sort of best of both worlds solution – does the “calculating” internally to the thread, then updates the global variable.  Fast and efficient.
However, if we really need shared access, there is another way, using an “atomic” variable – this has well-defined behaviour to synchronise access to a thread.  We can do:
#include <atomic>

void ThreadSum(atomic<int>& sum)
{
	for (int i = 0; i < 100000; i++)
	{
		sum++;
	}
}

(and in main…)

atomic<int> sumVal = 0;








Where shared access is necessary, this approach is by far the most performant – though overall, the previous example is likely to be the best performer overall.

[bookmark: _GoBack]Next, we’ll explore a few of the other kinds of locks available to us.  
The timed_mutex allows us to attempt to obtain a lock, then do something else if that lock could not be obtained in a specified period.  Look at this example:std::mutex mut;

void SleepForever()
{
	mut.lock();
	this_thread::sleep_for(chrono::hours(10000)); //This will be a while...
	mut.unlock();
}

void WaitForever()
{
	cout << "Attempting to obtain mutex." << endl;
	mut.lock();
	cout << "Obtained mutex." << endl;
	mut.unlock();
	cout << "Released mutex." << endl;
}

int main(int argc, char** argv)
{
	new thread([] {SleepForever(); });
	new thread([] {WaitForever(); });

	getchar();
}














What do you anticipate will be the problem?








Run the code and find out!
Note: I was a little bit sneaky here.  The cout statement in WaitForever very likely causes it to always schedule attempting to lock the mutex after SleepForever has obtained it.
This is a trivial example but simulates a realistic situation.  It’s possible that a very long process requires a mutex lock – we’d like to try to obtain that mutex for a period of time, then either report an error, return to some other processing task and try again later, or otherwise handle it cleanly.


std::timed_mutex mut;

void SleepForever()
{
	mut.lock();
	this_thread::sleep_for(chrono::hours(10000)); //This will be a while...
	mut.unlock();
}

void WaitForever()
{
	cout << "Attempting to obtain mutex." << endl;
	if (mut.try_lock_for(chrono::seconds(5)))
	{
		cout << "Obtained mutex." << endl;
		mut.unlock();
		cout << "Released mutex." << endl;
	}
	else
	{
		cout << "Failed to obtain mutex and timed out." << endl;
	}
}












The timed_mutex allows us to call try_lock_for with a duration.  This will attempt to obtain the mutex lock in the usual way for the period specified, then will return a Boolean – true if the lock has been obtained, false if it has not.  If we run it like this, after 5 seconds, we see:
[image: ]
However, if we change our long wait to a far shorter one:this_thread::sleep_for(chrono::seconds(3));


We can obtain the mutex after 3 seconds:
[image: ]
Note: we must never use timing to try to solve a synchronisation problem.  In this example, in the SleepForever method, a sleep is used to simulate a long processing task.  In the WaitForever method, it is used as a metric for quality of life – we aren’t using time to synchronise, we’re using it to define when we want to move on to trying something else.


Next, let’s look at an especially insidious problem.  This simulates a situation in which we require simultaneous access to two different mutexes.  Observe the following code:
mutex mut1, mut2;

void ThreadedFunctionOne()
{
	mut1.lock();
	cout << "Function 1 obtained mutex 1." << endl;

	mut2.lock();
	cout << "Function 1 obtained both mutexes." << endl;

	mut2.unlock();
	mut1.unlock();
}

void ThreadedFunctionTwo()
{
	mut2.lock();
	cout << "Function 2 obtained mutex 2." << endl;

	mut1.lock();
	cout << "Function 2 obtained both mutexes." << endl;

	mut1.unlock();
	mut2.unlock();
}













Run it a few times.  Chances are it works fine.  Nonetheless, can you spot the race condition?
















With some very unfortunate scheduling, we can end up in a deadlock – where ThreadedFunctionOne holds mut1, ThreadedFunctionTwo holds mut2, but neither can actually obtain the other – and will wait forever for each other’s mutexes to be released – which they never will be.
If you run the program enough times, in the end you’ll end up triggering this.  We can force it by either using a large number of threads per function or with a small wait statement of 50ms between the locks:this_thread::sleep_for(chrono::milliseconds(50));


This approach is a very bad idea regardless of the wait.  When we have a situation in which two mutexes are required simultaneously to proceed and the order in which they can be obtained is flexible, we run a risk.  Of course, this is a simple example – but it comes up quite regularly in large multithreaded applications.
What we should do is obtain both mutexes simultaneously – something we can do using the scoped_lock class.
Scoped lock is actually so new that we have to enable c++latest in the project properties:
[image: ]
Scoped lock has two interesting properties:
1) It can atomically lock more than one mutex at once.  It guarantees atomicity – i.e. that these mutexes will be locked at the same time.
2) We don’t need to unlock these mutexes.  As the name suggests, a scoped lock is… well, scoped.  It will automatically unlock the mutexes when it falls out of scope.




mutex mut1, mut2;

void ThreadedFunctionOne()
{
	std::scoped_lock sl(mut1, mut2);
	cout << "Function 1 obtained both mutexes." << endl;
}

void ThreadedFunctionTwo()
{
	std::scoped_lock sl(mut1, mut2);
	cout << "Function 2 obtained both mutexes." << endl;
}







Note that a scoped lock can work on other kinds of mutexes – it’s a templated class.
There’s a philosophical approach behind why the scoped_lock class was created this way – a principle called Resource Acquisition Is Initialisation (RAII).  You can read up on it here if interested.  

You may also like to investigate:
recursive_mutex – works with recursive functions, allows the mutex to be “re-locked” by the same thread inside a new recursive level of the same function.  Will only unlock once all levels have been unlocked.  Only use this for this exact situation.  Very rare in practice.
shared_mutex – can either function as a standard mutex (“exclusive mode”) or can allow multiple threads to access the mutex simultaneously (“shared mode”).  This mostly exists to solve a specific situation in which you know you only want to have one thread writing, but many reading (which is safe).
condition_variable – allows you to put threads to sleep and notify them of when to wake up, based on the state of a lock.  Useful for managing and synchronising lists of threads.


Exercise
Investigate the “producer-consumer” problem.  Implement a solution in C++.  The following limitations should be applied:
1) A new item is produced every 0-4 seconds.  You should use a thread-safe random number generator to produce and queue new items.
2) Items are consumed in a process which takes 1-1.5s (use a thread sleep to simulate this).
3) The producer and consumer should exist on separate threads.  The producer should consistently produce items at the interval specified and, when items exist, the consumer should consume them, again accounting for the defined “processing time”.
4) Ensure your solution is thread-safe and does not contain race conditions.  This will require some careful synchronisation.
5) The items that you generate are irrelevant – you can create, for example, random integers.
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