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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B/21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D/23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	F/24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E/26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A/27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C/29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Report on the Features of IPv6
Abstract
This report will cover the reason why IPv6 has come to fruition over IPv4 and its downfall by highlighting the numerous advantages it has over its predecessor such as architecture, addressing, features, quality of life and security improvements.
Introduction
To begin with, IPv6 is the result of having to step in to replace the previous system of IPv4. IPv4 at the time of its release to the public, owning a computer was a luxury for personal use and thus a pool of 4 billion IP addresses for use is incredibly large. However, jumping to the present all available addresses have now been taken, leaving no more in the pool to be used without someone first giving up theirs.
The main issue with this is that although 4 billion IP addresses is a lot, the way that they are allocated and used shows that it ends up being much smaller in more recent years. A corporation will use a space of 254 addresses but hardly use any of them - only using 13 and reserving the rest – and no one else can use those addresses but the corporation. The Internet Engineering Task Force (IETF) had to come to a solution to solve what would be a crisis and thankfully came up with the Classless Internet Domain Router which allowed networks to be split into smaller subnetworks. [1]
The Advantages IPv6 Brings
IPv6 Addressing
First and foremost, IPv6 solves the addressing problem IPv4 had by increasing the size of IP addresses from the original 32-bit to a 128-bit system, leading to a whopping 340 sextillion (British Sextillion 10^36) unique addresses. But due to the sheer amount it requires a hierarchy which causes it to be not as efficient when assigning addresses. With the ever-increasing number of computers and devices, IPv6s capability should last long into the future. [2]
IPv6 also has an Anycast and Multicast system, where an address that is ‘anycast’ that receives packets is then sent to the nearest interface known and configured by the anycast address. Whereas a Multicast system delivers packets to each interface in its assigned group whilst replacing the broadcast address that would normally be present. [2] [3]
Security Improvements with IPv6
IPv6 offers two solutions to remedy the lack of good security online, and you can either use them individually or take them both on together to suit your security needs. The first of the two is called IPv6 Authentication Header which is independent from algorithm and helps create authenticated integrity. It helps to deal with a notable amount of attacks including ones where an attacker poses with a fake identity to gain access through a legitimate access point, so the IPv6 Header helps provide authentication of an original host to prevent such a thing from happening. [2]
The latter method is also an extension header named Encapsulating Security Payload (ESP) is a symmetric encryption algorithm made up of several processes, one of which is the Security Parameter Index (SPI) that holds a 32-bit value that informs the device receiving packets what protocols the sender has in place, such as key information and what algorithm is in use. The Payload Data of the ESP is what contains the sent data in the IP packet. [4]
IPv6 Routing
Although routing is very much the same to IPv4 under the Classless Internet Domain Router, the only change is that they are in 128-bits and use new capabilities of being able to Auto-readdress. IPv6 is also able to use a ‘6to4’ tunnel which enables compatibility to send across packets from and to both IPv4 and IPv6 to make the transition more comfortable. However, both IPv6 sites require being isolated for use, using an IPv4 address as a middleman. Neither can be connected to the Internet for 6to4 tunnelling. [2]
Advertisement of Routers when using IPv6
When using multicast enabled linkage, routers connected to the overall network will occasionally send out a signal that lets the host know that it is present and ready for use. This process is achieved through using Neighbour Discovery so nodes can interact amongst each other. This helps automatically build a list of routers by default to the general network within a short time. They can also inform hosts of what type of autoconfiguration of addresses to perform as well as advertise messages and link parameters. Once a host is connected, rather than have the router send advertisements periodically, they may solicit them to instead announce their presence immediately rather than the next time they would send a packet. [2]
Conclusion
Unsurprisingly most of the advantages IPv6 brings such as integrated header security features makes it seem like no surprise that it won’t be long before IPv4 becomes entirely obsolete when IPv6 gains more traction, however some Internet Service Providers remain stubborn with the addresses they have invested into with IPv4. As a result, IPv4 may last longer than anticipated, but is somewhat beneficial when using 6to4 tunnelling to send information to isolated sites with IPv6.
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