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[bookmark: _Toc187570402]Abstract
Generative Artificial intelligence (GAI) is globally a very popular and current topic with the potential to bring many recognised benefits to a diverse range of sectors. However, there are also many areas of risk, concern and potential impact relative to GAI which need to be realised and addressed. 
The aim of this independent project was to create a draft framework with a longitudinal view for GAI usage within the Dŵr Cymru Welsh Water (DCWW) business, evaluate and demonstrate security aspects and report on the outcome. This project looks at the potential risks, with a particular focus on security aspects, and how to safely avoid or mitigate against them when using GAI.
Each of the key areas of risk or concern were researched and considered as part of building the draft framework with a detailed analysis of each topic area.  This will inform the framework document and helped to build a robust structured document for use in the DCWW organisation, helping users securely, safely and confidently use GAI technologies in their work environment.
The aim of the project was met and development work will continue on the framework in the DCWW organisation after the independent project ends to follow the existing business process of document review and amendments, testing and subsequent release to live usage within the organisation.
Future recommendations would be to implement processes to measure benefit and user experience of the use of GAI systems within the business, and also to expand the scope of the framework beyond GAI to include other forms of artificial intelligence (AI) such as AI embedded within specific use case applications such as HR systems, operational technologies and cyber security tooling.



[bookmark: _Toc187570403]Introduction
[bookmark: _Toc187570404]Background
The research concept for this project is centred around the security and safety challenges encountered in the area of generative artificial intelligence (GAI).
Although AI is omnipresent and being hailed as a relatively new technology, it has been an established area of technology for many years. A widely accepted and quite early definition of AI was offered by John McCarthy at the 1956 Dartmouth Conference. McCarthy defined AI as the ability of a machine to replicate human intelligent behaviour with the highest level of precision possible [1].
However, in contrast to the established definition above, modern AI has progressed to higher levels of being able to meet this description with the advancement of compute technology, the development of neural networks and also the availability and widespread use of the internet as a repository for enormous quantities of data covering many different areas of specialism [2]. 
There are different types of AI that work in different ways, dependent on the required result or output. Two of the main current types of AI are generative and predictive. Predictive AI analyses historical data and uses preset rules to try to accurately predict future patterns, trends or events. GAI is the type of model that is the focus of this project. GAI differs from other types in that it is a category of AI that is capable of generating new content, usually based on user prompts.  AI generated content (AIGC) is very similar to that created by humans and can take different formats including text, charts, images, audio and video [3].
The high level aim of this project is to identify the key areas that pose the highest risks to the business and employees from AI and devise strategies to improve those areas by implementing enhanced processes as part of a framework. Although the focus is on cybersecurity risks, other risks are considered and researched, such as ethical, legal and data protection factors.
The industrial partner for this proposal is DCWW, where the author of this document is currently employed. The author has an interest in the project subject from a cyber security aspect in relation to the Cyber Security and Networking degree currently being studied and their role in the business as a Cyber Security Architect. 
Currently DCWW employees are not permitted to use external online GAI solutions such as Gemini and ChatGPT. This can only be an interim restriction due to the vast increase and proliferation of GAI systems, the rapid advancement in capabilities and the associated potential benefits GAI can bring to the business.
There are numerous advantages of using GAI in business and finance, such as increased efficiency, cost savings, and simplicity of use. In the upcoming years, it is anticipated that the use of AI will increase exponentially [4]. There are numerous advantages of using GAI in business and finance, such as increased efficiency, cost savings, and simplicity of use. 
However, there are many risks and concerns when using GAI tools which are often difficult to identify due to the content creation aspect of the technology itself. At a high level, some of the more commonly identified risks are discrimination/bias, security vulnerabilities, misinformation, ethical concerns and intellectual property issues [5].
There is currently a pilot programme in flight give a small number of DCWW employees access to Microsoft Copilot to use with the existing Microsoft business suite of products such as Office 365, SharePoint and Teams.
The proposed draft framework for GAI for DCWW would provide the business and employees with a set of guidelines to permit the use of AI in an informed, safe and secure manner.
The aim of this project is to research and review existing GAI frameworks and literature from a security and safety perspective and apply the knowledge gained to develop an appropriate framework for the context of the industrial partner, namely DCWW.  The draft framework should establish guidelines for a secure framework for the use of GAI systems, addressing both technical and organisational aspects to protect against potential security risks.  
Further work focussed on network security aspects will be carried out to evaluated and demonstrate the criticality of the network security aspect of the framework, including the potential consequences and mitigation of security risks for the framework.
[bookmark: _Toc187570405]Project Aim
The overall project aim is to create a draft framework for secure use of GAI in DCWW, and to demonstrate multiple key security aspects as part of the evaluation.  This can be broken down into concise aim statement based on the three key stages of work:
· Create a draft framework for GAI usage within DCWW, evaluate and demonstrate security aspects and report on the outcome.
[bookmark: _Toc187570406]Objectives
· Do relevant literature reviews focusing on security and risk around GAI and the mitigations required for a GAI framework.
· [bookmark: _Hlk186964393]Carry out a critical review of existing relevant literature to assess the historical and modern ways of working and thinking pertaining to the secure use of GAI. Consider the current and future planned use of AI solutions within the context of DCWW. This will assist with considering the as-is state and with the thought process around design of the framework.
· Research, consider and adapt to any relevant security and regulatory requirements and ethical considerations. 
·  Ensure compliance with data protection laws such as General Data Protection Regulation (GDPR) and ethical guidelines for AI use, addressing issues such as bias, privacy, and transparency in the security framework.
· Design and build a draft framework.
·  to address the areas of concern regarding the use of GAI in the organisation to at least a minimum acceptable level, the minimum viable project (MVP), or if possible, achieve the full project requirements.  
· Identify, evaluate and mitigate various key related cyber security risks.
· Identify and analyse a selection of key network security risks, it is proposed to use a dedicated, purpose built lab environment to demonstrate some key security risks, how they could impact the corporate network from a GAI user aspect and how they can be mitigated against.
[bookmark: _Toc187570407]Project Structure
The project has several component stages. The first stage of the project involves discovering and investigating the current existing research and theoretical work that has already been done on the project subject area from a generic perspective, i.e. not specific to DCWW. 
The second stage discusses the research methodology chosen in order to construct a solution to the problem and meet the aim and objectives of the project.
The third stage explores and details the design and implementation component of the project solution based on the research and literary review carried as part of the earlier stages.
The final stage of the report contains an evaluation of the solution compared with the SMART objectives set out at the start of the project, contained in the first section of this report.  Based on the evaluation there is a concluding section of the report to identify the benefits culminating from the development of the solution.  Any potential future development or enhancements to the project solution are identified as part of the conclusion.


[bookmark: _Toc187570408]Literature Review
To frame the research and literary review of the subject area, a mind map was created from industry wide literature focussing on seven key areas of the intended project.  Within the mind map contributory factors were identified and used as a basis to investigate each area in more detail.
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[bookmark: _Toc187592723]Figure 1: High level areas of risk/concern for the use of GAI in DCWW.
Whilst this is an initial high level look at the emerging field of GAI, the literature review as a whole becomes a cyclical process with iterative reviewing, improvements and refinements throughout the process [6]. The higher level topic areas are not distinct and there is an element of overlap across some of the key areas, such as discrimination and reputational damage.  The former could easily cause the latter for a business if AIGC was discriminatory, and that content was used by a DCWW employee without comprehensive human evaluation or quality assessment.  Therefore, the areas within this literary review should not be considered in isolation but more a combined amalgamation of AI risks and issues to be investigated and addressed as part of the project aim.
[bookmark: _Toc187570409]Framework
Whilst reviewing a number of academic and framework literature documents for a variety of different sectors of industry, the structure of the framework was developed based on the resulting analysis.  A common structure is to use a principle-based approach to identify the high level areas of concern or risk as identified in the mind map in Figure 1.
The framework document should identify or highlight the agreed controls and governance required for it to serve its purpose [7], in this case, safe and secure use of GAI in the DCWW business.
There are a number of steps to creating a new security type framework which the project will follow in order to build the draft framework document.  The core structure will follow an existing format used within DCWW for security documents, based on a high-level template.  The content will dictate, to some extent, the lower level structure which will loosely follow the topic areas within the following literature review.  This will facilitate a flow of risk and issue subject areas similar to this project report.
The following sections identify and investigate in more detail some of the key areas of risk and concern relevant to the use of GAI within the business environment that will be addressed by the framework.
[bookmark: _Toc187570410]Security
Security and data privacy are major risk factors with large language model based GAI, partially due to its recent explosion into the public domain since the release of ChatGPT in late 2022 [8].  This new enhanced capability available in a GAI platform has enormous potential for positive contribution to a diverse number of economic sectors including healthcare, academia, utilities, business, military etc.  However, as is often the case, although there are significant gains to be made from the use of GAI, there is also potential for the misuse of it for malicious purposes against these same sectors [9].
AI as a whole and specifically GAI pose serious security threats that undermine all three points of the Confidentiality, Integrity, Availability (CIA) triad.  The CIA triad is a globally recognised cornerstone information security model [10], consisting of three fundamental principles.
[image: A diagram of a triangle with text]
[bookmark: _Toc187592724]Figure 2: The CIA Triad [10].
· Confidentiality – “the fact of private information being kept secret” [11]
· Integrity – “Guarding against improper information modification” [12]
· Availability – “Ensuring timely and reliable access to and use of information” [13]
There are two general vectors of misuse of GAI from a cybersecurity perspective:
1. Threat actors intentionally attacking AI platforms for nefarious purposes, either publicly accessible platforms such as ChatGPT or private AI platforms within a particular business or sector, such as Microsoft Azure AI.
2. The use of GAI technology by threat actors to attack individuals or organisations to attempt to breach their security controls, such as realistic phishing content that can avoid detection by traditional security controls compared to previously non-AI generated phishing content [14].
The security threats and mitigation to be considered for the framework are part of the former field, namely directly attacking or misusing AI platforms.  Whilst there are many individual security risks with the exploitation of GAI some of the more common ones are identified and discussed in this section. 
Currently there is a distinct lack of a global model or guidelines to assess AI cybersecurity.  Although this has been the recent case, there is a considerable shift in the cybersecurity ecosphere at all levels from countries and governments to business organisations to international bodies (such as International Standards Organisation and the British Computer Society) to address this lack of a consistent approach to cybersecurity in the AI field [14].  This type of ongoing collaboration will also help inform the research topic of this project, namely a framework for GAI use in DCWW.
There are a wide range of known information security risks associated with the use of GAI platforms, both as a consumer of a GAI platform or service and also as a developer of a platform.  Some of the more common risks are described in the following sub-sections.
[bookmark: _Toc187570411]Access Control
This is a very common risk not just in the AI area but is a fundamental issue in cybersecurity as a whole.  Too much permission could allow access to data and parts of the AI platform that they should not be permitted to. A security principle of least privilege should be adhered to in the AI area in order to minimise the level of access permissions that authenticated users possess [15].  By itself providing minimum levels of permission would not be sufficient, as permissions can be easily altered, either maliciously or validly/accidentally.  Other measures must also be implemented such as monitoring and auditing of levels of privilege. 
[bookmark: _Toc187570412]Prompt Injection
Prompt injection is a security risk with GAI systems similar to the renowned risk to SQL server databases of SQL injection.  The primary goal of both attacks is to force the target system to perform an action or supply data that the system should not normally do. This is done by ‘injecting’ code or text within a GAI input prompt to the system. Whereas the GAI rules would normally prevent the system from giving a response to a prompt for legal or ethical reason, these rules can be circumvented.  For example, where a GAI system may not answer a question about how to write malware, it could be ‘tricked’ in to giving an answer in a certain context if the situation were presented as hypothetical or part of a film script [16].  This was a difficult security risk to mitigate against due to the open nature of GAI prompting and was solely reliant on the safeguards built in to the GAI platform.  However, as GAI advances, more security tools are becoming available to counter these types of attacks, such as Mantis (Malicious LLM Agent Neutralization and exploitation Through prompt Injections) which provides counter-offensive capabilities against GAI agent attacks [17].
[bookmark: _Toc187570413]Phishing
Due to growing prevalence in both personal and business sectors, phishing is a well-known, established and almost accepted part of modern online life.  Since the first reported phishing attack in the early 1990’s, phishing has developed a number of variants and evolved significantly into a much more sophisticated threat [18].  
Phishing and its variants are social engineering attacks that attempt to deceive target individuals into giving personal, confidential information to an attacker.  Often this information is in the form of login credentials for high value accounts such as bank accounts, corporate/business employee accounts, administrative accounts and other accounts where the threat actor can gain access to and exploit systems [19].
An example of phishing being used to exploit a GAI system due to a vulnerability in Microsoft Copilot, which integrates with Microsoft Outlook in the corporate environment.  An attacker retrieved sensitive information from a corporate user's inbox using a combination of automatic tool activation and prompt injection sent via a phishing email. The data was then rendered into a clickable hyperlink that contained information invisible to the user [20].
Even though phishing has been a risk for 30 years, it is still a very difficult threat to counter due to the nature of it being a social engineering attack Filtering tools are available but to some extent there is still a reliance on the target to understand and realise the threat if a phishing email enters their mailbox.

In summary, GAI can pose a serious threat to security and can undermine all three of the CIA triad principles.  There are many different security risks and some of the more relevant ones have been researched and described in this section.  Mitigations are required to counter these risks and protect against security vulnerabilities in order to uphold the CIA principles.
[bookmark: _Toc187570414]Ethics
The ethical aspects of GAI are another key area of concern, particularly in the business domain. Use of unethical output created by an AI platform can have serious consequences both within the business and the relationship and reputation of the business itself with customers and other businesses.  The topic of ethics in AI is a vast area which is much written about in literary papers and, being a subjective topic, sometimes contested. Although the subject of the ethical issues with AI is a common one and there are quite often the same issues discussed such as bias, discrimination and unintended consequences, the ethical benefits of GAI are much less frequently identified [21]. As the project aim is to produce a secure and safe framework for the use of AI within the DCWW business, ethical benefits will not be within scope of the project.
[bookmark: _Toc187570415]Unintended Consequences
Unintended consequences in the context of GAI refer to generated content that was not anticipated or intended by either the user or developer of that particular platform. These consequences can encompass a range of ethical issues that can manifest from the use and development/deployment of GAI systems. 
There can be many causes of these unexpected or undesirable outcomes including the complexity and unpredictability of interactions between humans and AI platforms, intentional misuse of AI platforms and the sheer complexity of those platforms.
An example of unintended consequences, which also affects the security and reliability areas of concern, could be the use of GAI to create parts or entire software code sets.  Given the nature of how the response to a prompt is constructed from the vast pool of, often internet-based, data used to train the Large Language Model (LLM) used by the AI platform, the system will by default base its output on code that is widely available on the internet.  This in turn means that, as most GAI systems do not currently consider coding quality or software vulnerabilities, the resulting code could contain severe security vulnerabilities [22].  In order to mitigate the risk of vulnerabilities being introduced to code by the AI system there would still be a requirement for experienced human developers to oversee, review and potentially amend any GAI generated code.
This example prompts the wider consideration and requirement of human intervention when it comes to AI-generated responses. Taking the concept further, GAI should not be solely responsible for making crucial decisions and subsequent actions, such as those related to human health or safety.  In the context of DCWW, the business is part of Critical National Infrastructure (CNI) and ensures that drinking water is safe for human consumption.  Allowing AI to control the levels of chemicals or filtering of water without any experienced human validation could prove catastrophic. This concept needs to be considered as part of the project aim and solution.
[bookmark: _Toc187570416]Bias and Discrimination 
One well recognised area of ethics in the field of GAI is concerning bias amplification and discrimination.  As human beings, people have a knowledge and comprehension of what bias and discrimination are.  Due to the nature of GAI and how it works and what data is used to ‘train’ the system, AI platforms can unintentionally produce AIGC that is not only biased but also exaggerates or amplifies bias and hence increases the impact [23].

To summarise, unintended consequences can take a number of different forms, any of which can have a major impact on an individual or business in many circumstances.  A key mitigation against unintended consequences factors has to be human intervention/verification and not total reliance on a GAI system, particularly where automation is involved.
[bookmark: _Toc187570417]Accuracy and Reliability
There are increasing concerns about the accuracy and reliability of content generated by GAI solutions.  Due to the many factors and components that an AI platform consists of and also the reliance on the quality and accuracy of the data that the system is trained on, the accuracy and reliability of the output can quite often be poor.  Depending on the use of the content this can have severe consequences such as violating regulatory compliance, data protection issues or dissemination of incorrect information, to name a few [24].  All of these consequences could have a serious impact on an organisation contributing to potential loss of reputation, legal liability and/or financial fines or compensation due to accepting and using by default inaccurate AI generated data.
[bookmark: _Toc187570418]Hallucinations
One of the most well-known issues that impacts accuracy and reliability is the phenomena known as hallucinations.  As the term indicates, an hallucination is the content generated by the AI platform which is not real/true or factually incorrect in some way.  Due to the content being generated by the AI system, frequently it appears coherent and genuine and is hence difficult to detect. Hallucinations cover some of the other areas identified in the earlier stages of the report in the mind map such as inaccurate output and misinformation.
The issue with hallucinations is that the AIGC from the AI system cannot be implicitly trusted to be accurate/correct, so there will always be a risk of error/omission.
One theory about resolving or reducing the occurrence of hallucinations in AI platform output is to update the recentness of the training data. One specific example of this would be ChatGPT.  The data that ChatGPT was trained up on was based up to 2021 so potentially updating that to a more recent date may help reduce the number of knowledge gaps and subsequently incidents of AI hallucinations in ChatGPT output [25].
This is an untested theory and only accounts for the example based on ChatGPT hallucinations, other GAI platforms would potentially have more recent data available but still suffer from a similar frequency of hallucinations.  
For the aim of the project, the recommendation would be to use up to the most recent data available for training AI systems.  Other recommended mitigations against hallucinations would include using training data sets with a wide diversity of data and a high level of accuracy.
From a human intervention aspect, it would also be beneficial to gather user feedback on AI hallucination experiences in order to further troubleshoot and improve internal GAI platform(s).
[bookmark: _Toc187570419]Misinformation
Although misinformation can be linked to hallucinations, it can also be a separate issue in its own right.  Misinformation can arise from AIGC unintentionally via hallucinations which is feasibly true and if not subsequently checked or validated and corrected by human intervention, could subsequently be spread.  
Another type of misinformation, also known as disinformation, is using GAI platforms to intentionally create false or misleading output for the purpose of spreading misinformation.  GAI has made this process easier, quicker and produces a more convincing content than was achievable previously.  Given the prompt driven method of requesting content from a GAI system, the output can easily be tailored to fit any specific requirement [26]. For example, manipulating the AI platform to target or personalise the misinformation content for a specific demographic making further dissemination more probable and faster.
The consequences of misinformation or disinformation can obviously be serious. Growing use of GAI to generate fake news, propaganda and deep fakes and the increasing apparent authenticity of AIGC is becoming more and more of a problem as AI technologies evolve.
Both of these scenarios can subsequently pose a serious threat from influencing individuals and organisations to causing civil unrest and violence, legal action and loss of reputation.
[bookmark: _Toc187570420]Age of data/results
Due to GAI platforms using a vast amount of data to be ‘trained’ on, that data is invariable up to a certain point in time.  A number of mainstream GAI platforms were asked how old the training data used for their platform.  
· In the case of ChatGPT 4, the response was that the training data used included up to September 2021 [27]. 
· Microsoft Copilot responded that the training data used was based on a corpus created before 2021 [28].
· Google Gemini responded that it does not publicly disclose the age of the training data used for its platform [29].
As can be seen from the responses, at the time of writing the data used to train some of the mainstream GAI platforms is a few years old which will have an impact on the content generated by any of those platforms. The ChatGPT platform also stated that any data since September 2021 would need real-time data access, e.g. internet, or updates, neither of which it has access to.
This evidences the fact that the content that will be generated by the AI platform will inherently be out of date, the consequence that, depending on the prompt, the content created may be a partial answer regarding the subject matter.  Any changes to information or data relating to the subject matter since, for example, 2021 would not be included in the response meaning that the result could be seriously skewed.
Mitigations for these areas of concern that need to be included in the framework document are:
· Hallucinations – awareness/education/guidelines, sense-checking/validating responses, use of current data in internal AI systems, user experience feedback, appropriate system testing.
· Misinformation – awareness/education/guidelines around validating responses, particularly where the content will be disseminated.
· Disinformation – disciplinary offence in business context, potentially illegal in a wider sense.
· Out of date – awareness/education of how GAI platforms are constructed/function.

To summarise the GAI aspects of Accuracy and reliability, there are many factors to be considered such misinformation, disinformation, hallucination, age of data etc.  The consequences of using unverified content from GAI system can be severe, leading to legal, reputational and regulatory impacts.  Mitigative measure required include sense-checking/validation, system testing and user education with regard to the risks and consequences.
[bookmark: _Toc187570421]Legal 
Currently there is no high level law specific to the use of AI in the UK, although there is a government guideline framework which was published early in 2024.  These guidelines are non-statutory which contrasts with other legal jurisdictions such as the European Union (EU) which has developed, approved and implemented an Artificial Intelligence Act in May 2024.  Although the UK guidelines are non-statutory, it is expected that regulators will use existing laws and provide supplementary guidance for their respective sectors.  It is expected that the UK government will develop statutory requirements for AI in the future, the guideline framework being an interim step towards a law enforced approach [30]. Two high profile areas of legal impact are described in the following section.
[bookmark: _Toc187570422]Copyright and Intellectual Property Infringement
Copyright in many countries is based on the fact that the copyright and intellectual property (IP) material has been created by human entities.  One aspect of copyright infringement that affects AIGC is the data that the solution has used for training.  Given the vast amount of data used for training it is almost inevitable that some forms of copyright data may be included in the data and therefore, could be reproduced as content based on a user’s input prompt. This subsequently leads to copyright infringement and potential legal action against the AI company [31]. However, due to the lack of legal clarity, often such actions fail to be successful [32].  
The legal target in this scenario would be the GAI company but caution is required from a business perspective to avoid being involved in such a situation wherever possible by requiring clarity on training data sources used for AI platforms used by that business, both internally and externally.
[bookmark: _Toc187570423]AI Generated Content Ownership
As GAI platforms develop and advance in capability, the ability to generate different forms of content other than text, such as images, video, audio and music. There is ongoing debate around the IP ownership of content generated by GAI and currently in many countries no legal rights to output thus created. Some countries, such as the UK, do permit limited legal rights for AI-generated works [33].  The success of leveraging these legal rights however is not widely used and it is not clear if that protection works properly within the wider copyright framework [34].
Although content ownership is unlikely to be an issue in the context of DCWW business usage of GAI platforms it is certainly worth including in the draft framework for clarity and awareness.
[bookmark: _Toc187570424]Other Areas that Affect Legal Liability
Other than the IP and copyright/ownership areas already covered, there are multiple, in fact most, of the other topics already researched that could potentially have a legal consequence on the business if experienced: 
· Misinformation
· Disinformation 
· Bias
· Discrimination
· Data privacy/security

In summary, legal concerns are particularly focussed on intellectual property rights both from a copyright holders’ perspective where their work is presented in GAI output without permission and the difficult question of who owns the rights to GAI generated output.  There are legal consequences related to all of the previously discussed aspects too, such as discrimination, disinformation, data privacy etc.
[bookmark: _Toc187570425]Regulatory Impacts
AI platforms and systems currently have little direct regulation on the AI platforms themselves, a considerable amount of regulation is credited to pre-existing regulations for other specific areas such as data protection and discrimination laws.  
[bookmark: _Toc187570426]Data Privacy and Protection
There are many ways in which GAI systems can contribute to violation of data privacy and protection regulation.  Examples of high risk situations in a business environment are:
· Via the risk of violating data protection laws by inadvertently using or exposing personal data either during generation or the AI training processes
· Through lack of compliance with statutory requirements such as consent, the "right to be forgotten" as well as data minimisation under regulations such as GDPR.
[bookmark: _Toc187570427]Transparency and Explainability
Due to the nature of GAI systems and the fact that they are trained on massive volumes of data, transparency is impossible to completely understand how a GAI system derives the generated content [35]. This can subsequently lead to non-compliance with regulations that require AI systems to provide explainable, traceable content, particularly in areas such as finance, law enforcement or healthcare, where transparency is mandatory.

To summarise, regulatory impacts can be significant, especially for a quite heavily regulated water utility company such as DCWW.  The business can incur significant fines if it does not meet the strict regulatory body requirements which could be easily breached via use of GAI through data leakage/breach or lack of transparency, for example. 
[bookmark: _Toc187570428]Reputational
The risk or concern around reputational impact is a consequence of all of the previously discussed risks.  Some of these are summarised here with the reputational consequences if those risks or concerns are realised:
· Bias and Discrimination:
GAI platforms generating biased, discriminatory, or offensive content could lead to negative public perception, accusations of unethical practices and damage to the organisation’s brand.
· Misinformation/Disinformation:
GAI can be exploited to create fictitious content, leading to public mistrust and damaging the reputation of the organization if associated with these outputs.
· Inaccurate content:
If the GAI system generates incorrect or harmful output, especially in specific sensitive areas like healthcare, finance or legal advice, it can erode user confidence in the organization's ability to provide reliable services.
· Data Privacy Violations:
Any incident involving the misuse or unauthorized exposure of personal data in AI training or output could lead to a loss of customer trust, public backlash and reputational harm, particularly if it breaches privacy laws.
· Lack of Transparency and Accountability:
Failure to provide clear explanations for AI decisions or to take responsibility for the actions that may occur based on GAI content can lead to perceptions of untrustworthiness, damaging relationships with customers, stakeholders and regulators.
[bookmark: _Toc165214752]
In brief, reputational damage can easily occur through the unintentional or intentional misuse of GAI systems.  All of the above aspects can easily lead to damage to the company brand and consequential loss of faith from customers.  Many, if not all of the above aspects require user education and human intervention to ensure or validate any content generated by a GAI solution before distributing the output further.


[bookmark: _Toc187570429]Methodology and Planning
[bookmark: _Toc165214753][bookmark: _Toc187570430]Research Methodology
Various research methodologies have been considered for gathering data on the selected framework subject of the project. In order to formulate a robust research methodology, the research onion model was used to determine the decisions or steps required in the research process, helping to consider and align all aspects of the research methodology with the project research objectives [36]. 
[image: A diagram of a diagram
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[bookmark: _Toc187592725]Figure 3:The full research onion [36].
The above figure shows the full research onion with its many layers and options within those layers to help build the research model approaches.
In the figure below are the planned approaches selected at each layer of the onion specifically for this project.
[image: ]
[bookmark: _Hlk176270148][bookmark: _Toc187592726]Figure 4: The research onion for the specifically for the project [36].
[bookmark: _Toc187570431]Philosophy
Starting with the outermost layer of the research onion, the research philosophy adopted for this project is based on a pragmatism philosophy. As the nature of the research is based in the technology discipline concerning GAI, a pragmatism approach is the most appropriate research philosophy to use for this project.  
Most of the research areas, such as the structure of the framework document and security risks are practical based and require a definitive outcome.  A few elements of the required research, such as ethical considerations and misinformation may lean more towards a critical realism philosophy as they can be subjective and based on what is observed and experienced [37].
[bookmark: _Toc187570432]Approach
Moving to the second layer, an inductive reasoning will be adopted as the approach to developing the framework.  In the context of the project this will involve collection of information and data about the existing challenges, practices and mitigations in relation to the safe and secure use of GAI platforms.  
As part of this approach, the collated knowledge and findings will be critically reviewed and assessed for relevance to the DCWW business, as part of the literary review based on identified patterns.  For example, there will be a number of common areas of concern and corresponding potential mechanisms or mitigations to address those risks and concerns.  
An inductive approach also permits a more flexible approach or structure that allows changes of research emphasis as the research progresses [38]. For example, while collecting data on one aspect of the project such as ‘misinformation’, it may lead to a root cause of insufficient user education/training which would require further research.
[bookmark: _Toc187570433]Method
The nature of the project aligns itself to a mixed methods research approach, using both quantitative and qualitative research methods. 
A qualitative research approach that will be used for the framework project is to do a document analysis. Within the context of the planned project, this would entail examining the processes that outline the current governance process to gain a comprehensive understanding of the existing procedures and to identify or discover any deficiencies in both the processes and their implementation [39].
From a quantitative data analysis perspective there will be a number of statistics that could be gathered and evaluated. Relevant examples could include the frequency and risk level of security incidents or data leakage due to the current use of GAI technologies, statistics about registration of complaints caused by the use of GAI platforms to generate output which is subsequently incorrect/offensive/biased etc.
Both these types of data would be useful in evaluating the success of the project by using the collected data to compare against the same variables collected post implementation.
[bookmark: _Toc187570434]Strategy
In the next layer of the onion is the strategy layer which defines how the data will be collated that will feed in to answering the research question.  Due to the timescale of the project and the relative newness of the project subject within the organisation, it is proposed to use a couple of strategies in order to gather the relevant data.
In addition to the previous discussed strategy in the method section above, the main strategy that will be utilised is experimental in order to utilise secondary data from sources with experience in the GAI area. In combination with the literary review, this would add knowledge and depth of understanding to the problem areas around the subject area [40].  For example, reviewing information on previous occurrences of GAI security breaches would aid identifying common vulnerabilities and how to mitigate against them.
It would also be beneficial to combine the use of archival data with a potential case study exercise.  There are a small number of existing GAI frameworks from key government and security framework organisations, such His Majesty’s Government (HMG) and the United States’ National Institute of Standards and Technology (NIST).  A case study of one of those types of documents would assist in contributing significant data and knowledge to input into the framework.
[bookmark: _Toc187570435]Time Horizon
The penultimate layer of the research onion concerns the time horizon (or duration) of data collection, as opposed to the period of time that the research itself will cover.  Given the duration of the independent project is only a few months and also the extended duration for the project subject, the time horizon for this project research and evaluation will be cross-sectional.  This means that the data collection will be over a short or point in time within the whole project timeframe [41].
The time horizon for the framework document will be different, having a longitudinal timeline, extending beyond the independent project, developing into a more encompassing and advanced framework in the future.
[bookmark: _Toc187570436]Techniques and Procedures
The final innermost layer is the techniques and procedures layer which contains the very core part of the research onion and the project and identifies the procedure that will be used for data collection and the subsequent analysis.
Data Collection Techniques
As the chosen methods approach is a mixed methods research method, both qualitative and quantitative methods will be used to collect data. The longer term data collection, beyond the independent project, will need to consider data that will inform or feedback on user’s experiences of using GAI and how the draft framework could improve the quality of that experience. This would potentially take the form of collecting primary data using questionnaires to assess a small number of users’ experiences, prior to and post framework implementation.  As this would take longer to create, collate and assess than the timescale of the project it would be a future longitudinal activity.
Data Analysis Techniques
For the data collected as part of the small sampling of users both prior and post draft framework implementation analysis would be straight forward given that it is intended to be a small sample. Feedback given in the form of simple questionnaires would be categorised and captured into a spreadsheet form and potentially weight depending on the importance of certain criteria.  The analysis would include a comparison of results from the same test user group prior to and post draft framework.
[bookmark: _Toc165214755][bookmark: _Toc187570437]Planning and Resources
[bookmark: _Toc165214756][bookmark: _Toc187570438]Project plan
The project plan was derived from a list of high level tasks which were identified as part of the literary review and research phases. As the project is plan-driven rather than iterative, which favours itself more to an agile project management process, then the project plan has been created to follow a waterfall process [42].
The below high level project plan shows the major tasks and milestones against each task.  Some contingency time has been built into the duration of each task to allow for any delays, particularly as the range of employee resources required is quite diverse.

[bookmark: _Toc187592727]Figure 5: High level project plan tasks for GAI Framework for DCWW project.
[bookmark: _Toc165214757][bookmark: _Toc187570439]Resourcing
The work will require input from various parts of the business in order to fully assess the requirements, map process flows, carry out any required basic training etc.  The following table lists the predicted employee resource requirements and the stages of involvement.
	Task
	 Employee Resource

	Project initiation
	PM, HR, Cyber Team

	Requirements gathering
	PM, Cyber Team, Business representatives

	Framework design
	Cyber Team

	Process and workflow testing
	PM, Cyber Team, Business representatives

	Communication
	PM, Communications Dept

	Implementation
	PM, Cyber Team

	Training (online)
	PM, Cyber Culture Team.

	Monitoring, feedback and improvements
	Cyber Team

	Supporting documentation
	Cyber Team

	Evaluation/Lesson learned
	All resources engaged during the project


[bookmark: _Toc187490902]Table 2: Employee resources required for the project.
Other, non-human, resources may also be required although some of these would be discovered during the early phases of the project.  
[bookmark: _Toc165214758][bookmark: _Toc187570440]Project funding 
The project funding and estimated costs is a difficult area to quantify.  All human resources required to carry out the project already exist within DCWW, and the business does not cross charge internally for resources. If all resource is internal, then also there would not be a requirement for external resource to be funded on a consultancy basis.
There may be a requirement for some small subscription fees for trialling/testing the framework against some key, potentially mainstream GAI platforms but this would a small cost over a few months.
[bookmark: _Toc187570441]Contingency Plan 
Despite the best planned project there will always be times when things do not go to plan and alternative or contingency plans are required.  In the context of this project and its aim to produce a framework, the main concern was about timescale.  Due to the design, implementation and evaluation of the framework being on a longitudinal time horizon, a cross sectional time horizon contingency plan was also created to look at the security aspects.
As the contingency plan was on a different time horizon to the framework it required a slightly different research approach as shown below.
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[bookmark: _Toc187592728]Figure 6: The research onion contingency plan showing the alternative time horizon [36].
In addition to a different cross-sectional time horizon for the contingency plan, an alternative project plan was also developed, focussed on the cyber security aspects of the framework project. The shorter timescale was able to fit into the independent project timescale as shown in the contingency plan Gantt chart in the below figure.

[bookmark: _Toc187592729]Figure 7: High level project plan for Security Aspects of GAI Framework.

Although the contingency plan was followed the framework document development for DCWW will continue into 2025, as per the original project plan.


[bookmark: _Toc187570442]Design and Implementation
[bookmark: _Toc187570443]Scope
Due to the limited timescale available to create this framework and longitudinal nature of the framework construction as part of the project, the scope in the draft version of the framework is limited to the end user utilisation or consumption of third party generative prompt-based AI platforms.  This may include both generic public platforms such as Microsoft Copilot, Google Gemini or OpenAI ChatGPT type platforms or more specialist platforms for use by specific areas of the business, such as HR, legal etc.
Although the full draft version of the document cannot be included in this academic document for intellectual property and security reasons, a high level view of the draft framework document can be seen in the figure below.

[image: A close-up of a document
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[bookmark: _Toc187592730]Figure 8: Contents level view of the framework document.
From a cyber security aspect, as security is a core part of the course, there is a focus on a number of key security risks.  Within the scope of the project as part of the evaluation, the selected risks are explored and demonstrated in detail, how they work and how to mitigate against them.  
Out of scope of the framework document are other non-prompt-based AI platforms with very specific use cases. Although some of the risks and concerns identified in project-based version of the framework could apply to those types of use case, such as accuracy and reliability, the consequences and mitigation could be very different. A future iteration (post-project) of this document will be enhanced to include types of AI usage and systems other than GAI.  Examples of these types of platforms include:
· Third party applications or services that use AI as an offering to enhance their service
· Internally designed, developed and implemented AI services, e.g. using Azure AI to create an internal AI platform.
The security aspects of the project are wide ranging so the scope cannot include all security aspects as part of the research and evaluation and is limited to a number of key areas.
Further information on the future plans for the framework can be found under the Conclusion and Recommendations section.
[bookmark: _Toc187570444]Purpose
The purpose of the framework is to provide high level guidance and set the expectations and requirements to allow DCWW colleagues to use GAI safely, securely and ethically in the DCWW business.  This will help protect both individuals and the business from the consequences of the risks of using GAI and give both support and confidence in using such technologies, especially given that the age and experience range of colleagues that could need to use GAI will vary significantly.
Another factor being considered that needs to be included the framework itself is that it must be considered complementary to other existing DCWW security and compliance frameworks, policies and standards documents both within the cyber security team and the wider business.  It will not encompass all existing aspects of cybersecurity, legal, data protection, HR etc guidelines and therefore must be used in conjunction with any other existing relevant documentation and guidelines.  This is due to GAI, as well as adding new unique risks and concerns will also exacerbate existing risks which will already be addressed in other DCWW documentation.  For example, the Cybersecurity Access Control Standard will detail more about the requirements for access control to DCWW systems.  
[bookmark: _Toc187570445]Design 
As previously identified in section 3 about the research methodology and research onion, the time horizon for the independent project will be cross sectional. In contrast, the work to complete and develop the framework document will be more longitudinal, exceeding the duration of the independent project.
In order to demonstrate the some of the cyber security principles required for the development of the draft framework document and subsequent mitigations, a number of specific relevant risk areas of cyber security have been documented.  Each risk has been tested before and after mitigation steps were put in place in order to demonstrate the relevance of cyber security to a framework for the use of GAI.
[bookmark: _Toc187570446]Data Governance and Access Control
A high level of data governance and access control are key areas for safe and secure use of GAI systems.  Data governance is particularly relevant for internal or private use platforms such as Copilot for Microsoft 365.  Copilot for M365 uses each individual user’s level of access to data in order to develop content, so if good data governance and access control is not in place sensitive data can be discovered, retrieved and used by Copilot that the user may not have been aware of, and they should not have access to.
In order to demonstrate the benefits of good access control, a test environment was designed and set up in an isolated virtual environment using a Windows 10 client and a Windows 2022 server.  The server was configured with a Windows file share and presented to the network as shown in the figure below.

[image: A diagram of a computer network]
[bookmark: _Toc187592731]Figure 9: Design for demonstrating access control
[bookmark: _Toc187570447]Phishing
Another area that is pertinent to GAI and, in particular, public GAI platforms is the use of phishing to mislead victims to fake websites in order to steal credentials and sensitive information.  Phishing is quite a straightforward attack to perform and is very common across the world.  One of the give-away signs of phishing is poorly constructed emails to mislead the victim, quite often with poor spelling and grammar. 
As mentioned in a previous section, GAI platforms can easily be used to generate very convincing phishing emails that can be difficult to detect with non-GAI tools, such as Exchange Online Protection.  Newer AI-based protection tools are emerging, such as Abnormal Cloud Email Security which are much more efficient at detecting and preventing phishing and spam emails.
For the purpose of demonstrating the ease with which a phishing attack can be implemented a virtual infrastructure has been used to implement the type of tools required to construct and follow the flow of a phishing attack.  The structure consists of a Kali Linux virtual machine (VM), which has many ethical hacking tools pre-installed such as password attack tools, exploitation tools and the Social Engineering Toolkit (SET).  
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[bookmark: _Toc187592732]Figure 10: Design layout for phishing demonstration
The Kali VM is connected to the internet via network access translation through VirtualBox, to allow use of email.
[bookmark: _Toc187570448]Session Hijacking 
The final cyber demonstration selected was about session hijacking.  This is relevant in a GAI situation in public or private network traffic sessions can be ‘hijacked’ or taken over by threat actors so that they can steal credentials and other valuable information or data.  This is also known as a ‘man-in-the-middle’ (MITM) attack due to the attack involving interception of information between legitimate source and destination endpoints.
There are many ways to carry out such attacks and can be difficult to detect in a private or corporate network environment without sophisticated and expensive network intrusion detection tools.  For the purpose of demonstrating the ease with which a session hijacking attack can be implemented a virtual infrastructure was used to implement the type of tools required to prepare and carry out the attack.  The structure consists of a Kali Linux VM and also a Windows VM in order to trigger the hijacking of a session.  The attack was based on Link-Local Multicast Name Resolution (LLMNR)/ NetBIOS Name Service (NBT-NS) poisoning which allows a threat actor use name resolution to capture credentials by hijacking the name resolution session process.
The demonstration environment schematic looked like the figure below.
[image: A diagram of a virtual network]
[bookmark: _Toc187592733]Figure 11: Environment schema for demonstrating session hijacking.
[bookmark: _Toc187570449]Implementation
Following on from the design of the demonstration scenarios, each design was implemented and configured in the virtual environment, detailed previously in the design phase.
[bookmark: _Toc187570450]Access Control Demonstration
The following steps to implementing the demonstration were carried out:
· Set up the virtual environment in Oracle VirtualBox with:
· VirtualBox installed on a physical Windows host.
· One Windows 10 client VM, to access the remote file share.
· One Windows 2022 server VM, to provision the file share.
Then the file share and a test user were created on the Windows server.  A basic user account was created and no additional configuration was completed on the file share other than the default settings.  A test folder was created in the share called ‘Sensitive data’.
At this point access control to the new share was tested from the Windows 10 client to enumerate the level of access that the default configuration would provide.  The resultant access that the standard user account had to the sensitive folder by default and was able to open a sensitive data file, as can be seen in the figure below.
[image: A computer screen shot of a computer screen]
[bookmark: _Toc187592734]Figure 12: User has access to sensitive data.
This demonstrates that the access control and data governance, in the context of the Copilot for M365 example, and understanding exactly what data users can access, either directly or indirectly could have serious consequences.  Secure configuration of data must be a key part of using GAI to access large data sets.
[bookmark: _Toc187570451]Phishing Demonstration
The following steps to configuring the demonstration environment were carried out:
· The virtual environment in Oracle VirtualBox used for the access control demonstration was reconfigured to:
· Install and configure a current version of the Kali Linux VM on the VirtualBox environment.
· Configure the VirtualBox environment to allow internet access.  This was different to the previous demonstration which was isolated.
[bookmark: _Hlk184922084]Once the environment was configured as per the design, social engineering hacking tools on the Kali instance were then used to:
· Create a spoof copy of a common website using Site Cloner, in this case for demonstration purposes Google Gemini was used.
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[bookmark: _Toc187592735]Figure 13: Spoofed website used to capture victim's credentials.
· Create a Quick Response (QR) code to provide a link to a spoof Google Gemini login page, hosted on the Kali instance internally.
[image: ]
[bookmark: _Toc187592736]Figure 14: QR code generated to spoof the Google account login page.
· Use a mass mailer to create and send an email to the author’s personal email address, containing the QR code and some context about ‘resetting’ Google account details.
The intention was to direct the victim to the spoof site to enter their username and password then extract those details to take over the account.  This could have used any public GAI platform as the cloned site and been used to not only capture credentials but sensitive/personal information in the form of prompts.
[bookmark: _Toc187570452]Session Hijacking Demonstration
In order to execute a demonstration of session hijacking, the following steps were followed to configure the demonstration environment.  The virtual environment in Oracle VirtualBox used for the other cyber demonstrations was reconfigured to:
· Reconfigure the VirtualBox environment to only use an internal or isolated virtual network and disallow internet access.  
· Attach the existing Kali Linux VM to the internal virtual network.
· Configure a Windows 10 VM to the same internal network.
· Ensure that both VMs can communicate over the network.
Once the environment was configured as per the previously described design, ethical hacking tools on the Kali instance were then used to enable a tool to listen for certain network traffic, namely a network broadcast looking for a network share using the LLMNR and NBT-NS protocols.
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[bookmark: _Toc187592737]Figure 15: The hacking tool Responder listening for name resolution traffic.
The tool listens for other computers on the network broadcasting name resolution requests and is triggered, in the demonstration, by a Windows device searching for a share as shown in the figure below.
[image: A screenshot of a computer error]
[bookmark: _Toc187592738]Figure 16: Windows device looking for network shares.
Once the network broadcast is sent looking for the named share, the responder tool captures the request and associated credentials and also sends a response back to the source, spoofing a Windows prompt for credentials.  Once the additional credentials are entered, the responder tool captures the username and hashed password, as shown in the following figure.
[image: A screenshot of a computer]
[bookmark: _Toc187592739]Figure 17: Username and password hash captured by the hijacking tool.
Once the username and hashed password are captured, another hacking tool can be used to crack the password, giving the threat actor valid credentials to further exploit the network.
[bookmark: _Toc187570453]Conclusion
The number and scope of cyber risks relative to GAI demonstrated in this section is a very small cross section of the type, relevance and importance of cyber and information security in the GAI field.  
Setting up the demonstration environment was straight forward using a powerful workstation with Windows 10 installed.  The latest version of Oracle VirtualBox was installed and configured for networking, both an internal isolated network that only the VMs could access and a network address translation (NAT) network to allow permitted VMs to access the internet via the host workstation network connection.  One Windows 10 client VM and one Windows 2022 server VM were created and added to the internal network. A Kali Linux VM was also set up and connected to both networks.
Various configuration changes were made for each different demonstration, for the different networking requirements, some minor issues were experienced with the Kali VM having two network connections but were quickly resolved with minor changes to the Linux configuration.



[bookmark: _Toc187570454]Evaluation and Results
After the design and implementation of the cyber security demonstrations was completed then further work was carried out to evaluate and mitigate the cyber-attacks.  Subsequently changes to the designs/environments were put in place to evidence the straightforward mitigations required to prevent the different types of attacks from succeeding. 
[bookmark: _Toc187570455]Access control
The mitigation in order to properly secure the data in the demonstration file sharing environment required carrying out additional adjustments to the default configuration.  This involved reviewing the access control permissions to the sensitive data and revoking some default permissions at a file share and file permission level in order to revoke access to the sensitive data folder and file.  The figure below shows the result of amended permissions and subsequent removal of access to the ‘sensitive data’ folder.
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[bookmark: _Toc187592740]Figure 18: Access controls applied to 'Sensitive data' folder in Windows file share.
The root cause of the security issue was due to a default and unchanged configuration. 
In a GAI lifecycle there are multiple stages where it is key to ensure that appropriate security controls are in place to mitigate against undesirable and/or illegal access to data.
· Building the GAI platform – while training a new platform on data it is important to be aware of the type and sensitivity and access to ALL of the data being used for training.  Failure to ensure appropriate security controls are in place will present a high risk that the GAI platform could inappropriately release sensitive or copyright data illegally.
· GAI users access to data.  In the example of Microsoft Copilot for M365, where Copilot can generate content based on the prompt from a user, Copilot will leverage the user’s level of permissions to scan data across the organisation in many formats such as Word, Excel, PowerPoint, SharePoint etc.  If the user has moved roles between departments several times and they have accumulated permissions through lack of appropriate governance and access control, they may still have access to data that they no longer should, such as payroll information, for example.  This means Copilot could then access payroll data and use it to generate content in the form of documents leading to potential unintentional or intentional leakage of sensitive data.
[bookmark: _Toc187570456]Phishing
Phishing and its derivative variations such as spear phishing can be very difficult to detect, both technically and manually.  Phishing is a social engineering technique that influences or misleads the target, often using email as the medium, in to divulging personal or sensitive information in order to benefit the attacker. 
Due to the non-technical social engineering approach to phishing, it is difficult to accurately and consistently mitigate against.  There are enterprise-level tools, such as Microsoft Exchange Online Protect (EOP) that help filter a certain amount of phishing emails and other tools that block website access for known malicious or dubious web pages such as Zscaler.
One of the most important mitigations against phishing attacks in private and public environments is user education. Historically phishing is carried out using human generated enticement emails, often from non-English speaking countries.  The phishing emails quite often consisted of badly constructed emails using poor English which often made them easy to identify to a knowledgeable or trained user [43].  However, with the widespread availability of AI technologies, GAI can produce highly convincing and accurate phishing attacks which are difficult to differentiate from genuine emails.
From a user awareness perspective, it is also important to be aware of the website they are visiting.  Phishing often contains links to spoof sites, as in this demonstration, in order to capture user credentials. The user can easily see that the website is note genuine from the URL in the browser, such as from the demonstration environment in the figure below.
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[bookmark: _Toc187592741]Figure 19: Spoofed website used to capture victim's credentials.
The highlighted area in the figure shows that the web page is not hosted on https://accounts.google.com, as would be expected.  It is hosted on an unknown host address and the user should not use the site.
[bookmark: _Toc187570457]Session Hijacking
Session hijacking attacks are often made possible by poor configuration and/or vulnerabilities in network services.  In order to mitigate against network level attacks, it is important to understand both the weaknesses and how to protect against them.  In the case of this name resolution attack the weakness lies with the Windows machine looking for a share name that does not exist on the network.  The Windows client will try to use the Domain Name Service (DNS) to resolve the name, which will fail, and then proceeds to broadcast name resolution requests to the local network.  The hacking tools then pretends to be a share and spoofs a response to get credentials from the user.
The weakness is the Windows client using name resolution multicasts and therefore, to mitigate the risk, the services (LLMNR and NBT-NS) that facilitate this vulnerability were disabled on the Windows 10 client using a combination of group policy and registry changes.
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[bookmark: _Toc187592742]Figure 20: Disabling the LLMNR multicast service on the Windows 10 client.
[image: A screenshot of a computer]
[bookmark: _Toc187592743]Figure 21: Disabling the NBT-NS name resolution service in the registry.
Once the services were disabled the test was repeated and, the hacking tool did not receive the relevant multicast network traffic and so could not spoof the credential prompt on the Windows client.  Instead, an error message was shown stating that the share could not be found and the attack was prevented, which is the normal response.
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[bookmark: _Toc187592744]Figure 22: Error message showing that Windows could not find the required share.
The session hijacking attack was designed and implemented to demonstrate the concept of man-in-the-middle attacks.  At a conceptual level and relative to the GAI framework from a cyber security perspective as it shows that network sessions can be hijacked or taken over.  This would put the threat actor in the position to be able to steal credentials or other sensitive information such as administrator level credentials for a private GAI system.  Subsequently, due to the nature and access to large amounts of data that GAI systems have, this would allow the attack to easily access and extract data from the GAI system without a need to traverse the network looking for data repositories such as databases, collaborative datastores etc. 
[bookmark: _Conclusion_and_Recommendations]
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[bookmark: _Toc187570459]Summary
As there is currently extremely limited permitted use of AI within DCWW, only for a Copilot M365 pilot exercise, the design and content of the draft framework is a totally new concept from the perspective of the DCWW business. The benefit to the organisation will be to enable colleagues to securely, safely and equally as importantly, competently use GAI technologies.
A key part of the work carried out to complete this project included a considerable amount of time and effort on an academic literature review of the subject of GAI.  Through the literature review process the core security and safety issues in the form of a mind map were identified which helped form the appropriate top-level topics for the framework document, listed below:
· Security
· Ethics
· Accuracy and Reliability
· Legal
· Regulatory
· Reputation
All of these areas were included in the research and design of the draft framework with a particular focus the cyber security aspects particularly around information security, ethics and regulatory areas.  
Another area of concern of importance but will not be included in the framework document, as it is not relevant to the security and safety factors, is the environmental impact of AI.  It is forecast by the Uptime Institute that 10% of the global power consumption in 2025 will be for the AI industry, which in turn also requires massive amount of cooling in AI datacentres, consuming vast amounts of water.  This worring impact on the environment is set to keep on increasing as demand for AI service increases [44].
From a security perspective a considerable amount of knowledge was leveraged from global security agencies and bodies such as NIST, NCSC, CIS and OWASP.  These entities, amongst others, will prove useful moving forward with further developing the framework in the future.  
From a legal perspective the project research highlighted many areas to be considered for inclusion into the framework such as data protection/privacy laws, discrimination, intellectual property rights etc.  Although not described in this paper, this also detailed the potential impact to the business from legal breaches from financial and reputational and even custodial perspectives.  This will also leverage the use of the framework in the DCWW environment.
Due to the longitudinal nature of the development of the framework document as an end product of this project, a minimum viable product has been achieved in the form of the draft framework.  Further work will be required beyond the time frame of this independent project, including internal document reviews and amendments, before the framework can be progressed to testing and implementation.  A structure view of the draft framework document can be previewed in Appendix 9.1.
It should be noted that, similar to any security document such as a framework, principle, policy etc., the framework document is a point in time artefact. As technology, especially AI, develops and advances so rapidly, governance needs to be included with regards to scheduled reviews and updates in order to maintain relevance and usefulness. 
A cross sectional aspect of the project was to examine some specific cyber security risks that affect the use of GAI as part of the implementation and evaluation sections.  Tests were successfully designed, implemented and evaluated in a virtual environment during the project work, including some mitigation testing to reduce the risk of the identified vulnerabilities.
Overall, all of the project objectives were met with the caveat that for the current draft framework to move to live use in the DCWW environment will take some further internal process and development work. Future development ideas are explored in the following section.
[bookmark: _Toc187570460]Recommendations for Future Development
Once the document has been through the DCWW review and amendment process and gained approval from the relevant parties, such as the Chief Information Security Officer (CISO) and the newly formed AI Steering Group, it can be deployed to the wider business and be used for the use of GAI within DCWW.
The key benefit that this would bring to the business and individual colleagues is the ability to safely and securely use internal and external GAI platforms, potentially enhancing productivity and quality of work.  Some previous research predicts increases productivity through the use of GAI platforms by up to 40 percent [45]. Although this seems to be a very impressive estimate, it needs to be tempered by current global and local factors, such as the aging of GAI systems and business specific requirements for use, even down to the individual’s level of expertise in using prompt-driven GAI systems.
Another benefit of the adoption of the initial framework would be increase security in the use of GAI systems by making DCWW colleagues more aware of the risks and pitfalls of GAI and hence enable them to make informed choices when using such solutions.  It would also embolden colleagues to make more use of GAI and, as above, potentially increase their productivity and efficiency.
A potential by product benefit of the acceptance and use of the framework would be raising awareness of other security artefacts that will be referenced by the framework document that colleagues may be less familiar with or need refreshing on.
Although the overall aim of the project is to create a draft framework for the secure and safe use of GAI, quite a lot of literature also covered the wider AI subject.  This has prompted thought about future work that maybe required to develop the framework further to benefit the organisation.
GAI is just a part of the AI ecosphere and the DCWW business will be researching, investigating and trialling non-GAI platforms, or AI-based solutions, which introduce different business benefits.  These types of solutions tend to be quite specific in their application as opposed to GAI platforms which, being prompt-based, have a very wide range of uses and subsequently generate content such as text, images, video or music, for example. 
AI-based solutions are becoming increasingly ubiquitous in industry and can be embedded in to practically any software-based function or application such as AI-based cyber security tools. This solution-based application of AI comes with some other issues, some of which are quite different to the areas that will be within the GAI framework document.  For example, all AI is good at solving problems within a set context, such as GAI systems with a set prompt to generate content.  In a solution-based AI system, the context may not be as easily set and may require additional context in order to predict a required outcome [46]. 
This type of scenario would not be encompassed within the initial draft framework document and it would therefore need a considerable revision to include solution-based AI.


[bookmark: _Toc187570461]Reflection
This project has proved to be quite challenging both from a personal and technical perspective. Some of both areas of reflection are highlighted below with, I feel, a fairly even split between both areas.
Although I am a mature student and have worked in IT for a number of years, working through this project has been a very positive experience and has helped consider developing some of my skills in certain areas.  
It was interesting exploring the security aspects of the project and working out how the cyber security elements, such as access control, mapped to the framework.  It highlighted the importance of the security aspects of the framework and the risk and impact that they have on the framework, as well as understanding how to mitigate against threats.
One of the key areas I found that I will need to work on going forward is around the project planning discipline.  Although previously Prince 2 certified, several years ago, I think the project plan that I initially formulated was lacking in some respects.  The timescale planning was very high level and did not consider the required durations accurately.  Having been involved in multiple projects in my work roles, I know it is not an easy task given the number high of variables involved in almost any project.  On reflection, I could have drawn up my project plan and then discussed it with a project manager in my workplace to draw on their experience to review and validate, as I would for any area outside my field of expertise.
From a technical perspective, I found that the security testing part of the project was quite challenging and required some troubleshooting skills in order to get some of the virtual environments to work correctly.  This was mainly around the mix of networking configurations, some requiring a totally isolated network and another requiring access to the internet, plus the mix of operating system, both Linux and Windows added to the complexity of configuring the demonstration environments.
A positive reflection is about the scope of the project.  The subject of AI is both vast and also very fast moving.  I did find it difficult to keep within the scope that I had specified due to the sheer size of the AI field but I think keeping the scope limited to GAI only was a good choice and even then, retrospectively it was overly optimistic to fit in a fully approved final working version of the framework just for GAI.  The future development section highlights the potential enhancements that could be made going forward.
Overall, I found the independent project work very interesting and the experience has help me to develop my skills and knowledge, not just in the GAI subject area but also in the process aspect of the project, such a literary research, project planning and constructing a framework, to name a few.
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Below is a table of contents from the draft framework representing the top level subject areas.
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[bookmark: _Toc187592745]Figure 23: Outline of the draft framework document.
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Network Error

‘Windows cannot access \\KesSumner2

Check the spelling of the name. Otherwise, there might be a problem with your network. To
tryto identify and resolve network problems, click Diagnose.
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