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There is a considerable and an increasing cybersecurity threat to organizations that deal with sensitive healthcare information. The growing use of the cloud computing models, the hybrid working environments, and the use of personal devices has widened attack surfaces, exposing healthcare organizations to advanced cyber threats, including ransomware, phishing, insider threats, and cloud breaches. Health Plus Analytics (HPA) is a healthcare technology company based in the United Kingdom that has in the recent past suffered various data protection breaches such as hackings to cloud access and ransomware attacks. All these incidents are very dangerous in-patient privacy, regulatory compliance, and reputation. 

 
[bookmark: _Toc225409248]INTRODUCTION 
 
Digital transformation in the healthcare sector has moved at a very high pace because of new technological innovations in data analytics, electronic health records (EHRs), telemedicine, and cloud computing. Although these technologies can enhance efficiency and patient outcomes, they present a major cybersecurity threat. Healthcare organizations contain very sensitive personal and medical information, and they are an easy target of cybercriminals who want to obtain financial benefits, identity theft and extortion of information. 
 
Health Plus Analytics (HPA) is a data-driven technological firm in healthcare that offers analytics services to hospitals and clinics in the UK. HPA is a company that processes sensitive information about patients, so it needs to meet high quality regulatory requirements, such as the UK GDPR and the NHS Digital Security Standards. The security breaches that have taken place in HPA recently point to the flaws in the technical measures, governance frameworks, and security awareness of staff members. 
 
This report will be aimed at creating a structured data security and governance strategy to address the issue of cybersecurity risks at HPA. The report covers the identification of threats, security policy formulation, mitigation plans, monitoring and incident response planning, and staff training. It is also critical in evaluation of the proposed framework and the reasons why it is feasible and effective. 

[bookmark: _Toc225409249]2.2 The CIA Triad 
The CIA Triad forms the foundation of information security, built on Confidentiality, Integrity, and Availability. Confidentiality ensures that only authorized individuals can access sensitive information, while Integrity protects data from unauthorized modification and maintains its accuracy and authenticity. Availability guarantees that information and systems remain accessible whenever required. This framework has been applied throughout the report to assess potential threats and recommend appropriate mitigation measures.
 
[bookmark: _Toc225409250]2.3 ISO/IEC 27001 
 
The ISO/IEC 27001 is a global standard of defining, designing, upholding, and sustaining an Information Security Management System (ISMS). It focuses on risk management, security controls and continuous improvement. 
[bookmark: _Toc225409251]2.4 NIST Cybersecurity Framework. 
 
The NIST framework is composed of five functions of cybersecurity- Identify, Protect, Detect, Respond, and Recover. The structure offers a systematic framework on how to develop the governance and incident response strategies of HPA. 
 
[bookmark: _Toc225409252]2.5 UK GDPR and NHS Digital Standards of Security. 
 
The UK GDPR stipulates that organizations should put in place the relevant technical and organizational controls to safeguard personal data and also report breaches within 72 hours. 
NHS Digital Security Standards are specific guidelines of securing healthcare information. 
 
[bookmark: _Toc225409253]IDENTIFICATION OF THREATS 
[bookmark: _Toc225409254]3.1 External Threats 
[bookmark: _Toc225409255]3.1.1 Ransomware 
 
Ransomware will encrypt data belonging to an organization and will require them to pay to get the keys of decryption. The healthcare organizations are susceptible because they are dependent on their systems being available all the time. 
 
[bookmark: _Toc225409256]The Phishing and Social Engineering 3.1.2. 
 
Phishing messages mislead the staff to disclose personal information or download malware. Social engineering is a vulnerability based on human psychology and it is hard to counter it using technical controls only. 

[bookmark: _Toc225409257]3.2 Internal Threats 
[bookmark: _Toc225409258]3.2.1 Insider Threats 
 
Access privileges may be used in ways that are intentional or unintentional by the employees or contractors. 
 
[bookmark: _Toc225409259]3.2.2 BYOD Risks 
 
The personal devices usually do not have the enterprise level security measures that would ensure that malware and data leakage is minimal. 
 
[bookmark: _Toc225409260]3.2.3 Weak Authentication 
 
Weak password management and multi-factor authentication elevate risks on unauthorized access. 
 
[bookmark: _Toc225409261]3.2.4 Human Error 
 
Misconfiguration, accidental data leaks, and inappropriate sharing of data are the typical causes of breaches. 
 
[bookmark: _Toc225409262]SECURITY POLICIES 
[bookmark: _Toc225409263]4.1 Access Control Policy 
 
Role-Based Access Control (RBAC). 
The privileged access is provided on the job basis. As an example, access to patient records can be restricted to nurses, whereas access to administrative staff can be limited. This minimizes unjustified exposure of sensitive information. 
 
Minimum Security Requirement (Least Privilege) 
The user will have only access to the minimum required amount of access to do what he needs to do. This minimizes the chances of abuse or unintended approach of the data. 
 
Forced Multi-Factor Authentication (MFA). 
The identity of users should be verified by more than one method (e.g., there should be password and a code sent to the phone). This further gives an additional security against unauthorized access. 
 
[bookmark: _Toc225409264]4.2 Data Protection and Privacy Policy. 
 
Encryption (Encryption Data at Rest and in Transit) 
When data is at rest, it is encrypted and when it is being transmitted it is also encrypted, so that even in case it is intercepted, it cannot be deciphered. 
 
Confidential, Restricted, Public, Internal, Data Classification. 
Data is classified in terms of sensitivity, and a classification level of a data group is different. 
As an illustration, patient information is categorised as confidential or restricted. 
 
Retention and Deletion Policy which is GDPR-Compliant. 
The storage of data is only up to the required time and then is safely erased so that the UK GDPR regulations are adhered to. 
 
[bookmark: _Toc225409265]4.3 Acceptable Use Policy 
 
Corporate and Personal Use Rules. 
Establishes the use of company systems in a responsible and ethical manner by the employees. 
 
Outlawing outlawed Software. 
Deterrence of unauthorized or pirated software, and minimizes security risks. 
 
Secure Remote Working Procedures. 
Instructions on how to access the systems with maximum safety, including VPNs and secure devices. 
 
[bookmark: _Toc225409266]4.4 Incident Response Policy 
 
Incident Classification and Escalation Procedures. 
Incidents are rated according to their severity and the correct actions are expeditiously taken based on the level of risk. 
 
Identified Roles (IRT, DPO, Legal team) 
Different teams of individuals such as Incident Response Team, Data Protection Officer, and legal advisors have their responsibilities. 
 
Guidelines of Breach Notification. 
Makes sure that in case of any breach of information there is report to the authorities (e.g. ICO) within 72 hours which is demanded by the legislation. 
 
[bookmark: _Toc225409267]4.5 Backup and Disaster Recovery Policy. 
 
Automated Backups 
The data is automatically backed up to avoid losing. 
 
Off-site and Cloud Storage 
The backups are also stored at different places so that they have availability even in case of compromise of one site. 
 
Defined RTO and RPO 
Recovery Time Objective (the speed at which systems have to be restored) and Recovery Point Objective (the amount of data loss that is tolerable) is well outlined. 
 
[bookmark: _Toc225409268]MITIGATION MEASURES 
 
Ransomware is addressed through Endpoint Detection and Response (EDR), which identifies suspicious behaviour on devices and isolates infected systems to prevent ransomware from spreading across the network.
Cloud Breach risks are managed through secure implementation and regular penetration testing, ensuring that vulnerabilities within cloud environments are detected and addressed during audits and security assessments.
Insider Threats are mitigated using user monitoring tools and Data Loss Prevention (DLP) solutions, which track user activity and prevent any unauthorized transfer or leakage of sensitive information.
Phishing is countered through email filtering technologies and employee training, which block malicious messages and equip staff with the skills to recognise and avoid fraudulent emails.
BYOD Risks are controlled through Mobile Device Management (MDM), device encryption, and remote wipe capabilities, ensuring that personal devices remain secure and allowing sensitive data to be erased remotely if a device is lost or compromised.
 
[bookmark: _Toc225409269]Encryption 
Encryption involves using strong protections such as AES‑256 for securing stored data and TLS 1.3 to protect information in transit, ensuring confidentiality and integrity during storage and communication. 
[bookmark: _Toc225409270]Network Segmentation 
Network Segmentation divides systems into separate network zones such as patient systems and administrative systems to limit an attacker’s ability to move laterally and reduce the overall impact of a breach. 
[bookmark: _Toc225409271]Zero Trust Architecture 
Zero Trust Architecture ensures that every user and device is continuously verified, granting no default trust even within the internal network, thereby strengthening overall security and reducing unauthorized access risks. 

[bookmark: _Toc225409272]INCIDENT RESPONSE 
Incident Response involves a structured approach to detecting, managing, and recovering from security incidents. It relies on key monitoring tools such as SIEM systems, which collect and analyse security data to identify threats; IDS/IPS solutions, which detect and block abnormal network activity; and vulnerability scanning tools, which uncover system weaknesses before they can be exploited. The incident response flow follows five stages: detection of the attack, containment to prevent its spread, eradication to remove the threat, recovery to restore systems, and a post‑incident review to improve future security. Core incident response actions include isolating affected systems to stop further damage, conducting forensic analysis to understand how the attack occurred, notifying the ICO within 72 hours as required under GDPR, and restoring operations from backups to maintain business continuity.
 
 
[bookmark: _Toc225409273]TRAINING AND AWARENESS 
Training and Awareness aims to ensure that employees understand security policies and reduce the likelihood of human error. The programme includes training content covering cybersecurity basics, GDPR and NHS regulations, phishing and social engineering awareness, and safe telecommuting practices. These topics are delivered through various methods, such as online e‑learning modules, annual workshops, monthly newsletters, and simulated phishing attacks. To measure effectiveness, evaluation methods such as knowledge tests, compliance audits, and employee feedback surveys are used to ensure continuous improvement in security awareness across the organization. 
 
[bookmark: _Toc225409274]DATA GOVERNANCE FRAMEWORK 
[bookmark: _Toc225409275]Governance Structure 
 
Governance Structure outlines the key roles responsible for maintaining effective oversight and compliance within the organization. The Data Protection Officer (DPO) ensures adherence to GDPR requirements, while the IT Security Manager oversees and manages the organization’s security systems. The Risk Committee is tasked with identifying and managing risks, and the Internal Audit Team performs regular checks to ensure that controls and compliance measures are properly implemented and maintained. 
 
[bookmark: _Toc225409276]Data Lifecycle Management 
 
Data Lifecycle Management encompasses the full journey of data from its initial acquisition to its secure disposal. It begins with data collection, which involves gathering information for legitimate and defined purposes. Once collected, the focus shifts to storage, ensuring that all data is protected through secure and compliant storage methods. During processing, operations are performed on the data in accordance with organizational and legal requirements. Controlled sharing then allows licensed or authorized access to the data when necessary. As data becomes outdated but still requires retention, archiving ensures that older information is stored safely for long-term reference. Finally, secure deletion (or secure disk practices) ensures that data is permanently and safely removed when it is no longer needed, preventing unauthorized recovery or misuse. 
[bookmark: _Toc225409277]Third-Party Risk Management 
 
Third-Party Risk Management involves ensuring that external vendors uphold strong security and compliance standards. This includes conducting vendor security assessments to verify that third parties maintain security controls that meet required specifications. It also requires establishing contractual data protection clauses, ensuring that agreements include legally compliant measures to safeguard data. In addition, regular audits must be carried out so that third-party compliance is continuously monitored and any risks are promptly identified and managed. 
[bookmark: _Toc225409278]CRITICAL ANALYSIS AND DISCUSSION 
 
The suggested framework incorporates the technical, administrative, and human controls, which is consistent with the best practices in the governance of cybersecurity. Technical measures like encryption, SIEM, and network segmentation minimize the attack areas whereas administrative policies enforce compliance and responsibility. Nonetheless, human factors cannot be addressed only at the technical level. Awareness and training is therefore necessary. 
 
Adopting ISO 27001 and Zero Trust Architecture would be a costly undertaking in terms of finances and organization. Nevertheless, it is far more expensive to pay the price of data breaches, fines, and its reputation. Other methods like the Managed Security Service Providers (MSSPs) have the potential to take off the internal workload but bring in the risks of the third party. Thus, the integration of internal management and external experience is advisable. 
 
 
 
[bookmark: _Toc225409279]CONCLUSION 
 
Cybersecurity threats are also a great threat to Health Plus Analytics because of the sensitivity of healthcare information and the rising level of cyberattacks. In this report, the authors suggested a detailed data security and data governance framework in compliance with the ISO 27001, NIST, UK GDPR, and NHS Digital Security Standards. The framework targets the identification of threats, the setting of security policies, the offering of mitigation measures, monitoring and incident response plans as well as the development of a staff training program. This framework will improve the security posture of HPA, make sure it complies with the regulations and establish a culture of good security. 
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CIATRIAD SECURITY MODEL

Confidentiality - deny unauthorised access. Integrity - assure data preciseness and reliability.
Availability - make systems available.A base of information security model is the CIA triad
(Stallings, 2018).The ability to assess the credits and debits involved in creating the balance
sheet also relies on the meaning of these two terms.

The meaning of these two terms is also important in creating the balance sheet; the credit
and the debit.
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CSU SECURITY POLICY SUGGESTIONS.

Key Points:

RBAC, Least Privilege, MFA Access Control Policy. The Data Protection and Privacy Policy.
Acceptable Use Policy (AUP) Incident Response Policy Policy on Backup and Disaster
Recovery.

Each ISO/IEC 27001 policy suggests formal security policies as an element of an ISMS (ISO,
2013).
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TECHNICAL MITIGATION MEASURES

Key Points:

Encryption (AES-256,TLS 1.3) Endpoint Detection and Response (EDR). Network
segmentation Zero Trust architecture Mobile Device Management (MDM).

Zero Trust security systems minimize the attack surface and insider threats (NIST, 2018).
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MONITORING STRATEGY

Key Points:

Security Information and event management (SIEM). Intrusion Detection and Prevention
System (IDS/IPS) Vulnerability scanning Regular security audits

It is necessary to monitor cyber threats on a regular basis to identify them at the earliest
(Stallings, 2018).




image11.jpeg
INCIDENT RESPONSE FRAMEWORK.

Key Points:
Detection Containment Eradication Recovery Post incident Review.

Incident response, which is structured, minimizes the disruption and the risk of litigation

(NIST, 2018).
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DATA GOVERNANCE STRUCTURE

Key Points:

Board oversight Data Protection Officer (DPO) IT Security Manager Risk Management
Committee Internal Audit Team

Good governance is associated with regulation compliance and accountability (ICO, 2023).
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STAFF TRAINING AND AWARENESS

Key Points:

Essentials of cybersecurity training. Training on GDPR and compliance with NHS. Phishing
simulations Security awareness campaigns on a monthly basis.

One of the significant security risks that affects cybersecurity is human factors, which need
regular training (ENISA, 2023).
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ADVANTAGES OF THE FRAMEWORK.

Key Points:

Increased confidentiality, integrity, and accessibility. Adherence to the UK GDPR and NHS
Digital objectivity. Less cyber threat and financial damage. Better patient trust and
reputation of the organisation.
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RECOMMENDATIONS

Key Points:

Introduce ISO 27001 Information Secrecy Manager.

Implement zero trust architecture.

Penetration testing and audits should be conducted on a regular basis.
Ensure that there is constant staff training.

Institute cybersecurity at the board level.
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CONCLUSION

Key Points:

HPA is under serious threat of cyber threats. Efficient governance and security system is
required. Rolling out will enhance compliance and toughness. Security culture should be an
on-going and organisation-wide culture.
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TITLE

HEALTH PLUS ANALYTICS (HPA) DATA CURITY AND GOVERNANCE FRAMEWORK. BOARD OF DIRECTORS REPORT ON IT SECURITY MANAGER.
FEBRUARY 2026

IN THIS PRESENTATION, THE ISSUES OF CYBERSECURITY RISKS, MITIGATION STRATEGIES, GOVERNANCE FRAMEWORK, AND TRAINING
RECOMMENDATIONS ARE SUMMARIZED WITH RESPECT TO HPA.
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BACKGROUND

Key Points:

One of the primary targets of the cyberattack is healthcare sector.
Remote and hybrid working make the workplace more insecure.
The last attacks at HPA: ransomware and cloud data breaches.
The legal and reputational risks in UK GDPR and NHS laws.

Digital transformation is contributing to the growing number of healthcare data breaches around the world
(ENISA, 2023).

Speaker Notes: Healthcare information is of value and it is attacked because of its economic and
identification worth.
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EXTERNAL CYBER THREATS

Ransomware attacks of analytics servers. Fraud and social engineering. Cloud storage
breaches Malware and Advanced Persistent Threat (APT). Distributed Denial of Service
(DDoS). In-text citation:Among the healthcare organisations, ransomware can be
considered one of the greatest threats (ENISA, 2023).
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INTERNAL CYBER THREATS

Malicious or careless employee threat. The dangers of Bring Your Own Device (BYOD).
Poor authentication and passwords. Mistake by human beings and configuration. In-text
citation: The problem of insider threats has been a primary contributor to data breaches
(Anderson, 2020).
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citation: The problem of insider threats has been a primary contributor to data breaches
(Anderson, 2020).




