
 
  

Integrating projects of Digital Marketing and Secure 

Communications to customers through encrypted API 

or Systems to eliminate hacking and Scams. 

 

 

 

 

 

 

Name: Md Masud Rana 

Student Number: 2206988 

 
 
 
 
 
 
 
 
 
 
 

Integrating project [ACHA-4008] 

 

 
 ‘This project is submitted in partial fulfilment of the requirements for the Certificate of Higher 

Education: CertHE Courses (Digital Skills, Skills for Electronics, Skills for Engineering, 

Professional Skills for Construction), University of Wales Trinity Saint David’. 

 

Date of Submission: 05/04/2023 

 

 

 



Table of contents:  
 

Abstract:  
 

Chapter One: The Problem /Introduction 

 

Chapter Two: Review of Related Literature 

 

Chapter Three: Design & Implementation 

 

Chapter Four: Presentation and Analysis of Results (with screen dumps) 

 

Chapter Five: Conclusions and Recommendations 

 

References:  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Abstract:  
 

Digital marketing and secure communications are crucial aspects of modern business operations. 

However, they also come with risks such as hacking and scams that can compromise customer data 

and trust. To address these challenges, implementing encrypted APIs (Application Programming 

Interfaces) or Systems can be a cost-effective way to enhance security and protect against cyber 

threats.[1] 

 

Data is encoded throughout the encryption process so that it can only be read by someone with the 

proper decryption key [3]. Sensitive client data can be protected during transmission and storage by 

using encrypted APIs or apps, which lowers the possibility of unauthorised access or data breaches. 

Strong authentication and authorisation techniques should be used to make sure that only authorised 

users may access the APIs or apps [4]. This may entail the application of safe authentication protocols 

like OAuth, multiple-factor authentication (MFA), or other accepted authentication techniques [5]. 

Conduct routine security audits and updates on your APIs or apps to find and fix any potential issues 

[6]. To make sure that your APIs or apps are secured against known security vulnerabilities, stay up to 

date with the most recent security patches and updates [7]. Inform our clients about the value of 

secure communications and how to spot phishing or scam attempts. Raise awareness of potential 

security hazards in digital communications and provide clear instructions on how to use your 

encrypted APIs or apps securely [8]. Implement monitoring and logging systems to instantly identify 

and react to any suspicious activity or security events. This can assist you in identifying and minimising 

any security breaches before they seriously impact your organisation [9]. To preserve customer data 

and uphold legal compliance, make sure that your digital marketing and communications plans abide 

by pertinent laws like the GDPR, CCPA, or other data privacy and security legislation [10]. 

 

We can create a more secure and reliable digital marketing and communications environment for our 

consumers by adopting encrypted APIs or systems in terms of cost-effective way as this project planned 

and implemented. To effectively respond to changing threats and guard against hacking and frauds, 

it's crucial to regularly review and upgrade your security measures. 

 

 

 

 

 

 

 

 

 

 

 



Chapter One: The Problem /Introduction 

 

Introduction: 

Digital marketing has revolutionized the way businesses communicate with customers, but it also 

presents risks such as hacking and scams that can compromise sensitive information [11]. To mitigate 

these risks, a secure communications system that leverages encrypted APIs and systems can provide 

robust protection [12]. This project aims to develop such a system to ensure secure communications 

in digital marketing, safeguarding customer data and building trust in a cost-effective way for a new 

start up business or SME [13]. It is not an issue for big company as they have resources including 

Finance and Human resources / Marketing department. But the new startup and small company like 

us has neither enough money nor staff to do the job [1]. In this situation, Startup or SME need to 

introduce a project where it can be done with free resources. 

 

 

Aim:  

The Aim of the project is to create value for the Startup and SME with Digital Marketing and make the 

secure presence in online through encrypted API or system to eliminate hacking and Scams. 

 

Objectives: 

The project success depends on the below objectives in terms of cost effective and deliver the goals 

of the business. 

Develop an encrypted API and system that enables secure communications between businesses and 

customers in digital marketing. 

Implement state-of-the-art encryption techniques to protect against hacking and scams, ensuring 

confidentiality, integrity, and authenticity of data. 

Create a seamless and user-friendly interface that enables businesses and customers to communicate 

securely without compromising usability. 

Conduct comprehensive testing to identify and address any vulnerabilities or weaknesses in the 

system, ensuring its reliability and security. 

 

 

 

 

 

 

 



Chapter Two: Review of Related Literature 

 

Methodology: 

Research and Analysis: Conduct a thorough analysis of current digital marketing practices and identify 

potential vulnerabilities and threats that can be exploited by hackers and scammers. Research 

encryption technologies and best practices for secure communications in digital marketing. Also, we 

have to conduct a thorough analysis of our target audience before starting to develop our digital 

marketing strategy, it's essential to understand who our ideal customer is and where they spend their 

time online. This will help you create targeted campaigns that resonate with our audience and drive 

conversions.[14] 

Develop a comprehensive digital marketing plan: Once we have a clear understanding of the target 

audience, we can start developing a digital marketing plan that includes a mix of channels such as 

search engine optimization (SEO), pay-per-click (PPC) advertising, social media marketing, email 

marketing, and content marketing.[15] 

User Interface Design: Create an intuitive and user-friendly interface for the API and Syetem that 

prioritizes security without sacrificing usability. Consider aspects such as ease of navigation, clear 

messaging, and user authentication to enhance the user experience.[16]  

System Development: Develop an encrypted API and app that implements robust encryption 

techniques, to protect communications between businesses and customers. Implement 

authentication and authorization mechanisms to ensure secure access.[17] 

Testing and Evaluation: Conduct rigorous testing, including penetration testing and vulnerability 

assessments, to evaluate the security and reliability of the encrypted API and app. Identify and address 

any weaknesses or vulnerabilities discovered during testing.[18] 

Documentation and Deployment: Document the system's architecture, encryption methodologies, 

and deployment guidelines to ensure proper implementation and configuration. Deploy the system in 

a secure environment, following industry best practices and standards.[19] 

Monitor and analyse the results: To ensure that your digital marketing efforts are paying off, it's crucial 

to regularly monitor and analyse your results. Use tools like Google Analytics to track website traffic, 

engagement rates, and conversions. Use this data to optimize your campaigns and improve your 

ROI.[20] 

By following these steps, it can create value for your SME through digital marketing and establish a 

secure online presence that helps to protect our business and our customers. 

 

 

 

 

 

 



Chapter Three: Design & Implementation 

 

Project: 

Integrating projects of Digital Marketing and Secure Communications to customers through encrypted 

API or System to eliminate hacking and Scams. 

 

Project Objectives:  

Digital Marketing and Secure Communications to customers through encrypted API or system to create 

value and eliminate hacking and Scams in a cost-effective way. 

 

Resources: 

4 Employees including Director ana Manager. 

2 Hours in Day * 4 Person = 8 Hours in Day 

2 Desktop, 2 Laptop and 1 Office mobile phone. 

Microsoft 365, Google workplace. 

Facebook and WhatsApp. 

Free training from googles and LinkedIn. 

Grant / Loan and resources from GOV UK and local council etc. 

 

Deliverables: 

Establish the secure communication through email, WhatsApp Business by 28th February 2023 

Setup the automated digital marketing by 31st March 2023 

Finished the integrating project of digital marketing with secure communication by 30th April 2023. 

 

Project roadmap and timeline: 

Generally, the startup or small business has no dedicated staff for marketing and communication, so 

we are taking 2 hours from 4 employees including director and manager.  

 

 

 

Also, we design the project in terms of budget, Human resources, and time schedule as below. 



GAANT CHART:  

 

 

 

Setup project for 3 months – one months for design, one month for implementation and one month 

to review. 

 

Month 1: 

Preparatory Phase 01/02/2023 08/02/2023 8 
 

We decided to do brainstorming for one weeks, after one week we the project described as below. 

Phase 1 Work effort 08/02/2023 28/02/2023 20 

 

We build up WhatsApp business profile using office dedicated mobile number and setup the email 

with Google and Microsoft. WhatsApp business profile give you all the information a new customer 

needs and to communicate with existing client efficiently. We will automate the customer queries with 

automation and integrate with AI to boost customer service. Because more than 1.6 billon people uses 

WhatsApp through mobile, so it is very convenient to communicate and free [21]. Beside this, we can 

call and message to any WhatsApp user in anywhere in the world.  What can expand our customer 

base not in the local area but around the world. Not only fulfil the goal with provide excellent customer 

services but also fulfilled objectives of reduce customer wait time to one minute. In addition, we can 

send documents to dedicated customers with end-to-end encryption. And getting acknowledge when 

open it instantly. We also send our invoices and any file through messaging. We set up the WhatsApp 

to our desktops and laptop to collaborate the team and to provide the excellent customer’s 

service.[22]  

01/02/202311/02/202321/02/202303/03/202313/03/202323/03/202302/04/202312/04/202322/04/2023

Preparatory Phase

Phase 1 Work effort

Phase 2 Work effort

Phase 3 work effort

Testing Phase

Delivery



We made a group for all the employees inside the WhatsApp, so we can group call, briefing set the 

goal for daily and review. As every employee and most customer uses WhatsApp, so there is no cost 

to communicate and also easy to uses with end-to-end encryption.  

Month 2: 

Phase 2 Work effort 01/03/2023 15/03/2023 15 
 

Make a website from free site builder like google site [23] or it can be done in wix.com [24]. 

Then build up site within one month and integrated with WhatsApp business number (free of 

subscription) and email like Gmail so can use all the powerful tools with free of cost and strong security.  

Then we broadcast the marketing poster and website to new and existing client. 

Phase 3 work effort 16/03/2023 31/03/2023 16 
 

In the meantime, we create a Facebook profile [25] and business page with our WhatsApp number. 

And join into group and publish our advertising for marketing. 

 

Month 3: 

Testing Phase 01/04/2023 15/04/2023 15 
 

It is just connecting the dot, because everything to do it but Knowledge and impletion was missing to 

make a delicate communication channel what can turn a startup to multinational company. 

 

Delivery  16/04/2023 30/04/2023 15 
 

By the end of the month 3, we reviewed our project; it seems customer is very satisfied with quick 

reply and easy to access the documents in the palm of hand.   

 

 

Out of scope: 

Server system 

Sophisticated website with high SEO rating. 

 

 

 

 



Chapter Four: Presentation and Analysis of Results (with screen dumps) 

 

 

 

 

 

 

 

Integrating projects of Digital

Marketing and Secure

Communications to customers

through encrypted API or Systems to

eliminate hacking and Scams.

MD MASUD RANA

Student ID : 2206988

                  

 The Aim of the project is to create value for the
SME with Digital Marketing and make the secure
presence in online through encrypted API or
system to eliminate hacking and Scams.



 

 

 

            
           

 Develop an encrypted API and system that enables
secure communications between businesses and
customers in digital marketing.

 Implement state of the art encryption techni ues to
protect against hacking and scams, ensuring
con dentiality, integrity, and authenticity of data.

 Create a seamless and user friendly interface that
enables businesses and customers to communicate
securely without compromising usability.

 Conduct comprehensive testing to identify and address
any vulnerabilities or weaknesses in the system,
ensuring its reliability and security.

          

01/02/2023 11/02/2023 21/02/2023 03/03/2023 13/03/2023 23/03/2023 02/04/2023 12/04/2023 22/04/2023

Preparatory Phase

Phase 1 Work effort

Phase 2 Work effort

Phase 3 work effort

Testing Phase

Delivery



 

 

 

 

 

 

 

 

 

 

                
            

 In the existing project that all are
expensive and designed for Big
company.

 It Consists of IT expertise

 Very Expensive

        
       

 The idea of this project is to Digital Marketing
and Secure Communications to customers
through encrypted API or Apps to eliminate
hacking and Scams.

 The Challenges which are seen in the exiting is
unawareness of online sales through popular
app, afraid of hacking and expensive and it can
be fixed by popular and friendly user app and API

 Advantages of this project is Cheap, user friendly
and military grade security.



 

Free Poster like above can created by free tools and website.  



 

Brain storming ( there are so many free software for brain storming and mapping : 

https://www.mindmeister.com/map 

 

Google site: Free website builder  

 

https://www.mindmeister.com/map


Wix.com  

Facebook Business pages. 

 

 

WhatsApp For Business:  



 

WhatsApp Desktop for Business 

 

 



 

 

 

 

 

 

 

 

WhatsApp Business App Broadcasting Features 



 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter Five: Conclusions and Recommendations 

 

Conclusion: 

With the increasing prevalence of hacking and scams in digital marketing, businesses need robust 

solutions to protect their communications with customers [26]. This project aims to develop an 

encrypted systems/ infrastructure that ensures secure communications, thereby mitigating the risk of 

hacking and scams. By prioritizing data security and customer trust, businesses can enhance their 

digital marketing efforts and build lasting relationships with their customers.[27] 

 

In addition, we can make this project as service pack to the startup and SME to clients to achieve the 

company goal by increase the revenue and also new product to business portfolio what can do 

contribute not to the society but also around the world. 
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