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[bookmark: _Toc204892122]Chapter 1
1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc204892123]Introduction
The increasing reliance on digital devices within homes has made home networks attractive targets for cyber-attacks. This research explores the importance of securing these networks through penetration testing and robust cybersecurity practices.
    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc204892124]Aim
The primary aim of this project is to investigate and demonstrate the importance of network security and penetration testing within home networks.

1.3 [bookmark: _Toc266447526][bookmark: _Toc204892125]Objectives
· Conduct extensive literature reviews on current cybersecurity threats facing home networks. 
· Analyse common penetration testing methods applicable to home environments. 
· Demonstrate practical penetration testing on a simulated home network. 
· Evaluate and recommend effective security practices and tools for home network users.

1.4 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc204892126]Structure Of The Project
This project comprises a literature review (Chapter 2), research methodology (Chapter 3), design and implementation of tests (Chapter 4), testing and evaluation (Chapter 5), conclusions and recommendations (Chapter 6), and reflections (Chapter 7).
[bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447540][bookmark: _Toc266447528]
[bookmark: _Toc204892127]Chapter 2 - RESEARCH & REVIEW OF LITERATURE

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc202288068][bookmark: _Toc266447541][bookmark: _Toc204886422][bookmark: _Toc204886528][bookmark: _Toc204886575][bookmark: _Toc204886624][bookmark: _Toc204886675][bookmark: _Toc204886727][bookmark: _Toc204886779][bookmark: _Toc204886838][bookmark: _Toc204886890][bookmark: _Toc204887855][bookmark: _Toc204889659][bookmark: _Toc204892089][bookmark: _Toc204892128]
[bookmark: _Toc204892129] Introduction

An extensive review of industry-verified sources highlights common vulnerabilities and threats to home networks, including phishing, malware, ransomware, and insecure IoT devices

[bookmark: _Toc266447542][bookmark: _Toc204892130]Methodology

A comparative analysis approach was employed, using a wide variety of sources.

[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc204892131][bookmark: _Toc202288080]Conclusion 

Key vulnerabilities identified included weak passwords, unpatched software, poor network segmentation, and inadequate firewall configurations. Literature emphasized penetration testing as critical to identifying and mitigating these vulnerabilities effectively.

[bookmark: _Toc204892132]Chapter 3 - RESEARCH METHODOLOGY

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc266447529][bookmark: _Toc204886427][bookmark: _Toc204886533][bookmark: _Toc204886580][bookmark: _Toc204886629][bookmark: _Toc204886680][bookmark: _Toc204886732][bookmark: _Toc204886784][bookmark: _Toc204886843][bookmark: _Toc204886895][bookmark: _Toc204887860][bookmark: _Toc204889664][bookmark: _Toc204892094][bookmark: _Toc204892133]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc204886428][bookmark: _Toc204886534][bookmark: _Toc204886581][bookmark: _Toc204886630][bookmark: _Toc204886681][bookmark: _Toc204886733][bookmark: _Toc204886785][bookmark: _Toc204886844][bookmark: _Toc204886896][bookmark: _Toc204887861][bookmark: _Toc204889665][bookmark: _Toc204892095][bookmark: _Toc204892134]
[bookmark: _Toc204892135]Introduction
The research methodology adopted is qualitative, employing a practical penetration testing approach on a simulated home network.
[bookmark: _Toc266447530][bookmark: _Toc204892136] Research Overview
This chapter aims to put forth the view of the entire research process proposed for the achievement of the aim and objectives stated in the previous chapter.   

2.1.1 [bookmark: _Toc266447531][bookmark: _Toc204892137]Research Process
[image: ]
[bookmark: _Toc204892150]Figure 1 - Research Process
[bookmark: _Toc341174544][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc204892138]Chapter 4 - DESIGN & IMPLEMENTATION
4.1 [bookmark: _Toc341174545][bookmark: _Toc204892139]Introduction
This chapter outlines the practical setup and execution of penetration tests on a simulated home network.
4.2 [bookmark: _Toc204892140]problem formulation
The primary issue is securing home networks against cyber-attacks. Virtual machines were employed to simulate various home network scenarios.
4.3 [bookmark: _Toc204892141]Design
A virtual network environment was designed to replicate common home network setups, including routers, IoT devices, and personal computers.
4.4 [bookmark: _Toc204892142]Implementation
[bookmark: _Toc341174561]Implementation involved configuring virtual environments, executing penetration tests, and identifying vulnerabilities through detailed step-by-step screenshots and descriptions.
[bookmark: _Toc204892143]Chapter 5 – Testing and Evaluation  
[bookmark: _Toc341174562]Testing involved simulated attacks, including port scanning, exploitation of vulnerabilities, and password cracking. Results highlighted significant vulnerabilities such as open ports, weak authentication mechanisms, and exploitable firmware.
[bookmark: _Toc204892144]Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS
 
1. [bookmark: _Toc371251378][bookmark: _Toc371251427][bookmark: _Toc371255407][bookmark: _Toc371255562][bookmark: _Toc204886449][bookmark: _Toc204886555][bookmark: _Toc204886601][bookmark: _Toc204886650][bookmark: _Toc204886701][bookmark: _Toc204886753][bookmark: _Toc204886805][bookmark: _Toc204886864][bookmark: _Toc204886916][bookmark: _Toc204887881][bookmark: _Toc204889685][bookmark: _Toc204892107][bookmark: _Toc204892145]
6.1 [bookmark: _Toc204892146]Summary
The project demonstrated significant vulnerabilities present in typical home networks and the effectiveness of penetration testing in identifying these vulnerabilities.
6.2 [bookmark: _Toc204892147]Conclusion
Penetration testing is essential for securing home networks, highlighting weaknesses and guiding security improvements.

6.3 [bookmark: _Toc204892148]Recomendations for  Further Research
[bookmark: _Toc341174563]Future research should focus on automated security solutions for home users and enhanced security education for non-technical users.

[bookmark: _Toc204892149]Chapter 7 – Reflections 
This research effectively met its objectives by demonstrating the critical role of penetration testing in network security. Challenges encountered, including configuring complex virtual environments, were overcome through iterative testing and troubleshooting. The experience gained significantly enhanced my practical cybersecurity skills.
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