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[bookmark: _Toc66356074]Abstract
In a technologically advanced society, Active Directory is crucial to IT architecture as it guarantees the cohesion and stability of a wide variety of network services. Practical tasks in this report are aimed at deploying Microsoft Active Directory Network Directory Services and understanding of essential network directory objects. They are followed by observational tasks explaining critical network terminologies, such as DNS, DHCP, AGDLP, and AGUDLP. Creating user accounts, adjoining domains, and making sure that pre-requisite tasks are completed before starting to deploy Active Directory are part of practical tasks aimed at understanding Active Directory and its network objects. Different levels of access and roles within the enterprise network are also crucial to identify and deploy, which is why network user account groups are described in observational activities. Furthermore, the ability to systemically comprehend the different systems installed and applied in practical tasks is demonstrated.

[bookmark: _Toc66356075]Introduction
Hackers are already focusing their efforts on Active Directory, conducting surveillance to identify customers, databases, and machines in an enterprise environment, and then moving obliquely to launch multi-stage strikes to obtain access to and manipulate the institution's infrastructure and records. Generally, safety focus has been centred on the system and hardware technology, while AD integrity has stalled. The passwords that are sent to the customers are the same ones that are manipulated, compromised, and used, whether by mistake or intentionally. This is why the protection of Active Directory is so critical. The greatest strength of the software, data, and clients is Active Directory. Nothing else would function without it. Members of society are put in danger if medical practitioners are unable to obtain the documentation and programs that they require to administer medications and check health history. However, the human aspect is the biggest liability of any prevention strategy and people are both the first and last point of call. Corporations must use the specific security approach to fully comprehend who has rights to what. In addition, they should use vulnerability monitoring to search for indications of system exploitation, such as malware or ransomware, and undertake urgent steps to shut down the device and client.

[bookmark: _Toc66356076]Worksheet 2 – Practical Tasks

[bookmark: _Toc66356077]Task 1: Pre-Requisite Tasks
Figures 1-3 demonstrate that the server IP addresses are statically defined, DNS is not set up, and the firewall is turned off for both private and public networks. 
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[bookmark: _Hlk65595001][bookmark: _Hlk65594986]Firewall settings for server 1.
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PublicNet settings for server 1.
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PrivateNet1 settings for server 1.
Changing the name of the device that will be set up as a domain controller is vital, as it is the most critical machine installed in an enterprise network to handle network services. It is essential to be able to distinguish which hosts are delivering services on the network. The name of the server was changed for the purpose of this task, which can be seen in Figure 4.
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Computer name.








[bookmark: _Toc66356078]Task 2: Deploying Active Directory
Active Directory (AD) is a database and a collection of utilities that link users to the network tools they need to accomplish their work. The folder provides important knowledge about the environment, including what users and machines there are and who is authorised to make changes. The Active Directory architecture of Microsoft is used to deploy a network directory service on enterprise networks. It operates on Windows Server and enables administrators to control privileges and monitor network services. In this task, Active Directory has been created and the paths to the database, log files, and SYSVOL folders are shown in Figure 5.
[image: ]
Locations of all folders.



Users can log in to the network domain after creating a new forest using the root domain name and password. The new domain that was created and the name of the account associated with it as seen in Figure 6 should be shown on the login screen.
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Login screen.








[bookmark: _Toc66356079]Task 3: Creating User Accounts
Figure 7 shows that server (DC1-NWT) is listed as the nwtraders.msft domain controller.
[image: ]
Server name in the domain controller.
The primary administrator account shown in Figure 8 is functioning and can be used for server administration.
[image: ]
Administrator account.
It is often crucial to create an alternative fail-safe account if the primary administrator account is compromised or if the password is lost or changed deliberately or accidentally. The consequences of an unintended loss of administrative access can be minimised by establishing two or three emergency access accounts within the company as seen in Figure 9. Additional safety accounts are extremely privileged and not delegated to particular people. Fail-safe accounts are limited to emergency situations where regular administrative accounts cannot be used. It is suggested to uphold the objective of limiting the use of an emergency account to when it is completely necessary.
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Administrator accounts.




[bookmark: _Toc66356080]Task 4: Object Attributes of Interest
The new user named Tomasz Kania created for this task resides in a global group called Domain Users as seen in Figure 10.
[image: ]
New user in a global group.








The account properties of new user have been changed (as seen in Figure 11) to restrict the modifications that this user can make, such as the changing of a password. Logon hours were also set to restrict access of this non-administrative user as seen in Figure 12. This is crucial for creating new users, since the hierarchical structure of the enterprise should be retained at all times. If there is no clear line of authority inside the organisation, users will have access to confidential data which may have catastrophic implications.
[image: ]
Properties of the new user.
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Account restrictions message.









[bookmark: _Toc66356081]Task 5: Adjoining the Domain
This task requires verification that the Active Directory computer folder is empty before a new computer can be added. This is shown in Figure 13.
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Verification of the Active Directory folder.







After successful verification, new computer can be added and joined to the domain. Computer name that has to be added to the domain should have the same name as the current computer that has been added to the Active Directory folder. This is shown in Figure 14.
[image: ]
New computer added to the domain.
Verification of the successful login to the nwtraders.msft domain using the new account that was created can be seen in Figure 15.
[image: ]
Successful login to the domain.
Attempting to log in to Server 1 Virtual Machine with the same non-administrative user account should trigger an error message (as shown in Figure 16) if all settings are correct. This is because only admin level domain users are allowed to log in to the domain controller system.
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[bookmark: _Hlk65692884]Unsuccessful login to the domain.







[bookmark: _Toc66356082]Worksheet 2 – Observational Tasks

[bookmark: _Toc66356083]Domain Name System (DNS)
Users can retrieve information from host computers and upload data from anywhere on the Internet using the Domain Name System. It is a globally distributed catalogue of databases containing an IP address mapped to related domain names on computers around the globe. The Internet Corporation for Assigned Names and Numbers (ICANN) currently handles DNS and establishes rules for all of its activities. DNS has recently experienced remarkable advances in technological, organisational, and administrative decisions that have had a profound effect on Internet-related policy concerns such as patents, anonymity, e-commerce, and digital crime. The Domain Name System and the Domain Name Service are both referred to as DNS acronyms. The domain name system is a hierarchical database that translates domain names into IP addresses, and the domain name service, as the name indicates, is a service provided by this system. The DNS architecture is composed of various computing and networking organisations which are widely dispersed around the world. IP addresses, domain names, and networking protocols are all interconnected in this architecture, which is regulated by standardised regulatory authorities. The Domain Name System was constructed using the ASCII character collection, which only allowed for Roman characters and a few symbols. As the Internet expands worldwide, requests for Internationalized Domain Names (IDNs) have grown, especially demand for other alphabetical characters in the DNS. Internationalized Domain Names (IDNs) are the highest-level domain names that contain letters used in the regional representation of languages that are not represented in the regular Latin alphabet. They have been accepted by ICANN and bring numerous new resources and advantages to Internet users worldwide by enabling them to set up and use high-level domains in their local languages and dialects [1].
When a DNS query is generated, a number of actions must be taken. If the Domain Name System was a consolidated archive, each request would go straight to the main file where the response would be retrieved. However, since the DNS is a hierarchical and distributed system (as seen in Figure 17), several steps are normally taken to validate the response to a query. If required, it may start at the root and cross the path across the file structure to the one in which the search-for-answer resides. However, the process can often start deeper down the main structure since the previous responses are saved and repeated by the querying user. This method can better be described by the illustration seen in Figure 18, which shows the use of the Domain Name System to locate the IP address relating to the theoretical domain name [2].
[image: ]
DNS hierarchy. Source: Adapted from [3].
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DNS process. Source: Adapted from [1].
DNS name resolution services are used by Active Directory Domain Services (AD DS) to allow users to identify domain controllers and link controllers that host directory services. Domain Name System plays a significant role in Active Directory as users and other domain controllers request SRV data stored in DNS, which is registered by different domain controllers. The Windows registry settings are used to evaluate the data recorded in the DNS. AD DS allows fast convergence of Active Directory namespace into the namespace of the already created Domain Name System. DNS zones, for example, make it easier to set up DNS by removing the need to create different zones and afterwards customize zone transfers. DNS resource logs are added to the zones, allowing network hosts and services to identify Active Directory domain controllers, this acts as a name resolution service, which serve as a name resolution service required by AD. Moreover, Active Directory leverages hierarchical architecture to include a naming scheme that enables an entity to represent its hierarchical structure [4].















[bookmark: _Toc66356084]Critical Server Roles and Features

[bookmark: _Toc66356085]Hyper-V
The Hyper-V system virtualization is achieved using the hypervisor, which is configured as an auxiliary service on the Windows Server. Hypervisor is a kind of lightweight application that sits on top of the hardware. Its primary goal is to enable multiple operating systems to run concurrently on the same physical infrastructure. The hypervisor, like the actual kernel, controls allocated resources, thread operations, and governs simple machine behaviour. Hyper-V is based on the premise that a host operating system offers hardware control features. Hyper-V enables virtual machines to be separated and uses the partitions on which the operating system is installed. Installation of Windows Server includes a small range of features, and it operates in the main directory. Virtual Machine Bus is an essential element of the architecture as it enables logical communication in partitions. Figure 19 displays the Hyper-V architecture requirements [5].
[image: ]
Hyper-V Architecture. Source: Adapted from [5].

Since device drivers do not need to provide built-in intelligence about the relevant hypervisors, Hypervisor Layer does not need any device drivers for the machines used. Drivers are installed directly in the operating system located in the "Ring 0" kernel mode layer, which provides an appropriate framework for the execution of any other server functions that may be needed. In comparison to several other hypervisor forms, it also offers quicker setup.   The key drawback is that the “Ring 0” layer must have an operating system installed prior to the configuration of the hypervisor. As a consequence, the overhead is greater than other forms of hypervisors. Hypervisor Layer, on the other hand, needs less workload to handle the device drivers. Since it is devoid of APIs, it has a low security risk. If the operating system in the “Ring 0” layer fails, all of the configured Virtual Machines will be offline. Since Microsoft security patches are in charge of security infrastructure, all VM Servers must be forced to shut down or relocated to a separate node to reduce disruption [5].

[bookmark: _Toc66356086]DHCP Server
As computers link to a network, the Dynamic Host Configuration Protocol (DHCP) is commonly used to dynamically allocate IP addresses. Web addresses, so-called IPv4 addresses have almost run out in recent years, limiting the number of IP addresses that can be used across most of the corporate networks. DHCP can handle IP address pools more conveniently and efficiently than manual setup. The DHCP server is a network server responsible for allocating continuous IP addresses and other network functions to the user computers. To react to broadcast requests from users, it uses the Dynamic Host Configuration Protocol, as a regular protocol. The DHCP server sends the necessary information to users so that they can effectively interact on the network. Without it, system administrators must physically configure every new user that enters the network, which can be tedious, particularly in corporate networks [6].
Leasing time is among the most significant DHCP criteria as it decides how long a computer can have an IP address. Appropriate lease time specification aids with the use of the IPv4 addresses. The lease time structure, on the other hand, lacks a specific rules. Setting a lease term that is too long would drain IP addresses so that certain addresses would be filled with machines that have already been disabled, whereas setting a lease period that is too short would significantly reduce the performance of the DHCP server. Considering the lack of thorough knowledge of the nature and efficiency of DHCP, it is difficult for system administrators to determine a correct lease period [6].
[bookmark: _Toc66356087]Different Levels of Access
The system-based access control scheme grants or suspends the ability to access data or execute action. Data must be protected from internal and external threats. Internal attacks constitute a major part of cyber threats. A protection feature used to safeguard from internal security risks is called access control. Role Based Access Control (RBAC) is a breakthrough in the advancement of safe practices with the core principle of its roles, which can clarify the protocols for access control of a company, agency, or corporation. When actions are performed on objects, privileges are established, and these privileges are then delegated to different roles. Privileges are not distributed to people on an individual basis. A role serves as a link between clients and privileges. Clients are assigned to designated roles in order to have access to a variety of privileges. Role Based Access Control is well-known for its security features, rigorous access control, and simplicity of service offered to administrators [7].
Staff members should only be granted access to the information they need to carry out their duties properly. A number of aspects, such as authorisation, transparency, and professional competence, can have an impact on access control. Furthermore, access to computing services may be restricted to particular functions, such as accessing, creating, or editing a record. As a rule, if staff do not require classified information to perform their duties, they do not usually have access to it. This is particularly useful when an organisation has a large workforce and relies on third-party vendors and consultants that makes it challenging to control network access. Different levels of access inside the organisation are essential for the protection of confidential data and critical software. Confidentiality is easier to manage by restricting unauthorised access to confidential information depending on each user's defined position within the company, which should be assigned on a need-to-know basis [7].







[bookmark: _Toc66356088]Recommendations on AGDLP and AGUDLP
Microsoft's recommended approach towards AD design is the AGDLP and AGUDLP structural frameworks, which might help organisations to adhere to these system architectures. The AGDLP approach demonstrates how and when to nest groups within each other without jeopardising security or organisational performance. The following is outlined in the model: Accounts for clients and devices must be part of global groups, which are representatives of domain local groups that determine service privileges. Global groups hold client and device accounts and may include multiple global groups from the same domain. As global groups cannot have participants from other domains, such groups will have members that are similar throughout the context of the fact that they are all users of the same domain. These clients would almost certainly share some other characteristics, such as working in the same unit or using the same device. Domain local associations are ideal for granting rights to providers due to the flexibility of their membership restrictions. These groups are used since they can contain groups from the dominant domain as well as other domains. This enables network administrators to provide access to the data to anybody in the organisation that needs it. The structure of the AGUDLP is rather identical to that of the AGDLP, even though it contains the Universal Groups. The global catalogue houses the memberships of these entities, which is far more significant in multi-domain settings. The applicability of this system is primarily determined by how heavily the global catalogue is dependent upon within the company. The AGUDLP architecture will contribute to making the global catalogue as comprehensive as feasible if there is a significant interest in doing so. On the other hand, this model can apply an excessive level of sophistication to smaller communities with a single domain, where AGDLP would be a better alternative. Furthermore, adopting the AGDLP and AGUDLP designs can provide a company with a number of tangible benefits. Although the concept depends on much more than a knowledgeable administrator to transfer groups around in Active Directory, the difficulty always resides in integrating the architecture to enforce the concept. In order to be implemented, these models require continuous caution and supervision on the side of IT professionals. Many actions must be taken to implement and maintain them, namely assigning representatives to groups that are familiar with the interests of the members of such groups, guaranteeing that only the relevant members are in the appropriate groups, and verifying that the groups have the appropriate resource privileges [8] [9].


[bookmark: _Toc66356089]Conclusion
The Active Directory system architecture allows for unified object storage and maintenance. It enables the network administrator to safely control the connectivity and utilization of distributed network services using group policies. In a standard Windows Server Environment, Microsoft Active Directory Network Directory Services function as a framework for defining members as well as a fundamental platform for verifying and authorising all server activities. Device monitoring, account and device locking protocols, read-only domain controllers, and the ability to reboot domain services are some of the unique characteristics included in the most recent Active Directory implementations.
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