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AIM(S)

e To study in depth the technical issues related to switching techniques, to have an in depth
knowledge of architecture, components, and operations of switches in a larger and more
complex network.

LEARNING OUTCOMES
Upon the successful completion of this module, the student should be able to demonstrate
the ability to:

1. Demonstrate a detailed understanding of theoretical knowledge relating to switching
techniques.

2. Configure and troubleshoot routers and switches and resolve common issues with VLANS,
STP, and VTP in IP networks.

3. Students will also develop the knowledge and skills needed to implement ACL, DHCP and
NAT operations in a network.

4. Critically evaluate design and security measures implemented in LAN

INDICATIVE CONTENT
e Switched networks and hierarchical networks
e Switch configuration
e Virtual local area networks (VLAN)
e Inter-VLAN routing using routers and L3 switch
e LAN redundancy and link aggregation
e DHCP and NAT
e Access control lists and LAN security
o  Wireless LANs

LEARNING AND TEACHING STRATEGY
The majority of factual material will be presented in lectures using handouts, guided reading
and use of internet and intranet material as required.

Tutorial classes will concentrate on the technical design.

Laboratories will be used to allow students to gain advanced routing and switching skills with
the aid of lab equipment and appropriate softwares such as OPNET, Packet tracer, GNS,
etc.



The allocation of teaching to deliver the module is:

Activity type Hours Percentage
Scheduled learning 60 30%
Independent learning 140 70%
Placement learning 0

TOTAL 200 100%
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