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1. Introduction - Kalori Ltd. is a fast-growing consumer electronics retailer 
operating 30 physical stores and an e-commerce platform. Over the past year, the organisation has experienced strong sales growth and is preparing for further expansion. Despite this success, the company’s internal information systems have not developed in line with operational complexity and business scale. As a result, core business activities such as inventory control, customer management, reporting and compliance are increasingly difficult to manage.
The business case highlights several operational weaknesses. The most critical problem is the reliance on manual inventory tracking processes that are not synchronised across physical stores and online channels. This frequently results in stock discrepancies, customer dissatisfaction and high refund rates. At the same time, customer data is fragmented across disconnected systems, preventing the marketing team from delivering personalised campaigns and limiting the customer service team’s ability to resolve complaints efficiently. Furthermore, management relies on manually produced spreadsheet reports, which are slow to compile and often contain errors. These issues negatively affect forecasting accuracy and strategic decision-making.
The organisation also faces significant risks related to data protection and cybersecurity. Current systems lack consistent access controls and centralised governance mechanisms, increasing the risk of unauthorised access to personal data and non-compliance with the General Data Protection Regulation (GDPR). Finally, the lack of integration between departments forces employees to transfer data manually between systems, creating inefficiencies and information silos.
According to Laudon and Laudon (2020), information systems are essential for operational excellence, improved customer relationships and competitive advantage. In Kalori Ltd.’s case, existing systems no longer support these objectives. This report evaluates the company’s current information systems, identifies key inefficiencies and proposes an integrated solution based on Enterprise Resource Planning (ERP), Customer Relationship Management (CRM) and Business Intelligence (BI) technologies, supported by a robust cybersecurity and GDPR compliance framework. 



2. Evaluation of Existing Systems
2.1 Manual Inventory Tracking - Kalori Ltd. currently relies on spreadsheets
and manual data entry to manage inventory across its stores and its online sales platform. Each store updates stock information independently and communicates inventory levels to head office using non-standardised formats. There is no real-time synchronisation between physical stores and the e-commerce system.
This approach leads to frequent stock discrepancies, which are particularly damaging in an omnichannel retail environment. Customers regularly place orders online for products that appear to be in stock but are unavailable at the warehouse or store level. This results in order cancellations, refunds and reputational damage. In addition, store managers struggle to identify slow-moving products or high-demand items quickly, leading to overstocking in some locations and shortages in others.
Manual inventory systems are highly susceptible to human error and lack real-time visibility (Stair and Reynolds, 2020). Without automated updates and integrated data, Kalori Ltd. cannot support accurate stock replenishment, efficient order fulfilment or proactive inventory optimisation.            
              2.2 Fragmented Customer Relationship Management - Customer information at Kalori Ltd. is stored in multiple, disconnected systems across marketing, sales and customer support. There is no unified customer database or single customer view. Consequently, employees cannot easily access purchase history, service interactions or customer preferences.
This fragmented approach creates significant operational limitations. Marketing campaigns are generic because customer segmentation is based on incomplete data. The customer service team cannot verify purchase details quickly, increasing complaint resolution times and lowering customer satisfaction. Moreover, management lacks insight into customer behaviour across channels.
Payne and Frow (2017) argue that integrated CRM systems are essential for improving customer lifetime value and enabling data-driven relationship management. Kalori Ltd.’s current fragmented systems prevent the organisation from delivering consistent and personalised customer experiences, limiting its ability to build long-term customer loyalty.
           2.3 Inefficient Reporting and Decision-Making- Sales and operational reports are manually compiled using spreadsheets. Employees extract data from multiple systems and combine it manually before distributing reports to management. This process is time-consuming and vulnerable to data inconsistencies and calculation errors.
The main consequences include delayed access to information, unreliable figures and limited analytical capability. Managers are unable to monitor sales trends in real time, evaluate promotional performance or respond quickly to changes in customer demand. As a result, forecasting is inaccurate and opportunities for revenue growth are frequently missed.
Sharda, Delen and Turban (2018) highlight that organisations using business intelligence tools gain real-time analytical insight that significantly improves forecasting and strategic decision-making. Kalori Ltd.’s manual reporting processes therefore represent a major barrier to data-driven management.
2.4 Lack of Integration- Different departments within Kalori Ltd. use separate
systems for inventory, finance, sales and customer management. These systems do not communicate automatically. Employees frequently re-enter data manually or exchange spreadsheets to share information.
This lack of integration creates information silos, duplicated work and inconsistent records. For example, sales data must be manually transferred to the finance department for invoicing and revenue reporting, while inventory data must be updated separately in each store’s system. These manual hand-offs increase processing time and introduce errors.
Davenport (1998) emphasises that integrated enterprise systems eliminate information silos and improve cross-functional coordination. At Kalori Ltd., the absence of integration directly undermines operational efficiency and process transparency.   
       2.5 GDPR and Cybersecurity Risks- Kalori Ltd. processes large volumes of
personal data through its e-commerce platform, loyalty schemes and customer support services. However, the company lacks a centralised data governance framework and consistent access control mechanisms.
Current systems provide limited audit trails, and user permissions are not standardised. Sensitive customer information is distributed across multiple platforms without consistent encryption or monitoring. These weaknesses expose the organisation to unauthorised access, data breaches and compliance failures.
Under GDPR, organisations must demonstrate lawful processing, appropriate security controls and accountability for personal data (Voigt and Von dem Bussche, 2017). Without improvements in data governance and security practices, Kalori Ltd. faces substantial legal, financial and reputational risks.

3 . Recommended Solution
To address these challenges, this report recommends implementing:
· A Cloud-Based Enterprise Resource Planning (ERP) System
· An Integrated Customer Relationship Management (CRM) System
· Business Intelligence (BI) and Analytics Tools
· Enhanced Cybersecurity and GDPR Compliance Framework

Integrated systems overview

                  [image: ]Shape 1

             3.1 Enterprise Resource Planning (ERP) System- An ERP system integrates core business processes including inventory, finance, procurement, and sales into a unified platform. Recommended ERP vendors include SAP S/4HANA, Microsoft Dynamics 365, Oracle NetSuite. 
ERP systems improve data accuracy, operational efficiency, and interdepartmental communication (Monk and Wagner, 2013). For Kalori Ltd., a cloud-based ERP would:
· Provide real-time inventory visibility across all stores and online channels
· Automate stock replenishment
· Reduce overstocking and stockouts
· Integrate finance and sales data
ERP systems improve data accuracy, operational efficiency and cross-departmental coordination (Monk and Wagner, 2013). By centralising operational data, Kalori Ltd. will be able to optimise stock levels, reduce overstocking and stock-outs, and improve order fulfilment performance.
Cloud deployment also supports scalability and reduces infrastructure costs, which is particularly important for an organisation planning rapid expansion (Laudon and Laudon, 2020).
            3.2 Customer Relationship Management (CRM) System- A centralised CRM system such as Salesforce or Microsoft Dynamics CRM would:
· Consolidate all customer data
· Track purchase history
· Enable targeted marketing campaigns
· Improve complaint resolution
Buttle and Maklan (2019) state that CRM systems enhance customer retention and profitability through personalised engagement. For Kalori Ltd., CRM integration with ERP would allow seamless data sharing between sales and marketing.
Benefits include:
· Personalised email promotions
· Loyalty programmes
· Improved customer service response times
· Data-driven segmentation
               3.3 Business Intelligence (BI) and Analytics- The implementation of BI tools such as Power BI or Tableau would provide:
· Real-time dashboards
· Sales trend analysis
· Predictive forecasting
· Performance KPIs
Sharda et al. (2018) emphasise that BI systems transform raw data into actionable insights. Management would gain:
· Automated sales reports
· Demand forecasting
· Identification of high-performing products
· Data-driven pricing strategies
This would significantly improve strategic decision-making.
3.4 Cybersecurity and GDPR Compliance Measures- To strengthen
security and regulatory compliance, Kalori Ltd. should implement an information security management framework aligned with standards published by the International Organization for Standardization.
Key technical and organisational measures should include:
· Role-based access control across all systems,
· Multi-factor authentication,
· Encryption of sensitive personal and financial data,
· Centralised identity and access management,
· Continuous monitoring and incident response procedures,
· Regular security audits and vulnerability assessments.
From a GDPR perspective, the organisation must introduce structured consent management, data retention policies and documented data processing activities. These measures support accountability and lawful data processing as required by GDPR (Voigt and Von dem Bussche, 2017). Implementing these controls will significantly reduce cyber risk and strengthen customer trust.
4. Implementation Plan
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         4.1 Project Phases
Implementation should follow a structured approach:Chart 1
          4.2 Training and Change Management- Effective training and structured change management are critical to the success of Kalori Ltd.’s information systems transformation. The introduction of ERP, CRM and BI platforms will significantly change how employees perform daily tasks, interact with data and collaborate across departments. Without adequate preparation and engagement, user resistance and low system adoption could undermine the expected benefits.
A comprehensive training and change management programme should therefore be established to support all user groups, including store staff, inventory controllers, marketing teams, finance employees, customer service agents and senior managers.
Role-based training approach - Training should be tailored to specific job roles rather than delivered as generic system instruction. For example:
· store employees should receive operational training focused on stock updates, goods receipts and order fulfilment processes.
· marketing and customer service staff should be trained in CRM usage, campaign management and customer record handling.
· finance staff should focus on invoicing, reporting and financial reconciliation processes.
· managers should receive dashboard and analytics training using BI tools.
Role-based training increases relevance and reduces cognitive overload, which improves user confidence and adoption (Laudon and Laudon, 2020).
Blended learning methods - Kalori Ltd. should adopt a blended learning strategy consisting of:
· instructor-led classroom or virtual workshops,
· hands-on system simulations and sandbox environments,
· short instructional videos and digital manuals,
· quick-reference guides for daily operational tasks.
This blended approach supports different learning styles and allows employees to revisit learning materials after system go-live.
Communication and stakeholder engagement - Clear and consistent communication is essential throughout the project lifecycle. Employees must understand:
· why the new systems are being implemented,
· how their work will change,
· what benefits they will experience.
Early engagement of employees during requirements workshops and pilot testing improves system acceptance and reduces resistance to change (Stair and Reynolds, 2020).
Performance support after go-live -Training should not end at system launch. Kalori Ltd. should provide:
· on-site or virtual support during the first weeks after deployment,
· online help desks and ticketing systems,
· refresher training sessions based on user feedback.
           4.3 Integration with Existing Infrastructure
System integration and data management are central to the success of Kalori Ltd.’s digital transformation. The proposed ERP, CRM and BI platforms must operate as a unified ecosystem, enabling seamless data flow between operational, analytical and customer-facing systems.
System integration strategy - The new systems must integrate with:
· the existing e-commerce platform,
· payment and point-of-sale systems,
· supplier and logistics platforms,
· third-party marketing and customer engagement tools.
Integration should be implemented using secure application programming interfaces (APIs) and middleware services to ensure:
· real-time data synchronisation,
· minimal system latency,
· consistent transaction processing across platforms.
Effective integration eliminates manual data transfer and ensures that inventory updates, customer transactions and financial postings occur automatically across all systems (Davenport, 1998).            
           4.4 Potential Challenges and Risk Mitigation
The implementation of enterprise-wide information systems introduces technical, organisational and strategic risks. A structured risk management framework is therefore essential to protect project outcomes and business continuity.
Key implementation risks - The most significant risks for Kalori Ltd. include:
· data migration errors leading to loss or corruption of critical information.
· disruption to store and online operations during system deployment.
· resistance from employees due to fear of increased complexity or job changes.
· underestimation of project cost and implementation timelines.
· integration failures with legacy systems and external platforms.
· cybersecurity vulnerabilities during system configuration and testing.
Risk mitigation strategies - To mitigate these risks, Kalori Ltd. should adopt the following measures.
Comprehensive testing procedures - Testing should include:
· functional testing of individual modules,
· integration testing across systems,
· performance testing under peak transaction volumes,
· user acceptance testing involving real operational scenarios.
This reduces the likelihood of post-implementation failures and business disruption.
Strong project governance - A formal project governance structure should be established, including:
· an executive steering committee,
· a project sponsor from senior management,
· a cross-functional project team.
Clear decision-making authority and escalation procedures improve project control and accountability (Laudon and Laudon, 2020).
Change and adoption risk management - Change-related risks should be managed through early communication, continuous training and involvement of key users in system design and testing. Resistance to new systems remains one of the most common causes of enterprise system failure (Stair and Reynolds, 2020).
Cybersecurity and privacy risk controls - During system configuration and data migration, temporary access privileges and test environments must be tightly controlled. Encryption, audit logging and access reviews should be applied throughout the project lifecycle to prevent data leakage and unauthorised access (Von Solms and Van Niekerk, 2013).





5. Conclusion
Kalori Ltd.’s rapid business growth has exposed significant weaknesses in its current information systems. Manual inventory management, fragmented customer data, inefficient reporting processes, lack of system integration and weak cybersecurity controls are directly affecting operational performance, customer satisfaction and regulatory compliance.
This proposal recommends the implementation of a fully integrated, cloud-based ERP, CRM and BI environment supported by a comprehensive cybersecurity and GDPR compliance framework. The proposed solution will:
· Provide real-time visibility of inventory across all sales channels.
· Enable personalised and data-driven customer engagement.
· Improve forecasting accuracy and management decision-making.
· Eliminate operational silos between departments.
· Strengthen data protection and regulatory compliance.
By investing in modern, scalable and integrated information systems, Kalori Ltd. will be able to sustain future growth, improve customer experience and establish a strong digital foundation for long-term competitive advantage.
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Phase 2: Vendor Selection


Evaluate ERP, CRM and BI vendors,
Design system architecture and integration interfaces,
Define security and compliance requirements.


Phase 1: Requirements Analysis


Conduct stakeholder workshops across all departments,
Document existing and future business processes,
Define system, integration and reporting requirements.


Phase 3: System Design and Configuration


Evaluate ERP, CRM and BI vendors,
Design system architecture and integration interfaces,
Define security and compliance requirements.



Phase 4: Data Migration


Data cleansing
Secure migration to new systems


Phase 6: Go-Live and Monitoring


Phased rollout across stores
Continuous performance monitoring


Phase 5: Testing


User acceptance testing (UAT)
Performance testing
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