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[bookmark: _Toc1788204266]1 Introduction

[bookmark: _Toc1838305787]1.1 Context and Background

Malware has a long history and cybersecurity professionals have developed defensive measures that are effective against it. Traditional file-based malware exists on disk, in the file system and anti-virus solutions can detected it using a range of methods such as signature-based detection or heuristic detection [1].    
As defensive strategies have evolved so to have the tools and techniques employed by cybercriminals. One such malicious advancement is fileless malware. As the name implies there are no files, and nothing is saved to the disk. Instead, the malware resides and operates in a systems memory.  A virus existing in memory is no new concept; the Lehigh virus from 1987 also existed in the memory [2] however there has been a rise in this style of attack over the last two decades [3].  
In a typical attack an attacker may make use of vulnerabilities in a legitimate windows system tool such as WMI (Windows Management Instrumentation) [4], PowerShell [5] or LOLBins (Living off the Land Binaries) [6]. Once a vulnerability has been established the attacker exploits it to load code directly into the systems memory. Registry keys can be created to obtain persistence and fileless malware commands and scripts can be used to reach malicious end points such as C&C servers [7]. 
Fileless malware attacks can be particularly challenging to identify because nothing has been written to disk, in the system’s running process the legitimate windows tool being exploited would show and this would give little indication of compromise. Additionally, it evades traditional anti-virus solutions relying on signature-based detection [8]. 
Cybercriminals deliberately make fileless malware difficult to detect, study and analyse. Obfuscation is a technique used to transform and obscure malicious code to make it difficult to reverse engineer. There are many techniques that can achieve this such as packing which involves compressing and encrypting the malware code then unpacking it at execution [7].   
Lee and Sihwail et al. both note that after detecting an analysis environment such as a virtual machine smart malware won’t execute.  For example, some malware may be able to recognise the lack of a web browser or web browser history to detect a virtual environment [7] [9].
Despite fileless malwares evasiveness researchers have developed analysis methodologies [10]. Static analysis is where the fileless malware scripts or commands are examined without being executed [10]. Although a safe method, obfuscation or packing can make this difficult and there may be runtime behaviour not discoverable via this method [7]. 
Dynamic analysis can overcome obfuscation techniques and can be used to observe fileless malwares behaviour at runtime [10]. In memory analysis involves running the malware and acquiring a memory dump of the host system. The memory dump is then studied to learn what the malware does at runtime [10].  
Research has also focused on detecting this evasive threat for instance Singh and Tripathy have devised a method of detecting fileless malware in its early stages [3] and Sihwail et al.’s study focused on detecting fileless malware by finding artifacts in memory images [9].   


[bookmark: _Toc1338966575]1.2 Research Problem

Reviewing the literature many fileless malware papers seem to focus on the topics of detection and analysis. This research has high importance because these papers provide us with an understanding of the operation of fileless malware and the detection methods revealed can contribute to the development of security solutions that will be able to prevent fileless malware. 
There seems to be little research that focuses specifically on identifying or developing technical controls that are effective at preventing fileless malware infections. Sanjay B N et al. conclude that security solutions need to go beyond file detection with a multilayered, integrated approach that can span the entire attack lifecycle and defend against all types of attack [11].        
For an enterprise looking to defend their infrastructure; being able to analyse and detect fileless malware might not be enough to provide defence in depth [12].  Even with the early stage in memory analysis developed by Singh and Tripathy [3] in a production environment if the malware was detected at this stage, it would already be running. 
On the other hand, a strategically implemented technical control could in theory prevent fileless malware from reaching the execution stage altogether and it could be argued that for an organisation preventing the malware has a higher priority than analysing or detecting it.
A technical control can be any technical solution that can successfully counter attacks, reduce risk, resolve vulnerabilities or improve security [13]. Examples would be configuration changes made to a server, the implementation of new software, writing a PowerShell script. Policy documentation and training staff are examples of non-technical controls.
Khushali does note some mitigations which could also be categorised as technical controls [14]. However, there is further research to be done into each of those mitigations and others in the hope of devising one or more technical controls that are effective against fileless malware, and this is the significance of this research. 


[bookmark: _Toc1909714231]1.3 Research Aim and Objectives
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[bookmark: _Toc1661536072]1.4 Significance of the Research

Throughout the malware analysis, technical control development and technical control evaluation phases of the research this research will aim to uncover yet undiscovered insights into the operation of fileless malware and this information will help the academic community, and the cybersecurity industry understand and combat fileless malware.  
The technical controls produced will be applicable to the contemporary production environment and organisations will be able to use these to improve their defences against the allusive threat of fileless malware. Not all organisations or individuals can afford an all-in-one security solution such as SolarWinds [15]. The focus of this research will be to develop open-source controls usable at no cost by any individual end user or organisation that are relatively straightforward to implement.  


[bookmark: _Toc713923094]2 Literature Review


[bookmark: _Toc1087484019]2.1 Introduction to Literature

Although many papers do not focus on technical controls carrying out a literature review will provide valuable information on fileless malware’s operation and will reveal valuable insights that will inform the development of the technical controls.    
I have determined the following areas most relevant to this study: 
· Fileless malware definition
· Fileless malware attack lifecycle 
· Evasive techniques employed by fileless malware 
· Analysis methods 
· Detection methods 
· Existing mitigations 

[bookmark: _Toc1267416118]2.2 Fileless Malware Definition

Lee provides us with a useful starting point to understand fileless malware in his taxonomy of malware. He notes memory-resident malware is stand-alone i.e. it does not require a host program to operate. It is transient i.e. it does not require any persistence in the file system. It can infect the system at the kernel level of the system stack and up. It can be auto-spreading, dynamically updated and co-ordinated [7].  
Sudhakar further helps us to define fileless malware in his comparison to traditional fileless malware. He notes that unlike malware there is no source code, malicious file and instead of a malicious process there is a trusted OS process used. It is more complex and more complex to detect than file-based malware. JavaScript, WMI, PowerShell, Flash and WScript/CScript are utilised instead of executable files and different obfuscation methods are used [16].  
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Figure 1. A computer’s RAM 







[bookmark: _Toc845954966]2.3 Fileless Malware Attack Lifecycle

Kara’s fileless malware attack lifecycle helps us to understand the stages of a typical fileless malware attack [10]. 

Delivery 
The attacker could load remote code directly into RAM if he/she has direct access to it via a security flaw. Alternatively, a malicious URL can download a file to the host once clicked.  A phishing email can be used to direct users to these malicious URLs.  Although this method uses a file in the delivery stage it is important to note that many fileless malwares can remove any files used in this early stage and the malware becomes fileless when it enters the RAM [10].

Code Injection
A malicious code or a malicious script is injected into the RAM disguised as a harmless file or process it can avoid detection from the operating system leaving no traces of its operation [10]. 

Persistence
Fileless malware can maintain persistence by loading itself into RAM when the machine boots by using the registry, windows task scheduler and the WMI repository [10]. 

Execution
Once loaded into RAM the fileless malware executes its malicious activities this may involve connecting to a malicious website or IP address to download a file or connecting to C&C servers [7] [10].  

Payload
WMI, PowerShell and the .NET framework can all be exploited when the payload is placed into RAM. For example, an attacker may load malicious modules into the host using the .NET framework [10]. 
 


[bookmark: _Toc2060138778]2.4 Evasion

Fileless malware is known for its evasive behaviour for example when malicious code is injected into the memory space of a legitimate process [16] a system observer would just see the name of the legitimate process in the running processes e.g. cmd.exe.  This technique also evades an anti-viruses' signature-based detection which is reliant on there being a file. 
There are many ways a fileless malware author can obfuscate the fileless malware to make it difficult to detect or analyse [14]. For example, a fileless malware may appear as a very long encrypted block of characters including a function instructing the malware to pick every 6th character out of the encrypted sections to form a malicious command to be executed at runtime. 
Even the fileless malware researcher can also be evaded, for example a malware can be written to detect a sandbox environment and remain inactive in that environment [7] [17].    

[image: ]Figure 2. Obfuscated code taken from a sample of fileless malware in the Netwalker family    
   





[bookmark: _Toc1987326805]2.5 Analysis

Static analysis involves examining fileless malware code or scripts and can provide a thorough insight into a program's operation. As the malware isn’t running this is a safe method although packed and obfuscated code can be resistant to this method and malware behaviours that only exhibit themselves at runtime can be missed [7].  
Before other methods of malware analysis can be conducted a dedicated safe analysis environment needs to be set up. An analyst wouldn’t wish to accidentally assist the malware authors.  However, there is also the need to analyse malwares live behaviour. For instance, it may contact a server to download the payload code [7].   
Lee notes that most analysis environments are virtual and suggests that live environment and safety can be balanced by allowing malware to interact with the internet but to contain any malicious activity [7]. 
There are also ways to trick the malware into executing in a VM.  When a malware checks for system and network artifacts an introspection tool with greater privilege than the malware can provide it with the expected answers.  These considerations will help inform the analysis part of this research [7]. 
Dynamic analysis involves executing the malware. This method exposes run time behaviours that could be missed during static analysis. Lee notes runtime features are typically collected from a layer lower than the malware in the system stack [7]. Besides the higher risk, a downside of this method is that it uses more memory and CPU resources than static analysis [10].
Kara notes the growing popularity of memory analysis, like in dynamic analysis this involves running the malware except in memory analysis a memory dump is taken from the host, and it is examined using a tool such as volatility [10] [18].  Data must be decrypted to be passed to the CPU so analysing volatile memory can reveal important information that could otherwise be missed.  Memory dumps can also be compared to memory dumps from uninfected systems to identify differences [10].  








[bookmark: _Toc947145462]2.6 Detection
 
Machine learning based detection methods are prevalent in the literature such as the work of Singh and Tripathy note that many state-of-the-art detection approaches detect fileless malware at the post infection stage. Their research focuses on detecting fileless malware at an early stage by extracting key features from memory dumps. Their method successfully identified 4356 fileless malwares out of their 5026 samples, 2978 in the pre-operational stage [3].   
Khalid et al. combined memory analysis with machine learning and their proposed methodology achieved an overall detection accuracy of 93.33% using random forest on malware samples collected from five widely used datasets [19]. Demmese et al. turned network traffic into greyscale images and used machine learning to identify the network traffic of fileless malware in these images. Their methodology achieved an accuracy of 99.48% on their dataset created from cobalt strike beacon payloads [20]. 

[bookmark: _Toc160169864]2.7 Mitigation

Khushali briefly notes some effective mitigation strategies such as carrying out OS patches and updates, restricting the PowerShell usage policy, behaviour-based analysis and checking for patches to address vulnerabilities [14]. However, in Lee et al.’s mapping of cyberattack techniques four of the ten malware samples didn’t use PowerShell [21] and fileless malware can resist behaviour-based analysis [7].   
Wu et al.’s Malicious PowerShell Script Detector [22] utilises the Antimalware Scan Interface [23] and Virus Total [24] to prevent the execution of malicious PowerShell scripts. In their study they tested their methodology on file-based malware that had been transformed into fileless samples. When compared to Kaspersky they achieved a higher percentage of true positives and a lower percentage of false positives [22]. 

[bookmark: _Toc1238320361]2.8 Summary of Literature Review

Understanding how to define fileless malware, its attack lifecycle and its evasive behaviour will contribute to understanding my research problem and motivating the research. Other studies that have analysed fileless malware will help inform my own malware analysis and will contribute to defining the objectives of my solution. Although I do not intend to use machine learning the papers that focus on detection will also be referred to as they still contain valuable insights that will help inform the research.  Finally, papers that focus on existing mitigations will assist me during my design and development phase. 

[bookmark: _Toc901017174]3 Research Design and Methodology


[bookmark: _Toc68039356]3.1 Research Design

The technical controls could manifest as a series of configuration changes, scripts or software. However, they will fit Peffers et al.’s definition of created artifacts, designed objects where the research contribution is embedded in the design [25]. So therefore, the Design Science Research Methodology will be used as the overall research approach.    

[image: ]Figure 3. DSRM Process Model [25]
     
Shannon notes that simulation is used when it is the only possibility because of the difficulty in conducting experiments in their actual environment [26] and this is especially applicable to fileless malware which would raise safety concerns if ran outside of an analysis environment. Therefore, it is appropriate to use Shannon’s eleven stage simulation process during dynamic and memory analysis and while evaluating the effectiveness of the developed controls.   
[image: ]
Figure 4. Shannon’s simulation process [26]

The following two tables illustrate how the Design Science Research Methodology and the Simulation Research process will be used in this study. Following the two tables each stage of the research is discussed in more detail. 
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Literature Review
Understanding fileless malware, its operation, its evasive behaviour, existing analysis techniques, existing detection techniques and existing mitigations and defences will all be vital in order to develop effective controls so the project will commence with a literature review to gain as much relevant information as possible and to help inform the other phases of the research. 

Identify Sources of Fileless Malware
Sources of fileless malware will be identified. To achieve this, I will contact antivirus companies that maintain virus databases such as Avast [27] and Virus Total [24]. I will contact malware researchers at other institutions and organisations that participate in malware sharing efforts [7]. I will utilise online resources such as Malware Bazaar [28]. 

[image: ]
Figure 5. Malware sample database Malware bazaar

Obtain Samples of Fileless Malware
Once sources of fileless malware have been established samples will be received in a secure manner and stored in a secure way. For example, samples from a research organisation will be sent in an encrypted file and stored within the VM on the lab machine in a password locked folder. 





Malware Analysis
Based on the research a safe and effective malware analysis environment will be constructed on the Windows host machine detailed in 3.2.2. This will be a virtual machine on a UWTSD lab computer. The virtual machine will be configured to heighten the possibility of tricking fileless malware into execution. It will also be configured with the balance of live environment and isolation in mind as discussed by Lee [7]. Safety will be the primary concern when setting up this environment. 
Once the analysis environment has been configured fileless malware samples will be imported into the environment one by one for static, dynamic and in memory analysis and the results will be recorded. In dynamic and memory analysis the malwares will be run in a simulation. Once all results are recorded the data will be analysed and key findings will be summarised in statistics.

Technical Control Development
Based on the key findings of the data analysis technical controls will be devised and created to best combat the fileless malware and prevent its operation. The outputted artifact is unlikely to be one technical control that prevents all malware samples. it is more likely that a series of controls each effective against a group of malwares will be the outputted or one control effective against a group. Likely outputs include PowerShell scripts, Windows configuration changes, lightweight software designed on Visual Studio [29].     

Evaluate Effectiveness of Controls
To evaluate the effectiveness of the developed controls a second virtual environment will be constructed on the Windows host machine detailed in 3.2.2.   
A similar configuration strategy will be used to balance live environment and safety considerations. The fileless malware samples will be run in this virtual environment with the developed controls also running. The simulation will be observed, and the results will be recorded. 
The malwares will be run again in this environment this time in conjunction with the following popular anti-virus solutions: Windows Security [30], Avast [27] and AVG [31]. For Avast and AVG the trail versions will be used. 

Communicate the Findings
Once the results have been analysed tables of statistics will be used to communicate the findings and key findings will be communicated in summary text. 


[bookmark: _Toc571906715]3.2 Research Methods and Materials

[bookmark: _Toc1096006268]3.2.1 Methods

Saunder’s et al.’s research onion has been used to devise the research methodology. Once the fileless malware samples have been analysed the development of technical controls will focus on what works best against the malware samples and for this reason the philosophical world view of this project will be pragmatism [31].
I will not be starting with an existing hypothesis instead I will be observing the behaviour and patterns in the malware samples, and this will provide the theories necessary to develop the technical controls. For this reason, the project will take an inductive approach [31].    
To successfully analyse the malware the malware analysis environment will need to be carefully configured. The technical controls could be a series of configuration changes, writing a script or writing a software programme. Although this will involve some experimentation the research strategy will primarily be software development. 
Many fileless malware samples will be gathered and once they have been analysed a data set will be created to produce statistics. Descriptive statistics will be used to summarise and describe the malwares characteristics [31]. For example, the percentage of malwares in the sample that exploit PowerShell.exe or the percentage of malwares that use process hollowing. Cross-tabulation will also be used to help identify trends in the malware [31]. 
Inferential statistics will be used to compare the developed controls to popular anti-virus solutions [32] and the analysis of variance method (ANOVA) will be used to achieve this [33].  Malware samples will be collected from a selection of different sources once so a cross-sectional time horizon will be used [31].
The study will aim to gather and analyse as many fileless malware samples as practically possible within the allotted time frame. Data cleaning will need to be carried out to remove unhelpful information. For example, in figure 2. Most of the characters may serve only to obfuscate the malware so only the operational contents will be recorded in the data.  As three analysis methods will be used during the malware analysis phase and more data will be generated during the evaluation of the technical controls a quantitative methodology is most appropriate for this research [31].   


[image: ]
Figure 6. The research ‘onion’ source: Mark Saunders, Philip Lewis and Adrian Thornhill 

[bookmark: _Toc305297519]3.2.2 Materials

Research data will be generated during the malware analysis. During static and dynamic analysis information discovered about each malware sample will be recorded on an excel spreadsheet. 
For static malware analysis a range of tools will be used. I will use Visual Studio Code [34] to manually examine the malware’s code. I will use hex editor tool HxD [35] to examine binary data. I may also need to convert binary into assembly code with Radare2 [36]. A decomplier such as RetDec [37] may also be used to convert machine code into a higher-level language.  Strings from sysinternals [38] will be used to extract strings. PE Studio [39] will also be used for examining Portable Executable (PE) files.  

Cuckoo Sandbox [40] will be used for dynamic analysis.  Fileless malware commands will be stored in files and uploaded to the file upload.
[image: ]Figure 7. Dynamic malware analysis platform Cuckoo Sandbox
Uploading the sample .ps1 file containing the obfuscated code shown in figure 2. reveals several indications of process injection and that the malware installs itself for autorun at Windows startup as shown on the report below: 
[image: ]Figure 8.  Cuckoo Sandbox report
Clicking each of these rows reveals more information for example the autorun installation is achieved by creating a registry key:

[image: ]Figure 9.  Cuckoo Sandbox report – showing details

For memory analysis memory dumps of the host machine will first be acquired using FTK Imager [41] then Volatility [18] will be used for memory analysis. Following this the information discovered will be added to the excel spreadsheet.  
During the evaluation of the technical controls FTK Imager will be used again to capture memory dumps and Volatility will be used again to analyse the memory dumps. The information acquired will be added to a new excel spreadsheet. 

[image: ]Figure 10. Using FTK Imager to create a memory dump

Once a memory dump had been acquired the Volatility tool can find lots of information with its many plugins. For example, the timeline plugin can be used to create a timeline of artifacts in the memory dump and although very verbose the strings plugin can be used to find human readable words.     
[image: ]Figure 11. Some of the Volatility plugins[image: ]Figure 12. Running the apihooks plugin command on Volatilty on a sample memory image. 

On a memory image from a host infected with fileless malware the apihooks plugin could be run to detect API calls that have been tampered with.  
For the development of the technical controls, it is highly likely that code will need to be written and to achieve this I will use Visual Studio and Visual Studio Code.  
FTK imager has been chosen as this is well known popular tool for acquiring memory dumps and is recommended by the Volatility documentation [18]. Volatility has been chosen as this is a well trusted memory analysis tool used for malware analysis and in the Digital Forensics field. Excel has been chosen to record the information from the analysis as this program best suits the creation of the descriptive statistics required for this study.








A UWTSD lab machine in lab 205 will be used for malware analysis and technical control evaluation. The following table shows the specifications of this machine:

[image: ]
The following table lists all software that will be used to complete this study:
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[bookmark: _Toc893584043]4 Expected Outcome


[bookmark: _Toc387776253]4.1 Anticipated Results

I predict that the analysis of the malware samples will lead to new insights into fileless malwares operation and the controls outputted by this study will be an effective defence against fileless malware. 

[bookmark: _Toc1001021832]4.2 Implications

This study will have an impact on the research community by furthering the collective understanding of fileless malware. It will have an impact on cybersecurity practitioners by providing a practical tool that can be used in live environments to strengthen the defence against fileless malware. 

[bookmark: _Toc854342556]4.3 Limitations

This study will specifically be focusing on fileless malware that effects windows operating systems. Windows 11 Enterprise will be used for testing the technical controls. The study will be using the free editions of Windows Security, Avast and AVG.  Controls will be evaluated in a virtual environment. Sanjay et al. note that one issue with fileless malware research is the difficulty in obtaining samples [11] although every effort will be taken to obtain a variety of fileless malware samples the output of the research will be limited by the quantity and quality of samples I am able to find in the allotted time frame.       
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[image: ]


















[bookmark: _Toc24673252]6 Glossary
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Sysinternals

Microsoft developed system utilities

Technical Control

Any technical solution that can defend against
cyberthreats e.g. software, scripts,
configuration changes

URL Uniform resource Locater (Identifies a
specific resource on the internet)

UWTSD University of Wales, Trinity Saint David

VirusTotal A popular antivirus website

VM Virtual Machine

WMI Windows Management Instrumentation

WScript Windows Script Host. Windows

administrative tool
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Glossary

Antimalware Scan Interface (AMSI)

A Microsoft interface that allows applications
to integrate with antimalware products on a
machine

ANOVA Analysis of Variance Method

API Advanced Programing Interface

autorun Programs configured to run during system
boot or login

C&C Servers Command and control servers utilised by
cybercriminals

cmd.exe Command Prompt

Cobalt Strike Beacons

A payload designed to model the behavior of
an advanced malware attack

CPU Central Processing Unit

CScript Windows Script Host. Windows
administrative tool

DSRM Design Science Research Methodology

IP Address Internet Protocol address

Kaspersky A popular antivirus software

LOLBiIns Living off the Land Binaries

NET framework Microsoft developed software framework

Open source

Software that is free to use, modify and
distribute

oS

Operating System

Payload

The part of the malware code that conducts
the malicious activity

Portable Executable (PE) Files

File format used for executables, object code,
dynamic-link libraries and binary files

PowerShell.exe

A Windows command line program for task
automation and configuration management

Process hollowing

A new process is created in a suspended state
and malicious code is injected in to replace its
code

PS1 File format for a PowerShell script

RAM Random Access Memory

Sandbox A separated and controlled environment for
running malware

SolarWinds Popular cybersecurity platform
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© Installs tself for autorun at Windows startup (1 event) M

reg key  HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\211ED683  reg value  C:\Users\Administrator\AppD:
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Part

Description

Chasis Stone PC Lite mATX, 300W 80+ Bronze PSU
Motherboard Asus Prime H610M-A D4-CSM, mATX
Processor Intel Core 17-12700 3.60GHz Base Frequency (4.90GHz Max

Turbo Frequency), 12 Cores, 20 Threads, 14nm

Processor Cooling

ARCTIC Alpine 17 CO Processor Air cooler

Memory 64 GB total (2x 32 GB DDR4 3200 MHz Crucial
CT32G4DFD832A cards)
M2 Slot Solidigm P41 Plus 1.0TB M.2 PClIe SSD - NVMe

Graphical Processing Unit

PNY NVIDIA T400 Quadro 4GB, GDDR6, PCI-E (x16) 384
CUDA Cores

Operating System

Windows 11 Home Advanced

Table 4. Hardware specifications
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Stage

Dynamic /Memory Malware
Analysis

Control Evaluation

System (or process)
Definition

Malware analysis environment
design and specifications.
Experimental measures created.

Control evaluation
environment design and
specifications. Experimental
measures created.

Model Formulation

Flow diagram created for malware
analysis process.

Flow diagram created for
control evaluation process.

Data Preparation

Preparation of malware samples to
analyse.

Preparation of malware
samples to test the controls.

Model Translation

Analysis environment set up.

Evaluation environment set up.

Validation

Analysis environment testing.

Evaluation environment
testing.

Strategic Planning

Design of malware analysis
experiments.

Design of technical control
evaluation experiments.

Tactical Planning

Malware analysis stage by stage
procedure.

Control evaluation stage by
stage procedure.

Experimentation Experiment execution and recording results.
Interpretation Analysing the results and establishing key findings.
Implementation Using the results to inform Using the results to determine
Technical Control design. the effectiveness of controls by
comparing them to the
antivirus solutions.
Documentation Documenting the results in text, tables and diagrams.

Table 3. Dynamic / memory malware analysis and control evaluation phases following Shannon’s
11 stage simulation process
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© One or more of the buffers contains an embedded PE file (1 event)

© Raised Snortalerts (2 events)

© Raised Suricata alerts (5 events)

© Allocates execute permission to another process indicative of possible code injection (41 events)

© Installs tself for autorun at Windows startup (1 event)

© Creates a thread using CreateRemoteThread in a non-child process indicative of process injection (6 events)

© Manipulates memory of a non-child process indicative of process injection (50 out of 79 events)

© Potential code injection by writing to the memory of another process (1 event)

© Resumed a suspended thread in a remote process potentially indicative of process injection (2 events)

© Executed a process and injected code into it probably while unpacking (50 out of 84 events)

© File has been identified by 13 AntiVirus engine on IRMA as malicious (13 events)

© File has been identified by 61 AntiVirus engines on VirusTotal as malicious (50 out of 61 events)
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Design Science | Design Science Activity Aligned Achieved by
Phase Research
Objective
Identifying Define problem / Show 1 Literature Review
Problem & importance
Motivate
2.1
Identifying Define problem / Show Identify sources of fileless
Problem & importance malware
Motivate
Identifying Define problem / Show 2.1 Obtain samples of fileless
Problem & importance malware
Motivate
22
Define What would a better artifact Malware analysis*
Objectives of a | accomplish?
Solution
Design & Artifact 3 Technical control
Development development
Demonstration | Find Suitable Context, use 4
artifact to solve problem Evaluate effectiveness of
controls*
Observe how effective,
Evaluation efficient
Iterate back to design
Communication | Scholarly publications 4 Communicate the findings

* This phase will follow Shannon’s 11 phase simulation process

Table 2. Design science research methodology mapping
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Research Task Start Date Completed by
Literature Review 01/05/2025 30/05/2025
Identify sources of fileless malware 01/06/2025 30/06/2025
Obtain samples of fileless malware 01/07/2025 31/07/2025
Malware analysis 01/08/2025 29/08/2025
Technical Control Development 01/09/2025 30/09/2025
Evaluate effectiveness of controls 01/10/2025 31/10/2025
Communicate the findings 01/11/2025 31/11/2025

Table 6. Timeline
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Software

Used For

Avast

Evaluating developed controls

AVG

Evaluating developed controls

Cuckoo Sandbox

Dynamic analysis

Excel

Data, reporting and statistical analysis

FTK Imager Capturing memory dumps
HxD Static Analysis
Oracle Virtual Box Creating virtual machines
PE Studio Static Analysis
Radare2 Static Analysis
RetDec Static Analysis
SysInternals Static Analysis

Visual Studio

Technical Control Development

Visual Studio Code

Technical Control Development

Volatility

Analysing memory dumps

Windows Defender

Evaluating developed controls

Table 5. List of software
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Supported Plugin Commands:

ancache
apihooks
atoms
atomscan
auditpol
bigpools
bioskbd
cachedump
callbacks
clipboard
cndline
cndscan
connections
connscan
consoles
crashinfo
deskscan
devicetree
dlldump
dlllist
driverirp
drivermodule
driverscan
dumpcerts
dumpfiles
dumpregistry
editbox
envars
eventhooks
evtlogs
filescan
gahti
gditimers
adt
getservicesids
getsids
handles
hashdump

Print AnCache information
Detect API hooks in process and kernel memory

Print session and window station atom tables

Pool scanner for atom tables

Prints out the Audit Policies from HKLM\SECURITY\Policy\PolAdtEv
Dump the big page pools using BigPagePoolScanner

Reads the keyboard buffer from Real Mode memory

Dumps cached domain hashes from memory

Print system-wide notification routines

Extract the contents of the windows clipboard

Display process command-line arguments

Extract command history by scanning for _COMMAND_HISTORY
Print list of open connections [Windows XP and 2003 Only]
Pool scanner for tcp connections

Extract command history by scanning for _CONSOLE_INFORMATION
Dump crash-dump information

Poolscaner for tagDESKTOP (desktops)

Show device tree

Dump DLLs from a process address space

Print list of loaded dlls for each process

Driver IRP hook detection

Associate driver objects to kernel modules

Pool scanner for driver objects

Dump RSA private and public SSL keys

Extract memory mapped and cached files

Dumps registry files out to disk

Displays information about Edit controls. (Listbox experimental.)
Display process environment variables

Print details on windows event hooks

Extract Windows Event Logs (XP/2003 only)

Pool scanner for file objects

Dump the USER handle type information

Print installed GDI timers and callbacks

Display Global Descriptor Table

Get the names of services in the Registry and return Calculated SID
Print the SIDs owning each process

Print list of open handles for each process

Dumps passwords hashes (LM/NTLM) from memory
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Volatility Foundation Volatility Framework 2.6.1
A T

Hook mode: Usermode
Hook type: Inline/Trampoline

Process: 1460 (svchost.exe)

Victim module: wbemcomn.dll (8x75290000 - ©x752c7000)

Function: wbemcomn.dll!?Unaccess@CSafeArray@RQAEIXZ at 0x752b@948
Hook address: @x7712514a

Hooking module: OLEAUT32.dll

Disassenbly(8):
0x752b0948 ff7120 PUSH DWORD [ECX+0x20]
0x752b094b ff1514132975 CALL DWORD [6x75291314]
0x752b0951 c3 RET

0x752b0952 960 NOP

0x752b0953 960 NOP

0x752b0954 96 NOP

0x752b0955 96 NOP

0x752b0956 96 NOP

0x752b0957 ff31 PUSH DWORD [ECX]
0x752b0959 ff15f0122975 CALL DWORD [6x752912f0]
0x752b095f c3 RET

Disassembly(1):

0x7712514a 8bff MOV EDI, EDI

0x7712514c 55 PUSH EBP

0x7712514d 8bec MOV EBP, ESP
0x7712514f 5d POP EBP

0x77125150 e984fdffff JMP 0x77124ed9
0x77125155 90 NOP

0x77125156 90 NOP

0x77125157 90 NOP

0x77125158 90 NOP

0x77125159 90 NOP

0x7712515a 8bff MOV EDI, EDI

0x7712515c 55 PUSH EBP

0x7712515d 8bec MOV EBP, ESP

0x7712515f 8bades MOV ECX, [EBP+0x8]
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Research Aim

This research aims to devise one or more
technical controls that are effective at
preventing fileless malware infections.

Objective One

Review existing literature to gain a full
understanding of fileless malware, its
operation, its evasive behaviour, existing
analysis techniques, existing detection
techniques and existing mitigations and
defences.

Objective Two

2.1 To identify sources of fileless malware
and obtain samples from these sources.

2.2 Perform static, dynamic and in memory
analysis in a dedicated malware analysis
environment.

Objective Three

Based on the findings of the analysis
develop technical controls that are effective
against the malware samples.

Objective Four

Evaluate the effectiveness of the developed
technical controls by comparing them to
popular antivirus solutions using an
established comparison methodology.

Table 1. Research aim and objectives
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