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[bookmark: _Toc136722999]1. Introduction
[bookmark: _Toc136723000]1.1 Outlining the importance and relevance of contemporary theme in the hotel and hospitality sector.
Digital transformation in the hotel and hospitality industry become an important contemporary theme, which would help in increasing the overall competitiveness of the sector in the global market. It has been denoted that with the help of digital transformation, the hotel and hospitality industry could reduce their operational cost, improve the quality of products and services, and enhance customer care by protecting their data and security (Hollander, 2022). Additionally, considering the digital transformation, digital revenue and website traffic would be enhanced, which will improve the competitive advantage of the hotel and hospitality industry respectively.
[bookmark: _Toc136723001]1.2 Background details of the sector
As reported by Dogru, McGinley and Kim (2020), the hotel and hospitality industry is the centre of the tourism industry, as it allows the engagement of a large number of tourists every year. It has been identified that key services provided by the hotel and hospitality industry include accommodations, food and several other personal services towards the visitors and guests respectively. In this way, the sector provides a high amount of finance to the global GDP as well. 
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Figure 1: Market share of hotel and hospitality sector in the global market
(Source: Statista, 2023)
Due to the impact of the pandemic, the guest arrival in the hotel and hospitality organisation become reduced, which has resulted in its operations (Krishnan et al., 2020). However, with the adaptation of digital transformation, the market share of the sector become enhanced in 2021 and it would become 5.8 billion US Dollars within 2027 respectively (Statista, 2023).
[bookmark: _Toc136723002]2. Overview of the literature
[bookmark: _Toc136723003]2.1 Trend of digital transformation in the hotel and hospitality sector
According to Alrawadieh, Alrawadieh and Cetin (2021), digital transformation in the hotel and hospitality sector includes the use of technological advancements in the existing operations based on which effective customer service could be provided for ensuring better customer experience. It has been identified that six digital technologies including VR (Virtual Reality), contactless service, chatbots, IoT, AI and location-based services become flourished in the hotel and hospitality sector (Barawid, 2022). Additionally, the report of Gilbert (2023) stated that 25% of global tourists prefer AI in the hospitality sector while 70% of millennial prefers tech amities including mobile payments and Smart TV.
Meanwhile, major global hotel chains prefer VR for providing effective customer service respectively. Furthermore, the study by Yang, Henthorne and George (2020) argued that Artificial Intelligence and Robotics become effective in the hotel and hospitality industry, as they could help to evaluate the requirement of the guests through the collected data and thereby helping to improve the guest experiences. Considering this, the increasing trend of digital tools and techniques used in the hotel and hospitality industry could be understood effectively.
[bookmark: _Toc136723004]2.2 Theoretical analysis
Considering the previous aspect, the theoretical analysis of the digital transformation in the hotel and hospitality sector could be established and, in this way, the theory of Engel Kollat Blackwell model (EKB) could be explored. As per the opinion of Needle (2021), the EKB model considers consumer buying behaviour by ensuring four stages such as input, processing stage, decision stages and variables in the decision-making. With the help of the first stage, the consumers could be aware of the product or service with the help of marketing and promotions. After achieving data, the consumers become started to pursue the information related to the particular product, which would help them in making decisions by considering the variables respectively (John, 2022).
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Figure 2: EKB theory
(Source: Holland, 2019)
Additionally, the study by Holland (2019) reviewed the entire framework of the theory, which has been provided in the above diagram. The study denoted that the external searching process of the consumers could help them in processing the information regarding exposure, attention, comprehension, acceptance and retention. Besides, several decision process variables and external influences could affect the consumer buying choices and thereby resulting in dissonance or satisfaction respectively (John, 2022). Considering this, the digital transformation practice could help to provide better information to hotel and hospitality organisations towards the customers. Hristoforova et al. (2019) opined that with the help of digital transformation practice, digital marketing communication with guests could be possible.
Several digital techniques such as social media marketing and online advertisement would help global guests for obtaining effective information regarding hospitality products and services (McLoughlin, 2022). In this way, guests could be able to find out information regarding the specific product based on which they could generate their decisions regarding the service purchasing. Additionally, with the help of data analytics, the hospitality industry would be able to analyse the demand and behavioural patterns of the guests, which would generate a highly competitive advantage for the hotel and hospitality sector in the global market (Syme, 2020).
[bookmark: _Toc136723005]2.3. Role of digital practices in hotel and hospitality sector
The study by Anser et al. (2020) reflected that digital practices in the hotel and hospitality industry could help to improve customer experiences by enhancing product quality and services. In this way, the revenue and website traffic for hotel and hospitality organisations could be increased effectively. Additionally, the report of Zhu et al. (2021) stated that with the help of AI and IoT, guest’s data and requirements could be accessed based on which high-quality services could be provided as well. 
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Figure 3: Benefits of implementing new technologies in the hospitality industry.
(Source: Gilbert, 2023)
However, Moon et al. (2022) stated that data security and protection is the key aspect of the hotel and hospitality industry based on which the brand value and awareness among global visitors could be enhanced. Furthermore, Gilbert (2023) reviewed that digital transformation in the hospitality industry could ensure 135% of online revenue enhancement, 71% reduction of guest complaints with the help of high-quality services and enhancement of the customer’s service ratings respectively. In this way, high customer outcomes by digital transformation could improve the website traffic and competitive advantage of the sector respectively. Moreover, the study by António and Rita (2021) has further denoted that considering the impact of the pandemic and physical distancing related to this, the government has focused on the digital transformation practice by the hotel and hospitality sector. In this way, high efficiency, customer experiences and high revenue become fruitful for the hotel and hospitality sector in terms of digital transformation practice.
[bookmark: _Toc136723006]3. Application to the hotel and hospitality sector
[bookmark: _Toc136723007]3.1 Analysis of the customer data security area of the hotel and hospitality industry
According to the opinion of Arora (2019), customer security maintenance is a vital aspect of the operational area of the hotel and hospitality sector, as it could help in maintaining customer data security and protective within the sector. In this aspect, several areas of consumer data protection could be identified such as cyber security, security audit, maintaining security-minded customer service and thereby ensuring engagement of the consumer with the hotel and hospitality services effectively. Furthermore, Wainstein (2023) stated that with the help of data security practices in the hotel and hospitality industry, effective encryption regarding the payment and analysis of card information would be possible. In this way, guests would face fewer challenges during the checkout time as well.
In the view of Berezina et al. (2022), data protection and security maintenance within the hotel and hospitality organisation could ensure better information security breaches for the guests. Considering this, effective Payment Card Data Security Standards (PCI-DSS) could be maintained alongside protecting the personal data of the guests effectively. In this way, high guest satisfaction, recommending a hotel or hospitality organisation and revisiting intentions among the guests could be enhanced. 
[bookmark: _Toc136723008]3.2 Role of digital transformation in customer security and data protection services
Considering the above analysis, it has been identified that customer data security plays an important role in the hotel and hospitality sector. In this way, the incorporation of digital transformation could be able to improve the service better. As reported by Yu et al. (2022), the role of digital tools and techniques becomes productive in the data security and privacy aspect, as it is considered a fundamental issue for the selected industry. The study by Zhu, Wang, and Cheng (2021) showed the impact of digital tools such as AI and IoT, which would help to make the digital network system within the hotel and hospitality industry and thereby reducing software vulnerabilities and building resources for mitigating the risks of cyber-attacks, which would be risky for protecting the customer data.

Figure 4: Digital tools and technologies in consumer data protection by hotel and hospitality sector
Furthermore, Yallop and Seraphin (2020) reviewed that with the help of big data and analytics solution programmes, the hotel and hospitality industry could protect consumer data effectively. Considering the use of an analytic programme, the hotel and hospitality organisations become able to develop a well-designed governance framework, which would protect the consumer’s personal data and thereby mitigating the risk of cyber security as well. Besides, the report of Wynn and Jones (2022) argued that alongside the IoT and AI, several hotel and hospitality organisation uses cloud computing and blockchain technology for reducing the risk of fraud and misuse of guest data respectively. In this way, the role of digital transformation in consumer data protection and security services could be understood, which could provide a high guest retention rate in the hotel and hospitality sector.
[bookmark: _Toc136723009]3.3 Issues faced by major hotels regarding the customer data and security maintenance.
It has been identified that several global hotels faced issues related to their customer data protection and security practice. As reported by Fruhlinger (2020), Marriott International faced data breach issues in 2018 based on which one of the reservation systems of the hotel become hacked and leaked the data of more than millions of guests. It has generated violations among the guests due to the hacking of their passports, credit card numbers and other personal details of the guests. Rovnick et al. (2018) stated that the first data breach of the hotel has reduced its stock performance by 120 million US dollars in 2018. Furthermore, Page (2022) reported that the major hotel giant has faced another data breach issue in which 20 gigabytes of sensitive data of the guests become stolen by hackers respectively.
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Figure 5: Stock reduction of Marriott after the first data breach
(Source: Rovnick et al., 2018)
Similarly, another global hotel and hospitality giant such as Hilton faced a data breach through data-stealing malware. In this way, around 363,952 credit card numbers and other vital personal information of the guests become hacked, which affected the brand position of the hospitality organisation as well (Roberts et al., 2022).
[bookmark: _Toc136723010]3.4 Application of the contemporary theme by managements of above hotels in managing this issue
Arora (2019) reported that the management team of the hotel and hospitality industry should be focused on data and consumer security services. According to Hollander (2023), the management team of Marriott after the investigation identified that the data breach has happened due to the poor IT and insecure reservation system followed by the Starwood brand of Marriott. In this way, the management board of the company has discussed the implementation of some digital adaptations such as SOC-2, GDPR, PSD2 and PCI alongside the analytics solution based on which cyber hacking and consumer data mishandling could be avoided.
Additionally, it has been identified that the management body of Hilton has implemented several digital transformation practices such as AI, Machine learning, advanced data analytics and chatbots for providing high-quality customer service with data security (Global Data, 2022). Alongside, the management of Hilton started to use AI and data analytics for protecting the data and in this way, the hospitality giant has introduced robot AI by developing a partnership with IBM. This would help to protect the customer data and avoid data security issues in future respectively.
[bookmark: _Toc136723011]4. Evaluation of the future policies and management options on this issue
Considering the previous consumer data protection and service issue, effective policies and strategies should be adopted by the global hotel and hospitality sector. This would help to provide better digitalisation of the hotels and protect the customer’s data effectively for maintaining the brand legacy. Thus, future policies and management options for the hotel and hospitality industry in the context of consumer data protection are described below.
Securing the data storage: As per the opinion of Moon et al. (2022), the hotel and hospitality industry should manage effective storage of data, which includes the potential information of the guests. In this way, the management team should apply specific policies, which would help to discover efficient hotel cyber security tips such as SOC-2, GDPR, PSD2 and PCI similar to Marriott. Meanwhile, Heinze (2022) stated that data sovereignty become specific country law of the global market, and this is focused on effective data storage by the hotel and hospitality industry for better protecting consumer information from hackers. Concerning this, global hotel and hospitality organisations should modify their future business policies by focusing on this issue respectively.
Applying technological innovation with employee proficiency: Additionally, Ibraimova and Wilde-Detmering (2023) stated that technological innovation through digitalisation in the hotel and hospitality service needs to be focused on data protection during the check-in/out and online processing time. In this way, the sector should disable by default any personal data collected from the guests, which might become a threat to them during any kind of data mishandling. In this way, the application of particular analytical software and the cloud would be effective. Besides, hotel and hospitality organisations such as Hilton and Marriott should provide effective training to their staff and employees regarding consumer data protection with the help of mentioned digital tools. In this way, employee proficiency would be ensured, which ultimately improves operational success and guest satisfaction.
Use of Firewalls: Furthermore, Shabani and Munir (2020) reported that firewalls could help to protect the data and hotel network from outside hackers. In this way, by using Firewalls vital information regarding the customers such as their credit card numbers, and passport numbers could be protected from external security threats and attacks respectively. Thus, hotels and hospitality should incorporate Firewalls in their digitalisation strategy, which would be helpful to their guest satisfaction through effective data protection service.
Policy implementation: Lastly, the sector should incorporate transparent, strict and clear policies regarding data protection and privacy based on which operation outcome of the above management options and suggestions could be possible.
[bookmark: _Toc136723012]5. Conclusion
At the end of the report, it can be stated that digital transformation become a key business strategy for the hotel and hospitality industry based on which effective customer service could be provided. It can be stated that with the help of digital transformation through several technologies such as AI, IoT, cloud, data analytics, blockchain and others, different operational processes could be ensured, which will increase the competitive advantage of the sector in the global market. In this report, particular focus was provided on the consumer data security, which created major issues for global hotel giants such as Marriott and Hilton. Henceforth, the management of those hotels implement digital strategies for mitigating future data breaches. Furthermore, some future policies and management options through effective suggestions have been provided, which made the report comprehensive.
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