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[bookmark: _Toc102082216]NTFS
The configuration of the NT file system (NTFS) permissions on a folder and file are created in the c drive of Client 1. A folder was created, Share_Files_NOSS, with the administration account. The default group and users' permissions were removed for the folder properties, see figure 1.
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The administration account was added with full folder permissions, see figure 2.
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A standard account with limited permissions was added as shown in figure 3.
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A text document was created within the folder which inherited the permissions from the parent folder, see figure 4 and 5. The logged-in standard account can create and edit the document in the folder, but cannot delete any files/folders within that folder.
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The activity requires setting up a network share on DC1-NWT and enabling share permissions to control access to data on a network.
Using the New Share wizard, the File and storage services role was set up on the Server Manager, and a new shared folder was created on DC1-NWT. The Share Profile was enabled with SMB Share – Quick. The path configured was \\DC1-NWT\Share_Files_NOSS$  so that any files and folders shared within the network assets will use this path to access resources.
On the setup wizard settings, the standard user and two administrator user was added to the network share. The standard user will have limited permissions compared to the administrator.
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The permissions were added to the network share. Figure7 shows the confirmation page and the settings before the created folder.
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Figure 8 shows the completed configuration of the shared folder, Share_Files_NOSS$, under File and Storage services.
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The shared folder needs to be mapped to WS1-NWT using the administrator account. The mapped drive was showing in the network locations, as illustrated in figure 9.
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Implementing group policies on the NOSSTASK domain for standard users, an organisational unit was created, ‘Non-Admin Users’. A user was created as shown in figure 10.
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Implementing the group policy was to create them in the Group Policy Management Console (GPMC). Within GMPC the non-admin user domain was expanded to create a group policy object (GPO), which deny control panel access and the policy template was enabled. A command was entered into the command prompt to force apply the policy, see figure 11.
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The standard user account was accessed to test the GPO. An attempt was made to access the Control panel, but as illustrated in figure 12, was denied.
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A GPO was created to restrict the access to the command prompt. The name of the policy created was NoCmdPrmptAccess, and the policy template was enabled. The policy was tested on the standard account and figure 13 shows the policy working.
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The following policy to be implemented was to restrict access for removable media drives. As discussed by the National Cyber Security Centre (NCSC) article ‘Device Security Guidance’ [1], restricting this is essential in protecting the network from malicious applications  being deployed. It also allows mitigates sensitive documents from being stolen using memory sticks.
The policy object was created NoRemDriveAccess, and the administrative system templates to deny all access was enabled.
On WS1-NWT, trying to access the disk drive was denied as illustrated in figure 14.

[image: Graphical user interface, text, application

Description automatically generated]Figure 14

Another policy to implement was the restriction of software installed on managed devices. An organisation unit was created called NWClientComputers and WS1-NWT was moved from the computers to NWClientComputers, as shown in figure 15.
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In GPMC, a new policy object was created in NWClientComputers called NOunauthsoftinstallS and in the policy template was enabled. Figure 16 and 17 shows the policy working. 
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A password policy was created on the nosstask.msft domain. The default domain policy was chosen within the GMP console. Figure 18 shows the criteria of the password policy.
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Configuration of the password policy was completed and tested on the new account. A poorly chosen password was entered, and an Active Directory Domain Service error message was prompted as illustrated in figure 19.
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DC2-NWT was set up as a File Transfer Protocol (FTP) server, see figure 20.
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Once the Web Server (IIS) installation was completed, as show in figure 21.
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Figure 22 illustrates that a user was created called and added to the local users and groups which will be used to login to the FTP server both locally and remotely. 
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Figure 23 illustrates the created user.
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Internet Information Services (IIS) manager was opened, and a new FTP site was added which was called MYFTPSITE. The root drive was C:\inetpub\ftproot, with No SSL chosen and the Port number was 21 with preferred mode chosen as basic authentication. The user that was created, DC2-NWT\FTPuser22, was chosen as the specified user with read/write permissions. Figure 24 shows a completed setup.
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A banner was added to the FTP site, see figure 25.
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Ftpuser22 was added to the permissions of the ftproot folder in C:\inetpub, see figure 26.
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FTP connection was tested between the client and the server. A folder was created in the C drive called MYFTPFiles and a text document was created within the folder called myftpfile2upload.txt. Command prompt was opened on client2 and a connection to the ftp service was initiated Figure 27 shows Ftpuser22 logged-in with the banner displayed.
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The text document that was created on the client was requested to be transferred to the FTP server in the directory C:\inetpub\ftproot folder using the commands shown in the above screenshot. The screenshot below shows a successful transfer of the document.
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Installing and configuring the routing and remote access service on DC1-NWT. The screenshot below shows the installation completion of adding Remote Access role and the role services were DirectAccess & VPN RAS and Routing services.
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Once the installation was completed the setup wizard was opened. On the main screen the Deploy VPN only which opened Routing and remote access window. On the list of servers, enable and configure routing and remote access were selected for DC1-NWT. Using the wizard, the custom configuration was selected, and LAB routing was chosen. Figure 30 and 31 shows the service starting
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Starting the service finished and the new routing protocol was chosen which was RIP2. Both network faces were configured, see figure 32. Same steps were repeated for DC2-NWT, see figure 33.
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To test the wide area network (WAN) configuration, a ping was sent from DC1-NWT to DC2-NWT PublicNet IP address (192.168.10.201) which was successful, as illustrated in figure 34.


[image: A screenshot of a computer

Description automatically generated with medium confidence]Figure 34

The default gateway was added to the client2 PrivateNet2 properties see figure 35.
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On WS1-NWT a ping was sent to the IP address for client2 which is the PrivateNet2 IP address 192.168.11.2. Figure 36 shows the configured WAN is working.
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The activity in figure 37 illustrates what is required to stop any client in PrivateNet1 from ping DC1-NWT. The illustrates shows that prior to adding the inbound filter rules on DC1-NWT that WS1-NWT was able to ping the server.
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On the PrivateNet1 properties in routing and remote access an inbound filter was added that any source address to the destination address 192.168.1.1 on the ICMP protocol. The filter action ‘receive all packets except those that meet the criteria in figure 38 meaning that any inbound packet will be dropped if on the ICMP protocol.
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Another ping was sent from WS1-NWT to DC1-NWT and repeated, but with the inbound filter now implemented the pings were not successful. See figure 39.
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[bookmark: _Toc102082222]Filter 2
The next filter added was to restrict access to the FTPserver from PrivateNet1. Figure 40 shows WS1-NWT can access FTP on both IP addresses.
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On DC1-NWT an outbound filter was added to the PublicNet network interface. The two filters are for public (192.168.10.201) and private IP address (192.168.11.1) for DC2-NWT on the TCP protocol, which is used for FTP communication, port 21 which was noted on the set up for the FTP server previously. The filter action ‘transmit all packets expect those that meet the criteria below’, any packets being sent to those address on the TCP protocol, port 21 will be dropped.
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Another attempt was done on WS1-NWT to connect to FTP server on both IP address. Figure 42 illustrates the failed attempt to connect.
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An extra filter was added to the outbound filter which is identical to the other two apart from this is for port 20 as a precaution.
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The last inbound rule to be added was an inbound filter on DC1-NWT to only allow WS1-NWT to access the FTPserver. Figure 44 shows the source address which is WS1-NWT and the destination address is the PublicNet and PrivateNet2 address for the FTPserver. The protocol was TCP only and port 20 and 21. The filter rule is to drop all packets except the one that is listed. This is to only allow WS1-NWT to connect to the FTPserver.
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Figure 46 shows WS1-NWT successfully access the FTP on both IP addresses.
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[bookmark: _Toc102082225]Password Principles in a Modern Network Environment
Good practice when setting a password is to have a minimum password length, which Microsoft recommends on its documentation called ‘Password Policy Recommendations’ [2], being no less than eight characters. Microsoft further recommends not enforcing long passwords such as a minimum of 16 characters, which can result in predictable and undesirable behaviours from users.
Another step that the administrator can do is ban the most common types of passwords from being used on the network, as this is one of the most common types of brute force attacks as mentioned on United Kingdom’s NCSC called ‘Password administration for system owners’ [3].
NCSC guidance further mentions that the use of complex passwords that have been generated is not recommended as they are difficult to remember, and that the adoption of a three random words technique will assist users in remember a suitable complex password. NCSC article [4] on the three random word technique notes that the use of easy memorable words like ‘onetwothree’ is not recommended, nor are words personal to the users as this can be guessed by individuals known to them.
Enabling multi-factor authentication (MFA) on web accounts will provide an extra security layer that will protect the account as discussed by NCSC guidance article on  MFA , titled ‘Multi-factor authentication for online services’ [7].The user will need to provide an alternative email address, smartphone number, or use of an authentication app such as Microsoft Authentication [5] or Google Authenticator [6].
When users log in to the account, they will receive a one-time limited code to enter on the login screen or approve a sign-in request using the authentication app, which will proceed to login once approved. MFA will also inform users if a failed login attempt has been made on the account, as further discussed by NCSC guidance article [7].
There is NCSC guidance in the article ‘Step 4 - Using passwords to protect your data’ on cyber security for small businesses [8], but the advice is relevant for any users with multiple passwords is to use password managers. Password managers stores all the user’s login credentials which requires a master password to de-crypt and access them. The MalwareBytes article ‘What is a password manager’ [9] explains there are several benefits of using a password manager. The application saves the user from having to remember multiple passwords, and includes a feature that can generate new passwords if required by the user.

[bookmark: _Toc102082226]Failover Clustering for High Availability Systems & Services
A Failover Cluster aims to ensure continual access to companies’ web services and applications on the network with none or minimal downtime, as discussed in Jacqueline Emigh Failover clustering article [10]. A failover clustering is made upon a group of nodes which can either compose of a mix of physical and virtual servers or either. Emigh article further explains that if one of the servers in the failover cluster has stopped working or requires a reboot, one or more servers in the group will take over the servers existing workload and will take on any further request that the server would have handled.
High availability (HA) clusters are a group of physical and virtual machines designed to act as one system, providing continuous access to critical applications such as databases, websites, financial systems, or organisation’s resources as discussed on David Clinton article  ‘An Introduction to High Availability Computing: Concepts and Theory’ on FreecodeCamp sites [11].
[bookmark: _Toc102082227]Cluster Concepts
[bookmark: _Toc102082228]Active/Passive 
Kemp Technologies white paper ‘Active/Passive vs Active/Active’ [12] explains that an active/passive cluster is designed to suddenly transfer the service or application to the passive node when the active node fails. Clinton’s article [11] further explains that the IP address or the load balance moves over to the standby node depending on how the failover cluster is configured. The concept is designed so that only one node serves the clients, and the other node is reserved as a backup. The idea can be applied to multiple servers or server room components such as power supplies and provides redundancy provides enough resources to meet any failures as discussed in Clinton’s article [11].
[bookmark: _Toc102082229]Active/Active 
An active/active cluster design comprises two or more identically configured nodes serving clients on the network independently, as explained in Clinton’s article [11] on the cluster concept. Clinton further discusses that If one of the nodes fails, the clients automatically connect and start working with the second node depending on if the second node has enough resources to handle the extra workload. Once the failed node is either restored to entire operations or replaced, the clients will then start to work with the failed node again.
Compared to active/passive clusters, the active/active concept has the main advantage: efficiently balancing the workload between the nodes and the networks. This is done by configuring the load balancer to monitor activity on the nodes and network and routing the traffic to the node that can handle the extra workload using predetermined algorithms.
The network administrator can add a routing strategy which can follow the round-robin model which distributes the clients indiscriminately between the available nodes. Routing strategy can also follow a weighing scheme so that one node can take priority over other nodes by a particular percentage as discussed by Clinton’s article [11].
It is recommended to combine an active/passive cluster within the configuration of an active/active architecture as it will provide a major built-in redundancy as further explained by Clinton [11]. This should especially be considered if the operations require uninterrupted service and a seamless transition of a failover cluster.

[bookmark: _Toc102082230]Windows Failover Clustering
Microsoft Windows Server operating system (OS) has a role within the server manager that provides failover cluster that increases the availability and scalability of the clustered roles as explained by Microsoft Documents [13] and Gavin Wright’s knowledge article on TechTarget called ‘Windows Server Failover Clustering’ [14].

[bookmark: _Toc102082231]Example of implementation on Windows Server 
Microsoft documentation show how to install a failover clustering feature [15], the add roles and features wizard was used in Server Manager to install the failover cluster role. Figure 47 shows a failover clustering feature being add to DC1-NWT with the relevant tools.
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Figure 48 shows the feature being installed.
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A failover clustering was installed as shown with failover cluster manager, see figure 49.
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A new failover cluster was created, and a validation was run prior to completing the cluster. Microsoft explains [15], that validation is required to ensure the hardware and hardware settings are compatible with failover clustering. The validation was successful and figure 50 shows some of the roles that the Windows failover cluster can perform.
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[bookmark: _Toc102082232]Network Security Policy 
Network policies have been put together as a guideline within an organisation that would give employees, contractors, or vendors guidance when it comes to those situations that would require them to follow the organisation's policies. When creating the example policies, free to use templates assisted in the creation from SANS Institute for the Internet community [16],  [17],  [18] and PurpleSec free IT & Cyber Security template site [19]. Please see the appendices for the policies.
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Overview
Passwords are an essential component of information security and aid in protecting user accounts. However, a poorly made password may compromise systems, data, or networks. This policy will provide the best practices for creating safer passwords.
Purpose
The purpose of these guidelines is to provide best practices for creating strong passwords.
Scope 
This policy provides guideline NOSSTASK employees, contractors, and vendors . The policy applies to all passwords including but not limited to user-level accounts, system-level accounts, web accounts, e-mail accounts, screen saver protection, voicemail, and local router logins.
Password Guidelines
It's recommended a minimum of 8 characters in a password. In addition, it enforces use of multi factor authentication to add an extra layer of security to accounts. A unique password should be set for every work account and to allow users to do this, it's highly recommended that users use an approved password manager.
weak, or poor , passwords may contain the following characteristics:
· Contain six characters or less.
· Contain personal information such as birthdates, addresses, contact numbers, names of pets, and movie or video game characters.
· Contain number patterns such as aabbccddeeff or 1234567.
· Are some versions of “Hello1234”, “Password98765”, “Newpass1234”
Policy Compliance
Compliance Measurement
The information security team will verify compliance with this policy through various methods, including but not limited to periodic walk-through, video monitoring, business tool reports, internal and external audits, and feedback to the policy owner.
Exceptions
The information security team must approve any exception to the policy in advance.
Non-Compliance
Employees found to have violated the policy could be subject to disciplinary action, including termination of employment. 
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[bookmark: _Toc102082237]Remote Access Policy 
Overview 
Remote access to the NOSSTASK corporate network is essential to maintain productivity when employees work from home or travel for business needs. 
Purpose 
This policy aims to define requirements for connecting to the NOSSTASK network from any managed host. These rules and conditions are designed to reduce the potential exposure to damages which may result from the unauthorised use of resources. The damages include the loss of sensitive or company confidential data, intellectual property, damage to public image, damage to critical internal systems, government fines, or other financial penalties due to the loss.
Scope 
The policy applies to all NOSSTASK employees, contractors, and vendors managed devices used to connect to the network remotely. 
Policy 
It is the responsibility of NOSSTASK employees, contractors, and vendors with remote access privileges to the NOSSTASK corporate network, to ensure that their remote access connection is given the same consideration as the user's on-site connection.  Illegal activities using the network by any user (Authorised or otherwise) is prohibited. The Authorised User are responsibility for and consequences of misuse of the Authorised User’s access. Authorised Users will not use networks to access the Internet for outside business interests.
Requirements 
· Remote access must be strictly controlled with encryption (i.e., Virtual Private Networks (VPNs)), strong passwords, and, if possible multi-factor authentication. For further information, see the Password Policy.
· Authorised Users are responsible for protecting their login and password. 
· While using a managed device to remotely connect to a corporate network, the authorised users responsible for the remote device are not connected to another network at the same time. 
· Personal equipment is not authorised to be used for remote access or to be connected to the corporate network.

[bookmark: _Toc102082238]Appendix 3
[bookmark: _Toc102082239]Server Security Policy
Overview
Servers that are unsecured and vulnerable continue to be a significant entry point for cyber-attacks. Uniform Server installation policies, ownership and configuration management are all about doing the basics well.
Purpose
This policy aims to establish standards for the base configuration of internal server equipment owned and/or operated by NOSSTASK. Implementation of this policy will mitigate unauthorised access to proprietary information and technology.
Scope
All employees, contractors, consultants, temporary and other workers at NOSSTASK must comply with this policy. The policy applies to server equipment owned, operated, or leased by NOSSTASK. 
Policy
All internal servers deployed must be owned by an operations group responsible for system administration. Each operations group must establish and maintain server configuration guides based on business needs and approved by the Information security team. Operations groups should monitor configuration compliance and implement an exception policy tailored to their environment. Each operations group must establish a process for changing the configuration guides, including review and approval by the Information security team. The following items need be met:
Servers must be registered within the NOSSTASK enterprise management system and at minimum the subsequent information is required to identify the point of contact:
Server location and contact information
Backup information
Hardware information
Operating System and version details
If required, the main server functions and applications
NOSSTASK enterprise management system must be kept up to date.
Configuration changes for production servers must follow the appropriate change management procedures
For security, compliance, and maintenance purposes, authorised personnel may monitor and audit equipment, systems, processes, and network traffic per the Audit Policy.
Configuration Requirements
· Operating System configuration should be per approved Information security guidelines.
· Services and applications that will not be used must be disabled.
· Access to services should be logged and/or protected with access-control methods such as a web application firewall and VPN.
· The most recent patches or updates must be installed on the system as soon as possible, with the only exception being when an immediate application would interfere with business needs.
· Trust relationships are a security risk between systems and should not be used when other methods of communication are available.
· Always use standard security principles of least required access to perform a function.
· Privileged access must be performed over secure channels (e.g., encrypted network connections using SSH or IPSec).
· Servers should be physically located in an access-controlled environment.
· Servers are expressly prohibited from operating from uncontrolled cubicle areas.
Monitoring
All security-related events on critical or sensitive systems must be logged, and audit trails saved as follows:
· All security-related logs will be kept online for a minimum of one week.
· Daily incremental tape backups will be retained for at least one month.
· Weekly full tape backups of logs will be retained for at least one month.
· Monthly full backups will be retained for a minimum of two years.
Security-related events will be reported to the Information security team, will review logs and report incidents to the IT management. Protective measures will be required. Security-related events include:
· Port-scan attacks
· Evidence of unauthorised access to any administrative accounts
· Anomalous occurrences that are not related to specific applications on the host.
Policy compliance
The information security team will verify compliance with the policy through various methods, including but not limited to periodic walk-through, video monitoring, business tool reports, internal and external audits, and feedback to the policy owner.
Exceptions 
The Information security team must approve any exception to the policy in advance.
Non-Compliance
Employees found to have violated the policy could be subject to disciplinary action, including termination of employment.
Related Standards, Policies and Processes
· Audit Policy
· De-militarized zone (DMZ) Equipment Policy

[bookmark: _Toc102082240]Appendix 4 
[bookmark: _Toc102082241]Systems Monitoring and Auditing Policy 
Overview
Systems monitoring and auditing at NOSSTASK must be performed to decide when a failure of the information system security has occurred and determine whether it is a failure or a breach.
Purpose
System monitoring and auditing will determine if inappropriate actions have occurred on any corporate devices. System monitoring will be utilised to look for these actions in real-time, while system auditing looks for them after the fact.
The policy applies to all information systems and components of NOSSTASK. These include:
· Mainframes, servers, and other devices that provide centralised computing capabilities
· All centralised storage devices
· Desktops, laptops, and other devices 
· Routers, switches, and other network capabilities devices 
· Firewall, Intrusion Detection/Prevention sensors, and other dedicated security capabilities devices
Policy 
User activity will be configured to capture login/logout sessions and all administrator activities. Additionally, information systems will notify administrative personnel if inappropriate, unusual, and suspicious activity is noted. Appropriate administrative personnel will thoroughly investigate inappropriate, unusual, and suspicious activity and report findings to the VP of IT or COO.
Information systems must be provided with sufficient primary (online) storage to retain 30-days’ worth of log data and sufficient secondary (off-line) storage to keep one year’s worth of data. If primary storage capacity has surpassed the limit, this shall be increased. In other logging system failures, the information system will be configured to notify an administrator.
System logs shall be manually reviewed weekly. Appropriate administrative personnel will thoroughly investigate inappropriate, unusual, and suspicious activity, and findings will be reported to the proper Information Security Team.
System logs are considered confidential information. All access to system logs and other audit information requires prior authorisation and strict authentication. Further, access to logs or additional system audit information will be captured in the records.
Non-Compliance
Employees found to have violated the policy could be subject to disciplinary action, including termination of employment.

[bookmark: _Toc102082242]Appendix 5
[bookmark: _Toc102082243]Vulnerability Assessments Policy
Overview
Vulnerability assessments at NOSSTASK are crucial to managing the increasing threats and risks from Cybercriminals. NOSSTASK also has responsibilities and costs to ensure compliance with laws and rules while retaining business continuity and safety of NOSSTASK and corporate data.
Purpose
The purpose of the policy is to specify standards for vulnerability assessments. This policy reflects NOSSTASK’s dedication to identifying and implementing security controls, which will keep threats to data and resources at reasonable and appropriate levels.
This policy covers all NOSSTASK managed computer and communication devices owned or operated. 
Policy 
All information system resources’ operating systems or environments must experience a standard vulnerability assessment. The standard will delegate the Information Security Team to perform routine security risk assessments to determine the location of vulnerabilities and to initiate appropriate remediation. Employees are required to cooperate with risk assessments fully.
Vulnerabilities to the operating system or system environment and corporate data must be identified and corrected to minimise risks.
Performed audits will be performed to verify:
· Ensure integrity, confidentiality, and availability of information and resources
· Investigate possible security incidents and ensure conformance to NOSSTASK’s security policies
· Monitor user or system activity where appropriate
All information system resources’ operating systems or environments must undergo an authenticated vulnerability assessment to address these vulnerabilities adequately.
The frequency of these vulnerability assessments will be dependent on the operating system or environment, the information system resource classification, and the data classification of the data associated with the information system resource.
System evaluation shall be continuously performed until the vulnerabilities are rectified. Third-Party vendor and Information Security team shall perform an authenticated scan.
 All data collected and used as part of the Vulnerability Assessment Process and related procedures will be formally documented and securely maintained.
Information Security team shall make vulnerability scan reports and ongoing correction progress to senior management and Board of Directors.
Non-Compliance
Employees found to have violated the policy could be subject to disciplinary action, including termination of employment.

[bookmark: _Toc102082244]Appendix 6
[bookmark: _Toc102082245]Server Virtualisation Policy
Purpose
This policy specifies server virtualisation requirements that define server virtualisation technologies’ purchase, use, and administration. 
Policy 
NOSSTASK’s Director of IT ensures that policies are followed to establish contracts and the confidentiality, integrity, and availability of NOSSTASK data.
Under the oversight of the Director of IT, the Information security team are responsible for following the procedures and policies within IT.
NOSSTASK’s legacy IT practice was to dedicate one physical server to a single workload. This practice resulted in excessive server underutilisation, an ever-expanding data centre footprint, and excessive data centre power consumption.
Server virtualisation software consolidates new and existing workloads onto high-capacity servers. Consolidating workloads onto high-capacity servers allows NOSSTASK to reduce the server inventory, decreasing the data centre footprint and power consumption.
NOSSTASK will migrate existing physical servers’ workloads to virtual machines. These servers will be retired at such time as planned by IT management.
Server Virtualisation Requirements:
· Support industry-wide open-standards
· Embedded security technology, such as Trusted Platform Module (TPM)
· Single centralised management console
· Support industry-standard management tools
· Support industry standard backup and recovery tools
· Interoperate with other platform technologies
· Support industry-standard hardware
· Support industry-standard storage
· Functionality to support virtual server management network isolation
· Migrate running guests without interruption
· Automatically detect a hardware failure 
· Functionality to configure role-based access for the administrative console
· Support Lightweight Directory Access Protocol (LDAP) for authentication and authorisation for administrative console
· Encrypt all intra-host and administrative console traffic
Non-Compliance
Employees found to have violated the policy could be subject to disciplinary action, including termination of employment.
2

image3.png
i

|
File Machine View Input Devices Help i
|
|
|
|
|

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use tin your guest 05 —allmouse (%) (5

REcycIeEing
“ B E-

» Wome st view ;
(y « © 4 s THsPC 5 LocalDisk(C) » vio O Search Local Disk (C) |
Edge = Pictures A Name Dste modifed Tpe |

OneDrive [] PerfLogs 2/2019 0:14 File folder |
[ Progroms nao02 1 i folder
This PC | Prog  Share Files NOSS Propertes X ffolder
3 3 Objects B efolder |
General | Sharng  Securty Previous Versns | Customize
B Desktop [ Users o folder |
2] Documents [] Windg ~ Obiectname: ~ C:\Share_Fies_NOSS folder |
Downloads Group o sernames: |
Music 3 Joseft Thomas ([T@nosstaskms) |
= Pictures |
B Videos ‘i
‘i Local Disk (C:) To change jssions, click Edi. = |
B pertops e |
I Program s [E—r How ey 1
Vodty A |
] Program Files (. Fosd s execute v |
'] Share Files NC Lt okercontets v
1] Users Read v
Vite v
Windows
a Speclpemissons v
o CD Drive (D:) CC' or ” ”
specil pemissons o advanced setngs =
ole click Advanced. Ll
5 Network
Gitems 1 item seected

Talk to Cortana

H P Type here to search

19:29
16/04/2022

[0





image4.png
i

|
File Machine View Input Devices Help i
|
|
|
|
|

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use tin your guest 05 —allmouse (%) (5

Req/cleEi
0ipo-
dome  Share View 0 ]
€ e 4[] LocslDis. > Share Fies NOSS co |
= Pictures A Name Date modified Tpe E |
neDrive Important File jent oke [
OneD: ] me Important File Properties X
s pC
Genersl Securty Detals  Previous Versions
3 30 Objects |
pesep Objectname:  C:\Share_Fies_NOSS\mportart_Fle st
[5) Documents Group orusernames;
Downloads & Joseff Thomas (JT@nosstask msft)
Music
= Pictures
B videos
‘i Local Disk (C) To change permisions, ok Edt Eat
0 Pertoss Pemissonsfor et Ross How Dery
] Program Files ey
1] Program Files | Hocy
(s Read b execute
Read
[ Users Wit
] Windows ‘Special pemissions
i CD Drive (09 CC f— ”
special pemisions or advanced S0GS. | Advanced
b Network ole ek Advanced
Titem 1 item selected 0 bytes
oK Cancel

H P Type here to search .

19:30
16/04/2022

[0





image5.png
File Machine View Input Devices Help

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use itin your guest 05 —allmouse () ()

RecycleEin) -
0ipo-
Home  share  View
Y »
4 « v 4 [« LocalDis.. > Share Files NOSS v o Search Share Files NOSS
(s .
&= Pictures ~ Name Date modified Type Si
nebrive Important Fie jent oke
OneD: ] me Important File Properties X
s pC
Genersl Securty Detals  Previous Versions
3 30 Objects |
= Deskton Objectname:  C:\Share_Fies_NOSS\mportart_Fle st |
g £ Documents Group orusernames: |
a Downloads I |
p & Jeff Ross UR@nosstask mskt)
Music
= Pictures
N B videos
3 i Local Disk (C:) To change pemissions, click Ed. Edt.
J [ perlogs Semissions o oo Tromas How _beny
. ] Program Files "
1] Program Fies Modiy
| Share_Files NC Read g excaute
. Read |
» 1] Users e
1] Windows ‘Special pemissions |
. D Drive (0 CC P ”
special pemisions or advanced setings, =
o Forspeci Advanced N
b Network anced.
item 1 item selected 0 bytes |

lH P Type here to search & ) ENG

EXRIET:

e m——

I Focus

1930

1
= ) 16/04/2022





image6.png
=

File Machine View Input Devices Help

New Share Wizard - o x

Manage  Tooks  View Help

Permissions to access the files on  share are set using a combination of folder permissions, share
permissions, and, optionally, a central access poliy.

Share permissions: Everyone Full Control
1.3 GB Used Space

Folder permissions:
s 13.1 GB Free Space

Type  Principal Access Applies To
Allow  NOSSTASKUR Read & ex

Allow  NOSSTASKUT Full Control

Allow  NOSSTASK\Administra... Full Contro

‘Customize permissions..

< Previous | [ Next> Cre:

Cancel es Wz

2107

3 e B

oo iV IH]IOlE

[=R=k0)

2107
16/04/2022




image7.png
=

File Machine View Input Devices Help

New Share Wizard - o x

the correct eate

Confirm that the following

ings, and then click

‘SHARE LOCATION

C1-NWT
Not Clustered
CaShares\Share.f

les NOSSS

Share Files NOSSS
B
Enabled

Enabled
Disabled
Disabled

< Brevious Create Cancel

e m——

2107
16/04/2022





image8.png
=

File Machine View Input Devices Help

Server Manager - X

Manage  Took  View  Help

VOLUME
Servers TASKS v | Share Fils.
i Volumes - 5 @ - ©
1 Disks - N Capacy 2568
Storage Pools
o 463% Used m
= 4 DCI-NWT () — 1.
ER s NETLOGON CAWindows\SYSVOUsysotnosst. SMB ot Clstered
Work Folders svsvoL CaWindows\SYSVOL\sysvol SMB  Not Clustered
N Quota
Share Files N

Manager must be i

2
16/04/2022

=)





image9.png
Machine View Input Devices Help

= [0 Manage Share_Files NOSSS (\DC1-NWT) (Z) - x
Home  Share  View | DrveTools (2]
4 = > ThisPC » Share Files NOSSS (\DCT-NWT) (Z) v & | P SeorchShare Fil NWT) Z)
Neme - Date modified Tpe Size
Quick access
I Desktop This folder is empty
Downloads

5] Documents

&) Pictures
OneDrive

s pC
3 30 Objects
I Desktop
5 Documents
Downloads
Music
= Pictures
B videos
‘i Local Disk
i CD Drive (D) CCCO
= Share Files NOSSS |

¥ Network

Oitems

H P Type here to search . (o]

& ) o | 2

2112

16/04/2022

[0





image10.png
ver! [Running] - Oracle VM VitualBox

Fie Machine View Input Devices Help
5 ActiveDirectory Users and Computers
Fie Acion View Help

e aE 40 XE0= Hm 3 euTah

T3 Active Directory Users and Computers [DCT-NWT.| [ Name
51 Saved Queres B et e
v 3 nosstask msft
(1 Builtin
1 Computers
& Domain Controllers
1 ForeignSecurityPrincipals
1 Managed Senvice Accounts
(3] Non-Admin Users
51 NWClientComputers
5 Users

Type Description

Bokd @ @ B SHIFT

00





image11.png
¥ Server! [Running] - Oracle VM VirtualBox o X

Fle Action
&9
2 Group Poli]

Adminstrator: Command Prompt

i crosoft Windows [Version 16..17763.737]
(c) 2618 Microsoft Corporation. All rights reserved.

c: \uindows\system32>gpupdate /force
updating policy.

[computer Policy update has completed successfully.

User Policy update has completed successfully.

c: \uindows\system32>_

QOIS 1EEDGHR

22
O LY oy B





image12.png
s

. Ff?\s iﬂ/

BOEDS

EEFIOE]





image13.png
¥ Client1 [Running] - Oracle VM VirtualBox

RecycleBin

‘ommand Prompt

iicrosoft Windows [Version 16.0.19044.1645]

(c) Microsoft Corporation. All rights reserved.
The command prompt has been disabled by your administrator.
Press any key to continue . -

~@o o, B

_ 0D o, B




image14.png
i

File Machine View Input Devices Help

Bo=

Computer  View
« o B x| | o sercnmisec |

Quick access

I Deskop ’ 0 Objects r besttop
5 Donlosds

Location is not available X

5] Documents

&) Pictures g

Ais not accessible.

OneDrive Access s denied,

This PC
3D Objects o
I Desktop
5] Documents

Downloads

CD Drive (D)

Music CCCOMA_XB4FRE_EN-US DV

= pictures M 0 bytes free of 547 GB

B videos
i Local Disk (C:)
- CD Drive (D) CCCO

¥ Network

items 1 item selected =

H P Type here to search & v) e o

2134
16/04/2022

[0





image15.png
=

File Machine View Input Devices Help

Recycle Bin

Active Directory Users and Computers
v P

Fie Acion View Help
CIEGEIEEE IR R 8- Y

3 Active Directory Users and Computers [DC1-NWT.| [ Name Type Descrption
(5] Saved Queries
v 3 nosstask msft
(1 Builtin
1 Computers
{5 Domain Controllers
1 ForeignSecurityPrincipals
] Managed Senvice Accounts
& Non-Admin Users
5 Users
51 NWClientComputers

WSI-NWT  Computer

Type here to search

i 3 e B

& 0080 PE R

2136

[=R=k0)

16/04/2022




image16.png
¥ Client1 [Running] - Oracle VM VirtualBox - o x

Corans E5

F 72210764

Feedback Hub

o Qs

& B O @

2057

a3 = N BB gy,
0 0W& 508 @0 sHI

2057
27/04/2022





image17.png
¥ Client1 [Running] - Oracle VM VirtualBox - o x

File Machine View Input

nt Control

Do you want to allow this app from an
unknown publisher to make changes to your

Hide details

To continu an admin user

B Q& o8 E Q@& SHIFT

W 20
L I by





image18.png
7 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

18 Group Policy Management
(& File Action View Window Help

e amXclHm

5 Group Policy Managemer
' A\ Forest nosstask.msft | 15/ Group Policy Management Editor
(3 Domains Fie Acion View Help
v &5 nosstaskmsft
of Defauttoon ¢ = | 21/F| X B = | B 67
Dorl
5] Domain Cot a5 Computer Configuration A Policy
5] Non-Admir) =) policies
g NWClientC: (1 Software Settings
5 Group Pol 1 Windows Setings
< 1 Windows Settings
(5 WM Filters = Name Resolut wmmmm p-!sw.mv: o ;d:yg
Storter GP &) Seipts(tarty | L Minimum pazoword lengt e - characters
Iy stes = Deployed Prin neet compliy requirement
# Group Policy Mod 22, Setumy e | iStorepasswords sing revesible encypton
% Group Policy Resu

Policy Setting

5 Enforce password history. 6 passwords remembered
[ Maximurm password age 10 days

3 Kerber
3 Local Polic

3 Eventlog
4 Resticted
7 System Se
4 Registry

74 File Systen

Wired Net
[ Windows |
[ NetworkL
af Wireless N
5 Public Key
3 SoftwareF ,
B >

THE GPO & irked T e Tolowing W Tier:
<none>

2142

P





image19.png
=

File Machine View Input Devices Help

Createin:  nosstask msf/Non-Admin Users

Description

' When you clck Finish, the following object il be created:

[Fllname: Bob Davies

User logon name: BD@nosstask msit

Active Directory Domain Services

‘Windows cannot set the password for Bob Davies because:
The password does not meet the password policy
requirements. Check the minimum password length,
password complexity and password history requirements.

2
3 e B

[-R=Eb)

2144
16/04/2022





image20.png
7 Server? [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

er Manas

s Add Roles and Features Wizard

DESTINATION SERVER

Select destination server ocz

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instalation Type Select a server from the server pool
Select avirtual hard disk

Server Roles Server Pool

Features

Filter:

Operating System

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data colection is stilincomplete are not shown.

Events

Performance

BPA results Performance
BPA results

File Explorer

Bokd i (1 @& CTRL

12::

0 T oy B





image21.png
8 Server2 Running] - Oracle VM VirtualBox

File

Machine View Input _Devices _Help

s Add Roles and Features Wizard
DESTINATION SERVER
DczNwT

Installation progress

View installation progress

@ Festure nsaliion

Installation succeeded on DC2-NWT.

Web Server (IIs)
FTP Server
FTP Service
Management Tools
IS Management Console
Web Server
‘Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics
HTTP Logging
Performance
Static Content Compression

Security
Request Fitering

You can close this wizard without interrupting running tasks. View task progress or open this page again by clicking Nofifications in

EY the command bar, and then Task Detail.

Export configuration settings

58
e B

Bokd i (1 @& CTRL
5 ]

e =) 17/04/2022





image22.png
r2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
[TV
& Computer Management

File Action® View Help

=@ = Hm

o] & Computer Management (Local| Name

[ 0} SysemTools
| e

@ Eventviewe 2 Sence and oplation

) Shared Folders
~ & Local Users and Groups|
] Users

New User

5 Groups User name:

® Performance

Fllname.
A Device Manager

v €3 Storage Descipton

W Windows Server Backup

= Disk Management
2, Senvices and Applications Passuord

Confim password

[ User must change password at next logon
[ User cannot change password

[ Password never expires

[ Account is disabled

Actions
Computer Management (L..
More Actions

115
e B

Bokd i (1 @& CTRL

0Ty o> B

17/04/2022




image23.png
ver? [Running] - Oracle VM VirtualBox

File Input  Devices  Help

[ - A
& Computer Management - o x

Machine  View

File Action View Help

e amE XE R

o

& Computer Management (Local | Name Full Name Description Actions
v gﬂ;jkz;‘;m B Administrtor Built-in account fo administering Users =
& Bventviewer & au\M(co A user account managed by the . More Actions \
=

) Shared Folders
 Gu it sccount forguest acces ) A
<« & Local Users and Groups| | 2.6Vt it tfor guest access. =

= b . WDAGUtiy Ausersccount managed and e, More Actions »

5 Groups
® Performance
& Device Manager
v € Storage
B Windows Servr Backu
7 Disk Management
. Senvices and Applicstons

& B e B
Q0EESD8BGECRL

0Ty o> B

17/04/2022




image24.png
File Machine View Input Devices Help

€5 Internet Information Services (1IS) Manager - X
[ @ > DCZNWT » Sites » MYFIPSITE » &M@
Fie View Help
MYFTPSITE H
lome
CHETEAT @ B e
5 StertPage Eifamsrs
c Fitter: - % Go - G ShowAll | Groupby: Area
93 D2 X mi
¥ DC2-NWT (DC2-NWT\AG T
2 Application Pools
e . Bindings.
@ Default Web Site ﬁlq % all [ﬂ] #] am L;“m B Basic Settings.
@ MYFTPSITE FTP FTP Curent FTP Directory FTP Firewall  FTPIP  FTP Logging T e
pathentc. Athoriat. | Sesone | Growing Sopper Adcrsts i
= & bz Manage FIP Site B8
FIP  FIPRequest FIPSSL  FTPUser Restart
Messages  Filteing  Settings  lsolation start
Management Stop.
E] Advanced Settings.
Help
Configurat.
Editor
5 5 | [ Features View ] 5 Content View
Type here to search &





image25.png
File Machine View Input Devices Help
€5 Internet Information Services (1IS) Manager
(3 @ > DCZNWT » Sites » MYFIPSITE »

File View Help

FTP M
lessages
CHEIEC @ 9 A
- g Succestoty sove.
s Messoge Behovior
<65 DC-NWT (C2-NWT\Admi Actons
2 Application Pools [ Suppress default banner
v [8] Sites
Suppert user variobles n messages
@ Default Web Site 03 suppor 9
@ MYFTPSITE ‘Show detailed messages for local requests Hep
Messoge Toc
Banner
Welcome to MVFTPSTE
Welcome:
b
Masimom Connections:
< 5| [E7Features View |i% Content View

Configuration: | Task View fiost.config’





image26.png
=

File Machine View Input Devices Help

The it Machine reportsthat the guest OS supports mouse pointer ntegration, Tis means hat you o notneed to capture the mouse panter o be abe o us it your guest 05 ~al mouse (%) 5

v
Home  share  View
~ 4 [ > ThisPC » Local Disk(C) » inetpub

Name Date modified Type
Quick access

B custerr 70202 1157 Filefolder
B 20/042022 2208 File folder
[ history | 7 ftproot Properties X

[E] Documents [ togs
[y General Sharing  Securty  Previous Versons  Custorize

I Desktop

Downloads

&) Pictures

- [ wwwroot | Objectname: ~ C\inctpubViproot

Group or user names:
8. 5YSTEM

¥ Network

62 Adrministrators (DC2-NWT\Adrinistrators)
82 e AT
<

To change pemissions, lick Edt

Pemissions for fpuser22
Fullcontrol

Modfy

Read & execute
Listfolder corterts
Read

Wite

Forspecil permissions or advanced setiings,
ik Advanced.

item s

210
oz B

SR Ee




image27.png
¥ Client2 [Running] - Oracle VM VitualBo o x

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard ()

Hicrosoft Windows [Version 16.0.19044.1288] ~

(c) Microsoft Corporation. All rights reserved

C: \Users\Client2>ftp 192.168.11.1
Connected to 192.168.11.1.

226-Microsoft FTP Service

226 Wielcome to MYFTPSITE

200 OPTS UTF8 command successful - UTF8 encoding now ON,
User (192.168.11.1:(none)): ftpuser22

331 Password required

Password:

236 User logged in.

Ftp> 1cd C:\MyFTPFiles

Local directory now C:\MYFTPFiles.

Ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

Ftp> put myftpfilezupload. txt

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

Ftp>

2
)

o
I

& 10cc A D) N6

1420

O LY oy B





image28.png
=

File Machine View Input Devices Help

NEEEE
Wome  share  view

~ 4 [ ThisPC > LocalDisk (C:) > inetpub > ftproot v O | Search ftproot

Name Date modified Type
Quick access
Desktop 5 Myftpfile2upload 17/04/21 Text Document
Downloads
5 Documents

&) Pictures
This PC

¥ Network

=
e B

& 0B8R 0GR CTRL

1424
17/04/2022

[-R=k0)





image29.png
File Machine View Input Devices Help
s Add Roles and Features Wizard

X |

DESTINATION SERVER

Installation progress OCT AW resasmst

View installation progress

@ Festure nsaliion
Configuraton requied. Instlsion succeeded on DCI-NWT nossaskrste.

Remote Access A
DirectAccess and VPN (RAS)
Configure the role
Open the Getting Started Wizard A
Routing
RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools E |
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

Web Server (IIs)
Management Tools
IS Management Console
IS Management Scripts and Tools
Web Server
‘Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

You can close this wizard without interrupting running tasks. View task progress or open this page again by clicking Notifications in the
Bl command bar, and then Task Details

Export configuration settings

<Previous | [ Next> Close. Cancel

bl





image30.png
=

File Machine View Input

T o
Fie Acion View Help
«=|mEm

3 server status
% DCI-NWT (local)

" Routing and Remote Access

Devices  Help

Rout

\g and Remote Access

Welcome to Routing and Remote Access

Routing and Remote Access nravides seriire remate access fa private netwarks.

Completing the Routing and Remote Access
Server Setup Wizard

You have successfuly completed the Routing and Remote
Access Server Setup wizard

Routing and Remote Access —

Start the service

The Routing and Remote Access service is readyto use.

] _oen

inthe Routing and Remote Access console

To close this wizad, click Fish.

& O IEEDGRCTRL RL

[k mpD

0
770472022





image31.png
% x

File Machine View Input Devices Help

B rour - X Ix
Fie Acion View Help ®-
«=|mEm

" Routing and Remote Access

Lot .=
5 Server Sttus

) DC1-NWT (local) Welcome to Routing and Remote Access

Routing and Remote Access nravides seriire remate access fa private netwarks.

Completing the Routing and Remote Access
Server Setup Wizard

Starting Remote Access Management

Please wat whil the Remote Access Management

@ "I

fiteryou close tis wizard, configure the selected senvices
inthe Routing and Remote Access console

To close this wizad, click Fish.

BQEF S EBAGECTRL R

12:56
17/04/2022

[0





image32.png
7 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

T Routing and Remote Access

File Action View Help

e 2@ XEGL =

" Routing and Remote Access
5 Sever Status
v & DCI-NWT (local)
T NetworkInterfaces
53 Remote Access Logging & Policies

vE e
H Geners
T sttic Routes
Fre
v E R
H Geners

T static Routes

Interface Update mode

Eprvatenett

peidic
Epubicnet

Periodic

Responses sent
1"
0

Responses received
0
1





image33.png
Running] - Oracie VM VitualBox
Fle Machine View Input Devices Help
5 Routing and Remote Access

File Action View Help

e am XEGLE
" Routing and Remote Access
5 Sever Status -
v [ DC-NWT (loca) nterfoce
B NetworkInterfaces || o PrivateNet2
3 Remote Access Logging | & PublicNiet

Updatemode  Responses sent

Responses received
Periodic 0

0
0

Periodic 0
vE e
H Geners
T sttic Routes
Fre
e





image34.png
¥ Server! [Running] - Oracle VM VirtualBox o X

ew Input  Devic

File  Action

i crosoft Windows [Version 16..17763.737]
(c) 2618 Microsoft Corporation. All rights reserved

c: \Users\Jt>ping 192.168.16.261

pinging 192.168.16.261 with 32 bytes of data
Reply from 192.168.16.261: bytes-32 time<ims TTL-128
Reply from 192.168.16.261: bytes-32 time<ims TTL-128
Reply from 192.168.16.261: bytes-32 time<ims TTL-128
Reply from 192.168.16.261: bytes-32 time<ims TTL-128

ping statistics for 192.168.10.201
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\at>,

1505
e B

1505
0 T iy B





image35.png
&

File Machine View Input Devices Help

Yol you have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard ®
Th! The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capturethe ()5
| 4 [ « Networkand Intemet > Network Connections v © | Search Network Connections 9 |
o g B -
Mid s e - m @
SREiGe il o ¥
|
Nety
Intenet Protocol Vrsion 4 (TCP/Pv4) Properties x
General
T You can get P settings assigned automaticaly fyour netork supports
= i Capabity, Oheritee, you need 1 ask your nebwork adminsator
for the spproprite P sefongs.
o O Obtainan P sccress automaticly
(® Use the foloning P acress: |
P addresss w2 112
o
Subnet mas 5255 .25 0
® Default gatenay: 2. 111
(® Use the folowing DNS server adesses:
rferred ONS server:
Atermate DN severs
[ vedtesetngs pon et o
T item

EH P Type here to search I [RON:

& 088 0EE CTRL





image36.png
¥ Client1 [Running] - Oracle VM VirtualBox

Command Prompt

iicrosoft Windows [Version 16..19044.
(c) Microsoft Corporation. All rights reserved

C:\Users\JT>ping 192.168.11.2

Pinging 192.168.11.2 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.11.2
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

C:\Users\JT>ping 192.168.11.2

pinging 192.168.11.2 with 32 bytes of data
Reply from 192.168.11.2: bytes=32 time<ims TTL=126
Reply from 192.168.11.2: bytes=32 time<ims TTL=126
Reply from 192.168.11.2: bytes=32 time<ims TTL=126
Reply from 192.168.11.2: bytes=32 time<ims TTL=126

ping statistics for 192.168.11.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C:\Users\JT>

1607

BN B g, B

BOkF o 1EEDGE CTRL

[- =k

1607
oz B




image37.png
¥ Client1 [Running] - Oracle VM VirtualBox - o x

Input D

RecycleBin

‘ommand Prompt

Hicrosoft Windows [Version 16.0.19044.1645]
M® (c) Microsoft Corporation. All rights reserved

E
C:\Users\JT>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C:\Users\JT>

=
A @00 Lt B

% 173
20 LY g, B





image38.png
1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

5 foting ond Rt Access
Fle Acion View Help

e 2@ XEGL =

"L Routing and Remote Access
3 Server Status
B e teca Interace Incomingbytes  Outgoingbytes _ Static Fiter]
E NetworkInterfaces =L b

- Enabled
{3 Remote Access Logging & Policies Inbound Fitters

T x = Disabled
v E P

- Disabled
3 General These fitrs corirol which packets ar fowarded orprocessed by this netwark. - Disabled
% Static Routes [

RIP

& Receive s s iz
Tews Receive al packets except those that meet the crteria below

" Drop all packets except those that meet the crteria below
Fiters:

‘Source Address_| Source Network Mask | Destination Address

i
oz T




image39.png
¥ Client1 [Running] - Oracle VM VirtualBox - o x

File  Machine Input

RecycleBin

‘ommand Prompt

Hicrosoft Windows [Version 16.0.19044.1645]
M@ (c) Microsoft Corporation. All rights reserved

Ed
C:\Users\JT>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims

ping statistics for 192.168.1.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = @ms, Average = ems

C: \Users\JT>ping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

c: \Users\aT>,

=
A @00 Lt B

DOEEo BRReBs |

1738
rllcdes O o B




image40.png
¥ Client1 [Running] - Oracle VM VirtualBox - o x

File  Machine Input

RecycleBin

iicrosoft Windows [Version 16.0.19044.1645]
(c) Microsoft Corporation. All rights reserved

C: \Users\JT>ftp 192.168.11.1
Connected to 192.168.11.1.

226-Microsoft FTP Service

226 Wielcome to MYFTPSITE

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.11.1:(none)): ftpuser22

331 Password required

password

236 User logged in.

Ftp> bye
221 Goodbye.

C: \Users\JT>Ftp 192.168.16.201
Connected to 192.168.16.261.

226-Microsoft FTP Service

226 Welcome to MYFTPSITE

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.16.201: (none)): ftpuser22

331 Password required

password

236 User logged in.

Ftp>

2120
BB g, B

2120

cBefes BOHY g, B




image41.png
2 Serverl [Running) - Oracle VM

Fle Machine View Input Devices Help
5 foting ond Rt Access
Fle Acion View Help

e 2@ XEGL =

Routing and Remote Access General
ot ;‘C""‘@n“““&au Interface Outgoingbytes  Static Fitr
I Network nterfaces bt ropertes - G
3 Remote Access Logging & Policies " - Disabled
v E P 82U General  Muticast Boundaries  Mulicast Heartbeat - Disabled
E General B - Disabled
T sttic Routes p—
e Outbound Fiters

e

These fiters cortrol which packets are received by tis network
Fiter acton;

 Transmi a packets except those that meet the crteria below
" Drop all packets except those that meet the crteria below
Fiters:

Destnation Address | Destination Mask | Protocol | Source Portor Type.
192.168.10.201 255255255285 TCP Any.
192168111 25525525525 TP Any





image42.png
¥ Client1 [Running] - Oracle VM VirtualBox

W Input

Command Prompt

[REMi crosoft wWindows [Version 16.6.19644.1645]
(c) Microsoft Corporation. All rights reserved

C: \Users\JT>ftp 192.168.11.1
> ftp: connect :Connection timed out
I o> bye
Mi¢
[FC: \Users\JT>Ftp 192.168.10.201

> ftp: connect :Connection timed out
Ftp> bye

C:\Users\JT>

2125
BN B g, B

2125
© LY gy B





image43.png
7 Serverl [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B fouting ond Fermete Acces -
Fle Acion View Help

e 2@ XE0RHm
B Routing and Remote Access

5 SeverStatus
~ [ DCI-NWT (local)

Interface Type 1P Address Incoming bytes. Outgoing bytes Static Filter}

I Network Interfaces bt ropertes ? x| - Enabled
/3 Remote Access Logging & Policies P ' B Disabled

v E e " - Disabled
= al Outbound Filters. ? x N Disabled

T static Routes

T e
Fie Ftr acton
& Transmit all packets except those that meet the criteria below

" Drop all packets except those that meet the crteria below

These fiters cortrol which packets are received by tis network

Destnation Mask | Protocol_|_Source Port or Type | Destination

Aoy

152.168.11.1 255255255285 TCP  Any

192168111 255255285285 TCP Any 2
Ay

192168.10.201 25252525 TCP





image44.png
Fle Machine View Input Devices Help
B Routing ond Remote Access
Fle Acion View Help

e 2@ XEGL =

" Routing and Remote Access
5 Sever Status

© B DCI-WT (ocal) Interface Incoming bytes. Outgoing bytes Static Filter]
L Netw! Inbound Fiters

. fogie 17,046 Disabled
2 Reme

b 16,132 Enabled
v L 1Pt | These fiters contol which pack[s areforwarded o processed by this network o o Disabled

[ - Diatled
E9 e
T | " Receive a packels exceptthosethat meet the rteia below

T 1Pv5 | Drop o packets except those that meet he citeia below
Fiters

‘Source Address_| Source Network Mask.

152.168.1.2 152.168.11.1

19216812 192168.10.201
15216812 192168111

New e Dete

ok ] coen |





image45.png
7 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Routing and Remote Acce: - X
Fie Acion View Help
e aE XEG B
" Routing and Remote Access
L metace Type PAddss  ncomingbyies  Ougoingbyies  Sttic Fir]
E Netw] 1npound Fiters 7 x , x foge 17,046 Disabled
3 Rem ] 16,132 Enabled
v 5 1Pv4 | Thesefiters control which packets are forwarded or processed by this network. B ] ) Disabled
o g | - Disabid
oF

T | " Receive a packels exceptthosethat meet the rteia below

5 1Pv6 | Drop ol packets except those that meet the crteria below

Fiters

Destination Address | Desinalion Mask | Protocol | Source Por or Type | Destnation

Aoy
152.168.11.1 255255255285 TCP  Any
192168.10.201 255255285285 TCP Any 2 =
192168111 25525525525 TP Any





image46.png
¥ Client1 [Running] - Oracle VM VirtualBox - o x

RecycleBin

7] Command Prompt

Mi€hi crosoft Windows [Version 10.0.19044.1645] "
(¢) Microsoft Corporation. ALl rights reserved

C: \Users\JT>ftp 192.168.11.1
Connected to 192.168.11.1.

226-Microsoft FTP Service

226 Wielcome to MYFTPSITE

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.11.1:(none)): ftpuser22

331 Password required

password

236 User logged in.

Ftp> bye

221 Goodbye.

C: \Users\JT>Ftp 192.168.16.201
Connected to 192.168.16.261.

226-Microsoft FTP Service

226 Welcome to MYFTPSITE

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.16.201: (none)): ftpuser22

331 Password required

password

236 User logged in.

Ftp> bye

221 Goodbye.

C:\Users\JT>

2
BB o, B

QokFs @SR

(o]
I

22
25/04/2022




image47.png
File Machine View Input Devices Help

Server Manager * Dashboard

Local Server -

c @1 I Monage Took  view

DESTINATION SER

Al Servers
AD DS

DNs

File and Storage Ser
s

&l Remote Access

‘Add Roles and Features Wizard

Add feature love:

The following tools are required
have to be installed on the same server.

4 Remote Server Administration Tools
4 Feature Administration Tos

Clustering Tools

lover Cluster Management Tools

Include management tools (if applicable)

nanage this feature, but do not

lover Cluster Module for Windows PowerShe

ESXv——

— X

tion

I Clustering allows multiple
to work together to provide
failabilty of server roles.
I Clustering is often used for
jces, virtual machines,

e applications, and mail
ftons,

de

Add Features | | Cancel
Previous | [ Next>

Performance Performance

BPA results BPA results

1627
24/04/2022

Install Cancel

16:27

B9 oy B
$ ) SHIFT

FoOER





image48.png
=

File Machine View Input Devices Help

erver Ma Dashboard anage  Too p
‘Add Roles and Features Wizard - o x
|
i Local Server allar oEsTINATON SERVER |
rogre: OCHNWEnossaskmstt

i AllServers |
AD DS View installation progress |

& DNs |
F Feature installtion |
4 File and Storage Sef |
a — |
fo iis Instalai NWT.noss |

i Remote Access Failover Clustering

Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools

Failover Cluster Management Tools e |

Failover Cluster Module for Windows PowerShell |

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Next > Close

Performance Performance

BPA results BPA results

16:28

B9 gy B
30 1@ 588 0GB SHIFT

1628
24/04/2022





image49.png
=

File Machine View _Input

Devices _Help

Failover Cluster Manager

Fle Acion View Help
=@ B

5 Failover Cluster Manager

JF

i Create falover custers, vaidale hardwarefor potenil faover custes, and perform configuraton changes o
Ty your aover usters

(™ Overview
A fallover cluste i a st of ndependent computers that work ogethr t ncease the avaabiy ofserverols. The

clustered servers (called nodes) are connected by physical cables and by software. If one of the nodes fais, ancther
node begins to provide senices. This process is known as failover

(™ Clusters

Name. Role Status Node Status

No zems found.

(@ Management

To begin t use failover custering, fist validate your hardviare configuration, and then create  cluster. After these
step are complete, you can manage the cluster. Managing a cluser can inglude copying roles o t from a cluster
running Windows Server 2019 or supported previous versions of Windows Server

(> More Information

Y

‘Actions

Failover Cluster Manager

4 Validste Configurstion.

H Creste Cluster,

& Connectto Cluster.
View

G Refresh

[ Properties

@ rep

FoOER

D & SHIFT

|
|
|
|

1631
24/04/2022





image50.png
7 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

& Failover Cluster Manager -0
Fie Acion View Help
les n@ BE

%%“mvc‘mﬂ'ﬂmw Cluster FailoverExample1.nosstas
4 Failoverbamplel nosstask)

Actions

FailoverExamplel.nosstask.

) High Availabilty Wizerd X Configure Role
Ve Clser

g Seiecrole ——
AddNode

Bcfore You Begin ‘Selct the rle thet you wart to corfigure for igh availbity: Close Connection

Ro Reset Recent Events

7 DFS Namespace Server ~| Descripton: ) More Actions >
FUDHCP Server View N
- Ditbuted Transaction Coordinator (DTC) -
7 File Server
5 Generc Appication Properties
Help
ISCS! Taraet Servr v
<Frevius B =l

@) Cluster Core Resources
Name Saus rfomation
Server Name
@ 9% Name: FaoverExanple1 @ Orine
< > c

stoverbamplet pstsk st





image1.png
i

File Machine View Input Devices Help

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use tin your guest 05 —allmouse (%) (5

RecycleEin) -

TR o

) ] Advanced Security Settings for Share_Files_NOSS o x @
[«

»

Neme: CAShare Files NOSS

Owner: Joseff Thomas (IT@nosstask.msft) &

Permissions | Auditing _ Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (f available)

Permission entries:

No groups o users have permission to access this object, However, the owner of this object can assign permissions. |

Add emove Vi

Enable inheritance

[]Replace al child object permission entris with inhertable permission entries from ths object

oK Cancel Apply

 Network e I
Gitems 1 item selected oK Cancel

P
H O Type here to search RO NGy B

[=R=k0)

1023
16/04/2022




image2.png
i

|
File Machine View Input Devices Help i
|
|
|
|
|

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use tin your guest 05 —allmouse (%) (5

REcycIeEing
N
& 3 v 4 e ThsPC s LocalDisk(C) » v o O SearchL |
=] Pictures A Name Date modified Type Size |
OneDrive [] PerfLogs ' Share_Files_ NOSS Properties X |
nc ] Program Filed  Genes Sharng | Secuty  revus Versos  Cutomae
. Program it
B 30 Objecs 1) Share iles | O0eetname: CA\Share_Fies_NOSS |
I Deskop 1 Users Group orusernames
5 Documents [ Windows 2
Dowrloads
Music
& pictures - g
o change pemissons =
B videos
. Local Disk (€) Pemisions for dose Thamas How  Deny
1 perogs Fl ortol v ~
Mody v
1 rogram Files o e M
1 rogramFiles | Lot ontrts v
1 Share_Files NG Resd v
1] Users e
e o eclpemesors s« svrest st | e
o CD Drive (D:) CC'
¥ Network L
6items  1item selected OK Cancel

b}
]
o

@
| 3

H P Type here to search (o]

1027
16/04/2022

[0





