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Task1-Ql+Q2

Monday, August 11, 2025 8:59 AM

Ideation & Mind Map

Q1: Mind Map

Alin Education - A Usaful Tool or

Artificial Intelligence

Ethics and Effectiveness of
Fredictive Policing Using Big Data

Blg Data in Sports - An Unfair
Advantage?

Big Data in Education -
Personalised Learning

Your digital footprint and who can

see it - Breach of Privacy? Project Ideas/Concepts

Impact of Social Media on Digital

Pharensic Investigations @2 Digital Phoransics

Fhorensic Investigations in the
Waorkplace. Ethical or Privacy
Breach?

Keaping you ¢ ed in the world

of technology

Q2: Mind Map + Project Idea

Q. Upsrade 7.

Ethics and Effectiveness of
Predictive Policing Using Big Data

Cloud Computing and Data Privacy

Data Warehouses -
Envirnomentally Friendly?

Cloud Storage vs On-Site Servers

Big Data in Sports - An Unfair
Advantage?

Big Data in Education -
Personalised Leamning

Al in Education - A Useful Tool or
Cheating?

Artificial Intelligence Is Al Truly Neutral? s There Bias?

Your digital footprint and who can
see it - Breach of Privacy?

Al in Heath Care - Replacing
Impact of Social Media on Digital Doctors?

Phorensic Investigations

Phorensic Investigations in the

Wearable Technology

Cheating?

Is Al Truly Neutral? |s There Bias?

Al in Heath Care - Replacing
Doctors?

Cloud Computing and Data Privacy

Data Warehouses -
Envimomentally Friendly?

Cloud Storage vs On-5ite Servers

Impact of Wearable Technology on
Fitness Lavels

Privacy Concerns in Wearable
Health Technology

Wearable Technology in
Classrooms. Good or bad?

Is Wearable Technology Always
Accurate? Reliable or Not?

Names

Addresses

Shopping His
Personal info and behavioural data pei e

U]
Demegraphic details

Location data
Messages

Brought in to Euwrope to allow the
The Right to be Forgotten [2] =O= right to data deletion and data
socusity,

Workplace. Ethical or Privacy A
Eromchss Project Ideas/Concepts . ) )
A naling in America, making &
O difficult to keep your information
" metint tian 2] secure, conflcting with privacy
& ol Your digital footprint and who can rights.
on Project ides RS see it - Breach of Privacy?
Adds and feeds will become
elevent b Potential:
Impact of Wearabie Technoiagy on Loss porsonal axperience whan ey :venm y‘;aﬁu e
Fitness Lovels digitally veied [3] N
that you may be against, or
NIC.~C. Teng and W. Maxwell, "A generally dislike.
Privacy Concems in Wearable size and impact analysis of digital
Health Technology footprints.” International jounal of
9% Wearable Technology ( business and systems research, vol, Self Cansorship online [4] =O— "3 Simms hip on socil
Wasrable Technology in 15, no. 2, pp. 163-181, 2021, dei:

Classrooms. Good or bad? 101504/ LIBSR 2021.113418.

[2]D. Sarkar Ghosh, P. C. Mishra, and T.

Pradhan, “The conundrum of erasing

digital footprints: A regulstory challenge.”

Jindal global law review, vol. 15, no. 1, pp.

25-59, 2024, doi: 10.1007/541020-024-00223-5.

s Wisarable Technology Always
Accurate? Reliable or Not?

[3] 5. Goethals, S. Matz, F. Provost,
¥. Ramon, and D. Martens, “The
impact of Cloaking Digital
Footprints an User Privacy and
Personalization,” 2023, dot
10.48550/arxiv.2312.15000.

[41M. Warner and V. Wang, "Seif-censorship
in social networking sites

(SNSs) = privacy concerns, privacy
awareness, perceived vulnerability and
information management.” Journal of
information, communication & ethics in
society (Online), vol. 17, no. 4, pp. 375-394,
2019, do: 10.1108/JICES-07-2018-0060.

Chosen Research Project:
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Use of Virtual Private Networks

Data Deletion services

Methods to lessen your footprint
and stay secure

Secure Passwords and MFA

Threat/Virus Protection

Parsonal awareness / thnk before
you click



Your Digital Footprint and Who Can See It — Breach of Privacy?

The focus here will be to identify where your data is being used, debate the ethics of its use, and discuss
the effects on personal privacy and how to improve.
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Task 2 -Q1

Monday, August 11, 2025 9:11 AM

Research Title:
Your Digital Footprint and Who Can See It — Breach of Privacy?

Q1. Create and document a single Aim and several Objectives for your project.

Aim
To investigate the collection of personal data, debate it's ethics, and research strategies of
protecting your data.

Objectives

Analyse the types of data most commonly collected by companies online.

Evaluate the types of companies that have access to this data.

Assess the ethical considerations of use of personal data in different contexts (marketing, profiling,
etc).

Research and analyse different methods of reducing digital footprint and protecting personal data.
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Task 2 - Q2

Monday, August 11, 2025 3:43 PM

Q2. Identify an appropriate research philosophy for your project.

As seen in Unit 1, Topic 2; there are many research philosophies to consider whilst completing a
project. The research philosophy that best suits the objectives of this project is 'Pragmatism’'. This
philosophy only considers concepts relevant if they support an action. Whilst they acknowledge
there are many ways of interpreting the world, no single point of view can ever give the entire
picture. There may be multiple realities.

This method is relevant to the chosen project as it accepts that there are two sides to the story.
Whilst over sharing and misuse of data is clearly a negative, there is the argument for when data is
used correctly; personal data can be used to provide personalised experiences to individuals online
to show more content they approve of and less content they dislike, giving the individual a more
positive experience.

By utilising the research philosophy of pragmatism, the researcher can align their methodologies
with real-world examples, enhancing the relevance of the findings [1]. This is especially relevant for
the chosen topic, as the digital world is an ever-evolving place where realities can be very different
across the internet.
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Task 2 - Q3

Monday, August 11, 2025 3:43 PM

Q3. Select and document appropriate search tools including some specific research databases to
identify research related to your project area and use search strategies to identify relevant research
related to your project.

As highlighted by Thompson et al in 'Ethics and governance for internet-based conservation science
research' [2]: Internet-based research should always comply with legal standards when sourcing
their data, and should only use research databases that do the same.

There is potential for using multiple search tools and databases for this research topic. An online
blog by Dr Urvashi Sharma [3] provides some useful suggestions for areas to research. Professional
online communities such as LinkedIn is a suggested method. Whilst this could be useful for gaining
the perspectives of professionals in the field, other research methods would be required to gain
knowledge on the perspective of the general public.

Another suggested method was social media platforms. This would be a useful tool in gathering the
opinions of members of the public, however it would be important to consider that the researcher
would not know the foundations that these opinions are built upon, meaning they are likely to be
inaccurate and not based upon extensive research, as well as being highly subject to bias. Social
media platforms do however provide some documentation on the data they collect and how it is
used, as well as third party companies they provide this data to. This knowledge would be useful for
the project.

Dr Sharma also suggests that open surveys could by a useful method of research. This would provide
data in a format that is convenient for analysis, as well as providing large quantities of data from
people of ranging backgrounds.

From Unit 1, Topic 3, it is clear that 'Semantic Scholar' would be a useful tool for the research
project. It is a specialised search engine design for academic research, that as of 2020 had indexed
over 190 million papers. This would be especially useful when researching factual information on
data and how it is collected, analysed and used. Another useful research database would be IEEE
Xplore. This databases specialises in providing access to a wide range of technical literature and
documentation relating to the technology industry.

Boolean search strategies would also be an effective tool when gathering research. This is a strategy
that employs 'Boolean operators' (AND, OR, NOT) to specify criteria for your search. 'And' is used to
link multiple terms, meaning the search must show results that contain the terms specified. 'Or' is
used to widen the search by showing results containing any one of the terms provided. 'Not' will
restrict the search, forcing it to filter out results that contain the term provided [4].

In addition to these research strategies, the university library houses numerous academic sources

related to the topic that would be incredibly useful. Utilisation of this would be helpful towards
gaining valuable research.
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Monday, August 11, 2025 3:44 PM
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Task3-Q1

Monday, August 11, 2025 1:14 PM

Q1. Consider and document strategies to enhance validity, reliability, generalisability and ethical
considerations.

When conducting primary research it is essential that the treatment of participants remains ethical.
The researcher must adhere to ethical standards governing behaviour and data collection & handling

[1].

Generalisability is how applicable research results are to a larger context [2] It is important to select
a large enough sample size, to ensure the data gathered is transferrable to the entire population. In
addition to this, it is important to choose a sampling method that gives a fair representation to all
sub-groups within the population. It is also crucial to develop a precise population. A clearly defined
population, makes selecting samples and easier process. When selecting samples, there are
numerous methods to choose from. The two main methods are 'probability' and 'non-probability'.
Probability being completely random (used in quantitative), and non-probability being non-random
(used in qualitative). These methods will improve the generalisability of the data the researcher
collects.

To ensure data collected is reliable and valid, there are various factors the researcher must consider.
When conducting qualitative research the following factors will effect validity: Researcher bias, the
design of research tools and sample selection. The factors change slightly when completing
guantitative research. These factors include: Appropriate analysis of the data, the design of research
tools, sample selection and sample size. Handling these factors appropriately will ensure the validity
of the research [3]. To ensure the reliability of the data, the researcher must carry out all
experiments in the same way for each participant. It is also important to obtain internal validity to
establish causality, and external validity to generalise the results to other settings.

When researching secondary data, it is important to utilise the 'CRAAP' method. This is an
abbreviation that stands for: currency, relevance, authority, accuracy, purpose. When utilising the
research of others, it is essential to take these aspects into account to ensure the data used is valid
and reliable.
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Task 3-Q2

Monday, August 11, 2025 3:45 PM

e Q2. Select research strategies/data collection methods you would use to collect data for your
project. And design a pilot data collection method appropriate for your project and acquire some
feedback to improve the focus of your project (include in an appendix section/page and refer to in
the main body of the proposal).

The following research strategies and data collection methods could be used for the project 'Your
Digital Footprint and Who Can See It — Breach of Privacy?'

¢ Online Survey
O Surveys will be conducted to investigate individual interpretations of data collection and
general knowledge on the topic, as well as opinions on how data should be used and the
ethical boundaries it has. This would be beneficial as online surveys can reach a wide audience
quickly, gaining almost immediate responses. Some of the data will also be useful for statistical
analysis. Appendix A shows the design of a pilot survey that could be distributed. Feedback
should also be received from the pilot group.
e Structured Observations
O These observations will be used in various settings with different demographics to gather an
understanding of how different people protect their data. Various acts such as accepting or
declining cookies, use of passwords and multi factor authentication, posting online publicly,
use of Virtual Private Networks (VPNs) are all noteworthy acts. These observations would be
taken ethically, with permission where required. Appendix B shows a pilot observation sheet
that could be used. Feedback from peers could be taken and acknowledged for this.
e Secondary Research
O Secondary research would also be completed for the project. Academic literature, industry
reports, legislation, and reputable news sources could be reviewed to establish the scope of
digital data collection, as well as ethical debates, and best practice recommendations.
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Task 3-Q3

Monday, August 11, 2025 3:45 PM

Q3. Outline some different types of quantitative and qualitative analysis.
Descriptive Statistical Analysis

Descriptive statistical analysis plays a crucial role in the analysis of quantitative data. It includes
measures of central tendency, such as mean, median, and mode, which help to identify the typical
values within the data. In addition to this, calculations such as range, variance, and standard
deviation are used to provide further insight for analysis [4]. In order to accurately interpret their
findings, researchers must use descriptive statistics effectively [5]. This includes the use of suitable,
yet effective, graphs, charts and tables.

Thematic Analysis

For the analysis of qualitative data, a useful technique is thematic analysis. This offers researchers a
more flexible approach to understanding more complex information. There are six key steps to
completing thematic analysis: understanding the data, generating codes, bringing codes into
themes, refining themes, naming themes and writing about the themes [6]. Part of thematic analysis
is to create a themes analysis table (see appendix C for example). When created in MS Excel or other
spreadsheet applications, it can be sorted to arrange the data in convenient ways for analysis.
Allowing you to examine frequency of certain themes and codes.
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Appendix
A) Pilot Survey
Awareness & Basic Behaviour

Have you heard the term “digital footprint”?
O Yes O No

How often do you review privacy settings on your main online accounts?
O Never O Rarely O Sometimes O Often O Always

Which devices do you use daily? (tick all that apply)
0 Smartphone [ Laptop [ Tablet [ Desktop PC [ Smart speaker / loT device

Privacy Practices

In the last month, have you changed privacy or tracking settings on any account?
O Yes O No O Don’t remember

Which of the following privacy tools have you used in the last 6 months? (tick all that apply)
O Private/incognito browsing [J Ad blocker O VPN O Tracker-blocking browser extension O
Password manager [1 None

When confronted with cookie/consent banners, my typical action is:
O Accept all/default O Customise settings O Reject non-essential O Ignore / close without reading

Attitudes and Ethics (Likert Scale 1= Strongly Disagree — 5= Strongly agree)

Companies should obtain explicit consent before collecting behavioural data about me. 12345
Targeted advertising based on my online activity is an acceptable practice. 12345

| feel adequately informed about how my online dataisused. 12345

Experience

Have you ever experienced a privacy incident (e.g., unwanted contact, targeted scam, surprise data
sharing)? O Yes O No

If yes, please briefly describe (1-2 sentences):

What would make you more likely to manage privacy settings more often? (short answer)
Demographic

Age: O 18-24 O 25-34 O 35-44 O 45-54 O 55+

Occupation / student / other :

B) Pilot Observation Sheet

Item No. Behaviour Observed Yes No Frequency / Rating (1-5)

Notes / Examples

1. Adjusting Privacy Settings

Rejecting Cookies/tracking

Using Privacy Tools(VPN, Incognito, etc)

2
3
4. Sharing personal content publicly (social media)
5

Locking screen, logging out after use
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6. Discussing privacy or data concerns
7. Ignoring privacy/security prompts
8. Other noteworthy activity
C) Themes Table
Author Note Theme Code
Name of An interesting quote from Named theme A code that the
interviewee interview transcript that fits researcher assigns

D)Proof of participation in module activities

| M B Gungemakess ~

D+ asdseaion + Addpage
I ver Topic 1 PR
| T Topke 2
I Unit 3 Topk 3
[ Topk 4

l Business Kea

vy

Making Resesech interesting:

(©) Mlow acons to Micrasoft 365 account Your browser setings are preventing an optimal experience wil
ENPIOVE your experience.

Consicer your raders — target a particular aspect of knowledge that can trigger an interasting debate

Keep it brief - less is more.

© Check

Question 10f 3
Which of these are good research questions?

Read each set of questions as they appear below and sebect which you
feel i the best research question of the two,

© What effect does the pandemic have on people’s minds?

@ What effect has the isclation of young adults had on their
mental health?

© Check

Question 20of 3

Read each set of questions as they appear below and select which you
feel is the best research guestion of the two.

@ What factors led to homosexuality being legalised in the UK
In 19677

© How do Welsh rugby fans relate to the LGTBQ+ movement
since Gareth Thomas announced that he was gay?

© Check

Read each set of questions as they appear below and select which you
feel is the best research question of the two.

Correct!

A ls not specific enough. What effect?
‘What people? Which pandemic? You
can see with guestion B that data can
be collected from primary and
secondary sources and that the targets
are clearly defined.

Not quite...

A Is 100 broad and has probably been
researched already. B identifies an
underexplored aspect of the topic that
requires investigation.

Correct!

Ais too simplistic, asking for a
straightforward fact that can be easily
found online. B is complex and a
comparative question that requires a
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% Apply

To summarise. The key points to formulating
your hypothesis is (Select each of the
checkboxes to reveal key elements):

Use these approaches in an order that you
think is appropriate for your study. Apply
what you have learnt in this section to
phrase a hypothesis on your chosen
subject.

Digital Forensics in Mobile Devices: Privacy vs Public Safety.

H1: If devices must have back doors for law enforcement, then overall device security
and public support is weakened.

H2: Mobile device encryption significantly hampers forensic investigations into
criminal activity.
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