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Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
Cyber Security is a global threat, Increased cybercrime is a major concern for business, and countries in general. With the proliferation of IT, Consumerisation smart portable devices have been come increasingly popular. Organizations have been adopting a BYOD approach to enterprise networks.[1] This report discusses a solution to a potential real-life scenario.
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[bookmark: _Toc38047125]Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.

This report outlines the research and implementation of a potential real-life scenario whereby a large corporation named CoffeeCapulus requests an IT security consultant to provide a comprehensive security policy and network architecture that covers aspects of its enterprise network to allow the company to provide a “Bring Your Own Device” BYOD approach for its staff.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
[bookmark: _Toc38047126]Aims

This report aims to provide clarity of what BYOD is, it’s positive and negative traits and how to implement this to the company’s cloud services and enterprise network using appropriate security configurations. This will help protect business assets from loss, theft or breaches of integrity of personal, confidential or sensitive data. 	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " is/has" instead of "'s".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
[bookmark: _Toc38047127]Research

BYOD refers to businesses adopting policies that permit employees to use their devices to work and even access confidential information and applications within the business. 
Modern devices such as smartphones and tablets have become increasingly popular over time, leading to staff carrying their personal and work devices in the workplace. However, multiple devices can be difficult to handle. BYOD is a solution to this problem which describes a set of circumstances in which users can make their personal devices available for company uses.[2]
Adopting this approach can enable and empower workers to perform more efficiently as well as reducing business costs.[3]
BYOD brings significant advantages to business activities such as work efficiency and flexibility. Businesses also do not yield the same cost for devices if employees are providing them, because of these productivity advantages personal devices for enterprise networks have been increasing on a global scale.[4]
The advantages of BYOD can be seen but mobile devices can contain threats to the company that should not be ignored. Having the ability to bring untrusted devices into an enterprise network and allowing them to connect can have a severe impact on the network’s security. As mobile devices have increased in popularity, they have become a very real and ever-growing target for malware and cyber-crime. There have even been instances of mobile botnets targeting mobile banking systems, Windows Mobile and even Android. [5], [6]
The use of BYOD and Mobile Device Management (MDM) systems can introduce security and legal implications for the enterprise. Important laws such as the Data Protection Act mandate that employees must take measures against unauthorized processing of personal data and the Employee Practices Code (EPC) which stipulates that employees are entitled to a degree of privacy in the workplace.[7] [8]
MDM or Mobile Device Management systems are often used to facilitate BYOD deployments.[9] Before adopting a BYOD approach and implementing MDM services, security concerns must be addressed in the form of an Information Security Policy which considers the following: 
· Device and password security.
· Application considerations
· Noncompliance
· Containerisation
· Monitoring
· Lost & stolen devices
· Encryption
· Operating systems
· Anti-virus software
· New users and accounts
A comprehensive policy outlining recommended guidelines for employees and staff is imperative for protecting commercially valuable assets and sensitive or confidential data.[10]
A case study was performed by L. Orans when approaching BYOD in the workplace and found that 80% of clients and staff agreed with the policy to allow them to use their own devices, and installed the MDM software which monitor’s the device activity and can detect malware or other malicious threats. [11]
[bookmark: _Toc38047128]Methodology

From the research conducted a simulation of an appropriate network architecture for CoffeeCapulus was created using packet tracer. This simulation was based on a typical enterprise network design, and cloud architecture using the OSI model.[12]
This is represented as 3 separate networks: Home network - 192.168.1.0, Cloud services network - 70.0.0.0, and CoffeeCapulus network - 192.168.10.1 which can be seen in Fig 1.
The Home network uses a basic configuration for the router and switch with a host pc, and 3 wireless devices to represent a user’s personal devices. Connectivity with these devices via their LAN and the internet were configured. The red serial lines were configured to route data through each network to simulate the Internet.  The Cloud Services Network has a configured router which routes data to each server and is represented as servers and virtual machines that are contained within large scale data centers (cloud).[13] These were configured to allow connectivity from the devices. The HTTP/HTTPS server and DNS server work correctly from all devices connected to this architecture. Devices can connect from workstations via the internal web browser when  https://www.coffeecapulus.com is visited.
Data is sent from the device through the networks to its intended recipient which is then received by the firewalls. If the data is regarded as safe it will then be passed to the router to be routed to the transport layer (switch). Data is then sent to the correct device.
[image: ]
[bookmark: _Toc38033648]Figure 1 - Simulation of BYOD enterprise network implementation

The Routers were configured with passwords and accounts to reduce tampering and to improve the security of the network.
The running-configuration of the CoffeeCapulus router can be seen in Fig 2 and continued in Fig 3. Figure 3 shows the SSH version and domain details for connection to the router also information for DHCP and routing protocols.
[image: ]
[bookmark: _Toc38033649]Figure 2 - CoffeeCapulus router running-configuration
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[bookmark: _Toc38033650]Figure 3 - CoffeeCapulus router configuration continued

An Ubuntu Virtual Machine was created to simulate account creation through SSH encryption for the enterprise network’s staff and remote workers. Accounts were created to only allow authorized users to access the cloud services which can be seen in Fig 4.
[image: ]
[bookmark: _Toc38033651]Figure 4 - Linux Virtual Machine account creation
Once the simulation was complete guidelines for a comprehensive security policy were written to cover all aspects of the network which included online and offline resources, remote access, internet security, anti-virus security, and employee responsibilities. The policy outlines guidance procedures that must be adhered to to mitigate security issues. More information regarding the Internet Security policy can be found in the Appendices below. 
[bookmark: _Toc38047129]Discussion

The network is shown in Fig 1. Has specific countermeasures enabled to reduce possible threats of cybercrime. The routers were configured to allow only SSH connection and had user accounts created with adequate permissions allowing only that username and password access. To log into the device, the correct username and password must be entered.
Wireless network access points are a major concern for business owners however, the access points have been encrypted with WPA2-PSK passphrases. This provides the wireless access points not with an encryption key, but rather with a plain-English passphrase between 8 and 63 characters long. This along with the standard encryption method (AES) should provide adequate protection for the enterprise along with the guidelines discussed in the policy. The policy framework for CoffeeCapulus was inspired by other large organizations that have adopted BYOD to their workplace and was used to create an appropriate BYOD policy implementation.[14] 
[bookmark: _Toc38047130]Conclusions	Comment by Carlene Campbell: 
Conclusion should summarise all the key aspect from the entire report

The policy applying to a business adopting BYOD must be robust and stipulate rules for all aspects of the enterprise to make BYOD suitable for use within a company. 
However, Applying BYOD to CoffeeCapulus will increase its productivity and profitability and outweighs the possibility of the risk of cyber-crime.
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The purpose of this document:
This document outlines acceptable use relevant to the use of; Computing facilities and resources owned by CoffeeCapulus; The use of your own device whilst accessing CoffeeCapulus systems, services and data; Acceptable use when storing data or information on mobile devices; Encryption & Anti-virus protocols. 
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[bookmark: _Toc37957524]Introduction

This document outlines policies and procedures that must be adhered to when using CoffeeCapulus’s computing facilities. The document discusses rules that should be adhered to when using all services of CoffeeCapulus that handle information and offers advice on how to handle sensitive information. Also outlined is information regarding the results of misuse within the given policies.  All policies outlined apply to staff, clients and visitors of CoffeeCapulus. 
1. [bookmark: _Toc37957525]Information Security Policy

All relevant CoffeeCapulus policies apply to staff using CoffeeCapulus services. Staff should note the CoffeeCapulus Information Security related policies below. These are directly relevant to staff adopting BYOD in the workplace. 
1.1. [bookmark: _Toc37957526]Use of Computing Facilities Policy.

This policy explains the use of all computing facilities administered by CoffeeCapulus, on-site or remotely. This includes use by staff, clients and visitors of CoffeeCapulus and by any other authorized person to use these facilities. The policy covers use on CoffeeCapulus’s premises and networks which are linked to CoffeeCapulus’s computing facilities. Users of computing hardware or software, which connect to CoffeeCapulus’s network from a remote location is required to abide by the terms of this policy. All equipment owned by CoffeeCapulus is covered in this policy, even if used from a remote location. In this part of the policy computing facilities include services such as those provided by CoffeeCapulus. These facilities include workstations, mobile computing devices, and all associated software, data and electronic resources which link to CoffeeCapulus facilities.
1.1.1. [bookmark: _Toc37957527]Access to Facilities

Facilities of CoffeeCapulus are provided for authorized users only, solely for use in connection with the aims of CoffeeCapulus. Computing facilities may be used for personal use, unless this conflicts with this policy and does not interfere with the of CoffeeCapulus or the responsibilities that individuals have to the company. 
CoffeeCapulus facilities will be accessed by individual accounts. Access CoffeeCapulus services will be automatically created for staff, clients and visitors before they arrive at CoffeeCapulus. Visitors to CoffeeCapulus, temporary staff, and third parties who require remote access to CoffeeCapulus services may be allowed to have accounts created with temporary access.
1.1.2. [bookmark: _Toc37957528]Conditions for Use – Rights, and responsibilities

All users are bound by CoffeeCapulus policy on the Use of Computing Facilities when they access CoffeeCapulus services. 
1. Users will not use another person's user ID or password. Users will not modify or interfere with information belonging to another user without the appropriate permission.

2. Users are held responsible for all activity when using CoffeeCapulus’s services, initiated by their user ID. It is forbidden for a user to allow another person to access their user ID.

3. If a user believes that the integrity of their account has been compromised, it should be reported to the IT department immediately. 

4. Users of all services, facilities, and software (including all remote resources) must comply with the license conditions associated with them.

5. Users will not connect to the CoffeeCapulus network, any equipment in which it could adversely affect the performance of the network. Any user connecting their equipment to the CoffeeCapulus network agrees that by doing so the IT Security Officer has the right to analyze the data on that device. Users connecting to the CoffeeCapulus network directly or remotely must adopt the appropriate security measures for the device.

6. CoffeeCapulus will not approve the use of its computer facilities, resources, and services with access to or transmission of information which is considered illegal; in breach of CoffeeCapulus policies. 

7. CoffeeCapulus may monitor the usage of computer facilities and resources. This includes monitoring access to any Internet materials of the user. CoffeeCapulus reserves the right to remove any material in which the opinion of the IT Security Officer, considers unacceptable. It is the policy of CoffeeCapulus to provide information obtained by monitoring when required to do so by external agencies such as the police.

8. CoffeeCapulus may require access to information stored on facilities provided for legal or business continuity purposes. This can include information stored on user accounts created for communication or information storage purposes. 

9. If a request from legal or regulatory bodies, the Chief Security Officer may require that any user holding or transmitting encrypted information will provide the appropriate de-encrypting tools/keys to those bodies and/or CoffeeCapulus.

1.2. [bookmark: _Toc37957529]Bring Your Own Device (BYOD) Policy

CoffeeCapulus recognizes the benefits achieved by allowing staff to use their own devices when working, at home, on-site or whilst traveling. These devices include laptops, smartphones, tablets, and other smart devices. This is called ‘Bring Your Own Device’ or BYOD. 
Devices used to create, and process data/information can create issues that need to be addressed, in the field of information security. CoffeeCapulus must ensure that data for which it is responsible, regardless of who owns the device. CoffeeCapulus must also protect its intellectual property as well as protecting users' personal information.
1.2.1. [bookmark: _Toc37957530]BYOD Responsibilities

Users who use BYOD are responsible for their own devices and how they use them.
Users must:
1. Known their devices, and all security features included on that device to ensure the safety of CoffeeCapulus’s Information.
2. The user must use the security features of their device.
3. The user must maintain the device, ensuring it patched and updated.
4. The user must ensure that the device is not used for any unwarranted purpose and also must be used with compliance with the policy.
CoffeeCapulus IT staff always aim to assist colleagues, but the enterprise network cannot take responsibility for supporting devices it does not provide.
Staff using BYOD must:
1. Staff must keep all information confidential.
2. Staff must prevent the loss or theft of data.
3. Staff must maintain the integrity of all data and information.
4. Staff must take responsibility for all software downloaded on their devices.
5. Passwords, passcodes, passkeys and biometric security must be created and these must be of enough complexity and length for the device.
6. Devices must have remote wipe facilities and should implement a remote wipe if the device is lost.
7. Documents or devices must be encrypted.
8. Information that is sensitive, confidential, personal, or of a commercial value stored on personally owned devices must be encrypted. When staff use their own devices to access the services that CoffeeCapulus provide, this must be over a secure connection through the internet. 
9. If Information belonging to CoffeeCapulus must be held on a personal device, the data must be deleted as soon as it is no longer required.
10. Relevant information must be copied back to the system it came from and checked for any potential data integrity problems.
11. Report the loss of any device containing CoffeeCapulus data/information (including emails) to the IT department immediately.
12. Staff must be aware of all Data Protection issues and ensure that personal data is handled appropriately and cautiously.
13. All security breaches must be sent to the IT department.
14. Any relevant information that is on any personal device indefinitely must be appropriately device is disposed of, and should not be transferred to a third party or sold.
1.2.2. [bookmark: _Toc37087245][bookmark: _Toc37957531]Responsibility of staff regarding the support of devices

CoffeeCapulus takes no responsibility for the support, maintenance, repair or insurance of employee-owned devices, this includes any damage or loss ensued from support or advice provided by the company.
CoffeeCapulus will support all devices to the network, but all users have the responsibility to learn how to manage their devices effectively.
1.2.3. [bookmark: _Toc37087244][bookmark: _Toc37957532]Monitoring and Access

CoffeeCapulus will not monitor the content of personal devices, however CoffeeCapulus reserve the right to:
1. Log and monitor data traffic transferred between your device and CoffeeCapulus systems, both through internal networks and connected via the Internet.
2. Prevent access to a device from either the wired or wireless networks or both.
3. Prevent access to a computer system.
Some circumstances legitimately need to access specific types of information, such as personal or financial records using their device. Appropriate permissions must be granted from staff members in charge before doing so. This is because the data may need to be monitored at a level that may impact the user’s privacy. This will ensure the confidentiality and integrity of that data and privacy concerns.
When the only copy of a sensitive document resides on a personal device, or where CoffeeCapulus requires access to comply with legal obligations (e.g. under the GDPR 2018, Freedom of information Act, or were obliged to do so by a Court of) CoffeeCapulus will then require access to that device and the data stored. 
All staff are required to conduct work-related, online activity in line with this policy and includes all devices of the enterprise network.

1.3. [bookmark: _Toc37957533]Protection of Information Held on Mobile Devices and Encryption Policy.

CoffeeCapulus must ensure specific types of information are protected from release into the public domain. This is legal and regulatory purposes, as well as to ensure the protection of the company, its staff, and clients from cyber-crime threats. All sensitive, confidential or personal information must be stored securely on CoffeeCapulus servers and not removed or copied from them. When working remotely, remote web tools such as Microsoft Remote or SSH can be used to access these servers. It is recognized by CoffeeCapulus that, staff are working flexibly and from different locations. Making it necessary to access or hold sensitive, confidential or personal information on mobile devices. This can lead to information being stored on devices located in people’s homes. This policy covers the protection of CoffeeCapulus information in these circumstances. This policy is not written to create difficultly for staff but to instead ensure that both individuals and CoffeeCapulus comply with the legal requirements. 
1.3.1. [bookmark: _Toc37516724][bookmark: _Toc37957534]Policy

It is the policy of CoffeeCapulus that no electronic information owned by CoffeeCapulus, which is confidential, sensitive, personal or of commercial value will be stored in an unencrypted format anywhere other than the secure server provided by CoffeeCapulus.

1.3.1.1. [bookmark: _Toc37957535]General

1. Where possible, CoffeeCapulus services used for remote access should be used rather than locally downloading the information.
2. Users holding information on PCs, laptops or tablets locally must ensure that appropriate backups are made. These backups should be treated with the same sensitivity and security considerations as the original.
3. The sending of Confidential, sensitive, personal or commercially valuable information through email should be minimized.
4. Personal or sensitive information stored on the secure servers should be deleted as soon as it is no longer essential to store.

1.3.1.2. [bookmark: _Toc37957536]Laptop Devices

1. Laptops that are owned by the CoffeeCapulus that store confidential, sensitive, personal or commercially valuable information must be fully encrypted.
2. Confidential, sensitive, personal or commercially valuable information owned by CoffeeCapulus stored on laptop computers that are not owned by CoffeeCapulus must be encrypted.

1.3.1.3. [bookmark: _Toc37957537]Smart Phone and Tablet Device

Smartphones and tablets which provide access to information on the move have revolutionized the working practice. However, losing these devices can lead to the user becoming a victim of cyber-crime. The following rules apply to all smartphones or tablets used to access services provided by CoffeeCapulus regardless of who owns the devices. It is recommended for all devices regardless of their use to abide by these rules: 
1. A passcode or PIN must be created on all smartphones or tablets. The password/passcode which is used must be strong (i.e. containing a mixture of letters, numbers and special characters) and be more than 6 characters.

2. Devices should be set up to remotely wipe all information if an incorrect passcode or PIN is entered sequentially 10 times.

3. Confidential, sensitive or commercially valuable emails must be deleted once used. 

4. If a device is lost or stolen, the password to all services accessed from the device must be changed. 
1.3.1.4. [bookmark: _Toc37957538]USB Storage Devices

1. Data stored on USB devices (e.g. memory sticks, portable hard drives) that hold information owned by CoffeeCapulus or otherwise sensitive data must always be fully encrypted.
1.3.1.5. [bookmark: _Toc37957539]Home Devices (Desktop PC’s, Laptops and Portable HDD Drives)

All information that is owned by CoffeeCapulus that is confidential, sensitive, personal or of commercial value stored on devices located within an individual’s home must be encrypted. 
1.3.1.6. [bookmark: _Toc37957540]Public Cloud-Based Storage Facilities
[bookmark: _Toc37957542]
Cloud-based storage facilities, such as Dropbox, OneDrive, Google Drive, etc, allow individuals to access and share files virtually. They are held in the same regard as remote access services provided by CoffeeCapulus. Any information owned by CoffeeCapulus that is confidential, sensitive, or of commercial value which is stored in a public cloud-based storage facility must be encrypted.
1.3.1.7. Social Networking Sites

Information of confidential, sensitive, personal or of a commercially valuable nature that belongs to CoffeeCapulus should not ever be posted to social networking websites.
1.3.1.8. [bookmark: _Toc37957543]Providing Information to 3rd Parties

Confidential, sensitive, personal or commercially valuable information can sometimes be used by 3rd parties for business reasons when this happens data protection legislation must be followed. 
1.4. [bookmark: _Toc37957545]Anti-Virus Policy

This part of the policy applies to all members of staff and all users of CoffeeCapulus services which have reason to access these systems.

1.4.1. [bookmark: _Toc37957546]Responsibilities

1. All CoffeeCapulus computers that run Microsoft Windows or Apple OSX operating systems must have up to date anti-virus software installed, and all anti-virus definition files must be updated regularly.

2. All PCs that run Microsoft Windows or Apple OSX operating systems used to access CoffeeCapulus systems or remotely access these systems, must have an antivirus application installed, and activated with the anti-virus definition files updated regularly. This includes all personal devices.

3. All Mobile Devices must have anti-virus software installed and the anti-virus definition files must be updated regularly.

2. [bookmark: _Toc37957547]Enforcement of Policies

This policy does not form the formal contract of employment for its staff but is a condition of employment that all employees will abide by the rules and policies created by CoffeeCapulus. Any failure to abide by this policy will result in disciplinary proceedings.
3. [bookmark: _Toc37957548]Misuse

If a Breach of this policy happens, staff will be dealt with according to appropriate disciplinary action.
Where an offense may have occurred under criminal law, the event/s will be reported to the police. Users who breach this policy could find themselves personally liable for their actions under civil jurisdiction.
1. Staff at CoffeeCapulus or any other authorized users will have access to the facilities terminated immediately, pending further investigation by an authorized person.

2. In the event of loss being incurred for CoffeeCapulus, or other members of staff of CoffeeCapulus. The user in violation of these regulations may be held responsible for reimbursement of that loss.

4. [bookmark: _Toc37957549]Acknowledgment 

I have read and understood all components of the policies outlined above and hereby agree to all rules and regulations discussed.

	Full Name (Print)
	

	Date completed
	

	Signature
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your report demonstrates poor engagement with literature skills with an over-reliance on reference source material. Please note that you are required to use reference sources to help you write about research topics in your own words and not just copy and paste from the reference sources as also evidenced by your high Turnitin score. Please note that the University considers this to be an academic misconduct, known as over-reliance on reference materials, see more here: https://www.uwtsd.ac.uk/media/uwtsd-website/content-assets/documents/academic-office/aqh-chapters/chapters---en/Academic-Misconduct-Policy.pdf. (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above. You have not used IEEE report format (Grade mark: 33.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report discuss relevant areas for this assignment; policy, MDM, network design, etc. No DFD diagram. See report for comments to improve areas such as abstract, introduction and conclusion. (Grade mark: 52.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]21

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A working design, most ping test works within LAN and cloud server. Not all core devices has security measures (password). Redundancy considered in core and diagram labelled in a meaningful way. (Grade mark: 75.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Your work could do with formatting alignment/justify to make it look more professional. Some grammatical errors. See report for comments.  (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]52%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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User Access Verification
Password:

coffeecap>enable

Password:

coffeecap#show running-config
Building configuration...

Current configuration : 1441 bytes

!

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

1

hostname coffeecap

enable secret 5 $1$SmERr$9cTJUIEGNGuUrQiFU.ZeCi1

enable password 7 0822455D0A16
1

no ip cef
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& Coffee

Physical  Config

no ip cef
no ipvé cef

ﬁsername admin password 7 0822455D0A1
1

i-p ssh version 2
no ip domain-lookup

ip domain-name coffeecap.com
1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
ip helper-address 192.168.10.3

ip helper-address 192.168.10.2

duplex auto
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root@ubuntu: /home/cisco# adduser jenny
Adding user “jenny' ...
Adding new group “jenny' (1006) ...
Adding new user “jenny' (1005) with group 'jenny'
Creating home directory °/home/jenny'
Copying files from " /etc/skel'
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for jenny
Enter the new value, or press ENTER for the default
Full Name []: Jenny
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] Y
root@ubuntu: /home/cisco# usermod -G HR jenny
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