Cloud Services and Cybersecurity

Paul M Lawrence (P152216) Undergraduate Student, Mcomp Computer Networks 
University of Wales Trinity St David, Swansea, Mount Pleasant Campus
plawrence.152216@student.uwtsd.ac.uk


[bookmark: _GoBack]Abstract –  The focus of this paper is to research and analyse modern centralised computing models and the cybersecurity challenges that they present in the technological age we live in today.

Keywords-component; Datacentrere, Security, Redundancy, Failover, Exploit, Vulnerabilty, Cloud Computing, IaaS, PaaS, SaaS, DaaS

An Introduction To Centralised Computing
Centralised computing has come around full circle in the last decade [1], from the advent of locally centralised mainframe [2] [3] computing in 1944, developed by IBM called the Automatic Sequence Controlled Calculator (ASCC) [4] shown in figure 1. The philosophy behind mainframe computing was essentially to build a very large computer that has terminals (clients) directly connected to it, that each shared the memory and computational resources housed within the mainframe to reduce the costs for businesses utilising this very expensive technology of the day.[5]

[image: ]
Figure 1:IBM: Automatic Sequence Controlled Calculator (ASCC) [4]
ASCC is a very primitive relative of today’s computationally powerful servers [6] that provide the modern centralised computing models of today, that deliver services remotely to end clients from large datacentres around the globe via the Internet shown in figure 2. 
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Figure 2: Google Datacentre located in Iowa, USA [7]
This modern remotely centralised model is most commonly referred to as ‘cloud’ computing [8]. 
Cloud Computing: Overview
The ethos behind cloud computing is to aggregate expensive server hardware and the computational power that they possess within one location i.e. datacentres that can then be delivered remotely to end clients. Portions of these server’s hardware resources i.e. Central Processing Unit (CPU) and memory (non-volatile and volatile) housed within the datacentres are then remotely leased to end clients using various virtualisation platforms i.e. Virtual Machines (VM’s) [9], containerisation [10] etc to perform various computational tasks and/or to store large amounts of data for a fee. [11]

This modern cloud computing model is only practical within the Internet age we live in today because of the infrastructure that has been put in place over the last 20 years to deliver high speed data throughput to residential homes and businesses around the world, making centralised computing a viable alternative to expensive modern in-house services once again. [12]

Cloud computing: ‘X as a Service’
X as a Service (XaaS) [13] is a generic marketing term used within the IT industry to describe a network infrastructure services model that can be delivered remotely to end clients across a public Wide Area Network (WAN) i.e. the Internet. Companies whom provide these services are referred to as Cloud Service Providers (CSP). The CSP leaders in this industry are; Amazon Web Services (AWS) [14], Microsoft Azure [15] and Google Compute Engine (GCE) [16]. 

There are many versions of ‘X as a Service’ currently available within today’s market that can be broken down into three main cloud service models that are utilised by Small-to-Medium Businesses (SMB) and Corporations for services tailored for their business needs. 

The three main cloud service models can be found in figure 3.
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Figure 3: XaaS Comparison Diagram [17]
a. Infrastructure as a Service (IaaS)


IaaS provides a client with a leased portion of a datacentre’s underlying network infrastructure i.e. Servers, Storage Area Network (SAN) etc that is managed by the CSP. This model allows the client to implement, configure and manage their own; virtual machines, business applications, web applications, storage etc to run a range of customised services for their business through a secure Hyper Text Transport Protocol Secure (HTTPS) web browser interface that uses Secure Socket Layer (SSL) and Transport Layer Security (TLS) for encrypted communications, that is delivered to the clients end devices via the Internet. [18], [19]

Advantages: 

· An economically viable solution for non-IT companies who can’t afford an expensive networking infrastructure and large IT team.

· Clients have full control of there Virtual Machines and can either use pre-configured versions or configure their own instances and run whatever software services they need.

· IaaS is considered the most secure cloud model currently available because of the granular control over data, VM’s etc with an option for a virtual firewall instance to be installed within each VM.

Disadvantages:

· Advanced network administration knowledge is needed to maintain and configure these services, also the clients are responsible for backing up all of there data.

· Relies heavily on a stable Internet connection with high throughput, without WAN connectivity access to services is not possible.

· Can be very expensive if services aren’t monitored correctly and are being paid for when they are not being used as the CSP subscription uses an itemised billing system that can confuse most non-IT companies i.e. per CPU cycles used, RAM used, Storage used, services used, VM instances etc.

b. Platform as a Service (PaaS)

PaaS provides clients with the underlying datacentre network infrastructure similar to IaaS. In this model everything including the database, middleware etc is managed by the CSP, apart from the applications and the user data generated by the applications, allowing web application developers to use the infrastructure as a test bed for web application development/management and then to publish their applications for end users to utilise. Vendor applications can also be run in this model by the client.  Configuration and WAN delivery of this service is identical to IaaS. [20], [21]

Advantages: 

· Minimum networking knowledge required and no large overheads of infrastructure costs.

· Granular control over applications/user data for user analytics and performance metrics of software.

· System integration support between cross platforms for software applications.

Disadvantages: 

· No control of Virtual Machines and the underlying infrastructure processing the data that could potentially pose a security risk.

· Patching and updating of software applications is down to the client that will cost money and time.

· This model uses a shared platform with other customers that could pose a security risk.

c. Software as a Service (SaaS)

SaaS provides clients with applications such as Outlook E-Mail, Office 360, Dropbox etc to clients/businesses that can be accessed via a web browser eliminating the need for installation, patches, configuration, servers etc. This model is a plug and play model as the CSP manages the underlying network infrastructure, patches, servers, applications and middleware. [22], [23]



Advantages: 

· Minimum networking knowledge required and no large overheads of infrastructure costs.

· Best value for money out of all the CSP models because only the software that is being used is paid for by the client and not the underlying network infrastructure.

· The underlying network infrastructure and software are all provided by and managed by the CSP for rapid deployment of applications.

Disadvantages: 

· The client has no control of the data being processed for business analytics etc 

· Only a limited amount of applications available for this service.

· The CSP has full control and transparency of client data that could become a major security and data protection issue.

d. Desktop as a Service (DaaS)

DaaS offers clients a secure virtual desktop solution for their businesses and staff that they can access via a web browser anywhere in the world that contains individual staff members user data that is all stored at the CSP’s SAN. The underlying network infrastructure is managed and maintained by the CSP and the service subscription is per unit of virtual desktop instances. [24], [25]

Advantages:

· No networking knowledge is needed, local server or SAN for user roaming data. OS licenses and Patches are also managed by the CSP.

· Offsite workers can access their business data via the Internet.

· Cost effective and configuration/administrative free alternative to Virtual Desktop Infrastructure (VDI). [26]

Disadvantages: 

· Business applications such as Outlook E-Mail, Office 365 must be bought separately, installed and managed by in house IT staff. Only default Windows OS applications are provided with the service.

· Less administrative control and security over business data i.e. intellectual property etc.

· All data is stored at the CSP so if there was an outage staff would not be able to access the companies data.

Cloud infratructure security
Within the information age we live in today, data is referred to as the new ‘oil’ because it is a very lucrative and powerful resource for businesses and governments around the world. Therefore, datacentres that hold this vast amount of data i.e. personal, intellectual, financial etc are increasingly under attack by malicious actors who aim to steal/manipulate the data and/or disrupt the networks where it is contained for personal and/or political gain. Within cybersecurity no network can be 100% secure so network engineers have to create solutions to mitigate a high percentage of attacks and put in place measures to minimise damage to a network when a successful attack occurs. [27] [28] [29] [30]

There are many ways to attack a network and the data that it contains. Hackers and/or security professionals often engineer ingenious methods to exploit a networks vulnerability using various tools i.e. Metasploit framework [31], Kali Linux penetration testing Operating System (OS) [32] etc. Some of the most common attacks that are used against networks and the defences used against them are:

a. Remote Exploitation
Remote exploitation of a computer system or network is an attack launched by an attacker via the Internet to a server, end devices and/or internetworking devices to exploit known web facing service vulnerabilities utilised by servers and end devices such as; Hyper Text Transport Protocol (HTTP), File Transfer Protocol (FTP), Secure Shell (SSH), Telnet, Server Message Block (SMB), Simple Mail Transfer Protocol (SMTP), Secure Socket Layer (SSL) etc using custom exploit scripts written in scripting languages such as; ‘Ruby’ and ‘Python’ to exploit these known vulnerabilities within a web facing service to gain access to the network and/or device. [33], [34] [35]

The most vulnerable OS’s to this style of attack using a combination of two exploits called ‘Eternal blue and Double Pulsar’ [36] are; Windows 7 client OS and below, also Windows Server 2012 and below. This attack exploits a vulnerability within the Server Message Block architecture of these OS’s that is no longer patched by Microsoft. [37]

To minimise remote exploitation attacks, a hardware firewall [38] should be designed into the network topology to perform a deep packet inspection of inbound packets entering the network asymmetrically, along with digital network certificates [39] authenticated by a trusted server. Furthermore, an Intrusion Prevention System (IPS) [40] or honeypot [41] could be designed into the network for added security.

It is also crucial that OS vendor patches [42] are kept up to date to further secure all the end devices and servers housed within the network that utilise these Internet facing services. All OS’s that are no longer supported by the vendor should also be upgraded.
b. Password Cracking
Password cracking is a method used by hackers to infiltrate a password protected network domain, software application, OS login etc to gain access to the private information the password is securing using various cryptographic tools and techniques [43] such as ‘John the Ripper’ [44], ‘Cain and Able’ [45], and ‘Brutus’[46]. The most common password attacks are:

Dictionary attack: This attack utilises a large text file that contains commonly used passwords by end users that are autonomously entered into the password field by the cracking tool until it finds the correct one.[47]

Brute Force: A brute force password attack is the most rudimentary of the two methods, it is not designed as a targeted approach but to instead try every possible combination of passwords until it finds the correct one. This method can take from a few minutes to a millennium to crack a password depending on the amount of characters that a required by the password field and the computational power available to the cracking tool. [48]

To mitigate password cracking attacks against networks and the devices that are housed within them, a network security policy [49] should be created and enforced with a section that highlights a minimum password complexity such as an alphanumeric system with no less than 8 characters that should be changed every 30 days to prevent a brute force attack. Common words, names, countries etc should also be refrained from being used to minimise the threat posed from a dictionary attack. Passwords that are authenticated by a server should also have a maximum try timeout of three attempts to further prevent passwords being cracked remotely.

Password lists stored within a database for authentication within a network should never be stored in plain text but rather hashed using Secure Hashing Algorithm (SHA) – 256 bit  with salting [50], [51] in the event the database is infiltrated and the password list is stolen, making the list illegible to the attacker.

c. Malware
Malicious software (Malware) [52] is a term used to describe computer code designed to corrupt, disable and/or infiltrate computer systems/networks that is created by malicious actors. 

There are three main categories of malware:

Virus: Computer code that copies itself at the source corrupting and/or destroying data. [53]

Trojan Horse: A trojan is a file that is bound with a trusted file such as an image that looks seemingly innocent and trustworthy but creates a backdoor network connection into a device in the background for a hacker to access the system though the networks firewall without the victim’s knowledge. [54]

Worm: A worm is a malicious piece of code that has the ability to pivot through a network infecting many devices with its payload i.e. trojan and/or virus. [55]

Within an enterprise or SMB network up to date endpoint security software i.e. anti-malware, anti-virus, personal firewall etc from a reputable company such as Symantec [56] or MacAfee [57] should be implemented on all end devices and servers to quarantine any malware that may infiltrate end device within the network before it can cause damage to mitigate this threat. [58] [59]

d. Social Engineering
Social engineering within cyber security is the art of manipulating a person into unwittingly revealing secure information such as; passwords, maiden names, first pet names etc so that a malicious actor can leverage this information to access a network or end device.  [60]

To mitigate this issue cyber security training should be given to all staff who have access to the company network, also appropriate network privileges [61] should be applied depending how senior the staff members role is within a company to minimise the damage of such an attack.

Modern social engineering techniques involve using phishing E-mails [62] that claim to be from a trusted company but when a link contained within the E-mail is clicked malware is downloaded onto the victims device and then creates a  reverse Transmission Control Protocol (TCP) [63] connection back to the attacker for remote access of the victims device and/or install ransomware [64] in the form of a worm on the device that could pivot through the network infecting more devices, with a payload that could encrypt  [65] sensitive documents that can’t be decrypted without the encryption key, this form of attack is commonly used within ransomware attacks.

To mitigate this issue an E-mail threat scanner [66] should be implemented at the E-Mail server and all personal E-Mail should be blocked within the company network. Universal Serial Busport (USB) should also be disabled to prevent malware entering the network locally [67].


e. Denial of Service (DOS)

A Denial of Service (DOS) [68] attack is a basic but very effective attack on a network that can cripple the networking infrastructure for long periods of time preventing the network services from being used by customers/business clients. The most common version of this attack functions by malicious actors continuously sending large amount of data to a server to overwhelms its resources and/or network bandwidth, forcing it to shut down denying services to genuine end users. A single DOS attack will not interrupt services within a datacentre because they have a multitude of resources and load balancing internetworking devices. [69]

The most devastating form of this attack that is targeted at datacentres is called a Distributed Denial of Service (DDOS) [70] attack. A DDOS attack functions the same as a DOS attack but instead of just one device sending large amounts of data continuously to a server, there are multitudes of compromised devices from around the world called ‘bots’ [71] controlled by a malicious actor all configured to execute a DOS attack simultaneously to the same target causing a DDOS attack. [72]

A large-scale version of this attack with more than a million bots collaboratively sending upwards of 300Gb/s of data cannot be completely mitigated but rather managed to minimise the downtime of the effected devices. The largest ever DDOS attack was orchestrated in 2018 to the datacentres of ‘GitHub’ a software hosting company that received over 1.35 Tb/s of data that compromised of 126.9 million packets per second targeted at their servers causing the servers to crash for 20 minutes due to a DDOS mitigation 3rd party company intervening that ‘GitHub’ retain their services for. [73], [74]

Continuous monitoring of traffic entering the network is an essential tool to pre-empt and prepare for a DDOS attack to load balance traffic from the targeted service or protocol to more devices within the datacentre or remote site. [75]

DDOS protection tools are also available on the market such as; ‘SiteLock’ [76] that protect against DDOS attacks up to 300Gb/s by autonomously distributing and protecting traffic effected at the application, transport and network layers of the Open Systems Interconnections (OSI) model. 3rd party DDOS specialist companies are also available for companies to retain there services for a fee as previously discussed. [77]

Network Security Auditing
Within a datacentre, security is of upmost importance for reasons previously discussed. A team of network security professionals are often employed to keep the datacentre secure. These professionals will install and analyse security monitoring software such as ‘NetFort: LANGuardian’ [78] to continuously audit and monitor all traffic coming in and out of the network with E-Mail alerts and traps (alarm triggers) configured to alert security staff of breaches and/or threats to the network. Using this data, a comprehensive threat analysis model can be created to identify the most common attacks against the datacentre and also any identified weak points within the network topology that may need additional configuration or security devices. [79] [80]
Redundancy
Redundancy is a key feature within networking in general but specifically to datacentres that must be available 24 hours a day 7 day a week. As previously discussed, within cyber security it’s not ‘if’ an attack happens but ‘when’, so all eventuality’s need to be carefully thought of and planned pre-emptively. [81] 

In the event that data was lost, and/or the infrastructure was disabled from a cyber security attack or natural disaster, datacentres make copies of all data both locally and remotely using a Redundant Array of Independent Disks (RAID) [82] that are configured for mirroring (copying) of all data onto two or more disks. These backup disks will be kept offline and often in a separate location to prevent them also becoming corrupt or damaged in the event of a catastrophe. [83]

A datacentre company usually consists of two or more datacentres that are built in separate location for redundancy purposes. The two or more datacentres are configured within a failover cluster [84], so they can function at the same time, combining resources i.e. computational power etc for efficiency and throughput to the customers/clients. In the event one of the datacentres went offline because of a natural disaster or cyber security attack, the other datacentre(s) would seamlessly takeover that datacentres work load, this process would be transparent to the end user. [85]

Datacentre redundancy is very expensive for these companies, but it is imperative in today’s cyber security climate for a business to keep customers/clients data safe and maintain a trustworthy reputation within the industry. [86] [87]

Conclusions 
Cloud computing offers many benefits as identified within this report but there is still a long way to go before all IT operations can be outsourced to CSP’s without impacting the businesses that utilise them, from efficiency to security. Many network engineers refer to network architectures as snowflakes because no two networks are the same due to the bespoke nature of companies and their business requirements that can’t be outsourced as a one size fits all solution. 

IaaS attempts to offer a customised networking solution to clients, but without control of the overarching infrastructure and the engine that runs the network, a lot of compatibility issues will arise whilst trying to implement complex business solutions such as; Bring Your Own Device (BYOD) Mobile Device Management (MDM), Voice and Video collaboration tools, multi-vendor services such as; Windows and Linux, user privilege management and security, along with multiple Domain Name Service (DNS) instances etc. 

With the new General Data Protection Regulations (GDPR) [88] coming into force as of May 2018 companies may be more reluctant to utilise XaaS because of the inherit data security issues that exist within these CSP models, such as; the lack of control and transparency of user data within the CSP infrastructure that could be lost or stolen by malicious actors which would incur massive fines as per the new GDPR that could bankrupt alot of SMB’s.  Therefore, at this present time XaaS although a novel idea is still in its infancy for larger business to adopt as its only IT solution.
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