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Expertise

>4 O O O highly qualified 1 3 of our employees are 4 O World.-leading |
) specialists R&D specialists + security experts:
our elite group

Our unique team of security experts are at the forefront of protecting people around
the world from the most sophisticated and dangerous cyberthreats.
This expertise enriches our state-of-the-art protection technologies, making their

quality unsurpassed.



Kinds of threats targeting users and organizations

Advanced Persistent Threat (APT)



Case study : TURLA APT—an introduction

* Not your everyday encounter
* A Global multi-platform multi-faceted threat actor

* Aregular developer/employer of advanced techniques
and zero-day exploits



TURLA APT- also known as

Epic Turla VENOMOUS Bear
Snake/Uroboros Group 88
Mosquito Turla APT 29
Phoenix Turla Belugasturgeon
Penquin Turla Waterbug

Ugly Turla WRAITH
Gloog/ClickyGloog Pfinet
IcedCoffee + KopiLuwak TAG_0530
WhiteAtlas KRYPTON
Neurons - Dark and Light Hippo Team
Agent.btz+dne Pacifier APT
PNGDropper Popeye
WhiteBear SIG23

TurlaSat Iron Hunter

MAKERSMARK



1-TURLA APT- early traces Agent.btz: a Source of Inspiration?
 —

Pentagon computer networks attacked

BY JULIAN E. BARNES
NO M PT

BARNES WRITER IN OUR WASHINGTON BUREAU.
therr: th

WASHINGTON —
Massyzmgr

Senior military leaders took the exceptional step of briefing President Bush this
week on a severe and widespread electronic attack on Defense Department

Officials would not describe the exact threat from agent.btz, or say whether it
could shut down computers or steal information. Some computer experts have
reported that agent.btz can allow an attacker to take control of a computer
remotely and to take files and other information from it.

Agent.BTZ/
Orbina/
Voronezh

Agent.BTZ /Turla/Red October/Flame relations
KASPER}KY




1-TURLA APT- early traces Agent.btz: a Source of Inspiration?
—

Agent.btz distribution 2011-2013

Number of users

4700-7.,100 7,100- 10,000 WM 10,000 - 35,000 ‘



2-TURLA APT- Epic Turla (~2013-2015)
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The Epic Turla watering hole attacks: the injected websites
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Source: Kaspersky Lab

The Epic Snake: Unraveling the mysteries
of the Turla cyber-espionage campaign

Epic Turla: The early-stage
infection mechanism

Mission: Attackers inject the Epic backdoor into the high-profile
victim’s PC to validate the identity thereof

g

Ongoing
cyber-espionage
campaign

Cobra system and
Snake malware
platiorm

Infection vectors: ‘ ééé\ Hundreds of victim IPs

B Wanaring hols >45 countries ,
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Cobra Carhon system/
Pfinet (+others):

Intermediary upgrades and
communication plugins.

Snake/Uroburos:

High-grade malware platform that
includes a rootkit and virtual file systems

© 2014 Kaspersky Lab



2-TURLA APT- Epic Turla (~2013-2015)

The Epic Turla Operation:
Affected countries
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NATO position on Syria.scr
Note_Ne107-41D.pdf
Talking Points.scr
border_security_protocol.rar
Security protocol.scr
Program.scr
Chyia saisarar
Government

o Ministry of interior (EU country)

o Ministry of trade and commerce (EU country)

o Ministry of foreign/external affairs (Asian country, EU country)

o Intelligence (Middle East, EU Country)
Embassies

Military (EU country)
Education

Research (Middle East)
Pharmaceutical companies

https://securelist.com/the-epic-turla-operation/65545/



3-TURLA APT- Turla satellite (~2007-20217)

Satellite broadcasts
the call over the whole
coverage area

Infected system
calls ‘decoy’ satellite
subscriber

COMMAND
& CONTROL

L PHASE 3 L | PHASES
‘Decoy’ system drops the invalid

C&C pretending Malware on infected system C&C answers via landline while
to be ‘decoy’ user uploads harvested data to C&C

masquerading as 'decoy’ system and
accepts the call issues commands to the infected system

request having no suchport and
service




3-TURLA APT- Turla satellite (~2007-20217)

Exploiting geography:
How the Turla group
chooses Satellites

In most cases the Turla

group exploits IP addresses that
belong to satellite internet
providers from Middle-Eastern
and African countries.

Apparently the group tends to choose providers that use satellites
that are limited to only covering the area of Africa. This makes it
extremely hard for researchers from countries outside the continent
to investigate the activity of the Turla group.
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4-TURLA APT— Dark Neuron and Light Neuron (2017 - 2018)

* Mail servers and beyond
* Deep infiltration
e Secure exfiltration

Filenames

%ProgramFiles%\Microsoft\Exchange
Server\V15\Bin\Microsoft.Exchange.MessagingPolicies.Search.d1ll
%ProgramFiles%\Microsoft\Exchange Server\V15\Bin\BPA.Transport.dll
%ProgramFiles%\Microsoft\Exchange Server\V15\Bin\winmail.dat
%Windows%\serviceprofiles\networkservice\appdata\local\microsoft\windows\UrlCache.bak
ZWindows¥%\serviceprofiles\networkservice\appdata\local\temp\msmocf.xml

%Windows%\ServiceProfiles\NetworkService\appdata\Local\Temp\msmodl.dat
#Windows%\serviceprofiles\networkservice\appdatal\local\temp\tmp1197.tmp
%Windows%\serviceprofiles\networkservice\appdata\local\temp\tmp8621.tmp
#Windows%\serviceprofiles\networkservice\appdata\local\temp\tmp45227.tmp
%Windows%\serviceprofiles\networkservice\appdata\local\temp\tmp96152.tmp
%Windows%\serviceprofiles\networkservice\appdata\local\temp\tmp16282.tmp




5-TURLA APT-— Compfun reductor (2019 - 2021)

 Infect victims (even if temporarily)

* Install fake Root CAs certificates

* Modify chrome and Firefox memory PRNG functions to
mark traffic with victim ID

o BesFr Victim traffic can be

decrypted and identified
In transit

Victim + fake CA + ID Request

Response

Client Server

https://securelist.com/compfun-successor-reductor/93633/



5-TURLA APT-— Compfun reductor (2019 - 2021)
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6-TURLA APT— Kazuar and beyond (2015 - 2021)

I YES

* Flexible .NET backdoor
 Significant 2020 revamp

* Similarities with other platforms
e Similar targeting

Sunburst backdoor - code overlaps with Kazuar

APT REPORTS

https://securelist.com/sunburst-backdoor-kazuar/99981/

DarkHalo after SolarWinds: the Tomiris connection

APT REFORTS

https://securelist.com/darkhalo-after-solarwinds-the-tomiris-
connection/104311/

New Kazuar execution flow



7-TURLA APT- back to the roots

WORLD NEWS

\\dl : e 4
Russian hackers Steal-

US weapons secrets




TURLA APT— main malware families used

* Epic backdoor/Tavdig/Wipbot

* Carbon platform

* Snake rootkit and plugins

*  Penquin backdoor (Linux)

* Java, Flash, Internet Explorer exploits and trojanized Flash installers for waterholes
* Meterpreter

*  Whitebear backdoor

*  WhiteAtlas framework

* Skipper Turla

*  Cosmicduke

*  Multiple Oday

* |ceTurla, IcedCoffee javascript backdoor

*  KopiLuwak javascript backdoor

*  Mosquito backdoor/ComRAT variants

* Kazuar backdoor

*  Compfun reductor

*  Multiple smaller support tools - proxies and loaders...
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The cyber security domains map

Secure Application

Federated Identity Data Protection Network Design Development Baseline Configuration

Cloud Security Secure System Build

Security Architecture
Physical Security
Access Control .
Cryptography ( Assets Inventory )
COBIT 5

Identity Management Security Engineering Vulnerability
ISO/IEC scan 4th Party Risk Social Engineering
SANS/CSC T )

Privileged Access Identity & Access 4 i S
Management Management e 3rd Party Risk
E . and Standard

Career Development ; : 5 7
e v 4 : Infrastructure

(Peer Groups) (Selt Study)

g - : e Industry Specific
(Cybersecurity DomainsD (‘Biackbox ) ( Whitebox )

Detection Protection % Federal
Recovery Govbrhants Laws and Regulations

State
Prevention

Security Operation Executive Management Involvement

Reports and Scorecards

i Risk Informed
Active Defense Threat Intelligence

Company's Written Supervisory Procedures (WSPs)

Vulnerability Data Leakage User Education
Management
Compliance & Enforcement KPIs/KRIs
Incident Response ~ ’ Policy

Contextual )

Awareness (reinforcement)

Guideline

Breach Notification Training (new skills) Procedure

Standard
Containment Investigation

Eradication Forensics




Projected threat
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APT threat actors cooperating with cybercriminals
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Targeted ransomware
gangs using generic
malware, e.g. Trickbot

A
@

Links between targeted
ransomware groups and
underground markets

o

APT threat actors following
suit



Demanding money, threatening and blackmailing

Ransomware developments

* Including the switch to highly-targeted attacks

* Careful selection of targets, big pay-outs

* No sector off-limits

* Ransomware with public shaming to maximize ROI
* Collaboration of ransomware gangs

* The future will be a blend of established practices and a small number of APT-
like gangs
GREAT kaspersky



More disruptive attacks

% $P J

Bigger attack surface than More disruptive and supply Either throm@h deliberate
ever before chain attacks in the future attack or collateral damage



Countermeasures

Adaptive security architecture, cyber maturity and immunity

Increase immunity against high-profile attacks with threat intelligence and cooperation

Anticipation of the attacks by identifying weak spots

Deploying detection rules for a specific suspected actor

Checking actor behavior in internal infrastructure after first clues
Adapt defense and monitoring

Correlate old activity with actors and campaigns

Collaboration and Cooperation enrichment in order to meet the challenges




Thank you!

Dr. Amin Hasbini
Global Research and Analysis team
Head of research center, META
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