Critically examine the challenges associated with investigating the several types of cyber-crime and police responses designed to combat these challenges.
Introduction
Cyber-crime refers to a wide range of offences that involve the use of computers, networks, or other digital devices. These offences exploit weaknesses in personal and organisational systems, and as technology develops, these crimes continue to evolve. Cyber-crime poses a serious threat to individuals, businesses, and government agencies, often leading to financial loss, damage, reputational harm, and breaches of sensitive information (Proofpoint, 2023). There are two known types of cyber-crime, cyber-enabled crime, and cyber-dependant crime. Murphy (2024) states that cyber-dependant crimes are offences committed with computers, computer networks, or digital communication technologies. Examples include activities such as hacking or spreading malware. Cyber-enabled are traditional offences that have been made easier using the internet, such as online fraud, phishing, piracy, and counterfeiting. 
Cyber-crime has grown rapidly in recent years, especially following the Covid-19 pandemic, as more people and businesses became reliant on digital technology. According to TwentyFour IT Services (2024), the average cost of cyber-crime to UK businesses in 2022 was around £4,200, and the overall cost to the economy estimated at £27 billion per year. This highlights the significant financial impact that cyber-crime continues to have especially towards organisations. Data from the Office for National Statistics (2024) also shows a steady rise in computer misuse. There were around 1,022,000 computer misuse incidents recorded in the year ending March 2024, compared to 745,000 in 2023. Similarly, cases of unauthorised access to personal information, which includes hacking, increased significantly from 622,000 in 2023 to 883,000 in 2024. When compared to 2019, when the figure was 522,000, this represents around a 60% increase over five years. 
The National Crime Agency (2025) describes cyber-crime as a growing global threat. Many cyber-criminals operate across international borders, and the technology and systems they use are often based overseas. As a result, cooperation between countries and policing organisations is essential when investigating and preventing cyber offences. Efforts to tackle cyber-crime focus not only on responding to major incidents, but also on disrupting the wider criminal networks that support these activities. The NCA aims to target the online ecosystem that provides tools, services, and platforms that make it easier for individuals to conduct cybercriminal activities. One of the most common types of cyber-crime is hacking, which will be the focus of this assignment. Hacking refers to when an individual gains unauthorised access to a computer system, usually through the internet. The targeted system may belong to a business, financial institution, or even a personal device. Once access has been obtained, criminals may be able to conduct the same actions as a legitimate user, such as stealing sensitive information, installing malicious software, or accessing online banking accounts. 
Main Body
To effectively address crimes such as hacking, policing organisations rely on structured intelligence frameworks such as the National Intelligence Model (NIM). The NIM supports intelligence-led decision making and improves the way crime is managed (NPCC, 2024). It was introduced to provide a consistent approach to collecting, analysing, and using information and acts as a structured business process. Research by Keningale (2022) shows that the NIM was first introduced in England and Wales in 2000 as the main framework for intelligence-led policing. Following the NIM helps police across all forces use intelligence effectively to inform decisions. According to the College of Policing (2005), the main aim of the NIM is to enhance community safety by reducing crime, managing disorder, and maintaining control over criminal activity, which also helps build public trust and confidence. The model provides focus to operational policing and ensures resources are used efficiently. By providing a clear framework for analysing information and intelligence, the NIM encourages an initiative-taking, problem-solving approach to crime prevention. It produces standardised intelligence products to identify significant threats and supports risk management, partner engagement, and tactical review. 
The NIM operates across three interconnected levels – local, regional, and national (Police Digital Service, 2024). Understanding these levels are essential for analysing how intelligence is gathered, assessed, and acted upon within policing organisations. The first level focuses on local policing, often called the Basic Command Unit, managing issues that affect specific communities. The second level deals with wider regional or force-wide matters. Lastly, the third level addresses national and international threats, looking at complex criminal activity. Each level follows the same management process, which allows information from local units to be combined at the regional level, and then regional intelligence to be collated nationally (Maguire and John, 2006). Examining the strengths and weaknesses of each level highlights both the benefits and potential challenges of using the NIM in practice, particularly for complex crimes such as hacking. 
National
At the national level, serious and complex cyber-crime cases are typically managed by organisations such as the National Crime Agency (NCA) and the National Cyber Security Centre (NCSC). These agencies investigate the most significant cyber threats, including large scale hacking incidents, organised cyber-crime groups, and attacks that threaten national security or disrupt UK services that lead to severe economic or social consequences (NCSC, 2023). A key strength of the national level is the ability to coordinate intelligence across multiple agencies. The NCA highlights that intelligence enables policing organisations to prioritise the most serious hacking threats and plan joint operations effectively (National Crime Agency, 2024). Major cyber incidents may involve strategic leadership from the Cabinet Office Briefing Rooms, allowing national authorities to coordinate responses and manage wider economic or social impacts (National Cyber Security Team, 2023). 
However, national responses can sometimes be difficult, as different organisations may have different resources, systems, and priorities that can affect how well information is shared and used. In addition, responses are typically reserved for large-scale incidents that threaten national security or essential services. As a result, many lower-level hacking incidents are handled by regional or local policing teams, which may not have the same level of specialist resources. This suggests that while national level is essential for tackling major hacking offences, there are still limitations when responding to less severe but harmful attacks. 
Regional
At the regional level, police forces work together to share intelligence and coordinate investigations into cyber crime that affects multiple areas. This refers to an attack that causes major disruption to a medium sized organisation or presents a considerable threat to a larger organisation or local government and depending on the incident, either NCA or Regional Organised Crime Units (ROCU) lead the response (NCSC, 2023). Across the UK the ROCU work closely with local forces and national agencies to identify and arrest individuals involved in serious hacking networks, fraud, and other online crimes (ROCU, 2025). These collaborative efforts form part of a wider strategy to protect the public from the growing threat of cyber-crime and ensure that offenders are investigated and brought to justice (College of Policing, 2024). The mission of ROCU is to identify and disrupt organised crime groups causing the most harm in their regions. They do this by collaborating with partner agencies to gather intelligence, target the most serious hacking networks, and seize the assets of those responsible (North West Regional Organised Crime Unit, 2025). 
Despite these strengths, ROCUs face several challenges. Differences in governance and operating models across regions means that some units may investigate complex cases more effectively than others. The lack of a clear national oversight framework and inconsistent coordination meetings can slow intelligence sharing and delay responses to cross-region attacks (Jupp and Rodenhurst, 2021). Another challenge ROCU face are issues surrounding funding, governance, and leadership clarity. A report by HMICFRS (2021) noted that funding problems can prevent ROCUs from operating at full capacity. Without strong, consistent leadership and investment, regional units may struggle to sustain specialist roles needed for complex hacking investigations. 


Local 
Lastly is the local level. This is the lowest level of the NIM which can influence an individual, or the initial indicators of malicious online activity directed at a small or medium sized organisation. The response is primarily led by the local police force, with input from the NCA where required (NCSC, 2023). A key strength at this level is the presence of resolute cyber-crime units within each force, which allows officers to respond more effectively to reports of hacking. In addition, initiatives such as Cyber Protect teams aim to support small businesses and charities by providing advice and prevention strategies (Met Police, 2025). According to Murphy (2018), training delivered by Cisco Networking Academy have also been introduced to improve officers’ knowledge and understanding of cyber-crime. This is important for officers when dealing with crimes like hacking, as it helps recognise threats and respond more appropriately. 
Despite these strengths there are some challenges. Research by HMICFRS (2023) found that cyber-dependent crime is often not treated as a priority within local forces, with greater focus being on traditional offences such as violent crime. This can limit the resources available for investigating hacking incidents. In addition, there is significant inconsistency between forces, meaning that some areas are better equipped to deal with cyber-crime than others. This creates an unequal response to hacking across different regions. Another key issue picked up in the report was that cyber-crime often crosses geographical boundaries, yet local forces still operate independently. This can make it more difficult to share intelligence and coordinate responses. Overall, these issues suggest that while local policing plays a key role in tackling cyber-crime, it may struggle to respond effectively to more complex and large cases. 
An example of a case which shows the effect of hacking can be seen in the News of the World scandal. In 2011, journalists working for the newspaper were accused of illegally accessing voicemail messages of both private individuals and public figures, included the murdered schoolgirl Milly Dowler (Waterson, 2021). This showed that phone hacking was not an isolated incident, but part of a much wider problem. The newspaper initially denied wrongdoing and resisted investigation, which made it more difficult for the truth to come out. According to Fenton (2019), victims of the scandal included politicians, members of the royal family, celebrities, murder victims, and their families. This case shows some of the key challenges in investigating hacking. Firstly, victims were often unaware their phones had been hacked, as seen with the Dowler family (Davies and Hill, 2011), meaning police had little evidence to work with. Secondly, the involvement of powerful organisations made investigations difficult, as there may have been pressure or reluctance to fully investigate. For example, in 2006 the News of the World claimed that the voicemail hacking of the Royal Family was the result of a rogue reporter (The Guardian, 2025). However, the Met faced criticism over their refusal of taking the scandal seriously despite growing concerns and how the investigation was handled (Hill, 2011). 
Conclusion
Investigating cyber-crime presents significant challenges to policing. With technology rapidly evolving, the international nature of offences, and the inconsistent prioritisation across forces, crimes such as hacking are difficult to detect and investigate. Policing responses, including the NIM, ROCUs, and national agencies such as the NCA and NCSC, provide structured and coordinated approaches that improve intelligence sharing, resource allocation, and threat assessment. However, challenges remain as local forces may not have the right resources, regional coordination can be inconsistent, and national responses focus on high profile incidents. The News of the World scandal demonstrates how organisational power, covert methods, and victim unawareness can further complicate investigations. Overall, while policing frameworks have evolved to meet the demands of cyber-crime, ongoing investment in specialist training, technology, and international collaboration is essential to combat this growing threat. 
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