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     NETWORK SECURITY

               Protection of the network is the process of taking preventive physical and software steps to protect the underlying network infrastructure from unverified access, misuse, failure and modification, destruction or illegal access, thereby providing a secure platform for computers, users
and software to carry out their designated critical functions in a safe environment.
             But still the main focus is still the same: the actions and assets you are using enact computer security technology to stop unconfirmed persons or structures from trying to access the systems and the devices connected to them. In general, the device won't be affected if hackers can't get to it over the network.
          Basics of Network Security

      The depth strategy defense is covered by:
Protection - the systems and networks should be designed as correctly as possible.
Detection-you should be able to see whether the configuration
has changed, or if any network traffic has a problem.
Reaction: After quick recognition of problems, you have to react to
as fast as possible and send back secure statement.

       Confidentiality, integrity, and availability, also known as the CIA triad, is the blueprint for guiding security policies. 
The model is also sometimes referred to as the AIC triad to avoid misunderstanding. The elements of the triad are classed as the major parts of security and defense.
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Confidentiality is the protection of personal information. It means keeping a client’s information between you and the client, and not telling others including co-workers, friends, family, etc. Confidentiality Is key. 

There are many reasons why confidentiality is crucial. One of the key aspects of secrecy is that it helps create and maintain trust. It actually allows the free exchange of information between the client and the worker, and understands that the private life of a client and all the concerns and problems they have belong to them.
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   Integrity involves maintaining data integrity, consistency and confidentiality during its life-cycle. Data must not be updated during movement, and steps should be taken to ensure that data can not be manipulated by unverified individuals.
     Some other threat to confidentiality is the use
of social engineering to access or manipulate the data. It is difficult to defend social engineering, since it needs a robust and constructive security service. Users should be informed about the issues and penalties that arise when the information is knowingly or unintentionally revealed. (Bragg, 2002)
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       The great way to guarantee availability is to monitor all the hardware intensively, perform hardware repairs as necessary immediately and maintain a correctly running application-free operating system framework. Keeping present with all the
system updates is also crucial. (Rouse, 2020)
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Cryptography is a technique of how to intercept, or encrypt, personal data to prevent it from being read by everyone except the account owner. Encryption executes encryption technology to shuffle and transcribe the data using mathematical algorithms.
These methodologies use an external portion of private
data, called a locking and unlocking keys for it.
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Secret-Key Cryptography is known as cryptography with symmetric-key. The sender can encrypt a plaintext in this method
by using a key that goes as a ciphertext. Using the same key the message will be decrypted to plaintext at the end of the recipient.
Public-Key Cryptography used for authentication purposes or asymmetric encryption is achieved using one key for encryption and another key for decryption.
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     We need cryptography for privacy, verification, integrity and non-repudiation.
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There are a range of advanced network security techniques and ways that you want to introduce to integrate this kind of defense in dept.
· 1.Unauthorized users and devices should be prohibited from accessing your network. Users permitted to access the network can only be able to perform with the limited set of resources for which they were approved.
· This is known as Access Control.
· By design, viruses, worms , and trojans seek to expand through a system, and can stay hidden unnoticed for days or even weeks on infected computers – anti malware.
· You must know what normal network behaviour looks like so that when it occurs you can detect any anomalies or breaches – analytics behaviour.
· Unprotected applications are almost always the pathways that will allow hackers to access your system.
· In this case we need application security.
· To ensure that people don't move sensitive data deliberately or accidentally beyond the network, you need to incorporate protection systems – data loss prevention.
· To prevent attacks on messages we use email security.
· The barrier that defense your device from the internet is define by the firewalls.
· Connection with a computer and a remote
· network, providing a safe, encrypted, open internet “tunnel” this is a VPN.
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    [image: ]  In quite simplistic words, a Somewhere on the internet, VPN connects your laptop, smartphone or tablet
With other computer (called a server) allows you to
access the internet via that device's internet access.
                  However if the server is in another region, it can appear like you're operating from that region, and you will potentially have access to data that you would not otherwise be able to access.
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MitM Attack

Previous hacking problem was MitM Attack or ARP poisoning.

 MitM attack consists of an close relationships to spy or monitor the conversation between two hosts. This attack is aimed towards a server user connection with the main purpose to  have access to login information or running  tasks throughout the name of the user. (R.Anderson, 2001)

          The attacker uses one of the options: 
                   1) By creating 2 stable links:
one with the client as a server and the opposite. For this attack the personal information can be changed in real time.
2) Attempt to appear to the client as a server
 to collect personal information for later use. (Steblia, 2010)
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           Now the hacker reveals himself to the client as a server by
sending its own public key to decrypt the data transmitted by the client. The intruder behaves in relation to the server as a normal client and attempts to transfer the client's obtained data after manipulating it to accommodate their requirements.
This is known as proxy attack in real time caused by MITM attack. (Katz, 2002)
          This attack is a process of collection, and a phase of replay.
Throughout the course of data collection, the intruder either attempts to scan any of the data shared between the client and the server to restore a portion of the web program and database to trick the user to provide his credentials – replay attack of MITM attack. (Jablon, 1996)

             MITM Attack Prevention
Protecting from DSoS is very hard process, as there is typically no clear pattern of attack to differentiate between legitimate and malicious packs. The principle of IP spoofing has create it incredibly difficult to detect and filter DDoS traffic, and it has become a standard feature of a lot DDoS attack tools.
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        There is no security given to the packet's message content in all the above works. It is simple to change. By using a digital signature which consists of a cryptographic algorithm with message content and origin IP address as specifications of some, we address MITM Attacks. Furthermore the authentication of the signature will collapse if the IP address or message is modified. The Denial-of - Service (DoS) attack poses a significant threat to legal internet use. It is difficult to detect and there is no systematic approach to avoid attacks of this type. The primary aim of an attack is to deny a victim's access to a specific resource.
              Often DDoS attacks are performed with source
IP address to avoid traceback of the attacker. Additionally, preventing IP spoofing in a network will help monitor and stop DoS attacks.

      
            1) Spoofing inside Network Address Translator (NAT) is possible.
            2) That original confidential access control included
changes to the hardware or to the DHCP.
            3) Probable to MITM Attack.
In our proposal it is called a system of n PKG. Each network has a PKG installed. Often a PKG is placed within a NAT network. The major PKG directs and manages the tasks of all other PKGs. (Shieh, 2005)
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MitM still poses a main network security problem
while effective approaches have been established to avoid it.

    
  

DATA  PROTECTION

GDPR has modified existing, nearly two decades-old regulatory requirements on privacy protection across Europe – some of which have been first published in the 1990s.
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Personal data is at the very core of GDPR.
Generally defined, this is knowledge which allows a living person
to be identified intentionally or unintentionally from the existing data. That should be something obvious, such as the identity of the person, location information, or a simple online username, or it may be less evident instantly IP addresses and tracker signatures might well be considered like a personal data.
        Although GDPR puts the greatest burden of collecting data and personal information, with the law intended to protect individuals ' rights. As such the GDPR lays down eight protections. These vary from encouraging individuals to have better access to the data
companies that carry about them, and even in certain cases to be removed.
One of the GDPR 's best, and most spoken about, features has
been the power of regulators to target companies that don't meet big fines. (Burgess, 2020)
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CONCLUSION
Network Security Importance
      Personally speaking, network security only includes downloading
and installing anti-virus software and firewall settings.
However, if a business has the same problem, then the
solution can not be as simple as in the private computer networks.
There must be a centralized solution committed to securing the
networks, as the risks are many in a business.

The security of computers and networks includes the privacy, confidentiality and secure access to personal information.
It also requires the accessibility of information in a meaningful manner. It is the duty of each company to establish processes and policies that meet each company's security requirements.
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