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1.0 [bookmark: _Toc61001296]Introduction
[bookmark: _Hlk61000613]Transfer of data through interfaces is an important part of development of web services. This report aims to explain the functionality of application programming interface technology, focussing on the SOAP, REST and GraphQL paradigms. A brief outline, benefits and drawbacks of each will be given with a comparison between the three to conclude.
[bookmark: _Toc61001297]2.0	Application Programming Interface (API) Technology
Stylos et al [1] describe an API to be
	“the user interface of a library of functionality to the programmer who uses it.”
These interfaces between two applications allow them to communicate using predefined protocols and set of functions, or contracts. These include libraries and frameworks as well as toolkits such as software development kits (SDK’s). This invokes the business logic of modular applications so the functionality can be consumed as a service through the interface internet protocol (IP) address. Most API’s, or Web Services, will make a request using Hyper Text Transfer Protocol (HTTP), using methods for manipulating the data such as GET, POST, PUT and DELETE. Data is sent and received in either eXtensible Markup Language (XML) or JavaScript Object Notation (JSON). [2] [3]
[image: ]
Figure 1 - Request and response between client and web server [2]
Two of these paradigms have been widely used from as early as 1998, with a newer paradigm introduced in 2015. These three paradigms will be discussed and compared below. [1] [4] [5]
[bookmark: _Toc61001298]2.1	Simple Object Access Protocol (SOAP)
SOAP, as named, is a protocol that allows the communication using a transfer protocol in an XML message format, under two forms:
· Remote Procedure Call (RPC) – The execution of a procedure on a remote address through the request and response methodology. This is done synchronously.
· Document Requests – When the document is transmitted between web service and consumer, it is passed in the body of the SOAP message in the XML format.
 Fundamentally SOAP is a protocol that provides a stateless, one way message paradigm that creates request and response interactions between nodes. It is independent, as it can be used from any platform or operating system and perform in the same way. SOAP operates with two basic functions, GET and POST in order to read or send information, passed within the body of the message wrapped within the envelope. [5]
[image: ]
Figure 2 - Example of document request and response using SOAP [5]
[bookmark: _Toc61001299]2.1.1	Benefits of SOAP
There are benefits to using this protocol. They are:
· SOAP is designed to handle distributed computing environments.
· SOAP is neutral, able to operate over a range of protocols, and allowing for any programming language.
· SOAP is arguably more secure as there are strict rules to follow. This includes compliance to ACID principles. 
· XML supports multiple data types.
· SOAP has built in error handling, returning the ‘Retry XML message’, displaying an error code.
[bookmark: _Toc61001300]2.1.2	Drawbacks of SOAP
Being the oldest of the paradigms, there will be drawbacks to SOAP.
· SOAP is quite verbose. As a result, the data transfer is very large, or the payload is heavy. This makes the communication rate slow and more consumption of bandwidth.
· SOAP can only ever return XML data.
· Response caching is difficult as the two methods used require a complex XML request.
This being said, The introduction of version 1.2 has made it cleaner, faster and more versatile with better web integration.
[bookmark: _Toc61001301]2.2	Representational State Transfer (REST)
According to Fielding [6], the originator of REST, it is an architectural pattern, or rather it is “a hybrid style derived from several of the network-based architectural styles.” Web services using the REST API architectural style are known as ‘RESTFul’ webservices. There are principles governing the REST API in order to foster scalability and robustness as a result of the choice of architecture.
· Accessibility to resources uniquely identified by suitable uniform resource identifiers (URI’s).
· Representations of resource such as JSON or XML that provide the current or intended state of the resource without direct knowledge of the internal state or format of the resource.
· Interface uniformity, accessing and manipulating resources through standard methods defined by hypertext transfer protocol such GET, POST, PUT and DELETE, providing the expected behaviour and producing the standard status codes.
· Stateless interaction between client and service provider. For this to happen, each request will contain all the necessary information, allowing processing by the API which means son interaction state will be stored on the server.
· Hypermedia as the engine of application state (HATEOAS) is one of the hinging principles and keeps the ‘RESTFul’ architecture unique. In this context, hypermedia is the content that contains a link to another form of media. Hypermedia links are used in the response contents, allowing the client to dynamically navigate to the appropriate resources. [7] [8] 
Hypermedia helps clients through a transition to the next state. It is described by Fielding [6] as the “simultaneous presentation of information and controls.” The key abstraction of information is classed as a resource This can be a document, image, temporal service and more. REST creates and uses a resource identifier for resources that create the interaction between components. 
These principles are the constraints that must be satisfied in order for an API to be RESTFul. [9]
In summary, the REST architecture allows the client to make a request in the language and on the platform of choice to an endpoint in order to gain a response in either XML or JSON to provide the resource and will also allow CRUD functionality through methods mentioned above in order to manipulate data.
[image: ]
Figure 3 - Example of a REST request and JSON return [3]
[bookmark: _Toc61001302]2.2.1	Benefits of REST
There is a decoupling between the web service data storage and the client interface, and this provides benefits to using REST. These are:
· REST is portable due to the possibility of hosting front end and back end on different servers, making it easy to migrate from one server to another.
· REST makes it easy to scale a project due to the separation as it allows independent development of components to evolve within a team.
· REST makes applications more flexible to work with.
· REST is independent of platforms or languages. As an architecture, requests can be adapted to whichever platform or language is being used.
· REST allows caching of data on the HTTP level, speeding up the process of repeat requests.
· REST has a less complicated and smaller message format, arguably giving better performance.
[bookmark: _Toc61001303]2.2.2	Drawbacks of REST
Whilst REST has a lot of benefits, there are a few drawbacks too. Mostly with the response. These are:
· The lack of a single structure gives no right or wrong way to build a RESTFul API. Each scenario will be different in the resources and the way they are modelled.
· Bloated payloads can return a lot of metadata and resource for the client to understand everything about the state of the application through its responses.
· REST responses often may need to be requested more than once as they can either fetch too little data or too much. [10]
[bookmark: _Toc61001304]2.3	GraphQL
As the name might suggest, GraphQL is a query language for requesting and manipulating information. It feeds into an ecosystem of libraries and frameworks in order to perform requests on web services using three main components, schema, queries and resolvers. GraphQL was initiated to solve the problem of bandwidth, especially across mobile technology and connectivity. With the development of mobile applications becoming more complex with the amount of information consumed growing, the logic is to have one process to request all information. As a result, GraphQL is designed to query all data required from one single endpoint, a gateway which in turn draws the information needed from multiple sources. It then only provides the information needed through the query made. The language uses a simple syntax and can be operated across platforms. [11] [10] [12]
In summary, GraphQL is a language paradigm used to make queries passed through a gateway, The response from web services is passed through a resolver to provide the exact information based on the query, through JSON format.
[image: ]
Figure 4 - Example of a GraphQL request and response [11]
[bookmark: _Toc61001305]2.3.1	Benefits of GraphQL
The main benefit to GraphQL is speed. This is through:
· Simple to use request syntax, targeting exactly the data or functionality needed.
· GraphQL requests from one endpoint, in turn requests are sent through a gateway.
· GraphQL enables caching, making multiple requests for the same information quick.
· GraphQL targets requests to ensure only the relevant data is returned using less bandwidth.
· GraphQL gives detailed error messages.
[bookmark: _Toc61001306]2.3.2	Drawbacks of GraphQL
As with all, there are some drawbacks to this as well. These are:
· GraphQL can be complex in its requests through nested fields, potentially creating system overload.
· Its caching system is custom and complex as opposed to using HTTP caching. [10]
2.0 [bookmark: _Toc61001307]Comparison between SOAP, REST and GraphQL
To compare these three paradigms is a broad task as, although there are similarities in their function, they are three completely different ideas. All three aim to retrieve information from web services to provide content within the client, however they are completed in different ways. Whilst the aim is common, we are comparing a protocol within SOAP to an architecture within REST to a query language within GraphQL.
To begin with SOAP is generally function-driven, whilst REST is data-driven or resource-driven. GraphQL, whilst focussing on the data, is a hybrid driven by both.
When comparing the methods for request and response, these are completed differently too. SOAP wraps a single request into an envelope containing XML. The response information, or resource is processed by the server and embedded within the message, passed between nodes individually as a document. REST conducts a single request at a time through a URL or URI and the response is provided in either XML or JSON format to be processed by the client. GraphQL is in a way a hybrid of this, passing multiple queries through one request, passing through a gateway to resolve the response to give back to the client.
Comparing the processing of data based on the previous point shows that SOAP is processed server-side or backend, whilst REST is client-side or frontend. GraphQL is backend processing, however the gateway retrieves the information from the servers providing the web service and process the response within the gateway server to provide only relevant information to the client.
SOAP still offers the greatest security due to its rigid structure and authorisation capabilities. REST and GRAPHQL need to have the security inbuilt, although, in the author’s opinion, GraphQL, through a resolver will be a little more secure than REST.
3.0 [bookmark: _Toc61001308]Conclusion
Interfaces between software entities is commonplace now. The internet is no exception, using interfaces to provide contracts, data and functionality between client and server or web service. The need for a service has led to the development of the three paradigms, each providing its service and each building on the last to provide more flexibility.
All three paradigms still have their place in the web service arena. SOAP is commonly used internally for integration within organizations or for secured data transmission between trusted partners. REST fits a good object orientated model, providing resource in the form of an object. This makes it good for application development, especially where the application is resource-driven, and queries do not need to be so flexible and direct. GraphQL with its more specific query and response data is great for mobile applications as it optimises the message payload enabling better network performance. It can provide as much resource for this as it is aggregated from multiple endpoints into one schema. [10]
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