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Introduction

This report details CryptoWall, a popular form of ransomware – its threats and the measures that can be taken against it. The report aims to inform the individuals that may be targeted, of what type of malware it is and the impact it could potentially have on them and their work.
Ransomware is a cyber attack during which the victim’s access to their personal files and system is denied by the attacker until the ‘ransom’ is paid. This ransom is usually demanded in the form of online payment – such as cryptocurrency or credit card – with targeted victims ranging from individuals to international businesses. [1] CryptoWall is a particularly popular form of ransomware; it’s cheap and accessible to cybercriminals. Furthermore, since it was first detected in 2014 there have been multiple updates to the service, making it ever-increasingly difficult to combat. [2]
This report also details the prevention measures that businesses and individuals can undertake in order to mitigate the risks of infection by CryptoWall and its variants. Additionally, for the cases in which this is unsuccessful or that precautions weren’t taken beforehand, the steps for removing ransomware are detailed.













Research Findings
1.1 – Introduction to Ransomware
As aforementioned, ransomware is a form of cyber attack in which the threat actor encrypts files and demands a monetary payment in exchange for their return to the victim. The three main forms in which it appears are ‘malspam’, ‘malvertising’ and ‘spear phishing’. [1]
Malspam involves the opening of an unsolicited email attachment by the victim – often a weblink or malicious document. These often appear legitimate, but as soon as the virus is run there is little to be done in terms of saving the system and the files within.  Secondly, malvertising (malicious advertising) are covert servers that can track online information regarding targeted victims and their devices, often using an ‘infected iframe’ or invisible website element. This means that the hostile code can attack the computer system whilst the individual browses online, without interacting with any adverts or page links. [3]
Alternatively, organisations are more commonly targeted by the third form of ransomware: spear phishing. This often includes direct communication, tailored to the victim, such as an ‘important’ safety document or work-related survey distributed to employees (similar to malspam). The targeting of senior leadership and executives of companies, in this manner, can also be referred to as ‘whaling’ due to their greater level of impact. [1]

1.2 – Introduction to CryptoWall
CryptoWall is considered to be a particularly destructive form of ransomware as it will delete backups in addition to the original files – going beyond the traditional attack of file encryption and subsequent payment demands. Furthermore, recent iterations will encrypt filenames in addition to the files themselves, making restoration ever-increasingly difficult. 
As with many forms of ransomware, CryptoWall usually appears through phishing emails and malicious advertisements. Once within the system, it will insert new code into the installed Windows version and proceed to remove ‘volume shadow copies’, disable services, and continue to inject further malware. The CryptoWall can then interact with the ‘Command and Control Server’ (C&C) to lock the contents of all files, including local and connected networks, which can only be retrieved using the encryption key. This is offered in return for an online payment, for example a $1000 Bitcoin equivalent, according to the instructions given in the ransom note. However, it should be noted that there is no guarantee of the return of those files, even if the payment is made. [2]


2.1 – Threat to Individuals
Aside from the loss of personal files, which may be of any level of value or importance, CryptoWall and its ransomware counterparts pose threat to any individual using a device. The appearance of ransomware on mobile devices has rapidly increased since 2014, demonstrating its value to cybercriminals and gangs. Usually when this occurs, the phone will become locked until the ransom is paid – displayed by a message onscreen. [1]
It may be considered that the greatest damage wrecked on individuals is the ransom demand, which victims often pay in desperation for the retrieval of their data. Even as of 2015, the Cyber Threat Alliance (CTA) estimated that the ‘malicious actors’ utilising CryptoWall ransomware had already made a profit of $325 million. [4]

2.2 – Threat to Business
Large businesses are lucrative targets to cybercriminals due to the large ransomware pay-outs, totalling millions of pounds/dollars. There is also the potential to target high profile organisations like the police, hospitals and government agencies for other malicious agendas. In order to protect against this threat, systemic measures need to be in place to ensure all employees, and hence the business as an entirety, is protected. They are particularly susceptible to social engineering (see 1.1), with perpetrators directing destructive activities such as authorising malicious plugins/extensions, installing malware, or sharing personal details under the guise of company business. [1]
An example case is the 2018 data breach of the Canadian financial institutions Simplii Financial and the Bank of Montreal (BMO), in which an estimated 90,000 customers were affected. In this case, the perpetrators demanded a large financial ransom to stop the public release or private sale of all sensitive personal information seized in the attack. This breach was greatly damaging, not only due to the very real security threat to the organisations and their personnel, but also in resulting fear, frustration and distrust of their customers. [5]






 
3.1 – Protection Measures
Initially, individuals can take some precautions to reduce the risk of their devices being infected by ransomware such as CryptoWall. This includes installing reliable anti-malware software, and ensuring all system software and browsers are updated to the best security iterations. Attachments and links in emails shouldn’t be opened if unrecognised or unrequested. In addition, all data should be reliably backed up with strong passwords; previous passwords should not be reused. [6]
On the other hand, much of the responsibility for ransomware defence falls on the businesses and their protection frameworks. Firstly, hardware features can be utilised in order to backup files and systems – for example a Solid State Drive (SSD), which uses a copy-on-write mechanism to store data. Secondly, ‘User Mode’ defences such as CloudRPS, PayBreak and FlashGuard are potential options for businesses. These software focus on “intercepting, extracting or recovering encryption keys of ransomware”, enabling the retrieval of files encrypted by the ransomware. However, it must be noted that the technology currently remains in development, with only a narrow scope of practical usage. Thirdly work servers, policies devices should be set up for employees in such a way that the precautions for individuals, as previously discussed, are automatically taken. An example of this may be setting up automatic hard drive or cloud storage duplication of data on company devices. [7]

3.2 – Removing Ransomware
Ideally, the best response to a ransomware attack would be the retrieval of backup data to avoid the loss of the files infected. However, it’s ostensible that this is not an option if precautionary measures weren’t taken prior to the attack.
The main reactive measure would be to download the appropriate decryption software, according to the infecting ransomware. This can often be identified by the ransom note or the extension name on the encrypted files. Fortunately, many security companies are pursuing developments in decryption software – with some, such as NoMoreRansom.org, providing the software free of charge. 
If all technological measures fail, businesses have only the solution of negotiation. It is possible to liaise with the cybercriminals to receive a few key files for a smaller payment, rather than the extortionate ransom. However, it again must be noted that there is no guarantee that any data will be decrypted, even upon the payment being made. [8]

Conclusions
In conclusion, CryptoWall and its ransomware counterparts pose a very tangible threat to any individual or organisation who store key data on a device. The result of the cyber attack is such that this data will be completely lost, with the exception of three cases. Firstly, the full and correct mitigation steps were undertaken beforehand, with the updated data backed-up in multiple locations. This is the most advisable case for those looking to protect themselves in this event. Secondly, sophisticated software for decryption can be used – while less effective, its success is evidential when accurately used. Thirdly, the last response would be paying the ransom or negotiating a payment with the cyber criminals. However this, as an ineffective and unreliable method, can be avoided through preparation and implementation of the discussed mitigation techniques.
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