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1. Introduction
1.1 Context and Background
Nowadays, web applications play a crucial role in the digital life. Their worth lies in their accessibility and interactivity; they are accessed by going to the user's browser, they do the work of users by asking them for data in forms, they log users in, allow them to search records, upload files, pay on-line and even communicate with back-end databases. The same attributes lend to web apps attractiveness to hack. A web application is typically exposed to and accessible from the public Internet, and may accept unverifiable input, and then access sensitive enterprise information or logic. So, flaws in input validation, session handling, access control, configuration or component control can have noticeable security implications.
The most well-known one is the OWASP Top 10, a summary of core categories of web application security risk, which include broken access control, cryptographic failures, injection, insecure design, security misconfiguration, vulnerable components, authentication failures, software and data integrity failures, logging and monitoring failures and finally, server-side request forgery [1]. This proposal is related to the OWASP Top 10 as there is a recognized method of choosing "realistic" categories of attacks to be tested and this includes all of the input-driven attacks like SQL Injection, Cross Site Scripting, Command Injection and Path Traversal.
A Web Application Firewall (WAF) is a protective technology used to examine and screen HTTP and HTTPS traffic prior to it arriving at the secured Web application. A WAF is different from traditional network firewalls that typically operate on the basis of IP address, protocol and port information, since it sits at the application layer and scans the request headers, parameters, cookies, payloads and URLs for suspicious activity. ModSecurity is an open source known Web Application Firewall engine and OWASP Core Rule Set (CRS) is a generic set of attack detection rules which is widely employed by ModSecurity, and it's compatible with other WAF products. The primary objective of OWASP CRS is to help mitigate the OWASP Top 10, cover other common categories of web attacks and limit the number of false alerts [2]. Thus, ModSecurity with CRS is a suitable and accessible platform for experimentally conducting post graduate research within the field of computer security.
Two key trends can be seen in current developments in this area. First, rule-based WAFs are still practically relevant as they are transparent, they can be configured and deployed without the need for a huge training set. They will be able to recognize suspicious requests by using signatures, regular expressions, anomaly scores and protocol rules. Secondly, the use of machine learning and deep learning in recent research has gained attention to detect web attacks. Several methods have been studied for malicious HTTP traffic detection [3] and web attack classification under the attack type categories [4] involving the use of classical classifiers, recurrent neural networks and long short-term memory networks. These studies indicate that data-based methods can have a positive effect on detection, especially in Obscured or Complex patterns. But ensuring dataset accuracy does not equal meeting requirements for deployment in front of a real application. It's important to note that in practice a WAF needs to be able to maintain “acceptable” response time, throughput, resource usage, and user experience for any website.
1.2 Research Problem
The critical research question is that in most research work, the focus is only on the issue of detection accuracy which is not enough for the real deployment situation which requires effectiveness, performance and usability to be assessed. Many academic and technical papers claim to be able to identify attacks in a data set or to identify a known malicious payload. While useful, this type of operation doesn't really demonstrate how a WAF behaves when it occurs in the middle of a web app. If a WAF detects malicious traffic but provides excessive time lags, it can to some extent affect the quality of the service. If a company removes legitimate traffic from its WAF, its users could be blocked from normal activities, including sign-up or form submissions and searching. A WAF which needs lots of expert set up may also be inappropriate for little to medium sized businesses that have less security personnel.
This problem is supported with the literature and the operational guidance. The OWASP CRS document identify the main concerns of real operation of a CRS: false positives and tuning; and suggest that rule exclusions are preferable to directly tuning the core rules files [5]. Alqahtani and Kumar [6] provide a very good explanation of the fact that signature-based and machine learning based WAF solutions may have false positive and false negative impacts, thereby compromising protection effectiveness and reliability. In recent machine-learning WAF research, many metrics have been used including accuracy, precision, recall, F1-score etc., but most metrics tend to be deployment-independent, or dataset-dependent. Likewise, research into AWD and Web application vulnerabilities also highlights the need to measure efficiency and effectiveness, as well as simply the technical means used for AWD [7].
Therefore, the research problem can be formulated as follows: there is a scarcity of practical evidence on the performance of ModSecurity deployed in front of a vulnerable Web application under a controlled quadruple-mix of legitimate traffic while testing with OWASP Core Rule Set, regarding the efficiency of ModSecurity in detection, false-positive behaviour, latency, throughput, and resource consumption and configuration effort.
1.3 Research Aim, Objectives and Research Questions
This study aims to do this through an experimental evaluation and assess the capabilities of a WAF with the ModSecurity applied to a vulnerable web application protected by an OWASP Top 10 style of malicious traffic and send some numbers for future implementation, in front of an OWASP Top 10 exposed web application with adjustable mix of legitimate and malicious traffic.
The research's aims:
1. To read the literature critically in topics of: Web Application Security Risks, Web Application Filter based on Rules, OWASP CRS, False Positives, WAF based on Machine Learning, Web Application Filter Performance Evaluation.
2. To create and setup a test environment with a vulnerable web application, web-server (if necessary), DB (if necessary), WAF reverse-proxy, and traffic generation.
3. To create legitimate user traffic and safe malicious traffic in lab with recognised OWASP web attack categories.
4. To test the effectiveness of WAF detection by testing these values: true positives, false positives, true negatives, false negatives, detection rate, precision, recall or F1 score.
5. To measure performance overhead with average response time, p95 and p99 latency, throughput, CPU utilization, memory utilization and the settings HTTP error rate.
6. To assess the usability when operating, through time spent to set up, configuration changes, adjustments, exclusion of rules and test setups that may be challenging.
7. To explore the 74 trade-off between better filtering, false-positive behaviour, performance overhead, and effort to configure.
8. To do practical recommendations of small and medium web application environments with regard to deployment of agro application in terms of its CRS.
The study will answer the following research questions:
RQ1: Can ModSecurity with OWASP CRS detect OWASP Top 10 malicious web requests in a controlled environment where web requests are mixed with benign ones?
RQ2: What false-positive behaviour can happen when safe traffic goes through the WAF and what does changing the sensitivity of the WAF do to these false positives?
RQ3: What is the latency, throughput, CPU and memory overhead of the WAF as compared to a no WAF baseline?
RQ4: What challenges to operations and operationally relevant configurations and tunings are encountered when deploying and testing?
RQ5: What trade-offs might there be regarding the effectiveness of the WAF, the performance of the web app, and effort to set it up?
1.4 Significance of the Research
The importance of this research is that WAFs have been commonly employed defensive controls, but their utility would not be limited to the ability to recognize attack strings. Organisations should be aware if a WAF can help them improve their security while still not unnecessarily blocking legitimate traffic or making apps slower. This is particularly relevant for institutions with limited security staff and smaller firms, educational bodies, in particular, which might need to depend on open-source tools and software. The research contributions of the study will be to show how an evaluation design was achieved to incorporate good security effectiveness along with performance and operational good usability. It will help practice by creating evidence-based recommendations to deploy and tune ModSecurity in a controlled web application environment, along with OWASP CRS.
2. Literature Review
2.1 Purpose and Scope of the Literature Review
This literature review aims to explore the key principles, arguments and gaps regarding the effectiveness and performance evaluation of a WAF. The review emphasizes web application risks, OWASP Top 10 attack categories, a rule-based mode of operation and performance usage of WAFs, OWASP CRS events, research with machine learning and deep-learning approaches to web application firewall filtering, as well as false-positive tuning and web application firewall performance tests. The literature is thematically arranged since the proposed study borders on various fields: Cybersecurity risk, Defence technology, Metrics of detection and Experimental evaluation. The review is prioritised on using recent and relevant information as well as security testing advice as appropriate.
2.2 Web Application Risks and OWASP Top 10
Public access coupled with complex back-end functionality means that Web applications continue to be vulnerable. Attackers often take advantage of this user-controlled data and application logic interface, making input-driven attacks particularly important. When not inputted properly, SQL injection can be a means of manipulating database queries. If output is not safely encoded, XSS can be used to load malicious code that’s executed in the end user's browser. An attacker could exploit these vulnerabilities to access server-side resources with path traversal and/or command injection. The types of attacks selected in this case are considered appropriate for the proposed experiment, because of their qualities as malicious traffic indicating OWASP attacks.
The OWASP Top 10 is important because it has a widely accepted list of web-app security threats that can be used to facilitate security discussions as a framework. This is not an exhaustive list of all possible vulnerabilities, but does reflect a common understanding of the web application's key risk areas [1]. “Top 10” is offered as context and justification for this research. It speaks from and gives emphasis to the argument for testing input driven attack patterns and the reminder that a WAF is not a substitute for a strong design approach, a secure coding style and changing code for security, using authentication controls, having a systems patch and monitoring program. While a WAF can help mitigate some attacks, it won't fix all application vulnerabilities.
2.3 Rule-Based WAFs and OWASP Core Rule Set
Rule-based WAFs identify malicious traffic on the Web via the similarity between the Web request and a set of suspicious information, regular expressions, protocol restrictions and “anomaly-scoring” rules. They are primarily useful for being deployable, meaning that they do not require retraining of a model, or redesigning of the app. Their second benefit is explainability - they can provide rule IDs, tags and logs that will explain why a request was blocked or flagged. Often deployed OWASP CRS along with ModSecurity (which is an open source WAF engine). The CRS offers a generic rule set to detect common attack bases including SQL injection, cross-site scripting and local file inclusion with a minimum amount of false flags [2].
But, rule-based WAFs do not work. Attackers can change or encrypt payloads to enable unnoticed attack.Payloads can be altered or encrypted to break static signatures. Other perfectly valid requests could be letters, keywords or patterns which can be confused for an attack. A search form field or even a description for a product might be configured in a way where special characters are present that prompt SQL injection or the existence of the XSS rule. However, the reality of having to tune in order to detect anomalies is where real WAF testing comes in, along with the issue of false positives. The proposed study will thus not consider the case of CRS as a black box. It will log the steps, triggers, exclusions and tuning steps if applicable.
2.4 Machine Learning and Deep Learning in WAF Research
While machine learning and deep learning were not new in the field, recent studies have investigated their application to enhance WAF detection capabilities. In the meantime, Chindrus and Caruntu [4] present a comparison between machine-learning methods for multilabel classification of web traffic, where the measurement of machine-learning models can be conducted on attack classes and normal traffic classes. Dawadi et al. [3] suggest a deep learning based WAF system for the detection of web attacks such as SQL Injection (SQLi) and Cross-site Scripting (XSS). They are valuable studies for two reasons: firstly, they demonstrate that data-driven detection will have the ability to increase the capacity of malicious traffic detection, and secondly, they allow for the possibility of supporting future WAF systems.
2.5 False Positives, Tuning and Operational Complexity
One key point of operation in WAFs is false positives. With a false positive, a legitimate request is falsely blocked or is incorrectly identified as a malicious one. This can lead to an impact on user experience, customer's trust as well as business continuity. A user can't submit a form, search for a product or upload a file or complete a transaction, for example, because a WAF rule is interpreting a valid input as invalid. False positives also result in extra management effort (logs are to be reviewed, rules must be read, and exclusions might need to be created).
OWASP CRS Documentation highlights that it is generally not considered good practice to start editing the CRS rule files as a result of a false-positive; this will cause problems in maintenance if the rule set is updated. On the contrary, CRS provides tuning options via rule exclusions and configuration options [5]. Lopes et al. [8] also show how to systematically test the validity of an evaluation approach by conducting false-positive tests with legitimate traffic and open-source WAFs with their different paranoia configurations. This relates directly to the proposed study. The research will consist of actual user experiences along with the nature and frequency of the blockage or flagging by the WAF of normals requests. Depending on time constraints, various sensitivity options of CRS will be contrasted, to see how far they can go without adding false-positive risks to the operation.
2.6 Performance Evaluation and Technical Security Testing
Security controls will incur some overhead in processing as they inspect and log/modify traffic. Under load, the overhead for WAF systems can be seen as elevated response time, reduced throughput, increased CPU usage, increased memory usage, and/or increased HTTP error rates. A WAF that is very tight on its security settings but has seriously affected the performance, may not be suitable for a production service. Thus, evaluation of performance is essential, in addition to a detection evaluation. There are tools out there like: Apache JMeter and Locust to simulate HTTP users, and measure: response time, throughput and failures [9] [10]. They can be used for creating controlled traffic profiles and founding the same traits of the test.
2.7 Literature Summary and Research Gap
Web application risks are known, WAFs are known applications used as application-layer defences, and OWASP is known to provide a useful and open-source ruleset, while there have been extensive machine-learning studies and research to advance automated attack detection. But, there is a lack of deployment style evaluation. Attack detection, lists of measurements to use as standard or isolated bits of traffic payloads are the subject of many studies and for practical usage of a WAF with false positive, overhead and tuning. This project tackles the above with testing of ModSecurity against OWASP CRS in a controlled mixed-traffic situation, as well as security effectiveness and operational usability/performance being measured together.
3. Research Design and Methodology
3.1 Research Design
The research design in the study will be quantitative experimental in light of qualitative operational observation. The quantitative element will be used to evaluate detection and performance of the software. The Qualitative part will document decisions made about configurations, tuning procedures, problems encountered with setup and questions concerning the interpretation of rules. The design is suitable because the objective is that measurable results are being looked for between a configuration that includes a WAF and a configuration that doesn't. The research is also simulation based since the environment will recreate application usage akin to that of the internet but within a secure lab environment.
The experimental conditions will be as follows: Condition A - A vulnerable Web Application is deployed, but without any WAF protection; Condition B - A vulnerable Web Application is deployed protected by ModSecurity and OWASP CRS. If time permits, other settings in the CRS will be explored including paranoia level 1 and paranoia level 2. By comparing these conditions it will determined if WAF protection helps with the detection of attacks, if there are false positives, and any performance cost introduced by WAF protection.
3.2 Research Methods and Strategy
The research approach that will be used will be more quantitative due to the need of numbers to support the project. The effectiveness of detection will be evaluated by quantifying true positive, true negative, false negative and false positive results in a confusion-matrix approach. Measuring of performance will be carried out based on response time, throughput, error rate, CPU and memory usage. Structured notes and basic counts will be gathered regarding operational usability: for instance: the number of configuration files changed, the number of rule exclusions, the number of tuning actions, etc.
3.3 Proposed Experimental Architecture
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The setup of the proposed system will be five layers. The first layer is the client or traffic generating layer using Locust, The Apache JMeter or any other tools to send a good load of test requests and test mal-loads. The second layer is the WAF layer and ModSecurity will take care of requests using OWASP CRS. The third layer is the androgynic Web app that is most vulnerable, e.g., OWASP Juice Shop or the DVWA. The fourth level is the database, or back-end service – if applicable for the use of the application. The fifth layer includes monitoring and logging such as WAF logs, web server logs, application logs, system resource metrics and reports of traffic generated.
3.4 Research Data, Data Collection and Materials
The research data will be collected in authentic contexts or environments in the laboratory. Valid traffic means that is considered 'normal' application use such as page caching, safe login credentials, browsing applications, searching, and submission of forms etc. Examples of malicious traffic will be safe examples created in the laboratory following categories provided by OWASP like sql injection, cross site scripting, command injection, path traversal and local file include. In a realistic environment, a mixture of both categories will allow that as well, because there isn't a realistic environment that has nothing but normal traffic and nothing but attacks.There will be a combination of both types of traffic: there will be realistic environments with only normal traffic, and realistic environments with only attacks.
Information will be gathered via WAF logs, web server access logs, application logs, traffic generation reports, system monitoring information and researcher notes. Blocked, allowed and alerted requests will be displayed in the WAF logs. Traffic generation will give traffic latency, traffic throughput, traffic failures, user load information in reports. There will be CPU and memory usage data in the system monitoring. Researcher notes will record the time taken for setup, any changes made to the setup, tuning, and problem indications observed. If possible, each of the major test conditions will be repeated at least three times with a brief warm up period beginning before the measurements are taken.
An install of a Linux/Windows host, Docker or some other virtualisation tool, ModSecurity, OWASP CRS, vulnerable application (such as OWASP Juice Shop or DVWA), Apache/Nginx, Locust or Apache JMeter, Python as needed and spreadsheet or statistics software to analyse the results.
3.5 Variables, Metrics and Evaluation Criteria
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The independent variable(s) will be: WAF condition, Traffic type and traffic load, and CRS sensitivity level. WAF condition will be a mix of "no WAF" and "WAF" enabled configurations. If time permits and appropriate, add paranoia level 1 and paranoia level 2 to the sensitivity and sea effects. Traffic type will consist of legitimate, malicious and mixed traffic. The load values for traffic will be low, medium and high request rates. The dependent variables will be: detection rate, false positive rate, false negative rate, precision, recall, F1 score, average latency, p95 latency, p99 latency, throughput, CPU consumption, memory consumption and the number of tuning actions in addition to the number of errors at the HTTP level.
The accuracy of the detection will be validated on the basis of a confusion matrix. True positive: A malicious request that is correctly blocked/detected. When a legitimate request is blocked or flagged as a false positive, it's a legitimate request whose return was mistreated. A legitimate request, that is, one that is properly allowed, that is a true negative. The malicious request is incorrectly allowed and is a "false negative". Based on these values, the study will be able to calculate detection rate, false positive rate, precision, recall and F1-score. Average response time, median response time, p95 and p99 response time, requests per second, HTTP error rate, CPU usage and memory usage will be used to evaluate performance. Operational usability will be assessed based on how easy the system is to set up, how many configuration files change, how many false positive tuning actions are needed, how many rule exclusions that need to be made and deployment difficulty in comments.
3.6 Data Analysis
All the collected data will be analysed by descriptive statistics, comparative tables and graphs and confusion matrices. The WAF enabled baseline will be used to measure the performance overhead when compared to the no-WAF baseline. Behavior of proper traffic will be observed and used to determine false signals of behaviour. Analysis of malicious traffic will be used to compute the detection rate and the percentage of false-negative. Practical alternatives and compromises will be explored through mixed traffic. If multiple levels of sensitivity are being tested with the multiple CRS, the separate levels of sensitivity will each be analysed.
3.7 Reliability, Validity and Ethical Considerations
Self-consistent traffic scripts, documented WAFs, consistent testing environments, labelled logs and test runs will help increase reliability. The environment will be controlled and the only factor or sensitivity of the concern WAF varied between tests to ensure internal validity. It will be supported by recognised security and performance measures and uses a process of construct validity. One of the study settings is a simulated environment and only a single set of primary WAF deployment; this constraint will have an impact on external validity, but it would be anticipated that this would be acceptable as part of a proposal for an MSc level study and the study area will be detailed.
Since the project has a component that requires attack simulation, ethical issues are important. Only in a private and authorized testing laboratory will all testing be done. There will be no scanning or attacks on public websites, unauthorised systems or systems. Test Payloads will be used only for defensive research. The logs will not contain any actual personal usage information. Examples and screenshots used in the final report will not be revealing of sensitive information. By doing this, the research is protected from unlawful and irresponsible cyber activities.
4. Expected Outcomes, Implications and Limitations
The study will reveal that ModSecurity combined with OWASP CRS is capable of detecting numerous common OWASP malicious inputs, including popular SQL injection and cross-site scripting attacks based on input. It's safe to assume that there will be some performance overhead introduced by the WAF, as requests have to go through the WAF prior to hitting the application. There will be false positives, particularly if there are special characters, encoded values, longer parameters in legitimate requests or patterns that closely resemble to attack payload. Stricter sensitivity levels, if tested, will be more sensitive and should yield a better detection rate, but may generate more false positives and resource consumption.
Some limitations to the research exist. Environment cannot be truly replicated and is not a large enterprise production system. This project will mainly concentrate around ModSecurity and OWASP CRS and won't benchmark all commercial WAFs. The program selected for safe testing is obviously a vulnerable program and therefore the results may vary in custom production programs. Scripts for traffic generation may not represent all human browsing activities. The performance figures might be affected by the decisions made when installing hardware and virtualisation technology. The project does not include months of log review and incident handling long after the project has ended.
5. Timeline
	Period
	Main Activities
	Milestones

	Week 1
	Confirm scope, research questions and supervisor feedback.
	Approved proposal direction.

	Week 2
	Conduct detailed literature review on WAFs, OWASP CRS, false positives and performance testing.
	Literature matrix completed.

	Week 3
	Select vulnerable application, WAF deployment method and traffic generation tools.
	Final experimental design.

	Week 4
	Build baseline lab environment without WAF protection.
	Application running successfully.

	Week 5
	Install and configure ModSecurity with OWASP CRS.
	WAF deployment completed.

	Week 6
	Develop legitimate and malicious laboratory traffic scripts.
	Traffic profiles validated.

	Week 7
	Run baseline no-WAF tests under low, medium and high loads.
	Baseline dataset collected.

	Week 8
	Run WAF-enabled tests using the same traffic profiles.
	WAF dataset collected.

	Week 9
	Conduct false-positive tuning and repeat selected tests.
	Tuning dataset collected.

	Week 10
	Analyse detection, performance and usability results.
	Tables, graphs and confusion matrices completed.

	Week 11
	Draft findings, discussion, limitations and recommendations.
	Full report draft completed.

	Week 12
	Edit, proofread, format references and finalise submission.
	Final report ready for submission.



6. Conclusion
This proposal is a planned, practical, and concise research project for determining the effectiveness and performance of WAFs (Web Application Firewalls). The research is based around the following practical problem: wafs can be evaluated primarily by how accurately they detect attacks, and in the real world deployment requires considerations of false positives and negatives, latency, throughput, resource usage and tuning efforts.
The proposed study will use ModSecurity with OWASP CRS to be deployed in front of a vulnerable web application with legitimate traffic, malicious traffic and a combination of both traffic. It will compare it to "no WAF" and "WAF" and can assess various CRS sensitivity levels. The methodology is organized along clearly defined variables, repeatable process of data collection, known metrics of detection, measures of performance, operational discussion notes, and ethical limits and responsibilities. The anticipated contribution is not a development of a new WAF algorithm per se, but a thorough, balanced and evidence-based evaluation of the performance of a deployable open source WAF in a simulated real world web environment.
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Figure: Proposed Experimental Architecture

Traffic Generator WAF Layer Vulnerable Web

(Locust / Apache JMeter) (ModSecurity + Application
OWASP CRS) (OWASP Juice Shop / DVWA)

Generates normal and Inspects, filters, and blocks Processes allowed requests
malicious HTTP traffic malicious requests and serves responses

WAF logs Web server logs | Application logs CPU/Memory | Traffic reports
metrics

Aggregates and centralizes logs, metrics, and reports for analysis and evaluation.

Database /
Back-end Service

%

Stores and retrieves
application data




image2.png
Figure: WAF Evaluation Metrics
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