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[bookmark: _Toc26383180]Lab one
[bookmark: _Toc26383181]Building a simple network reflection
This activity provided a basic overview of how to connect two end user devices over a network, including testing the connection and setting some simple configuration on switches. Once the network was set up, the ‘ping’ command allowed me to test that each end user device was able to communicate with the other by sending and receiving a basic packet, had this not been successful I could have looked at potential issues such as a firewall or misconfigured connection. 
I learned through hands-on experience to navigate through the different layers of switch configuration, from standard into the privileged exec mode for example. This lab also gave me a first experience into setting basic security configuration using the ‘enable secret’ command, in future labs I hope to continue this by gaining experience with more security functions such as ‘service password-encryption’. A command I hadn’t used previously was ‘banner MOTD’ which provided the ability to display a warning message to those accessing the switch configuration menu. Finally, this lab allowed me to view information about the current switch configuration such as ‘show running-config’ to view current configuration and ‘show IP interface brief’ to view the status of interfaces on the switches.
[bookmark: _Toc26383182]Lab two
[bookmark: _Toc26383183]Part one: Configure devices and verify connectivity
Why were the pings not successful?
PCA-A & PC-B can’t communicate via R1 as it is not yet configured.
Were the pings successful? Why?
Yes, the router is now configured so there is a connection between the two PCs.
[bookmark: _Toc26383184]Part two: Display device information
Retrieve hardware and software information from the network devices.
Use the show version command to answer the following questions about the router.
What is the name of the IOS image that the router is running?
Cisco IOS Software, C1900 Software (C1900-UNIVERSALK9-M), Version 15.1(4)M4, RELEASE SOFTWARE (fc2)
How much DRAM memory does the router have?
491520K/32768K bytes
How much NVRAM memory does the router have?
255K bytes
How much Flash memory does the router have?
249856K bytes
Use the show version command to answer the following questions about the switch.
What is the name of the IOS image that the switch is running?
Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)FX, RELEASE SOFTWARE (fc1)
How much dynamic random access memory (DRAM) does the switch have?
21039K bytes
How much nonvolatile random-access memory (NVRAM) does the switch have?
63488K bytes
What is the model number of the switch?
WS-C2960-24TT
Display the routing table on the router.
Use the show ip route command on the router to answer the following questions.
What code is used in the routing table to indicate a directly connected network?
C and L
How many route entries are coded with a C code in the routing table?
2
What interface types are associated to the C coded routes?
g0/0 and g0/1
Display interface information on the router.
Use the show interface g0/1 to answer the following questions.
What is the operational status of the G0/1 interface?
up, line protocol is up (connected)
What is the Media Access Control (MAC) address of the G0/1 interface?
000d.bda7.9c01
How is the Internet address displayed in this command?
192.168.0.1/24
[bookmark: _Toc26383185]Part three: Reflection
If the G0/1 interface showed administratively down, what interface configuration command would you use to turn the interface up?
No Shutdown
What would happen if you had incorrectly configured interface G0/1 on the router with an IP address of 192.168.1.2?
Gateway address would be incorrect on PC-A and PC-B and they would not be able to communicate
Explain the operation of a Router and a Switch.
A switch directs traffic on a LAN, a router can be used as a gateway between networks.
Reflection
During this lab I was able to test my understanding of the concepts learned in the previous lab in terms of configuration, this has helped to cement my knowledge of the configuration principles.
Due to the fact that this lab used a router rather than just switches, I was able to configure default gateways on each of the PCs. This is essentially an IP address (of the router) which tells all devices where to route traffic if it needs to be passed outside of the local network. The default gateway was input into all end user devices.
By using a router, the network was split into two subnetworks, and the interfaces on the router each acted as a default gateway for either subnetwork. For this lab, I was required to set up the interfaces on the router, however this was not required on the switch. This was because router interfaces are switched off by default and need to be turned on, which is not the case for switches which are more similar to a ‘plug-and-play’ device.
[bookmark: _Toc26383186]Lab three
[bookmark: _Toc26383187]Part one: Understanding IPv4 and IPv6 addressing
IP (Internet Protocol version 6) is the latest version of the Internet Protocol developed by the IETF (Internet Engineering Task Force). This protocol has proven to be a long time in the making with initial direction given by the IETF in 1994 [1], and was eventually ratified as a standard with the publication of RFC8200 on 14th July 2017 [2]. The protocol has been designed to address issues with the currently widely used IPv4 standard.
Differences can be categorised into the following major areas:
Addressing and Routing
Arguably the most major issue facing IPv4 addresses is the relatively small number of addresses available; the standard for IPv4 [3] was released in September 1981 under RFC 791, since this time the internet has expanded dramatically, and therefore so has the number of devices requiring addresses. Solutions such as Network Address Translation (NAT) have been developed to help remediate these concerns in the meantime, however this comes with its own problems such as legacy dependant services not integrating and impediments to direct business-to-business network connections [1]. Using the larger range offered by IPv6 and therefore negating the need for NAT results in the possibility of direct addressing [4] thereby restoring end-to-end transparency of communication.
This was taken into account with the development of the new Internet Protocol standard, and as a result one of the biggest changes from IPv4 to IPv6 is the address space. This has increased from 32-bit to 128-bit, and therefore provides an overall address space that is 10^28 times larger than IPv4 [5].
The additional address space provided by IPv6 should also help to alleviate load across the core of the internet by reducing the size and complexity of global routing tables [1].
Another benefit provided by this large address space is the possibility of generating guaranteed unique addresses via stateless auto configuration [6] which can utilise values such as a device MAC address alongside a prefix given by the network router to generate the IPv6 address. This also reduces the need for use of tools such as DHCP, making networks easier and cheaper to manage [4].
Security
Another new feature of IPv6 is mandatory IPsec under RFC4301 [7], this is possible utilising IPv4 but is optional rather than required. IPsec provides cryptographic protocols [8] that can be utilised to enhance security of communication, including Authentication Header (AH) and Encapsulating Security Payload (ESP).
Authentication and data integrity are both provided by AH [9], meaning that upon receipt of an IPv6 packet there is certainty that packet has not been spoofed and data within the packet has not been changed or modified during transit.
Data confidentiality however is provided by ESP [9], whilst also providing authentication and integrity on an optional basis. Confidentiality provided by ESP [8] ensures that no one is able to view the contents of a packet in transit, thus ensuring only those approved to view the information (i.e. the recipient) have access to it.
Another security improvement which has been provided indirectly by the increase is address space is an increase in the difficulty for a malicious threat actor to perform reconnaissance via port scanning [8]. The large amount of addresses available under IPv6 would ensure that port scans become a much more time-onerous process than is currently the case.
Performance
IPv4 headers have been extensively reviewed and redesigned for the IPv6 specification, and the outcome is a smaller header size with fewer fields [1]. Rarely used headers have been removed and a fixed header size has been implemented, resulting in a more streamlined approach to packet headers. Performance of network devices routing these packets will see an improvement as the reduced and more standardised work load will ensure faster, less intensive communication.
According to Sucuri [10] this may not however be the case, and in real-life testing completed from multiple locations across the globe there is no major difference between the two protocols - with speeds to access a variety of popular websites remaining similar, and in some cases slower using IPv6. The organisation do mention that fewer routers and hops currently support IPv6 vs. IPv4 which may impact on these tests, and as such results in the future may differ.
According to research [11] completed by Mark Jacobi and Luke Laycock of Sheffield Hallam University, IPv4 was not designed to support Quality of Service (QoS) mechanisms such as Differentiated Services Code Point (DSCP), and so this type of functionality has been retrofitted. With IPv6, QoS tools have been built in to the standard, and this results in a significant improvement when comparing between the two.
Mobility
Enhanced mobility support (in line with RFC3775 [12]) is another improvement brought in with IPv6. Using this new protocol a host is able to roam multiple links or networks whilst maintaining a connection to its IP address [13]. A mobile host is granted a home address, when it is detected that the device has moved to an alternative network it is granted a foreign address, packets can be intercepted and forwarded correctly via an agent on the home network - ensuring the devices never drops it’s connections [14].
[bookmark: _Toc26383188]Part 2: Subnetting and VLSM
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.3.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103



[bookmark: _Toc26383189]Lab four
[bookmark: _Toc26383190]Part one: Configure basic security measures on the router
R1(config)# login block-for 30 attempts 2 within 120
What does the 2 within 120 mean in the above command?
Two failed attempts within 120 seconds
What does the block-for 30 mean in the above command?
	Block login attempts for 30 seconds
[bookmark: _Toc26383191]Part two: Establish an SSH connection to the router
Use Tera Term to telnet to R1.
Does R1 accept the Telnet connection? Explain.
Connection accepted, in router config both telnet and SSH have been enabled
Use Tera Term, establish an SSH session to R1. Use the username admin and password adminpass. You should be able to establish an SSH session with R1.
Does R1 accept the SSH connection?
Yes (had to set up this account with password adminpass1 due to the 10 character minimum setup earlier)
Intentionally mistype the user and password information to see if login access is blocked after two attempts.
What happened after you failed to login the second time?
	Login invalid and connection dropped
After the 30 seconds has expired, SSH to R1 again and login using the SSHadmin username and Admin1p@55 for the password.
After you successfully logged in, what was displayed?
No access as this account was not set up as part of the lab instructions. However, logged back in successfully with admin and adminpass1
Enter privileged EXEC mode and use Enablep@55 for the password.
If you mistype this password, are you disconnected from your SSH session after two failed attempts within 120 seconds? Explain.
Unable to complete this over SSH as logged in as admin directly, so instead complete on Router CLI directly. Received % Bad secrets message so it would follow that the connection over SSH would also be dropped. For info, correct password here is classclass
[bookmark: _Toc26383192]Part three: SSH from the CLI on the switch
Are you able to establish an SSH session with the switch?
	Yes
What versions of SSH are supported from the CLI?
	Version 1.99
How would you provide multiple users, each with their own username, access to a network device?
	Setup an account and password for each using username command.
[bookmark: _Toc26383193]Part four: Encryption standards
AES, DES and RSA are examples of encryption standards. Whilst it utilises various encryption standards to complete its operations, SHA (Secure Hash Algorithm) is not in itself a form of encryption [15], it is a non-reversible method of creating a hash value from a file or set of data, which can be used for a multitude of reasons include file integrity and malware signature scanning. SHA-1 is deprecated with SHA-2 currently in common usage [16, p. 1].
Some differences between the algorithms are highlighted below:
	Characteristic
	AES [17]
	DES [17]
	RSA [18]

	Introduced
	2000
	1977
	1997*

	Key length
	128, 192 or 256 bits
	56 bits
	2048, 4096 bit

	Cipher type
	Symmetric
	Symmetric
	Asymmetric


*work began in GCHQ in the 1970’s, but wasn’t declassified until 1997.
The biggest difference between the three standards compared above is symmetric vs asymmetric. Symmetric encryption [19] is the simplest and requires both the sender and recipient of encrypted information to share the same key. This has the benefit of being a simple, quick and resource efficient [20] method of encryption.
With asymmetric encryption [19] there is no need for a shared key, encryption takes place with a public and private key pair. Information encrypted with a public key can only be decrypted using the private key from the same pair. This is more resource intensive but does not require a shared key to be communicated by both parties via an alternative secure method in advance [20].
In most uses today the encryption methods are combined [21] to utilise the best aspects of each. For example, RSA (asymmetric) may be used to set up a secure connection between two clients, and this connection may be used to share a private AES (symmetric) key, further data can then be shared over the faster and less resource intensive AES.
Another difference that can be seen in the above data is in the key size. In general, a higher key size indicates a stronger algorithm [22], this does however differ when comparing symmetric against asymmetric which need to be larger to ensure sufficient security. This is due to the mathematics used to determine the public and private key pair [23] which are selected from two random prime numbers and then operated on to provide the relevant keys. Due to their being a limited pool of prime numbers, this necessitates a larger key to provide an adequate number of variations to match that available with a much smaller symmetric key. 
According to research published by Symbiosis [24] none of the aforementioned encryption standards can be outright labelled as the best option, and usage of each will differ depending on what is required by the task at hand. Each has benefits and should be weighed up depending on priorities i.e. AES is a good selection for confidentiality and integrity, DES utilises the lowest network bandwidth.
[bookmark: _Toc26383194]Lab five
[bookmark: _Toc26383195]Part one: CAT 5e and CAT 6
Both Cat 5e (category 5 and Cat 6 are varieties of twisted pair cables used for computer networking. They have many similarities, including often utilising the same connectors (RJ45) and being available for both outdoor and indoor needs.
Multiple recognised standards define the characteristics of these cables, with key standards including [25]:
· ANSI\TIA\EIA-568-C
· EN50173
· ISO11801
However, whilst they have both been designed to be used for similar use cases, there are a number of key differences which mean one may be a better solution over the other for a particular application. Consideration should be given to the requirements of the scenario in question before using these to select the most appropriate cable standard. The table below demonstrates some of the differing characteristics:
	Characteristic
	Cat 5e
	Cat 6

	Standard bandwidth [26]
	100MHz
	250MHz

	Max. data rate [26]
	1000Mbps
	10Gbps

	Max. length [27]
	100m
	100m for 1000Mbps
55m for 1Gbps



As well as these data points, Cat 6 has superior interior and exterior shielding [27] which results in less interference between wire pairs when compared to Cat 5e.
Both are available in shielded and unshielded variants, and individual use cases will determine which is the better fit for an application. Considerations should be given to [28] cost, effect of interference, as well as physical issues i.e. unshielded cables are more pliable and thus can be used in tighter spaces requiring smaller radius bends and coils.
[bookmark: _GoBack]From this information the conclusion could be drawn that Cat 6 would always be the better choice, however this would not always be the case, a drawback with Cat 6 cable is that they will come at an increased cost. In order to determine which is the required solution for a particular scenario, the above should be taken into consideration to determine maximum requirements (including potential future requirements) and Cat 6 only used where there is a requirement for faster connections than those offered by Cat 5e, and other connected network components support the improvements offered by Cat 6 [29, p. 6] . Otherwise, the result is money spent on wasted bandwidth and data transfer speeds. For larger installations, both cable types may be used.
[bookmark: _Toc26383196]Part 2: Making a cable reflection
Which part of making cables did you find the most difficult?
Initially I trimmed the outer sheath back too far, which meant that when the wire was connected there was ‘cross-talk’ interference. This was fixed on a second attempt.
It was also quite difficult getting each wire into the pins of the RJ45, especially keeping them in the right order.
Why do you have to learn how to make a cable if you can easily buy pre-made cables?
For most home uses, this would be unnecessary, however for larger organisational setups there are a number of benefits to making your own cables such as a lower cost compared to buying pre-cut and assembled. Making your own cables also allows you to cut to the exact required length, resulting in less wasted cable, as well as less messy cabling around components which can both make it more difficult to trace a cable and unless properly secured could be a health & safety concern.
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