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Abstract
Handwritten signature has been widely used in education, business, justice and other fields since ancient times. Signature authentication is a security technology that uses handwritten signatures to verify the authenticity of identity. As a pattern recognition problem, the algorithm needs to extract patterns that depict the user's writing style to complete the authentication process. The amount of handwritten signature sample data is small, skilled forged signatures and real signatures are difficult to distinguish, and new users are constantly registering in the open world. These are the challenges and difficulties faced by offline signature authentication tasks in practical applications. Although scholars have made many research achievements in the past decades, there is still room for performance improvement of offline signature authentication systems. 
I propose a writer-dependent (WD) offline signature verification system, which extracts features from signature images through texture features and geometric features, and finally I use parameter optimized Support Vector Machine (SVM) for classification. This paper focuses on how to optimize the core parameters of SVM, that is, using the Improved Gray Wolf optimization method. The MCYT75 and CEDAR public datasets are used to validate the proposed system, and the experimental results show advantages in both accuracy (94.76% and 98.07%) and average error rate (5.24% and 1.93%) compared with other existing methods. In this thesis, all proposed methods attempt to tackle some issues of the offline signature verification research, and experiments were conducted to demonstrate their effectiveness.
The research in this paper shows that the offline signature verification algorithm based on Improved Gray Wolf optimization algorithm can effectively train the most suitable SVM parameters for each author to make the whole system reach the optimal state.
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[bookmark: _Toc123235588]INTRODUCTION
  In today's information age, key industries and enterprises such as finance, medical care, government, energy, retail and public utilities will be fully covered by big data, and people will increasingly rely on digital products. The high efficiency and quality of digital products make people fascinated, but in the process of use, we must bear in mind the hidden dangers behind its convenience. In this era of big data, how to protect the security of this information has also brought us great challenges, and we must pay attention to solving these potential information security problems. The identification of personnel involved in daily transactions is extremely important for our information security and property protection. Biometric identification technology is one of the common means of existing protection measures. It uses human physiological characteristics or behavioral characteristics to identify personal identity. Traditional identity authentication (including password, ID card, password, etc.) is easily forged and lost, which is difficult to meet the needs of society. Compared with traditional identity authentication, biometric identification technology is simple and fast. It can not only be used to identify identity, but also be easier to integrate computers with security, monitoring and management systems to achieve automatic management. In terms of security, reliability and accuracy, it is well guaranteed. Therefore, it has broad application prospects and economic benefits, and has great contributions to social security. At present, many biometric systems have been proposed to determine or verify personal identity. As one of the characteristics of human behavior, signature is widely used as a legal proof of identity in many documents of our daily life (such as bank checks, credit cards and wills). The construction of an efficient automatic system for processing such a large number of signatures not only takes into account the labor of authorized personnel to process such a large number of signatures through visual inspection every day, but also provides many potential benefits for the society, such as reducing fraud and other criminal acts. Through reviewing the literature on signature recognition and verification, we know that the handwritten signature recognition and verification system has begun to mature [1].
Identity authentication is the basis of many daily activities in the economy and society, such as judicial affairs, trading, etc. Traditional identity authentication methods, such as passwords, seals and certificates, are easy to crack, steal, lose and forge, which can no longer meet the needs of contemporary security. Therefore, biometric authentication technology, which uses biometrics for identity authentication, has gradually been widely used for its convenience and reliability [2].
The so-called biometric authentication technology is a technology that uses computable devices to automatically discriminate and analyze human physiological characteristics or behavioral characteristics to complete identity recognition or identification. Identity recognition should solve the ‘one to many’ problem of "who are you?" and be applied to the scene of identifying the object's individual identity, such as fingerprint punch system; However, identity authentication should solve the one-to-one problem of "Are you really you?" It should be applied to the scene of verifying the authenticity of personal identity, such as providing face and ID card comparison and pass through security check.
Biometrics are permanent and natural binding, so they have higher reliability and security [3]. The biometrics used in the biometric authentication system should have the following characteristics: (1) uniqueness, and the characteristics should have individual differences; (2) Stability, which will not change significantly with external conditions, can maintain a certain degree of invariance; (3) Universality: users generally have this feature; (4) Collectability. Features shall be easy to measure or collect for practical use [4]. The biological features applied can be roughly divided into physiological features and behavioral features. Among them, physiological features refer to the inborn physiological information of human beings, including face, iris, fingerprint and palm print; Behavioral characteristics are acquired gradually and have a fixed pattern of behavior habits, including gait, handwritten signature and voice. 
In the past decades, various algorithms have been studied to automatically handle various signature-based authentication applications, such as personnel identification verification, check fraud detection, bank transactions and crime detection. As one of biometric identification technologies, although signature is gradually formed by acquired behavior and has certain variability, it has formed a set-in human brain consciousness in the late stage. Therefore, to a certain extent, it is unique in a relative sense. Even if a person's writing is different at different times, the internal characteristics of the contract are also stable, which is easily imitated by ordinary people. Therefore, it is feasible to take the signature as the basis for identification. Therefore, the authenticity verification technology of signature is also more and more deeply discussed and improved by researchers. I am also interested in finding a verification method that is quite accurate and efficient.
While signature writing is an increasingly skilled behavior of individuals over time and through long-term practice, and it is the result of the cooperation and execution of human consciousness perception system and neuromuscular motor system in physiology. It is shown that most people have unique personal writing styles, which is a biological feature with great potential and practical application value. Handwritten signature has the following advantages: (1) It has a long history, and the use of signature as a personal logo has been used since ancient times; (2) It is widely used, and has been used in a variety of occasions, from the signing of test papers in educational scenarios to the signing of express bills and business documents; (3) The degree of privacy invasion of handwritten signature is relatively low. Compared with face, iris and other features, handwritten signature is not easy to cause users' resistance, and is easy to be accepted by the public.
In addition to various access control, security, authorization and other systems, the research on handwritten signature has also been applied in some other aspects. Due to the long history and natural damage, many historical materials are unknown, which makes it difficult to classify and archive them. In addition, some ancient calligraphy and painting often have a large number of fakes and imitations, which interfere with the identification of authentic works. The research on signature technology can help historians and archaeologists to verify the authenticity of historical documents, which is of great benefit to the information storage of documents, and can alleviate some difficulties in the protection and identification of cultural relics. In addition, automatic signature authentication technology can assist forensic experts in judicial verification. When it comes to the verification of the authenticity of handwritten documents, we need to use handwriting science, handwriting measurement and other content, which has high professional requirements for experts. The current work is through visual comparison of experts, which takes more time, and the verification results are easily affected by personal status. The development and construction of offline signature authentication system can reduce the human burden and improve efficiency [5].
Handwritten According to different collection methods, handwritten signatures can also be subdivided into Online Signatures and Offline Signatures. Online signature refers to the signature that is stored in the form of time series by collecting the track information of the writing process, such as dynamic information such as pressure, position coordinates, speed, etc., through special equipment such as a special handwriting pad [6]. Offline signature refers to the signature that is photographed or scanned after writing and stored in the form of image. Online signature collection gets more abundant information reflecting the writing process, while offline signature only retains the static information of the result, almost losing all the dynamic information of writing. Therefore, in general, the task based on offline signature is more difficult than that based on online signature [7]. Due to the relatively high popularization cost of special equipment for online signature, most signatures are directly signed on paper carriers in ink. Later, offline signatures can be collected through high-definition scanners, electronic photography equipment, etc. Online signatures are more used in special scenarios such as banks, so offline signatures are more widely used than online signatures [8]. 
According to different training strategies, signature verification methods can also be dichotomized into writer-independent (WI) and writer-dependent (WD) ones. As the name implies, the WI method needs to train a model for all signature writers to measure whether the signature is genuine or forgery, that is, to obtain a discriminative model which is applicable to all users to a certain extent as much as possible, and thus a huge number of training samples are essential [9,10]. In contrast, the WD method requires training models for different signature writers. Such methods rely on a small number of samples from each user for training [11–13]. Therefore, the advantage of the WD method is that when a user needs to perform signature verification, only a small number of samples are needed to achieve good results; while the disadvantage is that it requires a sample of signatures from the user to be determined instead of an arbitrary writer for training each time. 
Signatures can be divided into Genuine Signatures and Forgeries, among which forged signatures can be divided into Random Forgeries, Simple Forgeries and Skilled Forgeries. The real signature is a signature written by the user himself, with a strong personal style, and is the goal of forging a signature to imitate. Random forgery of signature refers to that the forger neither knows the user's name nor collects the user's signature without knowing the user's information in advance, so he uses his own signature to pretend; Simple random signature means that the forger knows the user's name but cannot observe the user's signature, and simply writes the user's name as the user himself; Skillful forgery of signature is a signature carefully imitated by the forger after repeated observation and deliberate practice of the user's signature under the condition of obtaining and mastering the user's signature information. Generally, the random forged signature is completely different from the user's real signature, which makes it difficult to cheat the authentication system; The simple forged signature is similar to the user's real signature in shape to a certain extent, but it does not show the writer's signature style, which is generally easy to distinguish; However, the skilled forged signature is highly similar to the real signature, and there are only slight differences in some stroke details, which is difficult to distinguish, bringing great challenges to the signature verification task [15]. There are multiple users in the offline signature dataset. Generally, only the real signature of each user and his/her skilled forgery signature can be used to generate a random forgery signature. 
The offline signature database is usually collected by demarcating the area on A4 paper for volunteers to write in the specified area. The signature beyond the specified area will be discarded, and each person will also be assigned a corresponding counterfeiter to imitate his or her signature. After writing, a scanner is generally used to informationize the signature on the paper. A scanner with high dpi (dots per inch) can obtain a high-resolution signature image, and more stroke details can be retained, which is very important for signature authentication tasks. In the past, many researches have conducted experiments on private datasets, which is difficult to explain whether the performance difference is due to the difficulty of datasets or the advantages and disadvantages of algorithms. The release of some public datasets enables the performance of different authentication algorithms to be compared on a unified benchmark.
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Figure 1. Signature samples in Latin, Indian and Chinese.
At present, the research on OSV is mainly reflected in similarity evaluation, feature extraction, and distance measurement. For example, in feature extraction, there are Bag-of-Visual Words (BoVW) combined with a Vector of Locally Aggregated Descriptors (VLAD) [14], run-length distribution features [16], Artificial Immune Recognition System (AIRS) [17]. After the feature extraction process is over, there are many studies that train appropriate classifiers and use them to distinguish between genuine and forgery signatures of different writers [20]. The mainstream classifiers are neural networks [18,19]. SVM [21,22], Hidden Markov Model (HMM) [22] etc. 
The work and main contributions of this paper include:
(1) In the feature extraction phase, I used the improved LBP method. Compared with the original LBP, the improved LBP can reduce the dimension of feature vectors while ensuring the validity of the extracted features. The reason why I made this improvement is that the lower the dimension of the feature vector, the shorter the time required for the whole system to run, and the more efficient the verification process.
(2) Although I used two texture feature extraction methods (GLCM and ILBP), these features are still insufficient. Because the texture features are more partial to the local features of the signature image, I added a 4-dimensional geometric feature.
(3) I use the improved gray wolf optimization method to optimize the core parameters of SVM. In this paper, based on the original gray wolf optimization, the nonlinear decreasing of control parameters and the position updating strategy of random weights are used to improve.
Rest of the article is arranged as follows: I describe the related work in Section 2. Section 3 gives the details of my proposed method. Section 4 belongs to Design and Implementation. Experiments for validation are presented in Section 5, and Section 6 offers concluding remarks. Section 7 contains my reflection after finishing my paper.
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For offline signature verification, scholars have done a lot of work. Foreign researchers have studied it for more than 30 years, and have also made some achievements. However, most of them tend to study online signature verification. There are still some flaws for offline signature, not only because offline signature samples are relatively few, but also because there is no more practical offline signature handwriting verification system. The research on offline signature verification methods by domestic and foreign researchers is mainly embodied in three aspects: dataset, offline signature features and classifier.
[bookmark: _Toc123235590]Offline signature databases
Common offline signature data sets include GPDS, MCYT, CEDAR, BHSig, UTSig and ICDAR 2011. 
GPDS (Grupo de Procesado Digital de Senales) is a Spanish academic institution, which has published many signature related works and some data sets, such as GPDS-150, GPDS-300, GPDS-600, GPDS-960, GPDS-Synthetic，GPDS-Synthetic-Online-Offline, etc. GPDS-Synthetic is a composite dataset with 4000 users, each of which has 24 real signatures and 30 forged signatures. There are obvious differences in stroke thickness and color depth between signatures. GPDS-Synthetic-Online-Offline is a composite dataset with both online and offline signatures. It has 10000 users, 24 real signatures and 30 forged signatures for each user. It is the largest public dataset at present. GPDS-960 is a real data set with 960 users, which is the largest public real data set at present. However, due to privacy protection, the data set can no longer be applied for.
MCYT（Ministerio de Cienciay Tecnologı´a, Spanish Ministry of Science and Technology) is a dual-mode dataset, which is jointly collected and created by four Spanish academic institutions, including fingerprint dataset and signature dataset. The slider is a common component in Western signatures. It is usually composed of some continuous curves and line segments, which together form a signature as the embellishment of names, or represent a signature separately. The signatures of MCYT-75 signature dataset can be roughly divided into four categories: simple slider, complex slider, signatures with simple slider, and signatures with complex slider. There are 75 users in the data set, each user has 15 real signatures and 15 forged signatures (3 specific forgers from each user), totaling 2250 pictures.
The CEDAR (The Center of Excellence for Document Analysis and Recognition) signature dataset was created by the State University of New York, Buffalo. It has 55 users, each of whom has 24 real signature images and 24 skilled forged signatures. BHSig is a Hindi signature completed by 260 signers, each signer has 24 real signatures and 30 skilled forged signatures. UTSig is a Polish signature completed by 115 signers. Each signer has 27 real signatures and 45 skilled forged signatures. ICDAR 2011 is a Chinese and Dutch signature completed by 10 signers, which includes both offline and online signatures. The offline signature consists of PNG images, which are scanned by 400dpi. The online signature sampling frequency is 200Hz, and the accuracy is 0.25mm. Each signer has 24 real signatures and 34 skilled forged signatures [23].
[bookmark: _Toc123235591]Research status of feature extraction
Common offline signature features include texture features and geometric features. Batool et al. [20] extracted 22 GLCMs and 8 geometric features of offline signatures, and proposed the High Priority Index Feature for feature combination. They made the feature vectors equal in length through variance filling, and then selected the larger feature vectors at the corresponding locations to complete the fusion. They used Skewness Kurtosis Controlled PCA (SKcPCA) to calculate the skewness kurtosis value of the combined feature vectors and compare it with the mean value, Take the larger value as the final eigenvector. The FAR of this method on MCYT, GPDS and CEDAR datasets is 2.66%, 9.17% and 3.34% respectively.
Bhunia et al. [25] extracted discrete wavelet and Local Quantized Patterns (LQP) features of offline signatures. They verified the two features with two One Class Support Vector Machines (OC-SVM) to obtain decision scores, and proposed a mean based score fusion method. The AER of MCYT, GPDS, BHSig and CEDAR datasets were 8.50%, 8.03%, 20.11% and 5.50% respectively.
Ghanim et al. [26] extracted the HOG and geometric features of offline signatures. Use Bagging Tree, Random Forest and Support Vector Machine (SVM) to verify and compare the performance respectively. The experimental results show that HOG and SVM have the best effect, with an accuracy rate of 94%.
Hadjadj et al. [27] extracted local terminal patterns and oriented basic image features of offline signatures. They verified the two features with two SVM to obtain decision scores, and proposed a score fusion method based on the maximum value, obtaining 75.98% accuracy on ICDAR 2011 dataset. The main problem of this method is the lack of texture features, and the combination of classifiers is not considered.
Okawa et al. [13] extracted foreground and background features of offline signature images. They use two SVM to verify the two features to obtain decision scores, and propose a mean-based score fusion method, which effectively improves the performance of the verification method after fusion. This method obtains an Equal Error Rate (EER) of 5.1% on the MCYT dataset.
Alaei et al. [28] extracted the Local Binary Pattern (LBP) features of offline signatures, created interval symbolic data for each feature, and obtained a model consisting of a series of interval values. They propose a verification method based on fuzzy distance similarity, and get the result by calculating the similarity between the signature to be tested and the model. AER of 11.74% and 23.15% were obtained on GPDS and BHSig datasets. The main problem of this method is its low accuracy in small sample training.
Shariatmadari et al. [29] extracted wavelet subband features of offline signatures. They used two nonlinear dynamics tools to quantify the waveform to obtain eigenvectors, and proposed One Class Gaussian Process for verification. The AER of CEDAR, MCYT and UTSig datasets were 5.03%, 7.55% and 14.34% respectively. The main problem of this method is that the feature vectors obtained are not significant and lack of feature processing.
Gyimah et al. [30] extracted GLCM and image region features of offline signature. They use Sequential Minimal Optimization and Least Square Optimization to ensure the stability of the SVM kernel function. The experimental results show that the combination of Radial Basis Function and SMO achieves the best verification effect. The FAR and FRR obtained by this method on GPDS dataset are 2.50% and 0.14% respectively.
Sharif et al. [20] extract the local and global features of offline signatures. Global features include aspect ratio, length, width, etc. Local features include centroid, angle, distance, etc. They use genetic algorithms to find the optimal features and then get the verification results through SVM. The AERs of CEDAR, MCYT and GPDS data sets obtained by this method are 4.17%, 5.00% and 5.42% respectively.
Zois et al. [32] used grid template to effectively encode the geometric structure of the signature, and proposed a grid based offline signature verification template matching method. At the same time, a 5 * 5 binary pixel window is used to divide signature features. This method characterizes the quality of the real signature in terms of complexity and stability. The experimental results show that the complexity and stability have a strong correlation with the signature verification results.
Pal et al. [33] extracted the LBP and Uniform Local Binary Patterns features of offline signatures. They used Nearest Neighbour classifier to get the verification results. The experimental results show that the accuracy of LBP and ULBP on BHSig dataset is 67.28% and 67.28% respectively, and the accuracy of LBP and ULBP on GPDS dataset is 66.94% and 65.69% respectively.
Okawa [14] extracts the strokes and background features of offline signatures. He uses Bag of Visual Words and Vector of Locally Aggregated Descriptors to transform features into a single vector. The EER of this method on MCYT dataset is 6.4%.
Yilmaz et al. [35] extracted the HOG, LBP and Scale Invariant Feature Transform features of offline signatures. They studied the signer independent classifier and signer dependent classifier, trained the signer dependent classifier for each signer, to improve the ability to distinguish the variability within the classification. At the same time, they trained the signer independent classifier with all signer signatures, to improve the ability to distinguish the variability between classifications. Then, they proposed a mean-based score fusion method to obtain the final verification results. The EER of this method on GPDS dataset is 6.97%. The main problem of this method is that the robustness of the system is weak, and it does not solve the problem of small sample training.
Serdouk et al. [17] extracted the characteristics of Gradient Local Binary Patterns and Longest Run Feature of offline signatures. They proposed the Artificial Immune Recognition System to automatically detect forged signatures. The AER obtained by this method on CEDAR and GPDS datasets are 3.54% and 12.52% respectively. The main problem of this method is that there are many parameter adjustments, and the K-Nearest Neighbor classifier in the system is not the optimal classifier.
Bouamra et al. [16] extracted the run length feature of offline signature. They use OC-SVM to verify that forged signatures cannot be obtained. The AER obtained by this method on GPDS dataset reaches 33.94%. The main problem of this method is that the feature vector is not optimized to determine the most suitable feature subset.
[bookmark: _Toc123235592]Classifiers
The common offline signature classifiers are neural network and SVM. Hafemann et al. [38] compared the verification effects of the two methods, namely, Convolutional Neutral Networks (CNN) and Completed Local Binary Patterns, on the CEDAR, MCYT and GPDS datasets. The experimental results show that, with little prior knowledge, the attacks of real signatures being rejected are easy to occur, while the attacks of forged signatures being accepted need to be generated in a high noise environment.
Soleimani et al. [9] proposed the Deep Multitask Metric Learning model to solve the offline signature verification problem. Under UTSig, MCYT and GPDS data sets, the training model of similarity and difference between real signature and forged signature is used to compare with SVM verification system based on HOG and Discrete Radon Transform. The EERs obtained by this method on UTSig, MCYT and GPDS datasets are 17.45%, 9.86% and 12.80% respectively. The main problem of this method is that it does not consider feature combination and classifier fusion to improve the verification effect.
Calik et al. [19] proposed the CNN based Large Scale Signatuer Network to solve the offline signature verification problem. Because the network has the function of batch processing large-scale data, they proposed a class center-based classifier algorithm based on NN. Since deep learning cannot solve the problem of small sample training, they proposed to randomly divide the training set and test set into five subsets, which has certain guiding significance for solving the problem of small sample training. The accuracy of this method on GPDS dataset is 96.91%. The main problem of this method is to over study the working principle of CNN and fail to solve the problem of small sample training.
Masoudnia et al. [18] combined different loss functions to obtain dynamic multiple loss functions according to the requirements of offline signature verification for generalization, and proposed an integrated framework based on CNN. The framework is composed of multiple sub experiments. In each experiment, the main loss function is selected from multiple loss functions, and others are used as regularizers. The EERs obtained by this method on GPDS, MCYT and UTSig datasets are 6.13%, 2.93% and 6.17% respectively.
Although the research on signature authentication has achieved fruitful results in the past decades, there are still some unsolved problems in the field of offline signature authentication, which need to be overcome in future research.
The publication of public data sets introduced above has promoted the continuous development of the signature authentication field, but most data sets still have shortcomings in terms of volume and diversity. The following problems exist in data:
(1) The amount of signature sample data is limited: the number of signature samples of each user in the existing data set is relatively small, and enough sample number can alleviate the occurrence of over fitting and under fitting problems during model training. At present, the performance of deep learning models has surpassed that of traditional machine learning models. However, deep models need to be driven by a large number of data, and the expansion of data size may further improve the performance of algorithms. Most of the existing solutions increase the amount of data through signature synthesis.
(2) Impact of signature image quality: Most of the existing signature authentication algorithms are based on high-resolution, clear offline signatures obtained through scanners. With the popularity of mobile electronic devices, it is easier to collect more low-quality images in the future. At present, there is a lack of research to show the impact of image resolution on signature authentication.
In addition to the data set, reasonable evaluation methods and performance indicators are also important for the sound development of the signature authentication field. The performance of the authentication algorithm should be comprehensively and fairly measured from more dimensions. There are still the following improvements:
(1) Fixed and unified experimental protocols and evaluation standards: The release of the online signature data set Deep Sign DB integrates the previous public data sets and adds the newly collected data, considers different acquisition equipment, writing tools, acquisition stages and other factors, sets up a perfect experimental protocol and tests the performance of industry best practices on the data set for comparison. Offline signature data sets can be either pure synthetic or real collection, using instruments with different scanning accuracy, and have different data collection protocols. This paper looks forward to similar work in the field of offline signature in the future to integrate data sets and determine unified verification protocols and evaluation standards.
(2) Requirements for larger data sets: The largest data set at present is the GPDS Synchronous Online Offline, which has 10000 users, but is a composite data set. Larger real data sets can more objectively evaluate the performance of the algorithm.
(3) Migration across datasets: Most authentication algorithms are designed for specific datasets, but they are not tested on other datasets. Different datasets follow different data collection protocols, and the number of signatures of each user is different. The distribution of datasets will be different. Therefore, the performance of authentication algorithms across datasets should be tested.
(4) Compatibility of multilingual data sets: There may be many popular languages in some regions, and users from all over the world may also be available in the business of multinational companies. Therefore, there is a problem with multilingual data sets in practice. At present, the performance of the authentication system on multilingual data sets is not satisfactory.
The technical route of signature authentication is also worth improving. The emerging new technologies have brought new impetus to the development of signature authentication. The following may be the focus of future research:
(1) Better learning paradigm: The signature authentication system faces the problem of the open world, and new users will register continuously. The number of users that can be used for training is always limited. However, the users that will be encountered during testing are not limited to training users. The number of possible users is unlimited, which requires that the authentication algorithm can deal with new users.
(2) Online learning of signature authentication system: The existing feature extractors automatically learned from data are usually directly deployed after being trained on a fixed data set. In fact, new users' signatures are constantly registered in the system, but these signatures cannot be used for training the feature extractors for the time being. Therefore, online learning may make more full use of the data.
(3) Threat of counterattack samples to signature authentication system: generating counterattack samples can make neural network misjudge. Similarly, the existence of counterattack samples has become a security hidden danger of signature authentication system.
(4) The control of the intra class variance and inter class variance of the writer: the same person cannot get the same signature for many times because of the change of writing mood and external conditions. This is the intra class variance of the writer. The difference of forged signatures is the inter class variance of writers. These two kinds of variance information need to be used in the synthesis signature, and the influence of variance needs to be weakened in the signature authentication.
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Offline signature authentication algorithm is generally divided into three steps: preprocessing, feature extraction and classifier comparison. An authentication system is divided into the registration stage and the testing stage. The registration stage is to store the user's signature in the template library after preprocessing, feature extraction and other operations. The testing stage is to first obtain the feature vector of the signature to be authenticated after preprocessing and feature extraction operations, and extract the so-called user stored feature vector from the template library, and finally obtain the similarity score after the classifier comparison, then judge whether it is true or false. The signature has such variables as stroke thickness, size, and inclination angle. The preprocessing steps usually include some operations such as improving image quality and removing irrelevant variables. The preprocessing is the first step of the whole signature authentication system process and has a direct impact on the subsequent steps. Common preprocessing mainly includes:
(1) Signature extraction: In scenarios such as express forms and bank checks, you need to first separate the signature from the original complex background. This step is often the default in signature authentication research. When building a signature database, the writer is usually required to write on clean paper and then collect it. Therefore, most signature authentication tasks are based on the clean signatures that have been cut and extracted.
(2) Denoising: Background noise will inevitably be introduced in the process of signature imaging or scanning transmission. The common strategy is to use noise removal filters such as median filter and Gaussian filter. In addition, morphological operations such as dilation and erosion, opening and closing operations are also applied to signatures to fill small holes in strokes, or to glue connected areas.
(3) Binarization: Binarization is to convert the signature grayscale image into a binary image, which can completely distinguish the handwriting from the background. It is a very beneficial operation. Binary methods include OTSU method using global threshold, iterative threshold reduction, linear discriminant analysis based, histogram based, etc.
(4) Size normalization: Different normalization methods will be used for signature images according to the nature of the features used. The simplest strategy is to cut according to the minimum bounding rectangle of the signature, and then center the signature on a blank canvas with fixed length and width, maintain the scaling of the original length and width of the signature, and align the moment normalization method of the signature gravity center.
(5) Segmentation: The original signature image is first segmented to facilitate the extraction of subsequent local features, such as segmentation according to fixed grid size, partition according to connected domain, and consistent partition according to the number of pixels.
(6) Thinning: Generally, the signature strokes are different in thickness. The thinning operation can adjust the signature stroke thickness to one pixel width to get the signature skeleton.
(7) Color inversion: Each pixel position uses 255 to subtract the original gray value as the new gray value, so that the depth of the handwriting is opposite to the original, and you can pay attention to the signature details. Wei et al. constructed more sample pairs by using color inversion.
(8) Alignment: In online signature tasks, signature alignment is a common operation, while offline signature is relatively seldom used. Yilmaz et al. [32] used affine transformation, and Kalera et al. [34] used the first and second moments of the signature image for skew correction.
(9) Signature representation: In addition to gray-scale and binary images as the object of feature extraction, other signature representations can also be used, such as signature skeleton, contour, ink distribution, high-pressure area, etc.
Feature extraction is the most critical part of the signature authentication system. The feature extraction operation obtains one or a series of feature vectors from the image after the preprocessing operation. Different feature extraction methods affect the training of subsequent classifiers and are crucial to the final authentication performance. Feature extraction can be divided into manual design and automatic learning from data. The features of manual design often need to master certain fields and professional knowledge to design specifically, while the features of automatic learning from data are generally obtained through model training.
In addition, features can also be classified into global features or local features from the perspective of feature extraction region. Global features depict signatures from the whole image, and extract features directly from the whole image. Local features depict local features from the image, which involves connected domain segmentation or mesh generation and other local operations, and then extract features from each local.
In the early years, many research efforts were devoted to designing feature descriptors that could be better applied to offline signature related tasks. These types are collectively referred to as manual design features, which are roughly as follows:
(1) Geometric features: use some geometric features of the signature glyph, such as the length, width, aspect ratio, area, etc. of the signature to directly describe the signature. More complex is the number of signature endpoints and closed loops. In addition, there is a method to divide the signature into multiple grids, and the corresponding features such as pixel density are counted in each sub grid.
(2) Characteristics of handwriting: forensic experts analyze signatures, handwriting, etc. by using handwriting, handwriting measurement and other knowledge to complete the identification task.
(3) Directional feature: describes the signature by the direction of the signature stroke.
(4) Mathematical transformation: through some mathematical transformation on the signature image, the corresponding parameters are used as signature features.
(5) Texture feature: the texture is formed by the repeated occurrence of the gray level distribution in the spatial position, and the texture feature makes use of the spatial correlation characteristics of this gray level. Variants of the texture descriptor Local Binary Pattern (LBP) have been used in many literatures and are one of the best features of manual design. Another important texture descriptor is the Gray Level Co-occurrence Matrix (GLCM), which is obtained by counting the distribution of gray levels on the image with respect to pixel distance.
(6) Key point matching: Key point feature descriptors such as SIFT feature and SURF feature have been applied in many computer vision tasks.
In this section, the efficient OSV method based on GLCM and ILBP using parameter optimized SVM is introduced. The system framework is shown in Figure 2.
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Figure 2. The overall framework of the proposed OSV system.
[bookmark: _Toc123235594]Signature image preprocessing
After signature acquisition, preprocessing of signature image is usually necessary. One reason is to remove the noise on the image, or reduce the difference caused by different writing conditions. The other is to make some transformations on the original image to prepare for feature extraction. The preprocessing includes graying, binarization, background removal, smooth filtering and contour extraction.: 
(1) Image grayscale: According to the color space of YUV ("Y" represents Luminance; while "U" and "V" represent Chrominance), the physical meaning of the Y component is the brightness of the point, and the value reflects the brightness level. According to the changing relationship between the RGB and YUV color spaces, the correspondence between the luminance Y and RGB can be established: Y = 0.3R + 0.59G + 0.11B. 
(2) Oblique correction: Since many signature image samples are rotated, this paper used the method proposed by Kalera et al. [34] for skew correction.
(3) Image binarization: The maximum between-class variance method (OTSU) is used to deal with binarization problems. In order to classify the pixels of the image into two categories, the threshold T needs to be found, where the points whose pixel value is less than or equal to T belongs to the background area, and the points whose pixel value is greater than T belongs to the foreground area. T that can maximize the following formula  can be considered as the most suitable:

The ratio of all pixels in the background area to the total number of pixels in the image is , and the average pixel value is ; the ratio of all pixels in the foreground area to the total number of pixels in the image is , and the average pixel value is . This approach removed the background influence of the signature image. 
(4) Normalization: The normalization method mentioned by L. Liu et al. [33] is used to normalize the mean and variance of the foreground pixel values. 
[bookmark: _Toc123235595]Feature extraction
Feature extraction is a very important link in the entire OSV process, and effective features sometimes affect the results more than sophisticated instruments. Texture feature is also an important detail feature for offline signature. Statistical texture analysis needs to calculate the texture feature according to the statistical distribution of the intensity combination observed in the image relative to each other at the specified position. To better extract offline signature texture features, I propose to use texture features (GLCM+ILBP) combined with geometric features to extract features from offline signature images, which can not only enhance anti-interference and anti-rotation, but also reduce the dimension of feature data. The addition of geometric features will make up for the shortcomings that texture features may not be comprehensive enough. In addition, ILBP only forms feature vectors with smaller dimensions while ensuring feature validity. The combination of ILBP and GLCM can complement each other under the same premise of extracting texture features.
Texture is the regular arrangement feature of pixels on the surface of all objects in nature. Numerous texture primitives are regularly distributed on the surface of objects according to their internal structure or natural laws, as shown in Figure 3. From the point of view of touch, the texture is mostly large particles and has a certain roughness. But from the scientific point of view, even smooth marble and clouds flowing in the air have certain texture characteristics on their surfaces, which are only invisible due to the limitations of human visual range. At present, researchers have done a lot of research on texture, and found that it has strong stability, strong robustness to external light and noise, and does not change with the movement and rotation of the original image. The disadvantage is that the texture feature is a surface pixel arrangement feature. As the feature information used to uniquely identify the image, it is not convincing enough to quickly and efficiently identify the category of the image, which affects the accuracy of image recognition. Therefore, based on this deficiency, researchers often integrate multiple image features to give full play to their respective advantages, making the extracted features more representative, and conducive to the gradual development of later work.
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Figure 3. Rough Texture of Tree
[bookmark: _Toc123235596]LBP features
LBP operator is another magic weapon to extract texture information, which is widely used in many related fields of machine vision. Its core idea is to first count the neighborhood information of each local pixel, and then aggregate the gray level information of all pixels to obtain the texture information of the whole image. The advantage of LBP operator in extracting texture features lies in its strong stability. For most cases, LBP operator is not affected by external light and noise, has strong rotation invariance, and is easy to calculate. It has played a good role in many application fields of machine vision. In recent years, researchers have devoted themselves to improving the image recognition rate and put forward many improvement schemes of different strategies, such as improvement based on coding direction, improvement based on threshold direction, etc.
In 1994, T. Ojala, M. Pietikäinen and D. Harwood of Olu University in Finland first proposed the concept of Local Binary Pattern (LBP), which was applied to the extraction of image texture features. The core idea is to calculate the gray value of the local area of the image point by point, and separately count the number of different LBP values, so as to describe the texture characteristics of the image in the area. The calculation is simple, the complexity is low, and it has strong gray invariance. It is widely used in image retrieval, face recognition attendance systems, and military fields, and is highly praised by researchers.
[bookmark: _Toc123235597]Rotation invariant LBP
In the original LBP operator, the starting position is fixed. If the starting position is not specified, the LBP operator at the same center pixel will get different encoding information. In view of this situation, Dr. Maenpaa made some changes to the LBP operator and proposed a rotation invariant LBP operator. For the LBP operator in 8 directions, different directions are selected as the starting point respectively. For the same center pixel, different symbol information values can be obtained. The smallest of the 8 values obtained is selected as the symbol information of the center pixel. In this way, although the starting position is unknown, the LBP mode in 8 directions is the same for the same center pixel. For image pixels, it is to rotate the neighborhood set of the center pixel several times in the clockwise direction, and then compare the size of the obtained value to take the minimum value. The minimum value in Figure 4 is 15, so the binary encoding mode of the LBP operator of the rotation invariant mode in the final 8 directions is 00001111.
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Figure 4. Rotation invariant LBP demonstration diagram.
[bookmark: _Toc123235598]Uniform patterns LBP
For an LBP operator with a radius of R and a sampling point of i, the pixel has a  mode. With the increase of sampling points, the type of mode increases exponentially, resulting in an increase in the amount of computation and an excessive memory footprint. The operation speed is reduced. It is not conducive to the extraction of texture information features. To solve the problem of too large dimension, Ojala made corresponding changes to the LBP operator, and called the changed LBP operator LBP Uniform Pattern. This algorithm is mainly used to make statistics of the jumps from 0 to 1 and from 1 to 0 in the obtained binary code. If the number of jumps in a binary code is less than or equal to 2, it is defined as an equivalent mode, and those greater than 2 are called mixed modes. For example, the number of jumps from 0 to 1 and from 1 to 0 in the binary code 00000000 and 11111111 is 0; In 00000001, there is 1 jump from 0 to 1, and in 10000000, there is 1 jump from 1 to 0; In 00011110, there are first 0 to 1, then 1 to 0, and a total of 2 jumps. The LBP operator with no more than 2 such jumps is called the LBP equivalent mode. Among the 256 codes sampled by 8 neighborhood points, there are 58 such modes. Through scientific induction, such patterns can account for 90% of the binary symbol information obtained by calculation. For example, in the binary codes of 1001011 and 01001011, the former has four jumps, while the latter has five. If the number of jumps is greater than two, a mixed mode is defined. In addition to the 58 classes of equivalent patterns, the values of mixed patterns are collectively referred to as lower class 59. After improvement, the types of binary modes with neighborhood point 8 are reduced from 256 to 58. Moreover, using the LBP operator after the change to extract the texture features will not lose any information. After the change, the dimension is greatly reduced, so the noise interference can be reduced.
[bookmark: _Toc123235599]ILBP
Combine the two modes above to get rotation and uniform invariant LBP. It further reduces the types of dimensions in feature coding. After combination, the types of patterns are reduced to i+1. The number of pattern types is calculated as follows:

 represents the sum of jumping times from 0 to 1 or from 1 to 0, and  represents the equivalent mode with constant rotation.
ILBP is obtained by combining the rotation invariant mode of LBP with the equivalent mode. For 8 sampling points in the 3x3 domain, the binary mode is reduced from 256 to 9. This can greatly reduce the storage space occupied by feature data and effectively improve the system's computing speed.
[bookmark: _Toc123235600]GLCM features
Gray level Co-occurrence Matrix (GLCM) indicates that the spatial distribution of pixels in an image contains texture information. It is defined as the probability that the gray value of a point at a fixed position d(x, y) is j, starting from a pixel point with a gray value of i. It reflects the distribution characteristics of brightness and is a second-order statistical feature of image brightness changes. It can effectively extract a group of basic texture features of the image. Because the texture features are formed by the repeated occurrence of gray levels in the spatial position, there will be a certain gray level relationship between two pixels at a certain distance in the spatial distribution of the image, that is, the spatial correlation characteristics of gray levels. Gray level Co-occurrence Matrix is a common method to extract texture features by studying the spatial correlation of gray levels.
[image: ]
Figure 5. Gray level Co-occurrence Matrix diagram.
As shown in Figure 5, the GLCM representation is the possible combination of all pixels. For example, GLCM (1,1) is a combination of pixels 1 and 1 in I, and GLCM (2,3) is a combination of pixels 2 and 3 in I. Similarly, the GLCM (i, j) value is the number of adjacent pairs of points in I where the pixel is i and the pixel is j. The adjacency rule is: if f (x, y) and f (x+a, y+b) are adjacent, then only x is separated by a unit, and y is separated by b units, can they be adjacent. If point B is to the right of point A, that is, when a=1 and b=0, that is, f (x, y) and f (x+1, y+0) are adjacent. Therefore, when a=1 and b=0, it is horizontally adjacent, which is 0 degrees; When a=1 and b=1, they are diagonally adjacent, which is 45 degrees; When a=-1 and b=1, it is 135 degrees. It can also be expressed by (i, j) (i, j=1, 2, ... K), where K is the gray level of the image. i, j is the pixel gray level of two points, and d is the distance and direction between two points. For example, d (0,1) is the two points with a distance of 1 in the horizontal direction, and d (0,1) is the two points with a distance of 1 in the vertical direction. After the d value is determined, the corresponding gray level co-occurrence matrix can be generated. It is not difficult to see from the distribution of GLCM that if the diagonal area has a large value, the image is composed of pixel blocks with similar gray values. If the area deviating from the diagonal has a large value, it indicates that the image has a large local change.
 In the equation listed below,  represents the frequency of occurrence of two pixels whose gray levels are i and j respectively:
(1) Contrast (Con): It reflects the clarity of the image and the depth of the texture. The larger its value is, the deeper the texture is and the clearer the image is:

(2) Energy (: It reflects the thickness of the image texture and the uniformity of gray distribution. The larger its value is, the more stable the current texture is:

(3) Entropy (Ent): It reflects the complexity of the image. The larger its value is, the more complex the image is:

(4) Correlation (Corr): It reflects the correlation of the local gray level of the image. The larger its value is, the greater the correlation is:

In Eq. (6),  represents the mean, and  represents the standard deviation.
[bookmark: _Toc123235601]Geometric features
To avoid the redundancy of the final feature vector, I do not select too many geometric features. A total of four geometric features are selected, the specific mathematical expressions are as follows:




    Among them,  describes the distance between  and . w represents the horizontal width of the box,  and  represent the distance points of the ellipse with the same second order central moment as the signature, and h represents the vertical height of the box. Boundary represents the size of the smallest bounding box containing the signature area.
[bookmark: _Toc123235602]Improved Gray Wolf Optimization Algorithm
3.2 [bookmark: _Toc123148968][bookmark: _Toc123149295][bookmark: _Toc123235603]
[bookmark: _Toc123235604]Gray Wolf Optimization Algorithm 
The gray wolf is a kind of canine animal, and a kind of high-level predator. Most of its life style is mainly social. The gray wolf population is divided into four social levels, and the gray wolves are named as gray wolves , gray wolves , gray wolves  and gray wolves  according to the order from high to low (the hierarchical pyramid distribution is shown in Figure 6). In addition, the gray wolf population also has a strict hierarchical management system. The gray wolf  is the first level gray wolf, which mainly decides the activities of the whole gray wolf population, and other gray wolves must obey its orders; Gray wolf  is the second level gray wolf that plays the role of coordination and feedback, mainly assisting gray wolf  to make decisions and transmit the implementation of activities to gray wolf , and all individuals except gray wolf  can be dominated by it; Gray wolves  are the third level gray wolves, mainly engaged in reconnaissance, sentry, hunting, nursing and other activities, obeying the orders of gray wolves , , and directing lower level gray wolves to carry out activities; Gray Wolf  is the fourth level gray wolf, which is mainly responsible for taking care of the young wolves and balancing the internal relations of the population, and obeys the orders of Gray Wolf , Gray Wolf  and Gray Wolf .
[image: ]
Figure 6. Gray Wolf Population Level Pyramid.
Gray wolf population can hunt more efficiently because of its strict social hierarchy mechanism. When hunting in groups, first, the gray wolf population is organized to search, track and approach the prey; Then, after determining the specific location of the prey, the gray wolf population will pursue, surround and harass the prey from all directions, and constantly change its position with the location of the prey, while gradually narrowing the enclosure until the prey stops moving; Finally, they attack the prey.
[bookmark: _Toc123235605]Iterative principle of gray wolf optimization algorithm
Population initialization stage: Initial position of gray wolf population  is randomly generated in the search space according to the following formula:

j=1,2…, d represents the dimension of gray wolf position vector,  represent the upper and lower bounds of the search space, respectively. rand is a random number between [0,1].
Social hierarchy stage: The function f is defined as the fitness value function of the algorithm, and the size of the fitness value obtained reflects the distance between the location of the gray wolf and the location of the prey. To simulate the social hierarchy of gray wolves, the fitness value () corresponding to the position  of each gray wolf in the population is calculated here in turn. According to the order of fitness values from small to large, the positions of gray wolves corresponding to the first three minimum fitness values are recorded as , ,  respectively, and are successively called gray wolves , gray wolves , gray wolves , and the other gray wolves are all called gray wolves .
Surrounding prey stage: In the process of hunting, when the location of prey is determined, the behavior of gray wolf population to round up prey will be carried out according to the following formula:


t is the current iteration number of the algorithm, ‘’ is the dot product of the vector, ‘| |’ is the absolute value of each component of the vector,  is the current location of the gray wolf,  is the current location of the prey,  is the distance between the gray wolf individual and the prey,  is the updated location of the gray wolf,  and  are coefficient vectors, and the calculation formula is as follows:



a is the convergence factor linearly decreasing from 2 to 0 with the number of iterations t, Max_iter is the maximum number of iterations,  and  are random vectors of each component between [0,1].
Group hunting stage: In nature, the location of prey can be identified and surrounded by gray wolf groups. In the process of hunting, the gray wolf  usually identifies the position of the prey, and then leads the gray wolf  and gray wolf  to guide the whole gray wolf population to surround the prey. To simulate the hunting behavior of gray wolves with a mathematical model, it is assumed that gray wolves , gray wolves , and gray wolves  can better understand the possible positions of prey. We retain the positions of gray wolves of the first three grades obtained in the last iteration. In the next iteration, the gray wolf population will judge the position of prey based on their positions, and update their own positions to gradually approach the prey. Gray wolf individuals update their positions according to the following formula:




, ,  represent the current distance between the gray wolf  , the gray wolf and the gray wolf  respectively. ,   represent the positions of the gray wolf , gray wolf  and gray wolf respectively.  , are the positions corresponding to the perturbations of the gray wolf , gray wolf and gray wolf respectively.
Attacking prey stage: When the prey no longer moves, the gray wolf group will attack the prey until the hunting behavior is completed. To simulate the whole process of gray wolf approaching prey, set each component value of  to decrease linearly from 2 to 0. According to Formula 14, when the value of a decreases from 2 to 0, all components of  also change in the interval [-2,2]. When the components of  are in the interval [- 1,1], the location of the next update of the gray wolf can be anywhere between the current gray wolf and its prey. When the value of  is less than 1, the gray wolf group will attack the prey.
Search prey stage: According to the positions of the gray wolf , the gray wolf , and the gray wolf , each individual in the gray wolf population separates from each other to find suitable prey, and then gathers together to attack the prey. To simulate the process of gray wolves randomly searching for prey, the value of  is greater than 1 or less than - 1 to force the gray wolves to separate from their prey to find more suitable prey. In addition, vector  is a random vector with components between [0,2]. Its existence reflects the random weight of the influence of the location of the gray wolf on the current prey. The larger the value of , the greater the influence weight on the prey. On the contrary, the smaller the value of , the smaller the influence weight on the prey. Unlike vector , vector  does not decrease linearly, which helps the gray wolf population search for prey more fully and randomly.
[bookmark: _Toc123235606]Improved gray wolf optimization algorithm
As the complexity of optimization problem increases, gray wolf optimization algorithm has some defects, such as poor global search ability and easy to fall into local optimization. Therefore, I have improved the coordinated siege strategy of wolves led by the head wolf.
(1)  Correction of convergence factor a
To simulate the hunting behavior of wolves in nature, this paper modifies parameter a, which is

   l is the current number of iterations, and  is the maximum number of iterations.
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Figure 7. Change curve of parameter a under 100 iterations after correction.
According to the change curve of convergence factor a in Figure 7, the modified algorithm iteration process is mainly divided into three parts: (1) In the middle and early stages of the iteration, the convergence factor shows a linear decreasing trend. Currently, the gray wolf group and prey group have sufficient physical strength, and the distance between them keeps a threshold value approaching gradually. The linear decreasing of the convergence factor simulates the process of gray wolf tracking prey; (2) In the middle of the iteration, the algorithm shows a gradual nonlinear decreasing trend. At this time, the first wolf and the second wolf exchange positions, and the speed of the gray wolf group slows down, so the distance between them and the prey becomes larger, and the convergence factor slowly reduces the energy loss caused by the simulated first wolf exchange; (3) In the later stage of iteration, the algorithm decreases rapidly first and then gradually. At this time, the position of the first wolf and the second wolf alternates, while the speed of the prey group decreases due to physical exhaustion, and the speed of the gray wolf group increases. Therefore, the distance between the two groups decreases sharply until the speed suddenly decreases when the prey group is surrounded, and the convergence factor becomes gentle.
(2) Correction of control parameter c
To simulate the alternate results of the first wolf and the second wolf in nature, I modify parameters for  and as follows:


,, ,  is the control parameter of , they represent the process of decreasing the physical strength of the head wolf.  is the control parameter of , they represent the speed increase process after the second wolf transforms into the first wolf.
(3) Weight Location Update Strategy
After the control parameters A and C are modified, the position formula is modified as follows:
Because in the gray wolf hierarchy, Wolf,  and  hierarchy system is inconsistent and to simulate the alternate process between the first wolf and the second wolf and the physical consumption process of the gray wolf, I modified the position update equation, which is expressed as:

Among them, ,  and  are respectively Wolf ,  and  distance weight, whose expression is:

[bookmark: _Toc123235607]Parameter Optimized SVM
Support vector machine (SVM) is a classification method proposed by Vapnik et al. in 1995. The important theoretical basis of SVM is VC dimension theory of statistical theory and structural risk minimization principle. By introducing the kernel function, the input samples are mapped into the high-dimensional feature space to find the optimal classification hyperplane for dividing data, to achieve the effect of sample classification. Based on the principle of structural risk minimization, SVM effectively solves the problems of "dimension disaster", "over learning", "under learning", etc., and shows strong advantages in the fields of small samples, nonlinear and high-dimensional models. To realize the structural risk minimization principle, SVM uses the kernel technique to map the data points that are not separable in the low dimensional space to the high dimensional linearly separable space, and achieves the goal of linearly separable by constructing the hyperplane of the high dimensional space.
3.3 [bookmark: _Toc123148973][bookmark: _Toc123149300][bookmark: _Toc123235608]
[bookmark: _Toc123235609]Optimal classification hyperplane
The optimal classification hyperplane is the core idea of SVM classification. Whether it is linearly separable or linearly non-separable data sets, SVM aims to find an optimal classification hyperplane to partition samples. The optimal classification hyperplane is shown in Figure 8.
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Figure 8. SVM schematic.
[bookmark: _Toc123235610]Parameter selection of Support Vector Machine
The key of SVM in solving the nonlinear classification problem is to use the kernel function to convert the operation space. However, the selection of different kernel functions affects the data form and computational complexity of high-dimensional space. Therefore, choosing a suitable kernel function can get a more effective decision classification tree in high-dimensional space. In practical engineering applications, common kernel functions are divided into the following categories:
(4) Linear kernel function:

The linear kernel function has a narrow practical scope and is only suitable for linear classification, not for nonlinear fault diagnosis and recognition.
(5) Polynomial kernel parameter:

Where 𝛾 is a positive real number, and parameter b determines the subordination of the function; The parameter m is a positive integer, representing the order of the polynomial. The higher the order, the easier it is to classify. Similarly, it will increase the computational complexity. Because there are 3 parameters to be taken, it is difficult to select.
(6) Sigmoid kernel function:

𝛾 is a positive real number. Sigmoid kernel function has a good global convergence, and the use conditions are more stringent. The application scope of SVM is narrow, and it is mainly used in neural networks.
(7) Gaussian kernel function:

As the kernel function of SVM, Gaussian function has good global retrieval ability. If a parameter g is determined, the calculation is less, which is not only suitable for low dimensional space sample classification, but also suitable for high-dimensional space sample classification.
According to whether the input samples are linearly separable, or nearly linearly separable, or linearly non-separable, the learning models of support vector machines can be divided into three types: linear separable support vector machines, linear support vector machines, and nonlinear support vector machines. The first is a linearly separable support vector machine, which requires the training set to be linearly separable, and the hyperplane is obtained by maximizing the hard interval. The second is linear support vector machine, which requires the training set to be approximately linearly separable, and the hyperplane is obtained by maximizing the soft interval. The last one is nonlinear support vector machine. The training set is linearly indivisible. The linearly indivisible training set can be converted into linearly separable data set by using kernel function, and the hyperplane can be obtained by maximizing the soft interval. The three models are from simple to complex, and simple models are special cases of complex models.
[bookmark: _Toc123235611]SVM parameter optimization
  When using SVM for final prediction, I must adjust the relevant parameters (mainly the penalty factor C and radial basis kernel function parameters ), that is, the concept of parameter optimization that we often talk about. Its main idea is to find the best parameters we need only by using the obtained training set for iteration, so that its prediction of the final data can reach a higher value, which is the balance between learning and promotion of the classifier model we want to establish. 
The penalty factor C of the SVM model represents the tolerance of wrong classification when classifying samples with the optimal hyperplane, which balances the relationship between the accuracy of SVM classification and the complexity of the model. The larger the C is, the higher the classification accuracy of the training data set is, but the classification interval is reduced, which is prone to over fitting problems, and the generalization ability of the classifier is reduced. On the contrary, the probability of the training data set being wrongly classified increases, and the classification interval increases, but the problem of under fitting is easy to occur, and the generalization ability of the classifier will also be reduced.
G in the gaussian kernel function determines the mapping relationship between the original data feature space and the high-dimensional data feature space. When g is large, the value of Gaussian kernel function will approach 0, SVM will correctly classify all training samples, but the classification hyperplane will become complex, and the generalization ability of the model will be reduced. When g is small, the SVM discriminant function will approach 1, and the model will judge all test samples as the type with more training samples, and the model's generalization ability is still poor. Find appropriate penalty factor C and kernel function σ It is of great significance to the generalization of SVM in samples. I use the improved gray wolf optimization algorithm to optimize the SVM parameters.
















[bookmark: _Toc123235612]DESIGN AND IMPLEMENTATION
I design an efficient offline signature verification system based on GLCM and ILBP using parameter optimized SVM. Both ILBP and GLCM belong to texture feature extraction methods. Texture is a visual feature that reflects the homogeneity of signature images, which is reflected by the gray distribution of pixels and their surrounding spatial neighbors. For the signature, which has a large difference in thickness and density, it is an effective method to extract texture features as feature vectors, and texture features have a high resistance to rotation invariance and noise. In addition to texture features, the offline signature verification system designed in this paper also includes geometric features. Geometric features show the global information of the signature image, which makes the offline feature vector more representative and accurate.
The offline signature verification system I designed is Writer-dependent. the WD method requires training models for different signature writers. Such methods rely on a small number of samples from each user for training. Therefore, the advantage of the WD method is that when a user needs to perform signature verification, only a small number of samples are needed to achieve good results; while the disadvantage is that it requires a sample of signatures from the user to be determined instead of an arbitrary writer for training each time. In the practical application of the system, it is difficult for the same user to provide a large number of genuine signatures for classifier training. I envisage a scenario in which the offline signature verification system is used, where the user only needs to provide a small number of genuine signatures to train the SVM classifier to obtain a suitable verification system that can judge the genuine signatures or forgeries of this user.
I take the core parameters C and g of SVM as the location parameters of gray wolves in the improved gray wolf algorithm. For gray wolves, the population size is set to 10, the maximum number of iterations is set to 100, the parameters to be optimized are set to 2, and the parameter value range is set to [0.01,100]. The SVM model is obtained on the training set by using parameter C and parameter g. The model is classified on the verification set, and the classification accuracy is taken as the fitness value of each wolf. In the process of program running, judge whether the maximum number of iterations is reached. If it is reached, the parameter optimization is completed; otherwise, continue to use the updated location parameters of the gray wolf to continue the iterative optimization. At the end of the iteration, the optimal wolf position, that is, the value of C and g, is output, and the SVM classification model is established using C and g.
In this part, the designed OSV is used to determine the genuine signature and forgery signature. The computer configuration used in this experiment is: Intel (R) Core i7 12700F CPU (main frequency size is 2.1GHz), memory size is 16GB; The software environment used in the experiment is MATLAB 2018b, which is tested under the 64-bit windows10 platform. The open-source offline signature databases CEDAR and MCYT75 are used, and other similar methods based on the same database are presented in the comparison.
In the training phase, I select the first 5, 8 or 10 genuine signatures of each writer and the same number of forgery signatures to train the classifier, respectively, and the remaining genuine and forgery ones are used as test evaluations for verification. The SVM classifier finally used obtains the decision score according to the position of the signature to be tested relative to the segmentation hyperplane. If the score is greater than 0, it is judged as a forged signature, otherwise it is a genuine signature. The offline signature verification algorithm selects FAR(rate of false signatures accepted as true), FRR(rate of false signatures rejected as true), AER(mean value of FAR and FRR) and accuracy as evaluation criteria. The number of training samples is represented by NT. All tests were repeated for 10 times, and the mean value of FAR, FRR and AER was taken as the final algorithm performance evaluation. 
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[bookmark: _Toc123235613]RESULTS AND EVALUATION
[bookmark: _Toc123235614]CEDAR database
[bookmark: _Hlk96850558]Table 1 shows the performance of the proposed method on the database CEDAR when the number of training samples is different. Table 2 shows the performance comparison between this method and other similar methods on CEDAR.
Table 1. Experimental results on CEDAR database with 5, 8, and 10 training samples.
	Database
	NT
	FRR
	FAR
	AER
	AR

	CEDAR
	5
	5.93%
	7.12%
	6.53%
	92.6%

	CEDAR
	8
	3.05%
	4.25%
	3.65%
	96.7%

	CEDAR
	10
	1.36%
	2.50%
	1.93%
	98.1%



Table 2. Comparison chart with the experimental results of previous similar methods in other papers.
	Method
	NT
	FRR
	FAR
	AER
	AR

	LQP+DWT25
	10
	7.20%
	6.12%
	6.66%
	-

	MRBC+PFSA28
	12
	7.57%
	6.43%
	7.00%
	-

	GLCM + Geometric feature21
	10
	3.75%
	3.34%
	3.55%
	-

	GLBP, LRF+
AIRS16
	16
	4.93%
	2.12%
	3.54%
	-

	Best feature
Selection19
	10
	4.17%
	8.33%
	6.25%
	

	Proposed
	10
	1.36%
	2.50%
	1.93%
	98.1%


To compare with the articles using deep learning methods in recent years, I have added Table 3 to the database CEDAR, the content of which is the comparison of my experimental results with the state of the art using deep learning techniques. 
Table 3. Comparisons with state of the art using deep learning techniques in CEDAR
	Method
	NT
	FRR
	FAR
	AER
	AR

	CNN12
	10
	-
	-
	4.63%
	-

	MCS35
	10
	5.33%
	9.77%
	7.55%
	-

	CNN35
	10
	5.67%
	6.25%
	5.96%
	-

	SigNet-SPP11
	10
	-
	-
	3.60%
	-

	HOCCNN39
	10
	4.92%
	5.99%
	5.46%
	-

	Proposed
	10
	1.36%
	2.50%
	1.93%
	98.1%



[bookmark: _Toc123235615]MCYT75 database
Table 4 shows the performance of the proposed method on the database MCYT75 when the number of training samples is different. Table 5 shows the performance comparison between this method and other similar methods on MCYT75.
Table 4. Experimental results on the MCYT75 database with 5, 8, and 10 training samples.
	Database
	NT
	FRR
	FAR
	AER
	AR

	MCYT75
	5
	5.52%
	9.03%
	7.28%
	91.8%

	MCYT75
	8
	4.16%
	8.04%
	6.10%
	93.2%

	MCYT75
	10
	3.64%
	6.84%
	5.24%
	94.8%



Table 5. Comparison chart with the experimental results of previous similar methods in other papers.
	Method
	NT
	FRR
	FAR
	AER
	AR

	LQP+DWT25
	10
	8.78%
	10.23%
	9.50%
	-

	MRBC+PFSA28
	10
	5.33%
	9.77%
	7.55%
	-

	Best feature
Selection19
	10
	5.67%
	6.25%
	5.96%
	-

	GLCM+ Geometric feature21
	10
	1.25%
	5.36%
	3.31%
	-

	Proposed
	10
	3.64%
	6.84%
	5.24%
	94.8%


To compare with the articles using deep learning methods in recent years, I have added Table 6 to the database MCYT75, the content of which is the comparison of my experimental results with the state of the art using deep learning techniques. 
Table 6. Comparisons of the proposed verification system with state of the art using deep learning techniques
	Method
	NT
	FRR
	FAR
	AER
	AR

	SNN38
	-
	6.45%
	5.20%
	5.82%
	-

	MCS35
	10
	4.00%
	17.24%
	10.62%
	-

	CNN35
	10
	8.00%
	16.80%
	12.40%
	-

	Cycle-Gan+Caps-Net40
	10
	1.33%
	2.66%
	1.99%
	98.06%

	HOCCNN39
	10
	4.92%
	5.99%
	5.46%
	-

	Proposed
	10
	3.64%
	6.84%
	5.24%
	94.8%


[bookmark: _Toc123235616]Discussion
It can be seen from tables above that the offline signature verification effect on different data sets is different. CEDAR is a Latin signature. The AER of the offline signature verification algorithm is low. MCYT75 is a Spanish signature. Compared with CEDAR, the AER is high. Latin signatures have strong consistency and simple strokes, while Spanish signatures have too many strokes and relatively complex features, making verification more difficult than Latin signatures. 
As can be seen from Table 1 and Table 4 , as the number of training samples gradually increases (5→8→10), the values of FAR, FRR and AER decrease significantly, while the value of AR increases. These changes show that the performance of the designed OSV improves with the increase in the number of training samples. Of course, the number of training samples cannot be increased all the time, which needs to meet the actual application scenarios, and by comparing other references, it can be found that 10 training samples meet the requirements of a small number of training samples. 
It can be seen from Table 2 and Table 3 that compared with other similar methods, whether based on neural networks or various classifiers, my method has obvious advantages in database CEDAR. The advantages are mainly reflected in the FRR, FAR and AER of the proposed system which are lower (1.36%, 2.50%, 1.93%), while AR is higher (98.1%). However, Table 5 and Table 6 show that the performance of the proposed system on the database MCYT75 is not as good as that of the previous database. Compared with references [21] (1.25%, 5.36%, 3.31%) and [40] (1.33%, 2.66%, 1.99%, 98.06%), my method (3.64%, 6.84%, 5.24%, 94.8%) has obvious shortcomings in performance, which is reflected in higher FRR, FAR and AER, while lower AR. In addition, compared with references [38] (6.45%, 5.20%, 5.82%) and [39] (4.92%, 5.99%, 5.46%), the proposed method does not have much advantage in verification performance. Of course, the proposed method has a higher verification accuracy than most similar methods.
As can be seen from the comparison of the data in Table 3 and Table 6, although the performance shown by our proposed verification system utilizing handcrafted features is not the best compared to the state-of-the-art systems using deep learning techniques, compared to most methods in the tables, our system performs well on CEDAR and MCYT75. It is worth noting that in Table 6, the AER of the method of [39] is 5.46%, which is a little better than that of Proposed. This indicates that our method still has a lot of room for improvement.
















[bookmark: _Toc123235617]CONCLUSIONS AND RECOMMENDATIONS
In recent years, with the continuous development of science and technology, every aspect of people's daily life has become more and more digital. Personal information and property security are concerned under the digital background. The reliability and efficiency of biometric authentication technology make it applied in more and more scenarios, such as access control systems, employee attendance, banks and financial systems. As a biological behavior feature, handwritten signature has been accepted and widely used in the field of identity authentication. Moreover, handwritten signatures play an indispensable role in such scenarios as bank checks, contract documents and diplomatic documents. It is precisely because of these characteristics of handwritten signature that researchers are attracted to carry out a lot of research work on it.
The advantages and highlights of my method are: (1) In the feature extraction phase, I used the improved LBP method. Compared with the original LBP, the improved LBP can reduce the dimension of feature vectors while ensuring the validity of the extracted features. The reason why I made this improvement is that the lower the dimension of the feature vector, the shorter the time required for the whole system to run, and the more efficient the verification process. (2) Although I used two texture feature extraction methods (GLCM and ILBP), these features are still insufficient. Because the texture features are more partial to the local features of the signature image, I added a 4-dimensional geometric feature. (3) I use the improved gray wolf optimization method to optimize the core parameters of SVM. In this paper, based on the original gray wolf optimization, the nonlinear decreasing of control parameters and the position updating strategy of random weights are used to improve. 
The experimental results show that the performance of the proposed system on different signature databases is somewhat different. For example, its performance on MCYT75 is obviously inferior to that on CEDAR. Therefore, this points out the direction for my subsequent research. I will continue to improve the system's verification ability to achieve a stable and high accuracy rate on more databases.
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Although the system built for offline signature verification in this paper has achieved good results and has certain practical value, due to the limitations of research time and own research level, in-depth research is still needed in the following aspects:
(1) Because of the time and the fact that I am the only participant in the experiment, this paper only uses two open source databases for the experiment. I know that the data obtained in this way is slightly insufficient, and the results of the experiment are not convincing enough to meet the complexity of the actual situation, so the verification effect of the verification system for more different data sets needs to be further tested and improved;
(2) In the aspect of signature preprocessing, especially the part based on signature thinning, because the signature after thinning is distorted to varying degrees, I should find some methods to correct it, and try to obtain a higher authentication rate through signature feature extraction;
(3) In the feature extraction part, I should choose more feature extraction methods for experimental comparison, try to find more reasonable feature extraction methods, and improve the practicability of signature verification in different fields or environments;
(4) The signature verification method used in this paper is more traditional than the current neural network. Although it has its own advantages, its limitations can be seen. Although the overall experimental idea of neural network is quite different from the traditional method I use, I should still learn a lot to find other comparison methods besides the experimental results and highlight the advantages and disadvantages of the two more clearly. In this way, I think it can help me combine the two more effectively to design a more appropriate offline signature verification system. It is believed that through future research and exploration, it will certainly create good social benefits in this field.
This master's thesis, which has been completed for half a year, is very memorable to me. I want to summarize my master's thesis through three points. 1. Topic selection is the top priority. A good thesis topic can provide me with research motivation, and my work efficiency is much higher than passive learning. 2. Theory is the foundation. I learned how to choose the theory and which part to use it for in the preparation of this paper. The master's thesis is a systematic process. 3. Software is just a tool. In master's thesis writing, the mastery of software focuses on application. Instead of understanding its principle. Although I spent a lot of time in this aspect in the course learning stage, they do not determine the substantive content of the paper, but only auxiliary. Especially in the case of limited time and experience, I should be more flexible in time allocation and distinguish priorities.
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