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[bookmark: _Toc237038507]Abstract
The cloud relies on a Shared Responsibility Model to split security duties between customer and provider. This was adequate for older services such as PaaS and SaaS, which defined clear lines between the two, but not for newer, more complex services known collectively as ‘XaaS’ (anything as a service), such as Artificial Intelligence as a Service or Serverless technologies. Customers have limited visibility over their responsibilities in these services, leading to misconfigurations — the top reported cause of cloud data breaches [1]. The 2019 Capital One breach — 106 million records stolen through a misconfigured firewall and an over-privileged identity role — is a classic example [2].
This research seeks to build and test a modernized, graph-based Shared Responsibility Model capable of handling Serverless and AIaaS security responsibilities while conforming to the legal obligations of, amongst others, the EU NIS2 Directive and the EU Artificial Intelligence Act.
A Design Science Research framework will be used to develop and validate a prototype against actual data breaches and modern cloud security benchmarks, aiming to prove that an identity and access management-centered risk model provides a more precise and actionable depiction of cloud risk than vulnerability-only scoring systems.
[bookmark: _Toc237038508]Section 1: Introduction
[bookmark: _Toc237038509]1.1 Context and Background
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Figure 1.1: Diagram comparing how security duties are split between provider and customer across IaaS, PaaS, SaaS and XaaS service models. (Source: Author, 2026)
[bookmark: _Toc237038510]A) Overview of the Research Field
This research lies at the intersection of cloud computing, cybersecurity risk management and regulation. Over the last 10–15 years cloud computing has disrupted how businesses run their IT functions, moving from old ‘perimeter defended servers’ towards on-demand, shared service models. The three traditional delivery models — IaaS, PaaS and SaaS — use the ‘Shared Responsibility Model’ to govern responsibilities.
With IaaS the provider takes responsibility for the network infrastructure and hypervisor layer, whilst the customer takes responsibility for OS, applications and data.
Within SaaS delivery the provider handles virtually all service delivery components, with the customer focused on data classification and granting access. This distinction used to be reasonably clear-cut; however, this is no longer the case. With the exponential development of technologies referred to as Anything as a Service, or XaaS — such as serverless computing (a.k.a. FaaS) and AI as a service — the traditional divides have been greatly eroded.
Because these new services make significantly greater portions of the IT stack invisible to the customer, the question of who bears responsibility for a particular aspect of security has been complicated — a difficulty this research addresses.
[bookmark: _Toc237038511]B) Current Developments
Cloud security has already shifted focus from network boundaries to identity as a control plane. Traditional boundaries are hard to enforce in cloud ecosystems where resources spin up and disappear quickly, so Identity and Access Management permissions and API keys become more significant enforcers than a traditional network edge.
With cloud provider services like AI as a Service (AIaaS) making short-lived resources from third-party AIs available from cloud servers and serverless functions, we start seeing novel entry points for attackers; this has amplified as AI models make entry points visible before the human eye catches up.
Industry threat intelligence indicates attackers can find these entry points and exploit them faster through automation than human beings could process them, creating the 'AI exposure gap' [3].
[bookmark: _Toc237038512]The legal environment has also tightened significantly. The EU’s NIS2 Directive dictates that organisations providing critical or important services must secure their supply chains and manage their cloud systems against vulnerability, and failure to discharge this can result in executive-level responsibility [3]. Coupled with this are the EU AI Act’s requirements on data governance, copyright and transparency for any high-risk AI run on the cloud [4]. As a direct result, inadequate cloud configuration now poses not only a security but also a legal and financial risk.
This burden falls squarely on organizations holding a traditional understanding of the Shared Responsibility Model. Board members often believe their cloud platform’s ISO 27001 certification inherently covers the organization’s own legal compliance obligation. This is simply not the law. Under both NIS2 and the EU AI Act the organization retains its own legal obligations regardless of compliance controls managed by the provider, so the responsibility gap can only represent significant legal exposure.
1.2 Research Problem
[bookmark: _Toc237038513]A) Problem Definition
[bookmark: _Toc237038514]This article identifies and fills an important research gap: the conventional Shared Responsibility Model often fails to accurately attribute, address or mitigate the identity security risks particularly relevant in the very abstract serverless and AIaaS XaaS environment, with the tough regulatory requirements currently in the entire EU.
B) Current Challenges
The Shared Responsibility Model draws the lines between vendor responsibilities in PaaS adequately, but leaves a lot of leeway for truly black-boxed products. With XaaS, the ‘Shared’ part doesn’t come in too handy. With FaaS there is no managing by developers, and cloud vendors incorrectly believe they are responsible for protecting the data processing layer and the APIs — contributing significantly to misconfigurations, a leading cause of stolen data and cloud accounts. Capital One’s 2019 loss, where an attacker exploited Server-Side Request Forgery while a Web Application Firewall misconfiguration gave an identity role unnecessary permissions to steal about 106 million records from Amazon, is the most prevalent incident of its kind; it took nearly four months to detect, showing that continuous risk checks are poor even under a shared arrangement [2].
Risk scoring is another facet. Most cloud posture tools use a technical parameter such as a CVSS score, but this does not map an attacker’s actual means of achieving their goal — over-permitted roles and identity resources, or exposed APIs. A vulnerability in a standalone development area carries negligible danger compared to one in an operational, user-facing phase [5].
[image: ]
Figure 2.1: Step-by-step diagram of the Capital One breach, from SSRF exploit through credential theft to data exfiltration from S3. (Source: Author, 2026)
[bookmark: _Toc237038515]Prior work generally considers only half the problem. Shared Responsibility Model work makes role allocation clear but often does not tell a tenant how to map that to their evolving infrastructure dynamically. Serverless and AIaaS security analyses highlight the many technically vulnerable areas but don’t suggest a uniform framework for allocating ownership of those exposures. Identity-based vulnerability analyses show that combining identity with vulnerabilities is far more potent for drawing out actual risks, but had not until now been combined in an adapted Shared Responsibility Model with NIS2 or EU AI Act compliance [5],[6].
Research Questions
1. RQ1: How does the abstraction of infrastructure in Serverless and AIaaS environments change how cybersecurity risk should be assigned under the Shared Responsibility Model?
1. RQ2: To what extent do standard vulnerability scoring systems, such as CVSS v4.0, fail to correctly rank risks caused by identity misconfiguration in cloud-native platforms?
1. RQ3: How can a graph-based Shared Responsibility Framework be designed to reduce XaaS attack paths while also meeting the supply-chain security duties of NIS2 and the EU AI Act?
[bookmark: _Toc237038516]1.3 Research Aim and Objectives
[bookmark: _Toc237038517]Research Aim:
[bookmark: _Toc237038518]This work analyses the flaws of the classical Shared Responsibility Model in emergent XaaS environments, then defines a graph-based risk prioritization framework that helps assign security controls and avoid configuration risks more effectively and in compliance.
SMART Objectives:
1. 1. Review the history of cloud security threats and the structural limits of the Shared Responsibility Model across IaaS, PaaS, and SaaS, through a systematic literature review, by Month 2.
1. 2. Analyse the specific vulnerabilities, identity-based attack paths, and data governance gaps found in Serverless and AIaaS models, by Month 3.
1. 3. Design an extended Shared Responsibility framework, using Design Science Research principles, that assigns granular controls and prioritises risk using a graph-based model, by Month 4.
1. 4. Test the proposed framework against the NIS2 Directive and the EU AI Act to check legal and operational alignment, by Month 5.
1. 5. Validate the framework's usefulness through a comparative analysis of known cloud breach cases, including IAM misconfigurations and AI API exposure, by Month 5.
[bookmark: _Toc237038519]Table 1.1: SMART Compliance Check
	Objective
	Specific
	Measurable
	Achievable
	Relevant
	Time-bound

	1. Literature review
	SRM limits across IaaS/PaaS/SaaS
	Completed literature synthesis
	Public literature and standards accessible
	Grounds later design decisions
	Month 2

	2. XaaS vulnerability analysis
	Serverless and AIaaS attack paths
	Documented vulnerability catalogue
	Public breach reports and telemetry available
	Identifies the specific gap
	Month 3

	3. Framework design
	Graph-based, DSR-built artefact
	Documented framework and workflow diagrams
	Peffers/Hevner DSR methodology available
	Delivers the core artefact
	Month 4

	4. Regulatory mapping
	NIS2 and EU AI Act alignment
	Documented compliance mapping
	Legislative texts publicly available
	Answers RQ3
	Month 5

	5. Scenario validation
	Comparative breach-case testing
	Risk prioritisation accuracy comparison
	Public breach post-mortems available
	Validates framework utility
	Month 5


[bookmark: _Toc237038520]1.4 Significance of the Research
[bookmark: _Toc237038521]Academic significance:
[bookmark: _Toc237038522]The paper addresses a fundamental void in the cloud computing literature by making an updated, dynamic version of the relatively static Shared Responsibility Model that caters for XaaS’s dynamic and short lifecycle. In doing so, the literature moves focus away from defending the boundary towards ongoing "identity-based risk management".
Technical significance:
[bookmark: _Toc237038523]This paper shows how it is possible to define and measure Identity Permissions, API Availability and other severity measures against security roles. As opposed to simple vulnerability scans in isolation, it uses attack graph analysis to make more visible which combinations of very small cloud misconfigurations carry great danger, yet are only recognized following some significant breach [5].
Practical significance:
A tried-and-trusted, hands-on blueprint for cloud security architects, risk managers and compliance professionals. It seeks to provide clarity around legal obligations — whether under NIS2 or EU AI Act reporting — and to help shrink the attack surface from third-party AI tools and distributed serverless applications.
[bookmark: _Toc237038524]Section 2: Literature Review
[bookmark: _Toc237038525]Summary: cloud computing security and shared responsibility; shared responsibility and XaaS-based cloud service. Cloud security remains a leading topic of academic research and publication in 2023–2026. This article brings together the latest relevant publications and overviews the development of cloud computing security regarding shared responsibility for new XaaS-model-based cloud solutions, which move from the traditional Shared Responsibility Model to Shared Control, and from the attack perspective to the risk one. It has four dimensions: erosion of the traditional Shared Responsibility Model; the particularity of Serverless and AIaaS (Artificial-Intelligence-as-a-Service) vulnerability; identity-based risk assessment; and regulatory changes. The objective of this paper fills a missing part of this research.
Search Strategy
Searches of IEEE Xplore, the ACM Digital Library and ResearchGate, plus official EU legal sources and industry telemetry reports (Tenable, Qualys, Orca Security), were performed adhering to PRISMA methodology. Illustrative Boolean combinations included ("Shared Responsibility Model" OR "SRM") AND ("cloud security" OR "IaaS" OR "SaaS"); ("serverless" OR "FaaS" OR "AIaaS") AND ("security" OR "vulnerability"); ("identity" OR "IAM") AND ("attack path" OR "graph-based risk"); and ("NIS2" OR "EU AI Act") AND ("cloud compliance"). The search was limited to 2023–2026 — when NIS2, the EU AI Act and broad XaaS adoption coincided.
Only peer-reviewed publications, primary legislation, or research with significant empirical validation or vendor telemetry-based analyses were included; purely marketing collateral was omitted.
These queries retrieved ~45 candidate references; abstracts and titles led to a shortlist of 24 papers for full review. From those, 12 were selected as relevant and are provided below.
[bookmark: _Toc237038526]Theme 1: The Weakening of the Traditional Shared Responsibility Model
Cloud security. The initial writings relied heavily on the simple, binary split of responsibilities within IaaS, PaaS and SaaS. More recent empirical evidence shows this divide fails badly in operational practice, with continuous integration and deployment, infrastructure as code and risk shifting occurring at a scale not typically considered previously [1]. Almost all empirical results agree that a cloud compromise is rarely an infrastructure failure by the vendor, but a tenant misconfiguration driven by misunderstanding where the boundary of a shared responsibility lies.
The texts poorly map shared responsibility and operational use of infrastructure, in the absence of a real-time tool in current research [1].
[bookmark: _Toc237038527]Theme 2: Vulnerabilities in Serverless and AIaaS
In FaaS and AIaaS the visibility of cloud settings is significantly lessened. In FaaS the developer abstracts all infrastructure operations and executes ephemeral, event-driven functions. While much work discusses cost savings and scalability as FaaS systems are used, this typically receives more space than its security perspective — for instance, handling stateful information across several instances of temporary functions.
With the rapid rise in AIaaS adoption the same lack of visibility appears, with current monitoring data showing a significant share of companies embedding third-party AI versions without a central security authority, rendering many common network-dependent defenses of minimal value [3].
What is deficient in studies today is a complete model or integrated framework tackling AIaaS-specific threats such as model poisoning, data drift, and abuse of AIaaS agentic APIs, leaving numerous firms susceptible to easily hidden supply-chain danger.
[bookmark: _Toc237038528]Theme 3: Identity-Centric Attack Paths and Graph Analysis
The cloud configuration visible to the tenant is much reduced by comparison. For FaaS, the provider abstracts infrastructure functions away from the end user and supplies short-lived, occasion-driven executions. While FaaS brings enormous benefits in reduced cost and boosted usage, those benefits are typically emphasised over its protection viewpoint, or over methods to handle information persisting across ephemeral function instances.
It comes along these very same points in addition with Artificial Intelligence (AIaaS). 
Where firms implement third-party AI solutions without any primary security policy, many protection efforts based on established communities are no longer useful. Research on AIaaS has been much less prevalent regarding the dangers of model poisoning, data drift, and abuse of agentic APIs, where companies may fall victim to easily obscured supply chain dangers. A complete, thoroughly built model or unified framework is required to deal with these AIaaS-specific hazards, as numerous companies may otherwise remain susceptible where hidden supply chain hazards reside.
[bookmark: _Toc237038529]Theme 4: Regulatory Convergence and Legal Risk
Regulation has moved squarely from recommendatory guidance towards hard law with real enforcement. It now presents specific requirements — including the NIS2 Directive, with a harmonised framework for vital entities — to secure cloud environments and their supply chains, while holding leadership personally liable if they miss deadlines. EU lawmakers also included demanding data governance, copyright and transparency criteria for high-risk AI models running within the cloud [4].
Current trends in legal and academic writing highlight a tangible implementation gap for both service tenants and cloud providers.
The most contentious area by far concerns liability where an AI model processes information in a shared multi-tenant cloud environment.
[bookmark: _Toc237038530]Literature Summary and Research Gap Justification
In summary, the research clearly indicates that: (1) the classical Shared Responsibility Model does not suffice for a modern cloud environment and cannot keep pace with CI/CD practices [1]; (2) Serverless and AIaaS impose special risks without adequate responsibility matrices [3]; (3) integrating vulnerability data with identity graphs offers greater accuracy for identifying actual risks, yet has seldom resulted in formal responsibility models [5]; and (4) instruments such as the NIS2 Directive and the EU AI Act have escalated technical limitations into significant legal exposures [4]. To my knowledge, no current research has integrated all four aspects into one tested methodology. This research provides that integration and tests the resulting graph-based, XaaS-capable Shared Responsibility Framework using real breach incidents and up-to-date legislation.
[bookmark: _Toc237038531]Section 3: Research Design and Methodology
[bookmark: _Toc237038532]3.1 Research Design
The position taken is objective. The accuracy of risk prioritization and the correctness of path identification are assumed to be attributes of the artifact that can be measured directly, independent of the researcher’s interpretation or intention. The research questions conform to this position since they seek an answer for the correctness of a framework against defined, concrete breach scenarios.
The epistemological stance is positivist. Comparison against known breach data and conventional practice is assumed the most reliable measure of whether the framework is superior in risk scoring to current methods, providing objective conclusions that are verifiable by other researchers testing the same case studies.
Positionality: my motivation stems from previous knowledge of cloud security tooling and enterprise risk assessment, which is why this proposal takes regulatory compliance as seriously as technical accuracy. Grounding the work in real-world deployment and legal issues is beneficial, but tends to favour practical utility over theoretical completeness. Each design decision is based on a cited source, and evaluation results are presented as is, including weaknesses against traditional CVSS-only scoring.
The work implements design science research through the six-step framework of Peffers et al. This suits the project because the principal outcome is an artifact — the graph-based responsibility framework — solving a practical, real-world problem rather than a solely theoretical model. The six steps are Problem Identification, identifying traditional SRM’s failure in XaaS from real breach data such as Capital One; Objectives of a Solution, defining requirements including identity path mapping and NIS2/EU AI Act compatibility; Design and Development; Demonstration in realistic multi-cloud environments; Evaluation against traditional CVSS-only scoring; and Communication through the final dissertation [6].
[image: ]
Figure 3.2: The six-stage DSR cycle applied to this project, from problem identification to communication of findings. (Source: Author, 2026)
[bookmark: _Toc237038533]3.2 Research Methods and Materials
[bookmark: _Toc237038534]A) Research Methods
The study uses a mixed methodology: qualitative design of the framework alongside quantitative risk scoring and comparison. The overall approach is systems evaluation by scenario-based modelling, whereby existing cloud breach instances and established AIaaS threat patterns are explored through post-hoc analysis with the designed framework, to measure its effectiveness in revealing risk-creating permission combinations and assigning accountability.
[bookmark: _Toc237038535]System Architecture and Workflow
The artefact takes a four-stage approach (Figure 3.1). Input: cloud usage data feeding the model — service type, class level, identity and access configuration, and known CVSS vulnerabilities. Output: three items — a summary prioritizing risks to tenant vs. provider, their prioritization, and a table of prioritised remediation tasks.
Input software and hardware are shown below.
Processing takes these inputs through two chained processes: 1) determining the responsible party, and against which service model, from the cloud deployment using heuristics; 2) validating the current configuration against NIS2/EU AI Act standards.

[image: ]
Figure 3.1: Diagram of the artefact’s four-stage workflow, from cloud deployment inputs through identity-graph analysis to a ranked risk output. (Source: Author, 2026)
	Category
	Requirement

	Modelling and visualisation
	Microsoft Visio or Lucidchart, for framework architecture and identity graphs

	Data analysis
	Python, with Pandas for dataset handling and Scikit-learn for basic threat-data clustering

	Threat modelling tools
	MITRE ATT&CK Navigator, for mapping known attacker techniques onto the framework

	Hardware
	Standard academic laptop, min. 16GB RAM and multi-core CPU; no live cloud or GPU resources required


Table 3.1: Software and hardware requirements.
[bookmark: _Toc237038536]Data Analysis and Evaluation
The framework’s success will be determined predominantly by accuracy against actual real-world events for severe risk — an internet-accessible serverless function with over-permissions being equivalent to an overt, internet-facing breach attack path compared to a CVSS score. Qualitative checks will ascertain the ambiguity within control measures addressed by the framework and compare them against defined legal standards.
	Metric
	Definition
	Justification

	Risk Prioritisation Accuracy
	How well the framework ranks known dangerous attack paths versus CVSS-only scoring
	Directly tests the core research claim

	Ambiguous Control Zone Reduction
	Extent to which unclear tenant-versus-provider duties are resolved
	Measures whether the model clarifies responsibility

	Regulatory Alignment
	Coverage of NIS2 and EU AI Act requirements in the framework's outputs
	Confirms the artefact's compliance value


Table 3.2: Evaluation metrics and justification.
[bookmark: _Toc237038537]B) Research Materials
The study will employ secondary threat telemetry alongside anonymised vulnerability data from leading industry reports for 2025–2026, including Tenable’s Cloud and AI Security Risk Report, Qualys’s Cloud Security Forecast and Orca Security’s threat intelligence products. Publicly accessible breach reports, such as regulatory filings connected to the Capital One breach, may provide source data supporting threat and attack-path modeling [2].
[bookmark: _Toc237038538]Ethical Considerations
No directly collected participant data such as questionnaires or interviews will be involved, so no risk is attributed to informed consent. Only open, anonymized, public datasets, threat telemetry and past breach records including public regulatory filings are used.
This work examines severe security threats and attack vectors, so misuse risk must be addressed. The research will only examine architectural security failures and vulnerabilities already patched. The framework generated is defensively focused rather than offensively aimed, finding fixes for threats rather than probing systems. No live systems (such as Amazon Web Services, Microsoft Azure, or Google Cloud Platform) would be probed via scanning, penetration tests or unauthorized means; all scenario testing would occur as concept analysis or local contained simulations. The completed ethics form is submitted separately through Moodle.

[bookmark: _Toc237038539]Section 4: Expected Outcome
[bookmark: _Toc237038540]Expected Results
The overall expected output will be a functional, tested, XaaS-aware implementation of the Shared Responsibility Model. The research is anticipated to demonstrate that moving from traditional PaaS environments toward Serverless and AIaaS considerably raises risks to tenant identity and data governance while decreasing the tenant’s managed-infrastructure burden. It is predicted to show that combining identity context with a vulnerability’s risk level is a more informative and actionable basis for cloud risk prioritization than an independent vulnerability scan.
[bookmark: _Toc237038541]Implications
1. Academic: an updated cloud security model that formally brings identity-based attack path thinking and regulatory duties into the Shared Responsibility Model.
1. Technical: a practical, structured method for cloud security architects to configure IAM, API controls, and ongoing threat exposure management in fast-moving serverless environments.
1. Industry: a usable compliance-mapping tool that helps organisations manage the reporting and supply-chain security duties set out in NIS2 and the EU AI Act, reducing legal exposure.
[bookmark: _Toc237038542]Limitations
The key drawback is that live testing against a commercial cloud service would infringe provider services as well as the ethical considerations dictated by academic discourse on offensive operations; live testing therefore cannot be undertaken, and secondary breach data and constructed scenarios were used instead. Furthermore, as AI capabilities grow rapidly, the AIaaS threats modelled here may evolve before the framework is complete, so its internals may need alteration. It also cannot be established whether the framework performs in a live enterprise environment, since it was assessed on case studies rather than a live trial; this constitutes future work.
[bookmark: _Toc237038543]Risk Register
Table 4.1 sets out the main risks to project delivery, with likelihood, impact, and mitigation.
	Risk
	Likelihood
	Impact
	Mitigation / contingency

	Public breach data lacks technical detail for accurate modelling
	Medium
	Medium
	Use multiple corroborating sources per case study; supplement with vendor post-mortems

	NIS2/EU AI Act requirements change during the project
	Low
	Medium
	Monitor official EU legislative updates monthly; note changes in the final write-up

	Graph-based risk model too complex to demonstrate clearly
	Medium
	Medium
	Simplify to a small, representative set of attack paths

	Framework fails to outperform CVSS-only scoring in testing
	Low
	High
	Report findings honestly with analysis of why; discuss as a contribution regardless

	Limited access to recent (2025-2026) industry telemetry
	Low
	Medium
	Mix open industry reports and academic sources to cross-check figures

	Timeline slips due to framework design delays
	Medium
	Medium
	Buffer Month 5 to absorb overruns from Months 3 and 4


Table 4.1: Risk register and contingency plan.
[bookmark: _Toc237038544]Section 5: Timeline
Table 5.1 sets out the six-month project timeline.
	Month
	Core activity
	Milestone

	1
	Full literature review; analysis of regulatory texts (NIS2, EU AI Act) and XaaS architecture
	Literature chapter drafted; theoretical synthesis complete

	2
	Finalise DSR methodology; select and map breach case studies (e.g. Capital One SSRF)
	Methodology chapter finalised; collection protocols established

	3
	Build the extended SRM matrix, integrating identity graphs and CVSS v4.0 metrics
	Initial framework prototype developed

	4
	Apply the framework to theoretical serverless and AIaaS scenarios; map attack paths
	Data analysis and scenario modelling complete

	5
	Compare outputs against traditional SRM/CVSS-only scoring; check NIS2 and EU AI Act alignment
	Evaluation chapter complete; results synthesised

	6
	Final writing, critical reflection, formatting and proofreading
	Final dissertation submitted


Table 5.1: Six-month project timeline and deliverables.
[image: ]
Figure 5.1: Gantt chart showing the six project phases across the timeline, corresponding to Table 5.1. (Source: Author, 2026)
[bookmark: _Toc237038545]Section 6: Presentation of the Proposal
The proposal addresses the assessment headings in academic third-person form throughout. Every paragraph leads into, and supports, an idea from a relevant IEEE numbered reference, followed by analysis of its meaning and a transition into a related point. Reference-after-reference listing is avoided by alluding to the thought process behind the referred information from previous points (see sections 7 and 4). The writing adopts precise terminology such as identity entitlement, blast radius and attack path, in lieu of less identifiable terms that could cause misunderstanding.
[bookmark: _Toc237038546]Section 7: References
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